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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION

WILEY GILL; JAMES PRIGOFF; TARIQ
RAZAK; KHALID IBRAHIM; and AARON
CONKLIN,

Plaintiffs,

v.

DEPARTMENT OF JUSTICE; LORETTA
LYNCH, in her official capacity as the
Attorney General of the United States;
PROGRAM MANAGER – INFORMATION
SHARING ENVIRONMENT;
KSHEMENDRA PAUL, in his official
capacity as the Program Manager of the
Information Sharing Environment,

Defendants.

Case No. 3:14-cv-03120-RS-KAW

DECLARATION OF KHALED
IBRAHIM IN SUPPORT OF
PLAINTIFFS’ MOTION FOR
SUMMARY JUDGMENT

Hearing Date: December 8, 2016
Time: 1:30 pm
Judge: Hon. Richard Seeborg
Courtroom: 3, 17th Floor
Date of Filing: July 10, 2014
Trial Date: None Set
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I, Khaled Ibrahim, declare as follows: 

1. I am one of the Plaintiffs in the above-titled action.  I submit this declaration in 

support of Plaintiffs’ Motion for Summary Judgment and Plaintiffs’ Opposition to Defendants’ 

Motion for Summary Judgment.  I have personal knowledge of each fact stated in this declaration 

and, if called as a witness, I could and would competently and truthfully testify hereto. 

2. I am a U.S. citizen of Egyptian descent.  I reside in San Jose, California. 

3. On and off from 2009 to 2015, I worked in the accounting and purchasing 

departments for Nordix Computer Corporation (“Nordix”), a computer network consulting and 

service company located in Santa Clara, California. 

4. I worked in the accounting department from 2013 to 2015.  Before that, I worked 

for two-and-a-half years as a purchasing agent for Nordix, from 2009 to 2012.  As part of my job 

as purchasing agent, I bought computers in bulk from retail stores in the San Francisco Bay Area 

such as Best Buy, Circuit City, and Micro Center.  Nordix would then resell the computers in the 

Middle East for a profit.  In my role as purchasing agent, I estimate that I purchased between 

2,000 and 3,000 laptops for Nordix.   

5. I was particularly successful buying computers from Best Buy stores.  I built 

connections over time with Best Buy employees and managers who would help me locate 

particular stores with excess stock of computers.  I would then travel to those individual stores 

and buy the computers in bulk.  When successful, I was able to purchase between 40 and 80 

computers at a time. 

6. I had particular success purchasing computers from the Best Buy store in Dublin, 

California, until late-2010, when I had a dispute with the manager regarding some computers I 

purchased that were not delivered.  Out of frustration with the manager, I did not attempt to 

purchase computers at that Best Buy for several months.   

7. In February 2011, I returned to the Dublin, California Best Buy store to purchase 

more laptops.  That store was my best store, where I had the most luck purchasing computers.  

Because of new policies concerning bulk purchases, I had to purchase fewer laptops each visit, 
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but I still had some success.  There were a few times, however, when I was turned away.  On one 

occasion, I was told that management does not allow such bulk purchases, and I was unable to 

purchase any computers that day.  On another occasion, in early November, which was one of the 

last times I tried to purchase computers from the Dublin, California Best Buy, an employee asked 

what I planned to do with the computers.  I explained that the company I work for resells 

computers in the Middle East.  The employee asked if I was Middle Eastern and I told him I was 

Egyptian.  I was unable to purchase any computers that day, too.  I do not know if there was a 

correlation between my race and my inability to purchase computers. 

8. Through my attorneys I learned that the government created a Suspicious Activity 

Report (“SAR”) of my attempts to purchase computers from the Dublin, California Best Buy 

store.  Through my attorneys, I submitted a request for records under the California Public 

Records Act and received a copy of the SAR in response.  A true and correct copy of that SAR is 

attached as Exhibit 1.  It is entitled “Suspicious attempt to purchase large number of computers,” 

and relates to attempted purchases I made the week of November 6, 2011.  It is my understanding 

based on reviewing Defendants’ Answer in this matter, that two incident reports containing 

information in the Suspicious Activity Report about me were uploaded to the eGuardian system, 

which I understand to be a national database to which thousands of law enforcement agencies 

have access. 

9. I believe that the defendants in this case would have benefited from input from the 

public on the standard for suspicious activity reporting.  I would have wanted the defendants to 

know when they adopted their standard for suspicious activity reporting that a standard that does 

not require reasonable suspicion of criminal activity harms innocent people, like me, who have 

not engaged in any wrongdoing:  It makes us the targets of law enforcement scrutiny, puts our 

information in government databases, and adversely affects our reputations by identifying us as 

individuals who have engaged in conduct with a potential nexus to terrorism.  I would also have 

wanted defendants to know the specific facts of my case so that they could understand the factual 

basis for my concerns.  I would have specifically wanted defendants to understand, based on what 
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happened to me, that their standard for suspicious activity reporting encourages religious 

profiling.  I was not aware that defendants sought input on the standard for suspicious activity 

reporting.  As a result, I did not have an opportunity to share my perspective or the factual basis 

for my concerns. 

10. As a result of the SAR about me, and the inclusion of information from the SAR 

about me in a national database, my reputation has been injured because I have been branded as a 

person engaged in activity with a potential nexus to terrorism, even though I was simply doing 

my job. 

11. As a result of the SAR about me, and the inclusion of information from the SAR 

about me in a national database, my privacy has been invaded because any person with access to 

the database has access to information about me, even though I was simply doing my job. 

12. I am deeply troubled by what may result from the collection, maintenance, and 

dissemination in a national database of a report describing me as engaging in suspicious activity 

with a potential nexus to terrorism. 

13. Since learning about the SAR, I have felt despair.  The knowledge that people are 

watching me and documenting my activities, even those activities that are entirely lawful and 

related to my work, has affected my confidence and created paranoia.  I worry that anything I do 

could be misconstrued or manipulated to be used against me.  I am constantly watching my 

actions and careful not to step out of line for fear of the consequences. 

// 

// 

// 

// 

// 

// 

// 

// 
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FILER’S ATTESTATION

I, Phillip J. Wiese, am the ECF user whose identification and password are being used to

file this DECLARATION OF KHALED IBRAHIM IN SUPPORT OF PLAINTIFFS’ MOTION

FOR SUMMARY JUDGMENT. Pursuant to L.R. 5-1(i)(3), I hereby attest that concurrence in

the electronic filing of this document has been obtained from each of the other signatories.

Dated: September 22, 2016 By /s/ Phillip J. Wiese
Phillip J. Wiese

Case 3:14-cv-03120-RS   Document 119   Filed 09/22/16   Page 6 of 10



 
 
 

Exhibit 1 

Case 3:14-cv-03120-RS   Document 119   Filed 09/22/16   Page 7 of 10



Case 3:14-cv-03120-RS   Document 119   Filed 09/22/16   Page 8 of 10



Case 3:14-cv-03120-RS   Document 119   Filed 09/22/16   Page 9 of 10



Case 3:14-cv-03120-RS   Document 119   Filed 09/22/16   Page 10 of 10


