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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION

WILEY GILL; JAMES PRIGOFF; TARIQ
RAZAK; KHALID IBRAHIM; and AARON
CONKLIN,

Plaintiffs,

v.

DEPARTMENT OF JUSTICE; LORETTA
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Attorney General of the United States;
PROGRAM MANAGER – INFORMATION
SHARING ENVIRONMENT;
KSHEMENDRA PAUL, in his official
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I, Tariq Razak, declare as follows: 

1. I am one of the Plaintiffs in the above-titled action.  I submit this declaration in 

support of Plaintiffs’ Motion for Summary Judgment and Plaintiffs’ Opposition to Defendants’ 

Motion for Summary Judgment.  I have personal knowledge of each fact stated in this declaration 

and, if called as a witness, I could and would competently and truthfully testify hereto. 

2. I am a U.S. citizen of Pakistani descent.  I reside in Placentia, California.   

3. I currently work as an Automation Engineer for a bio-technology company in 

Southern California.  I previously worked at Quest Diagnostics as a Clinical Lab Associate.  

4. On May 16, 2011, I went to the Santa Ana Regional Transportation Center, also 

known as the Depot, because I had an appointment at the Santa Ana Work Center, which 

connects job seekers with resources and opportunities and is housed at the Depot.  I had recently 

been laid off from my job at Quest Diagnostics and was hoping to find new job opportunities in 

my field.  I unfortunately was running late, and by the time I arrived, I had already missed my 

appointment.  I decided to go in and see if a job counselor could squeeze me in for an 

appointment, or at least pick up some materials to aid my search.  

5. My mother and I had been running errands earlier that day, and she accompanied 

me to the Depot.  She wears a hijab in public.  

6. I had never been to the Depot before, and had some trouble locating the Work 

Center, whose location within the Depot is not readily apparent; we looked around the Depot for a 

while, attempting to discern its location, but also enjoying the look of the Depot, which is an 

interesting building with some distinctive architecture.  We eventually took an elevator to an 

upper floor and found the Center.  I separated from my mother, who went in search of a restroom, 

while I spoke briefly with one of the employees and utilized some of the free materials that the 

Center offered job seekers.  I then walked to the restrooms and waited outside for my mother. 

When she came out of the restroom, we walked back to our car and left the Depot. 

7. At no point during my visit to the Depot did I engage in any conduct that could 

reasonably be interpreted as indicating that I was involved with, or preparing to commit, any 

criminal activity. 
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8. My attorneys subsequently showed me a copy of a Suspicious Activity Report 

about me from the Santa Ana Police Department; a true and correct copy is attached to this 

declaration as Exhibit 1.  According to that report, a security officer at the Depot called the Santa 

Ana Police Department to report me as suspicious after my brief visit to the Depot.  The Report 

also indicates that the police officer who responded to the call obtained my identity—apparently 

through my license plate number—and created a Suspicious Activity Report recounting what the 

security officer had told him about me.   

9. The Suspicious Activity Report’s factual synopsis states, “Male of Middle Eastern 

decent [sic] observed surveying entry/exit points,” and it describes me as “Male / Arab.”  The 

Report recounts that the security officer at the Depot stated that I “appeared to be observant” of 

my surroundings and that I was “constantly surveying” the Depot.  It also describes my mother as 

“Female / Arab” and as wearing “a white burka head dress.”  According to the security officer, 

my conduct “was similar to examples shown in her training raising her suspicion and making the 

decision to notify police.”  The officer who submitted the Report requested that it be forwarded to 

the Orange County Intelligence Assessment Center “for review and possible follow-up.”  

10. I am deeply troubled that a security officer found my innocent behavior 

suspicious; that she tracked me through the Depot and recorded my license plate number; and that 

she reported me to the Santa Ana Police Department without any valid reason for doing so.  

11. I am also deeply troubled that the Suspicious Activity Report reflects the officers’ 

apparent suspicion of what is actually my South Asian, not Arab, heritage and my mother’s hijab 

(which is quite different from a “burka head dress”).  

12. Through my attorneys, I submitted a request on February 18, 2014 to the FBI 

under the Freedom of Information Act for documents in the FBI’s possession about me.  In 

response, the FBI produced redacted documents by letter dated February 13, 2015 (“FBI 

Documents”).  A true and correct copy of those documents (with my personally identifying 

information further redacted) is attached to this declaration as Exhibit 2.  The documents seem to 

show that the FBI maintains information about me related to the incident reported in the 
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Suspicious Activity Report about me in some kind of database. 

13. The FBI Documents show that the FBI’s Counterterrorism Division and Los 

Angeles field office took various actions in response to the information they received in the 

Suspicious Activity Report about me.  For instance, the documents show that on June 27, 2011—

over a month after the FBI had received the Suspicious Activity Report about me—someone at 

the FBI reviewed the Report and information obtained from data checks and “found no evidence 

of the Subject’s being involved in terrorism or criminal activity.”  It further states that the writer 

of the entry “believes the lead was sent only because [redacted].”  Another entry from the same 

date states that the writer “request[ed] the lead [be] closed.” 

14. Despite the above, another entry from the same document, dated July 06, 2011—

about a week after the above entry requesting the lead be closed—indicates that the Report about 

me was nonetheless reviewed further.  That later entry states that “[a]fter interviewing the Subject 

and verifying his story through a contact at the EDD. [sic] Writer request the lead closed.”   

15. I find these two entries about me deeply troubling, not just because it seems as 

though my innocent and lawful behavior was investigated, but also because the investigation 

apparently continued despite the “writer” finding that my behavior had no nexus to terrorism.  It 

is worrisome indeed that my innocent behavior was turned into a Suspicious Activity Report that 

was investigated for weeks after the fact, and presumably by at least two investigators.  The fact 

that the investigation continued even after an agent requested that the “lead” be closed makes me 

worry that the investigation could be reopened at any time without good cause. 

16. Based on my review of the Defendants’ Answer in this matter, it is my 

understanding that an incident report containing information in the Suspicious Activity Report 

about me was uploaded to eGuardian, which I understand is a national database to which 

thousands of law enforcement agencies have access.  

17. I am deeply troubled by what has occurred, and what may yet occur, due to the 

collection, maintenance, and dissemination in national databases of a Report describing me as 

engaging in suspicious activity with a potential nexus to terrorism.  As a result of the inclusion of 
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this information about me in these databases, my reputation has been injured, as I have been 

branded as a person engaged in activity with a potential nexus to terrorism, even though I was 

simply walking through a train station looking for an employment resource center and waiting for 

my mother to exit the restroom. 

18. In addition, as a result of the inclusion of this information about me in these 

databases, my privacy has been invaded because any person with access to the database has 

access to information about me.  

19. I am worried that the maintenance of the Suspicious Activity Report about me in 

the FBI database or any database will cause law enforcement officers who see it to further 

scrutinize and vilify my lawful behavior, since the Suspicious Activity Report makes it seem as 

though I take part in nefarious activities.  This worry is only compounded by my understanding 

that the Suspicious Activity Report has been distributed widely to other law enforcement officers 

via these databases. 

20. I am also troubled that the FBI’s file on me includes my address and a description 

of my vehicle and license plate number, all described as relevant to “Counterterrorism.”  I am 

concerned that the retention and dissemination of that information will draw undue law 

enforcement attention to my home and vehicle, and will intensify the law enforcement response 

during any otherwise routine encounters with law enforcement. 

21. On April 9, 2015, through my attorneys, I appealed the FBI’s redactions of the 

documents produced on February 13, 2015.  A true and correct copy of the appeal is attached as 

Exhibit 3.  By letter dated May 21, 2015, the FBI denied my appeal and asserted its view that I do 

not have a right to access certain information that the FBI possesses about me under the Privacy 

Act or FOIA.  A true and correct copy of the FBI’s May 21, 2015 letter is attached as Exhibit 4.   

22. The FBI’s response to my FOIA request leads me to believe that, because of the 

Suspicious Activity Report about me, information about me has been uploaded not only to 

eGuardian, but also to a separate FBI database.   

23. On June 25, 2014, I submitted a request to the FBI and the Program Manager for 
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MORGAN, LEWIS &
BOCKIUS LLP

ATTORNEYS AT LAW

SAN FRANCISCO

FILER’S ATTESTATION

I, Phillip J. Wiese, am the ECF user whose identification and password are being used to

file this DECLARATION OF TARIQ RAZAK IN SUPPORT OF PLAINTIFFS’ MOTION FOR

SUMMARY JUDGMENT. Pursuant to L.R. 5-1(i)(3), I hereby attest that concurrence in the

electronic filing of this document has been obtained from each of the other signatories.

Dated: September 22, 2016 By /s/ Phillip J. Wiese
Phillip J. Wiese
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Santa Ana PD 2011-15770: Suspicious Activity Report by #3203 Page I of3 

Santa Ana Police Department 
60 Civic Center Plaza-- Santa Ana, CA 92701 

Case No. 
2011-15770 

Case Type: 

Prepared by: 

Date prepared: 

Information Report 

Suspicious Activity Report 

Ofc. J. Gallardo #3203 
Section: Patrol Watch liNE 

5/16/2011 1502 hours 

Reviewed by: R.. ~~ :l...1s-.r Date/Time: 5' flo- II 1/d..o (Rev. 0.60) 

Records Distribution: Rev1ew: ! 'B2 Total Copies: __2:::. By: 
DAm mal Control cgu a D orangewood 
£} Olstrlr:t Inv, 0 CAP 0 Evidence 
0 Domestic VIolence D Crime Prevention 0 Narcotics 
D Career Criminal Unit D Crime Analysis D Gangs 

D Juvenile Hall D Stats D Rap 
#310000000000024029 0 Other 

Incident Activity Summary: 
Special Attention: 
Information Report: Train Station Subject 

~882 Date:-----
0 Traffic 0 Trackers 
0 Vice 0 Sex Crimes 

OJuvenlle lnv, D Graffiti 

D Fax/Name--.---,----­
-6 Other lfdlo\L It-o,! :><-"' 
D Other 

Incident Oateffime: Occurred: 05/16/2011 10:20 to 05/16/2011 10:30 
Reported: 05/16/2011 12:18 

Location Occurred: 
Grid: 205 Dist.: 2 

Factual Synopsis: 

Person: 
Involvement: 

Person Note: 

Gender/Race: 

OOBs: 

Address: 
Grid: 205 Dist.: 2 

Contact Info: 

Description: 

Person: 
Involvement: 

Person Note: 

I 000 E. Santa Ana Boulevard, Santa Ana, CA 92702-0000 

Male of Middle Eastern decent observed surveying entry/exit points. 

Karina De La Rosa 
Contact 
Security Officer 

Female I Hisoanic 

Physical: 5'05" tall, 125 lbs., thin build, long brown straight hair, black 
eyes, 

Tariq Razak 
Mentioned 

http://ir2stg/Report.aspx?RecordType _ ~Narrative&RecordiD _=I 0004&Action _=Edit& Fe... 5/16/20 II 
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Santa Ana PD 2011-15770: Suspicious Activity Report by #3203 

Gender/Race: 

Address: 

Close Cropped Beard 
Male I Arab 

L_9cation association: Resides 

Page 2 of3 

Description: Physical: 5'11" tall, 175 lbs., med1um bulld, short black straight hair, 
brown eyes, beard, 

Person: 
lnvo,vement: 

Person Note: 

Gender/Race: 

Vehicle: 
Involvement: 

Description: 

License Plate: 

Registered owner: 

Legal owner: 

Narrative: 

Unknown 
Mentioned 

Uknown iriformation about female. 
Female I Arab 

Passenger Car 
Involved I Retained by Owner 

2007 Honda Accord, 4 Door Sedan or Hatchback, White/White 
1
CA, Reg 07/2011 

On 5-16-11 at about 1220 hours, I responded to The Santa Ana Train Depot at 1000 E Santa Ana Blvd . 

• 
I contacted Security Officer Karina De La Rosa who told me the following: 

At approximately 1020 hours, Karina took the elevator from the second floor to the first floor. In the 
elevator with Karina was a male between male of who Karina believed was of Middle Eastern 
descent. Karina's suspicion became aroused because the male appeared to be observant of his 
surroundings and was constantly surveying all areas of the facility. The male's appearance was neat and 
clean with a closely cropped beard, short hair wearing blue jeans and a blue plaid shirt. 

Upon exiting the elevator, Karina observed the male meticulously study the entry/exit points, different 
lobby areas of the train station where large groups of passengers gather. The male then went to the north 
end of station where male and female restrooms are located and stood by outside the restrooms. Minutes 
later, a female wearing a white burka head dress, black pants and a blue shirt exited the restroom. 

The two individuals then both exited the train station out ofthe.north doors, entered a white 2007 Honda 
Accord (CaLi I and left the Train Station in an unknown direction. 

Karina continued to say that she received 'suspicious activity as related to terrorism training' by a local 
police agency. Karina said the behavior depicted by the male was similar to examples shown in her 
training raising her suspicion and making the decision to notifY police. Attached to this report is a 
photocopy of Karina's incident report. 

Request this report be forwarded to SAPD Homeland Security Division and to the Orange County 
Intelligence Assessment Center (OCIAC) for review and possible follow-up. 

http://ir2stg/Report.aspx?RecordType_ =Narrative&Record!D _=I 0004&Action _=Edit&Fc... 5/16/201 1 
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Santa Ana PO 2011-15770: Suspicious Activity Report by #3203 

Ofcr. J. Gallardo # 3203 
Terrorism Liaison Officer (TLO) 
Santa Ana Police Department 

Page 3 of3 

http:/ /ir2stg/Report.aspx?RecordType _ ~Narrative&RecordiD _~I 0004&Action _ ~Edit&Fc... 5/16/20 II 
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55 Columbus Ave., San Francisco, CA 94111    T 415-896-1701    F 415-896-1702    www.advancingjustice-alc.org 

April 9, 2015 

VIA FEDEX NEXT DAY AIR 

Director 
Office of Information Policy 
U.S. Department of Justice 
1425 New York Ave., NW, Suite 11050 
Washington, D.C. 20530-0001 

Re: Freedom of Information Act Appeal on Behalf of Tariq Razak; FOIPA Request No. 
1253741-000 

Dear Director: 

We write to appeal the U.S. Department of Justice’s (the “Department”) February 13, 
2015 letter exempting large portions of a production responsive to FOIPA Request Number 
1253741-000, which we filed on behalf of Tariq Razak on February 18, 2014.1  The Department 
produced thirteen highly redacted pages in response to Mr. Razak’s request.  For the reasons set 
forth below, we appeal all of the exemptions upon which the Department declined to disclose 
responsive information, and respectfully request reconsideration of the Department’s initial 
exemption determinations. 

I. The Department Has Failed to Substantiate Use of Exemptions 
 

The Department cites sections (b)(6), (b)(7)(c), (b)(7)(e), and (j)(2) to justify withholding 
significant portions of the 13-page production.  Review of the production, however, reveals that 
these exemptions were not properly asserted and that redactions were over broadly applied. 

 
The Department asserts (b)(6), which relates to personnel and medical files, the 

disclosure of which would constitute a clearly unwarranted invasion of personal privacy.  5 
U.S.C. § 552(b)(6).  This exemption is intended to protect an individual’s private information 
from disclosure to third parties.  Here, however, the Department invoked (b)(6) to justify 
denying Mr. Razak access to records that have no plausible nexus to a third party’s personnel 
and medical files.  For example, page six of the production states:  “After reviewing the lead and 

                                                 

1 Copies of our February 18, 2014 request and the Department’s February 13, 2015 response are attached 
hereto as Exhibits A and B, respectively. 

Case 3:14-cv-03120-RS   Document 118   Filed 09/22/16   Page 30 of 39



www.advancingjustice-alc.org 

information obtained from data checks[,] Writer has found no evidence of the Subject’s being 
involved in terrorism or criminal activity.  Writer believes the lead was sent only because 
[REDACTED (b)(6) and (b)(7)(c)].”  The Writer’s conclusion as to why a lead was sent on Mr. 
Razak has no connection to a third party’s personnel and medical files and, thus, this information 
was improperly redacted.  See Local 598 v. Dept. of Army Corps of Eng’rs, 841 F.2d 1459, 1463 
(9th Cir. 1988) (“In the Act generally, and particularly under Exemption (6), there is a strong 
presumption in favor of disclosure.”) (emphasis added). 

 
The Department also improperly asserts (b)(7)(c) and (b)(7)(e).  Exemption (b)(7)(c) 

applies to records or information compiled for law enforcement purposes, the disclosure of 
which could be reasonably expected to constitute an unwarranted invasion of personal privacy.  5 
U.S.C. § 552(b)(7)(c).  Exemption (b)(7)(e), in turn, protects from disclosure law enforcement 
guidelines or techniques.  Id. at § 552(b)(7)(c).  The Department, however, invoked these 
exemptions to justify redacting materials related to incidents at which Mr. Razak was present.  
For example, on page seven of the production, the Department redacted the entire narrative 
regarding the Writer’s visit to Mr. Razak’s home based on (b)(6) and (b)(7)(e).  Also on page 
seven, the Department redacted portions of statements that Mr. Razak himself made to the Writer 
based on the same exemptions.  See, e.g., p. 7 (“He said he was at the Santa Ana train station 
[REDACTED] on that day.  . . . He said he was waiting [REDACTED].  He said he was pacing 
and looking around the station [REDACTED].  He said he drives [REDACTED] everyday since 
he is not working.”)  None of this information risks invading a third party’s personal privacy, nor 
does it relate to law enforcement guidelines or techniques.  Accordingly, it was improperly 
redacted and should have been disclosed.  See Local 598, 841 F.2d at 1463 (FOIA “embodies a 
strong policy of disclosure and places a duty to disclose on federal agencies. . . . ‘disclosure, not 
secrecy, is the dominant objective of the Act.’”) (internal citation omitted). In addition, the FBI’s 
response fails to cite any federal law the enforcement of which is related to the withheld 
information. Therefore, redactions based on any of the subsections of exemption 7 would be 
unsupported here. See ACLU v. FBI, Case No. 10-03759 RS, Dkt. 128 (N.D. Cal. Mar. 23, 2015). 

 
II. The Department Has Failed to Produce All Segregable Portions 

 
FOIA requires that “[a]ny reasonably segregable portion of a record shall be provided to 

any person requesting such record after deletion of the portions which are exempt under this 
subsection.”  5 U.S.C. § 552(b).  Review of the heavily redacted production indicates that the 
Department overly exempted information and did not produce all segregable portions.  For 
example, on pages 5 through 7 of the production, the “Instruction” specifics are redacted 
wholesale on five different occasions.  In other portions of the production, however, the 
Department properly segregated non-exempt portions of the “Instruction” information from 
exempt portions.  As an additional example, on page seven of the production, the Department 
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redacted the entire narrative regarding the Writer’s visit to Mr. Razak’s home and did not 
segregate any non-exempt portions. 

 
These are just a few examples of the overly redacted nature of the production.  Thus, to 

the extent the Department stands by its reliance on the exemptions, it is nonetheless required to 
disclose the segregable non-exempt portions of the production. 

 
III. Conclusion 

We respectfully request re-consideration of the Department’s redaction determinations.  
We also respectfully request that the Department re-review and ensure that all reasonably 
segregable portions of the production are released. 

Thank you for your attention to this appeal.  Please do not hesitate to contact me at (415) 
848-7711 or by email at yamans@advancingjustice-alc.org if you have any questions.  We look 
forward to your prompt response. 

 

      Sincerely, 

 

 

 

Yaman Salahi 
Staff Attorney 

 

Enclosures 
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U.S. Department of Justice 
 Office of  Office of Information Policy 
  Suite 11050 

  1425 New York Avenue, NW 

  Washington, DC  20530-0001 

 
 

Telephone: (202) 514-3642 
 

   
 

 

Yaman Salahi, Esq. 

Advancing Justice - Asian Law Caucus 

55 Columbus Avenue 

San Francisco, CA  94111 

yamans@advancingjustice-alc.org 

Re: Appeal No. AP-2015-03075 

Request No. 1253741 

MWH:JMB 

 

VIA:  E-mail 

 

Dear Mr. Salahi: 

 

 You appealed on behalf of your client, Tariq Razak, from the action of the Federal 

Bureau of Investigation on his request for access to records concerning himself.  I note that your 

appeal concerns only the withholdings made by the FBI. 

 

After carefully considering your appeal, I am affirming the FBI's action on your client's 

request.  In order to provide you with the greatest possible access to responsive records, your 

request was reviewed under both the Privacy Act of 1974 and the Freedom of Information Act.  I 

have determined that the records responsive to your client's request are exempt from the access 

provision of the Privacy Act.  See 5 U.S.C. § 552a(j)(2); see also 28 C.F.R. § 16.96 (2014).  For 

this reason, I have reviewed your appeal under the FOIA. 

 

The FOIA provides for disclosure of many agency records.  At the same time, Congress 

included in the FOIA nine exemptions from disclosure that provide protection for important 

interests such as personal privacy, privileged communications, and certain law enforcement 

activities.  The FBI properly withheld certain information because it is protected from disclosure 

under the FOIA pursuant to: 

 

5 U.S.C. § 552(b)(6), which concerns material the release of which would 

constitute a clearly unwarranted invasion of the personal privacy of third parties; 

 

5 U.S.C. § 552(b)(7)(C), which concerns records or information compiled for law 

enforcement purposes the release of which could reasonably be expected to 

constitute an unwarranted invasion of the personal privacy of third parties; and 

 

5 U.S.C. § 552(b)(7)(E), which concerns records or information compiled for law 

enforcement purposes the release of which would disclose techniques and 

procedures for law enforcement investigations or prosecutions. 
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Additionally, to the extent that your client's request seeks access to records that would 

either confirm or deny an individual's placement on any government watch list, the FBI properly 

refused to confirm or deny the existence of any records responsive to your client's request 

because the existence of such records is protected from disclosure pursuant to 5 U.S.C. 

§ 552(b)(7)(E).  FOIA Exemption 7(E) concerns records or information compiled for law 

enforcement purposes the release of which would disclose techniques and procedures for law 

enforcement investigations or prosecutions.  This response should not be taken as an indication 

that records do or do not exist.  Rather, this is the standard response made by the FBI. 

 

 Please be advised that this Office's decision was made only after a full review of this 

matter.  Your appeal was assigned to an attorney with this Office who thoroughly reviewed and 

analyzed your appeal, your client's underlying request, and the action of the FBI in response to 

your client's request. 

 

 If your client is dissatisfied with my action on your appeal, the FOIA permits him to file a 

lawsuit in federal district court in accordance with 5 U.S.C. § 552(a)(4)(B). 

 

 For your information, the Office of Government Information Services (OGIS) offers 

mediation services to resolve disputes between FOIA requesters and Federal agencies as a non-

exclusive alternative to litigation.  Using OGIS services does not affect your client's right to 

pursue litigation.  The contact information for OGIS is as follows:  Office of Government 

Information Services, National Archives and Records Administration, Room 2510, 8601 Adelphi 

Road, College Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 202-741-

5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. 

 

   Sincerely, 

   

5/21/2015

X
Sean R. O'Neill

Chief, Administrative Appeals Staff

Signed by: O'Neill, Sean (OIP)  
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June 25, 2014

Via Certified U.S. Mail, Return Receipt Requested

Federal Bureau of Investigation

Attn: Privacy Act Request

Record/Information Dissemination Section

170 Marcel Drive

Winchester, VA 22602-4843

Federal Bureau of Investigation – Los Angeles Field Office

Attn: Privacy Act Request

Record/Information Dissemination Section

Suite 1700, FOB 11000 Wilshire Blvd

Los Angeles, CA 90024-3672

Mr. Kshemendra Paul

Program Manager, Information Sharing Environment

Office of the Director of National Intelligence

Attn: Program Manager, Information Sharing Environment

Washington DC, 20511

Orange County Intelligence Assessment Center

PO Box 1755

Santa Ana, CA 92702-1755

Re: Privacy Act Request for Expungement of Records for Mr. Tariq Razak

Dear Sir/Madam:

This letter constitutes a request for expungement of records made pursuant to the Privacy

Act, 5.U.S.C. § 552a(d)(2), (e)(1), (e)(5), and (e)(7) on behalf Mr. Tariq Razak for all records,

including but not limited to Suspicious Activity Reports, pertaining to or referencing Mr. Razak.

Mr. Razak is being represented in this matter by attorneys at the American Civil Liberties Union

of Northern California (“ACLU-NC”) and Advancing Justice-Asian Law Caucus (“ALC”).

Please find his Certification of Identity and Authorization to Release Information enclosed

herewith.
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We request, based on the Privacy Act, 5 U.S.C. §§ 552a(e)(1), (e)(5), (e)(7), (d)(1) and

(d)(2), the opportunity to review any and all records maintained by the Federal Bureau of

Investigation (“FBI”), the Orange County Intelligence Assessment Center (“OCIAC”), or the

Information Sharing Environment (“ISE”) (collectively, the “Agencies”) containing information

pertaining to Mr. Razak, and to amend or expunge all records that describe Mr. Razak’s exercise

of rights guaranteed by the First Amendment (including free exercise of religion), describe

conduct that does not support reasonable suspicion of criminal activity, or describe conduct that

does not implicate criminal conduct in any way. To be clear, this includes, but is not limited to:

(i) any such records maintained by the Agencies, whether or not they are in the Agency’s system

of records, as the term is defined in 5 U.S.C. § 552a(a)(5), and whether or not they are traceable

by Mr. Razak’s name or some other identifying characteristic and (ii) any such records

maintained by the Agencies from which records described above are retrievable through a “cross

reference” search for files that mention Mr. Razak. See MacPherson v. IRS, 803 F.2d 479, 481

(9th Cir. 1986) (“Section (e)(7) requires only that the record be maintained by an agency that

keeps a system of records, not that the record be a part of that system”) (emphasis in original).

The following information may assist you in searching for records pertaining to Mr.

Razak.

 We have reason to believe a Suspicious Activity Report (SAR) concerning Mr. Razak

was filed with the Orange County Intelligence Assessment Center and/or the F.B.I. on or

around May 16, 2011 by Officer J. Gallardo, #3203, a Terrorism Liaison Officer at the

Santa Ana Police Department. Per records of the Santa Ana Police Department, the report

was given Case No. 2011-15770. The factual synopsis is “Male of Middle Eastern

descent observed surveying entry/exit points.” The person who filed the report with Santa

Ana PD is Karina De La Rosa, a Security Officer at the Santa Ana Train Depot at 1000 E.

Santa Ana Boulevard, Santa Ana, CA 92702. Officer Gallardo’s report states, in part, “At

approximately 1020 hours, Karina took the elevator from the second floor to the first

floor. In the elevator with Karina was a male between male of who Karina believed was

of Middle Eastern descent. Karina’s suspicion became aroused because the male

appeared observant of his surroundings and was constantly surveying all areas of the

facility. The male’s appearance was neat and clean with a closely cropped beard, short

hair wearing blue jeans and a blue plaid shirt. Upon exiting the elevator, Karina observed

the male meticulously study the entry/exit points, different lobby areas of the train station

where large groups of passengers gather. The male then went to the north end of the

station where male and female restrooms are located and stood by outside the restrooms.

Minutes later, a female wearing a white burka head dress, black pants and a blue shirt

exited the restroom. The two individuals then both exited the train station out of the north

doors, entered a white 2007 Honda Accord (CA Lic. [redacted]) and left the Train Station

in an unknown direction.”
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Based on this record, we have reason to believe that the Agencies, or one of the

Agencies, maintains records related to Mr. Razak that may describe his protected First

Amendment activities. Since Mr. Razak’s activities were lawful, we have reason to believe that

records mainted by one or more of the Agencies related to Mr. Razak are not based on

allegations of criminal conduct, nor supported by reasonable suspicion of criminal conduct. Any

such records that bear a title or marking that would tend to suggest Mr. Razak’s actions had a

potential nexus to terrorism would be inaccurate, irrelevant, and incomplete and unnecessary to

any legitimate law enforcement purpose. Therefore, we request all such records be expunged or

amended to omit all references to Mr. Razak, any identifying characteristics, and his activities,

pursuant to §§ 552a(e)(1), (e)(5), (e)(7), and (d)(2) of the Privacy Act.

If this request is denied in whole or in part, we request that you justify any refusals to

expunge the records by reference to specific provisions of the Privacy Act. We reserve the right

to appeal a decision to deny Mr. Razak’s request.

Mr. Razak has also filed a FOIA/Privacy Act requesting disclosure of similar records,

under FOIPA Request No. 1253741-000.

Please direct all correspondence regarding this request to:

Yaman Salahi
Advancing Justice—Asian Law Caucus
55 Columbus Ave.
San Francisco, CA 94111

If you have any questions, I can be reached by phone at (415) 848-7711.

Sincerely,

Yaman Salahi

Staff Attorney

Enclosures
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