





U.S. Department of Homeland Security

500 12t St. SW; STOP 5009
Washington, DC 20546-5009

July 18, 2018

Vasudha Talla

Staff Attorney

ACLU of Northern California
39 Drumm Street

San Francisco, CA 94111

Re: ICE FOIA Case No. 2018-1CL1-00035- ACLU v Immigrations and Customs Enforcement
(ICE)

Dear Ms. Talla:

This is the second interim response to your Freedom of Information Act (FOIA) request to U.S.
Immigration and Customs Enforcement (ICE) dated March 19, 2018. You are seeking all
information related to contracts by and between ICE and contractors related to license plate readers
(LPR) technology.

ICE has considered your request under both the FOIA, 5 U.S.C. § 552, and the Privacy Act, 5
U.S.C. § 552a. A search of the Office of Acquisition Management (OAQ), located records that were
potentially responsive to your request. For this production ICE reviewed 73 pages of potentially
responsive records. ICE has applied FOIA Exemptions (b)(4), (b)(6) (b)(7)(C), and (b)(7)(E) to
portions of these pages as described below.

ICE has applied FOIA exemptions to protect from disclosure.

FOIA Exemption 4 protects trade secrets and commercial or financial information obtained from a
person that is privileged or confidential. The courts have held that this subsection protects (a)
confidential commercial information, the disclosure of which is likely to cause substantial harm to
the competitive position of the person who submitted the information and (b) information that was
voluntarily submitted to the government if it is the kind of information that the provider would not
customarily make available to the public. I have reviewed the responsive documents, the submitter’s
objections to release, and relevant case law, and I have determined that portions of the responsive
records are exempt from disclosure under subsection (b)(4) of the FOIA and must be withheld in
order to protect the submitter’s proprietary interests.

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail
addresses, and phone numbers of ICE and DHS employees contained within the documents, as well
as the names, and other personally identifiable information of other individuals contained within the
records.



FOIA Exemption 6 exempts from disclosure information in personnel or medical files and similar
files the release of which would cause a clearly unwarranted invasion of personal privacy. This
requires a balancing of the public’s right to disclosure against the individual’s right to privacy. The
privacy interests of the individuals in the records you have requested outweigh any minimal public
interest in disclosure of the information. Any private interest you may have in that information does
not factor into the aforementioned balancing test.

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes when
production of such could reasonably be expected to constitute an unwarranted invasion of personal
privacy. This exemption takes particular note of the strong interests of individuals, whether they are
suspects, witnesses, or investigators, in not being unwarrantably associated with alleged criminal
activity. That interest extends to persons who are not only the subjects of the investigation, but those
who may have their privacy invaded by having their identities and information about them revealed in
connection with an investigation. Based upon the traditional recognition of strong privacy interests in
law enforcement records, categorical withholding of information that identifies third parties in law
enforcement records is ordinarily appropriate.

ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency law enforcement
case numbers contained within the document, internal codes used to identify folders in an internal
ICE task management system, law enforcement database category codes, and law enforcement
techniques.

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of
which would disclose techniques and/or procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if
such disclosure could reasonably be expected to risk circumvention of the law. The disclosure of
certain law enforcement sensitive information contained within the responsive records could
reasonably be expected to risk circumvention of the law. Additionally, the techniques and
procedures at issue are not well known to the public.

If you have any questions about this letter, please contact Assistant U.S. Attorney Robin Wall at
(415) 436-7071.

Sincerely,

Dgpine O E /Jor

Catrina M. Pavlik-Keenan
FOIA Officer

Enclosure(s): 73 pages

cc:
Robin M. Wall

Assistant United States Attorney

U.S. Attorney’s Office, Northern District of California
450 Golden Gate Avenue, 9" Floor

San Francisco, CA 94102
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Office of Information Governance and Privacy

U.S. Department of Homeland Security
500 120 St., SW
Washington, D.C. 20536

December 7, 2018

Vasudha Talla

Staff Attorney

ACLU of Northern California
39 Dumm Street

San Francisco, CA 94111

RE: ACLU Northern California v. Immigrations and Customs Enforcement (ICE);
ICE FOIA Case No. 2018-1CL1-00035
Fourth Interim Production

Dear Ms. Talla,

This is the fourth interim response to your Freedom of Information Act (FOIA) request to U.S.
Immigration and Customs Enforcement (ICE), dated March 19, 2018. You have requested
copies of the following records:

All information related to contracts by and between ICE and contractors related to license
plate readers (LPR) under FOIA requests 2018-ICFO-27097 and 2018-ICFO-26258.

ICE has considered your request under the FOIA, 5 U.S.C. § 552.

A search of the Office of Homeland Security Investigation (HSI) and the Office of Enforcement
and Removal Operations (ERO), located records that were potentially responsive to your request.
For this production ICE reviewed 221 pages and 7 excels of potentially responsive records. Of
those 221 pages, ICE determined that only 211 pages were responsive. These documents have
been Bates number 2018-ICLI-00035 1634 through 2018-ICLI-00035 1844. ICE also re-
processed 11 pages from the previous production. ICE has applied FOIA Exemptions (b)(4),
(b)(5), (b)(6), (b)(7)(C), and (b)(7)(E) to portions of these pages as described below.

ICE has applied FOIA Exemptions to protect from disclosure
FOIA Exemption 4 protects trade secrets and commercial or financial information obtained
from a person that is privileged or confidential. The courts have held that this subsection

protects (a) confidential commercial information, the disclosure of which is likely to cause
substantial harm to the competitive position of the person who submitted the information and (b)
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information that was voluntarily submitted to the government if it is the kind of information that
the provider would not customarily make available to the public. I have reviewed the responsive
documents, the submitter’s objections to release, and relevant case law, and I have determined
that portions of the responsive records are exempt from disclosure under subsection (b)(4) of the
FOIA and must be withheld in order to protect the submitter’s proprietary interests. ICE has
applied FOIA Exemption 5 to protect from disclosure intra-agency documents that contain the
recommendations, opinions, and conclusions of agency employees, and portions of the
responsive documents which qualify for protection under the deliberative process privilege, the
attorney-client privilege, and the attorney work-product privilege.

FOIA Exemption 5 protects inter-agency or intra-agency memorandums or letters which not be
available by law to a party other than an agency in litigation with the agency. The deliberative
process privilege protects the integrity of the deliberative or decision-making processes within
the agency by exempting from mandatory disclosure opinions, conclusions, and
recommendations included within inter-agency or intra-agency memoranda or letters. The
release of this internal information would discourage the expression of candid opinions and
inhibit the free and frank exchange of information among agency personnel. The attorney work-
product privilege protects documents and other memoranda prepared by an attorney in
contemplation of litigation. The attorney-client privilege protects confidential communications
between an attorney and his client relating to a legal matter for which the client has sought
professional advice. It applies to facts divulged by a client to his attorney, and encompasses any
opinions given by an attorney to his client based upon, and thus reflecting, those facts, as well as
communications between attorneys that reflect client-supplied information. The attorney-client
privilege is not limited to the context of litigation.

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail
addresses, and phone numbers of ICE and DHS employees contained within the documents, as
well as the names, and other personally identifiable information of other individuals contained
within the records.

FOIA Exemption 6 exempts from disclosure information in personnel or medical files and
similar files the release of which would cause a clearly unwarranted invasion of personal
privacy. This requires a balancing of the public’s right to disclosure against the individual’s
right to privacy. The privacy interests of the individuals in the records you have requested
outweigh any minimal public interest in disclosure of the information. Any private interest you
may have in that information does not factor into the aforementioned balancing test.

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes
when production of such could reasonably be expected to constitute an unwarranted invasion of
personal privacy. This exemption takes particular note of the strong interests of individuals,
whether they are suspects, witnesses, or investigators, in not being unwarrantably associated with
alleged criminal activity. That interest extends to persons who are not only the subjects of the
investigation, but those who may have their privacy invaded by having their identities and
information about them revealed in connection with an investigation. Based upon the traditional
recognition of strong privacy interests in law enforcement records, categorical withholding of
information that identifies third parties in law enforcement records is ordinarily appropriate.
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ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency law
enforcement case numbers contained within the document, internal codes used to identify folders
in an internal ICE task management system, law enforcement database category codes, and law
enforcement techniques.

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of
which would disclose techniques and/or procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if
such disclosure could reasonably be expected to risk circumvention of the law. The disclosure of
certain law enforcement sensitive information contained within the responsive records could
reasonably be expected to risk circumvention of the law. Additionally, the techniques and
procedures at issue are not well known to the public.

If you have any questions about this letter, please contact Assistant U.S. Attorney Kimberly
Robinson at (415) 436-7298.

Sincerely,

Catrina M. Pavlik-Keenan
FOIA Officer

Enclosure(s): 222 pages and 7 Microsoft Excel spreadsheets

CC:

Kimberly Robinson

Assistant United States Attorney

U.S. Attorney’s Office, Northern District of California
450 Golden Gate Avenue, 9™ Floor

San Francisco, CA 94102



Vasudha Talla

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>
Sent: Friday, November 16, 2018 12:46 PM

To: Vasudha Talla

Cc: Linda Lye

Subject: RE: ACLU v. ICE - 18-cv-03050

Vasudha,

As promised, ICE has provided the following information in response to your below email. See you in about an hour.
Kim
In the excel spreadsheet entitled “Learn-AU”, what do the following fields refer to?

(1) query type: category of action being taken

(2) user type: agency manager vs user. Manager can add/delete users (system admin); users everyone else.
(3) date time: date and time of action.

(4) result: number of hits on plate. N/A=means action wouldn’t generate results.

Also; what do the various response options refer to. For example, there is a query type “detection browsing,” [user
searching target plate] but also a query type “email hit alert” [action generated after user received email alert] — what
do these and the other entries refer to?

Batch plate search detection = user searching batch plates.

Hit list browsing = user browsing active hits out there.

Hot list edit = when item edited by a user.

Hot list management = editing of overall list, such as deletion or addition to overall list.
Hot list renewal = user gets notification when plate will expire.

And in the “result” column, sometimes there is a numeric entry (e.g., 4 or 50) — what does this refer to? The number of
hits.

In the excel spreadsheet entitled “LEARN audit report 2-28-2018", what do the following fields refer to:

(1) query type: category of action being taken

(2) user name: user name

(3) user type: agency manager vs user. Manager can add/delete users (system admin); users everyone else.
(4) platelD: target plate.

(5) case number: what number user inputs to track case, could be name case #, etc.

(6) requestor: requestor runs search, but 99% of time equals user.

(7) date time: date and time of action.

(8) IP address: IP address of user.

Further, like above, what do the various entries under query type refer to.

Also; what do the various response options refer to. For example, there is a query type “detection browsing,” [user
searching target plate] but also a query type “email hit alert” [action generated after user received email alert] — what
do these and the other entries refer to?

Batch plate search detection = user searching batch plates.



Hit list browsing = user browsing active hits out there.

Hot list edit = when item edited by a user.

Hot list management = editing of overall list, such as deletion or addition to overall list.
Hot list renewal = user gets notification when plate will expire.

From: Vasudha Talla <vtalla@aclunc.org>

Sent: Tuesday, November 13, 2018 3:42 PM

To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov>
Cc: Linda Lye <llye@aclunc.org>

Subject: RE: ACLU v. ICE - 18-cv-03050

Thanks, Kim, for following up on this.

In the excel spreadsheet entitled “Learn-AU”, we’d like to know what the following fields refer to: (1) query type; (2)
user type; (3) date time; and (4) result. We’d also like to know what the various response options refer to. For example,
there is a query type “detection browsing,” but also a query type “email hit alert” — what do these and the other entries
refer to? And in the “result” column, sometimes there is a numeric entry (e.g., 4 or 50) — what does this refer to? While
some of these fields appear self-explanatory, we don’t want to make any assumptions.

In the excel spreadsheet entitled “redacted LEARN audit report 2-28-2018", we’d like to know what the following fields
refer to: (1) query type, (2) user name (3) user type; (4) platelD; (5) case number; (6) requestor; (7) date time; and (8) IP
address. Further, like above, we’d like to know what the various entries under query type refer to.

Thank you and agency counsel again for being amenable to providing us with this information. Please let me know if you
have any other questions.

Best, Vasudha

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>
Sent: Tuesday, November 13, 2018 3:07 PM

To: Vasudha Talla <vtalla@aclunc.org>

Cc: Linda Lye <llye@aclunc.org>

Subject: RE: ACLU v. ICE - 18-cv-03050

Vasudha,
| hope all is well.

| am working on a JCMS draft and wanted to ask a quick question. With respect to the audit logs (Request 5), which
appear in excel format, you had asked for, and the agency had agreed to provide, information about what is contained in
the fields. If you can identify what information you specifically seek, | can get the request to agency counsel today and
he can provide the information tomorrow. 1I'd like to both get this information and include this in the JCMS.

Thanks,
Kim

From: Vasudha Talla <vtalla@aclunc.org>
Sent: Monday, November 05, 2018 7:50 PM




To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov>
Cc: Linda Lye <llye@aclunc.org>
Subject: RE: ACLU v. ICE - 18-cv-03050

Thanks, Kim. We'll call you at your phone number on Friday at 4 p.m.

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>
Sent: Monday, November 5, 2018 3:47 PM

To: Vasudha Talla <vtalla@aclunc.org>

Cc: Linda Lye <llye@aclunc.org>

Subject: RE: ACLU v. ICE - 18-cv-03050

Vasudha,
Thanks for your email and the letter and thank you for offering these times.

Let’s plan to talk on Friday at 4. By that point, | will have talked through these issues with agency and will have more
information to share.

| can be reached at the below number.

Best,
Kim

Kim Robinson | Assistant U.S. Attorney | Northern District of California |
450 Golden Gate Ave. | Box 36055 | San Francisco, CA 94102 |
T: 415.436.7298 | F: 415.436.6748

From: Vasudha Talla <vtalla@aclunc.org>

Sent: Monday, November 05, 2018 9:28 AM

To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov>
Cc: Linda Lye <llye@aclunc.org>

Subject: RE: ACLU v. ICE - 18-cv-03050

Dear Kim,

We received ICE’s October 31°% production on Friday. I’'m attaching a letter setting forth the issues that we’d like to
discuss during a meet-and-confer call. Linda and | are available for such a call on the following dates/times. Please let us
know what works for you.

Wednesday, 11/7 — any time before noon
Thursday, 11/8 — 1-3 p.m.
Friday, 11/9 — 3-5 p.m.

Thanks, Vasudha



From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>
Sent: Thursday, November 1, 2018 10:16 AM

To: Vasudha Talla <vtalla@aclunc.org>

Cc: Linda Lye <llye@aclunc.org>

Subject: RE: ACLU v. ICE - 18-cv-03050

Vasudha,

Thank you for following up. Yes, they did meet the deadline.

ICE sent out the production yesterday to you via FedEXx tracking number: 7736 1869 7583
Please also see the attached letter.

On an unrelated note, Ms. Lye, | wanted to congratulate you on your judicial appointment.
Please let me know if you have any additional questions.

Kim

From: Vasudha Talla <vtalla@aclunc.org>

Sent: Thursday, November 01, 2018 10:04 AM

To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov>

Cc: Linda Lye <llye@aclunc.org>
Subject: ACLU v. ICE - 18-cv-03050

Dear Kim,

| want to follow up on ICE’s production of records in this FOIA case. Did ICE produce additional records by the October
31t deadline? | will keep an eye out for the records.

Thank you, Vasudha

Vasudha Talla, Staff Attorney

ACLU Foundation of Northern California
39 Drumm Street

San Francisco, CA 94111

tel (415) 621-2493 ext. 308

fax (415) 255-8437

pronouns: she/her/hers

www.aclunc.org

THIS MESSAGE IS INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY TO WHICH IT IS ADDRESSED AND MAY CONTAIN
INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL AND EXEMPT FROM DISCLOSURE UNDER APPLICABLE LAW. IF THE READER OF
THIS MESSAGE IS NOT THE INTENDED RECIPIENT OR THE EMPLOYEE OR AGENT RESPONSIBLE FOR DELIVERING THE MESSAGE TO THE
INTENDED RECIPIENT, YOU ARE HEREBY NOTIFIED THAT ANY DISSEMINATION, DISTRIBUTION OR COPYING OF THIS
COMMUNICATION IS STRICTLY PROHIBITED.



Vasudha Talla

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>

Sent: Friday, December 14, 2018 9:58 AM

To: Vasudha Talla

Cc: Sean Riordan

Subject: FW: ACLU v. ICE - 18-cv-03050, December Production

Attachments: LEARN_Hot-List_Records_Report_12-07-18_001-highlighted.xlsx; webex page.pdf
Vasudha,

Apologies. | omitted the attachments. Please see attached and the responses | just sent are again included below.

Kim

1.

2.

3.

The December 7" production did not appear to contain the “Webex training” referenced on Page 2018-ICLI-
00035 119. Was a search conducted for this training?

a. There are no Webex training documents. You log into a website, therefore the agency has no records to
produce for this. See attached webex page clearly showing a link to a live training. More info on webex
can be found here. Webex is an online, live video conferencing/chat tool that training was provided on.
There wouldn’t be an agency record of that. We don’t record online trainings and save them or
something. We did search for webex, and that's how the attached document, among others was found
and produced, but the training itself wasn’t found because we don’t have a file for that.

The December 7t production contained a number of “audit query reports” for the months of February through
August 2018. These excel sheets contain two fields that did not appear on prior excel sheets produced during
litigation. Can the agency identify what the fields (1) “query pars”, and (2) “reason” refer to?

a. Query pars = This stands for query parameters or the actual text of what was searched.

b. Reason = Per the SOW, a reason code is required in order for a user to conduct a search. The three
options were provided by ICE.

The December 7" production does not appear to contain records identifying the names of hot lists created by
ICE. My email of November 14" provided some details as to why we believe that ICE can create “hot lists” and
how an audit report could be created to show any hot lists that ICE created. Could the agency describe the
process by which it searched for hot lists?

a. We did produce an audit report [hot list] of all hot plates created by ICE. [attached]. This list was
produced from the LEARN system the same way the audit lists above were produced. There isn’t a
“names of hot lists” report. We gave them every hot plate there is in the single hot list report. There
aren’t multiple “hot lists” with different names. There are hot plates, that can produced in a report,
called a















CONTINUATION SHEET

IREFERENCE NO. OF DOCUMENT BEING CONTINUED

70CDCR1BP0O0000017

PAGE OF

5 52
NAME OF OFFEROR OR CONTRACTOR
WEST PUBLISHING CORPORATION
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(&) (B) (C) (D) (E) (F)

DHS, ICE

Financial Operations - Burlington
P.0O. Box 1620

Williston, VT 05495-1620

ATTN: ICE-ERO-FHQ-CED

The Contractors Data Universal Numbering System
(DUNS) Number must be registered and active in
the System for Award Management (SAM) at
https://www.sam.gov prior to award and shall be
notated on every invoice submitted to ensure
prompt payment provisions are met. The ICE
program office identified in the task
order/contract shall also be notated on every
invoice.

c) Facsimile:

Alternative Invoices shall be submitted to:
(802)-288-7658

Submissions by facsimile shall include a cover
sheet, point of contact and the number of total
pages.

Note: the Service Providers or Contractors Dunn
and Bradstreet (D&B) DUNS Number must be
registered in the System for Award Management
(SAM) at https://www.sam.gov prior to award and
shall be notated on every invoice submitted to
ensure prompt payment provisions are met. The ICE
program office identified in the task
order/contract shall also be notated on every
invoice.

2. Content of Invoices: Each invoice shall
contain the following information in accordance
with 52.212-4 (g), as applicable:

(1) . Name and address of the Service
Provider/Contractor. Note: the name, address and
DUNS number on the invoice MUST match the
information in both the Contract/Agreement and
the information in the SAM. If payment is
remitted to another entity, the name, address and
DUNS information of that entity must also be
provided which will require Government

Continued ...

MNSMN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



IREFERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET |, 021800000017

PAGE OF

6 52
NAME OF OFFEROR OR CONTRACTOR
WEST PUBLISHING CORPORATION
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(&) (B) (C) (D) (E) (F)

verification before payment can be processed;
(ii) . Dunn and Bradstreet (D&B) DUNS Number;
(iii) . Invoice date and invoice number;

(iv) . Agreement/Contract number, contract line
item number and, if applicable, the order number;

(v) . Description, guantity, unit of measure, unit
price, extended price and period of performance
of the items or services delivered;

(vi) . If applicable, shipping number and date of
shipment, including the bill of lading number and
weight of shipment if shipped on Government bill
of lading;

(vii). Terms of any discount for prompt payment
offered;

(viii). Remit to Address;

(ix) . Name, title, and phone number of person to
resolve invoicing issues;

(%) . ICE program office designated on
order/contract/agreement and

(2i) . Mark invoice as “Interim” (Ongoing
performance and additional billing expected) and
“Final” (performance complete and no additional
billing)

(xii) . Electronic Funds Transfer (EFT) banking
information in accordance with 52.232-33 Payment
by Electronic Funds Transfer — System for Award
Management or 52-232-34, Payment by Electronic
Funds Transfer - Other than System for Award
Management.

3. Invoice Supporting Documentation. To ensure
payment, the vendor must submit supporting
documentation which provides substantiation for
the invoiced costs to the Contracting Officer
Representative (COR) or Point of Contact (POC)
identified in the contract. Invoice charges must
Continued

MNSMN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110









C.1.

C2.

Statement of Work
Access to License Plate Reader Commercial Data Service

INTRODUCTION AND BACKGROUND.

The intent of this Statement of Work (SOW) is to describe ICE’s operational requirements to obtain query-
based access to a commercially available License Plate Reader (LPR) database to support its criminal and
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate
numbers from cameras equipped with license plate reader technology. Records are uploaded into the system
from a variety of governmental and private sources including, but not limited to, access control systems such as
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. Licenses to
access the commercial database are sold to commercial consumers as well as to law enforcement agencies.

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE will use LPR
information obtained in response to queries of the commercial database to further its criminal law enforcement
and civil immigration enforcement missions. ICE immigration enforcement personnel will query the LPR
database using known license plate numbers associated with subjects of their immigration enforcement
activities, to determine where and when the vehicle has traveled within a specified period of time. The results
of the queries will assist in identifying the location of aliens to further ICE’s immigration enforcement mission.

ICE will also use LPR information obtained from the commercial database to further its criminal law
enforcement mission, which includes investigations related to national security, illegal arms exports, financial
crimes, commercial fraud, human trafficking, narcotics smuggling, child pornography, and immigration fraud.
For example, use of LPR data in this context could help to identify the location of an investigative target or
person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling.

Use of this data is expected to enhance officer and public safety by allowing arrests to be planned at locations
that minimize the potential for injury (e.g., away from a subject’s residence if there are suspected to be children
or weapons in the home). Use of this data is also expected to create a cost savings to the government by
reducing the work-hours required for physical surveillance.

Objective

To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR

database for ICE law enforcement personnel at ICE offices across the United States in the execution of their
official law enforcement duties.

C3. Scope

C4.

This contract applies only to a query-based LPR database service for ICE.

Performance Requirements
The vendor provides:

Data Service Content/Scope

e The LPR data service shall contain LPR records from a variety of sources across the United States, such as
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies.

e The LPR data service shall include substantial unique LPR detection records.

e The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most
populous metropolitan statistical areas to the extent authorized by law in those locations.

o A metropolitan statistical area is defined as: a geographical region with a relatively high
population density at its core and close economic ties throughout the area as defined by the Office



of Management and Budget (OMB) and used by the Census Bureau and other federal government
agencies for statistical purposes.

s Tha LPR data service provider shall demonstrate the number of new unique records that were added to the
commercially available LPR database each month for the last consecutive twelve (12) months.

e The LPR data service shall make available at least 30 million new unique LPR data records each month.

e The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or
products to law enforcement agencies.

e  The vendor shall already be providing similar services to other law enforcement agency customers.

User Management and Support

The vendor shall provide:
e  Written instructions and guidance to facilitate use of system.

* The ability to compare new user requests with lists of personnel authorized by ICE to use the vendor
system.

e Automatic verification of accounts with the ability to audit by using the user’s Originating Agency
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or
indirectly by the National Law Enforcement Telecommunication System (NLETS).

e  The ability to add new users or delete existing users within 24 business hours of ICE’s request.

e [nitial training to orient personnel to the use of their system, including “Help Desk™ support related to the
use, access, and maintenance of the system.

e  System training and “Escalation Procedures” for agency manager and shall include procedures for resetting
passwords.

s Unlimited technical support to each user.
e Periodic or as needed updates to the web interface and mobile application. The vendor will employ
appropriate technical, administrative, and physical security controls to protect the integrity, availability, and

confidentiality of the data resident in its system.

Functional Requirements

Query Capabilities

e Before a user is able to perform a query from the main system or mobile application, the system must
display upon logon a splash screen that describes the agency’s permissible uses of the system and data, and
requires the user to affirmatively consent to these rules before proceeding further.

o The splash screen will appear at each logon event.

o The text on the splash screen shall also be available to the users via a hyperlink within the main
system interface (including any mobile app interface).

o The agency will provide the language for the splash screen content.

e  All queries of the LPR data service shall be based on a license plate number queried by the user only, and
the data returned in response must be limited to matches of that license plate number only within the
specified period of time.



The system will not permit user queries of the data service unless a license plate number is entered. A
query can only be conducted by entering a license plate number,

The query interface will include a drop-down field for users to select a reason code for the query from a
pre-populated list. The specific reason codes will be provided by ICE. This field is mandatory for
conducting a query.

The query interface will require a user to identify whether the user is entering data for him or herself or for
another individual. If the user is entering data for another individual, the query interface will require the
user to enter the name of the other individual.

The query interface must include a free-text field of at least 255 characters for user notes. This will allow
for additional information that will assist ICE in referencing the specific case for which the query was
performed. Completing this field shall be mandatory for conducting a query.

The system will have the capability to limit the query by time frame to allow users to comply with agency
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date
of query for any immigration investigation).
o The query interface will have a field for the user to select or input the appropriate timeframe for
the query.
o The system will display results only for LPR detection records within that timeframe (e.g., only
for the last 5 years).
o The system shall not run a query that lacks a time frame entered by the user.

The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets.

To ensure accuracy of information, the response to a query must include at least two photos on all hits.
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and
vehicle make/model in the photo are the same as what is represented in the vendor system.

o Query results must seamlessly integrate with web-based interactive maps. The printable report
should show two different map views, nearest address, nearest intersection, date and time the
license plate was captured, GPS coordinates, and source of the record.

The vendor shall provide a notification mechanism in the event ICE users identify photographs that do not
match the data in their system (license plate numbers or make/model mismatches). The vendor shall
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and
keep ICE and ICE users informed of corrections to erroneous data.

The vendor will not use any information provided by the agency (query data) for its own purposes or
provide access or disclose such information to other customers, business partners, or any other individual or
entity.

The vendor will not use ICE’s queries (the license plate numbers input into the system) for its commercial

purposes. The vendor will only use the queries submitted by ICE to maintain an audit log.

Alert List Capabilities

The LPR data service shall provide an “Alert List” feature that will allow ICE users to save license plate
numbers so they will be automatically queried against new records loaded into the vendor’s LPR database
on an on-going basis. Any matches will result in a near real-time notification to the user.



The LPR data service Alert List will provide capabilities to share Alert List notifications between ICE users
involved in the investigation.

The Alert List feature will: 1) Automatically match new incoming detection records to user-uploaded or -
entered Alert Lists containing the license plate numbers of interest in the investigation; 2) Send an email
notification to the user originating such Alert List records and to any ICE user that has been shared the
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the
LPR system for download a PDF case file report for the match (with maps, vehicle images, and all
pertinent detection & Alert List record information) for each email alert notification. The notification must
be able to be limited to the user or a user group of ICE law enforcement officers involved in the specific
investigation. The notification will comply with all applicable laws, including the Driver’s Privacy
Protection Act of 1994, 18 U.S.C. §§ 2721-2725.

The LPR data service will allow specifically designated users to batch upload a maximum of 2,500 license
plate records into the “Alert List”. The batch upload will be in the form of a single comma separated
variable (CSV) file with data fields to include, but not limited to the following: Plate number; State of
Registration; Vehicle Year, Make, Model & Color; reason code and an open text field, of at least 255
characters, for a user note to assist in referencing the specific purpose / investigation / operation for which
the query was performed.

The Alert List function will include an automated capability that flags license plates for de-confliction.
License plate pictures taken with the automated Optical Character Recognition (OCR) plate number
translation shall be submitted to the LPR data service system for matching with license plates on any
current ICE Alert List. Any positive matches shall return to the 10S application (identified below) alerting
authorized users of a positive match. These pictures will be uploaded into the data service query by an
authorized ICE user along with any mandatory information needed for a normal query. The pictures will be
retained in the vendor’s system for audit purposes only and will not be otherwise accessible or usable for
search purposes.

Each license plate number on an Alert List will be valid for one year unless the user removes it before
expiration. The system will prompt users two weeks prior to expiration and require the user to affirmatively
indicate that there continues to be an operational requirement to keep the particular license plate entry on
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should
continue periodically until the expiration date is reached. The system will grant the user an additional week
after expiration to renew the entry in the Alert List. If the user does not renew, the system shall remove the
license plate number from the Alert List.

All Alert List activity shall be audited to capture user name, date and time, reason code, and user note
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the
alert list.

The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the
entry has expired per the process described above, or once the user has deleted the entry from the Alert
List.

Mobile Device Capabilities

The LPR data service shall feature an i0S-compatible mobile application that allows authorized ICE users
to:

o Query the LPR data service by entering the license plate number, state of registration, reason code,
and the ability to add returned positive matches into the Alert List.



o Have quick access and recall of any queries and Alert Lists associated with the user or designated
user group. The vendor application will delete any saved data on the mobile device after 60 days,
if not already deleted manually by the user.

o Provide capabilities to share Alert List notifications between ICE users involved in the
investigation.

e The mobile application will conform to all other performance, privacy, and functional requirements
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application

undergoes the required privacy assessment prior to use.

Audit and Reporting Capabilities

e  The vendor shall generate an immutable audit log in electronic form that chronicles the following data:
o ldentity of the user initiating the query or the person on whose behalf the query is initiated, if
different;
o Exact query entered, to include license plate number, date limitations, geographic limitations (if
applicable), reason code, and any other data selected or input by the user;
o Date and time of query; and
o Results of the query.

e All Alert List activity shall be audited to capture user name, date and time, reason code, and user note
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the
alert list.

e The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. Audit reports
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall
provide the audit log in electronic form via secure transmission to ICE promptly upon request. The format
of the audit log shall allow for ICE to retrieve user activity by user name (or ID), query entered (e.g.,
particular license plate) and date/time. The exact technical requirements and format for the audit log will be
negotiated after contract award.

e The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual
records retrieved from the LPR data service in response to a particular query, or any other data relevant to
user activity on the vendor system, for purposes of the agency’s internal investigations and oversight.

e The vendor shall not use audit trail data for any purpose other than those specified and authorized in this
contract.

e The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of
requested searches and hit list.

e The audit logs specified in this statement of work are records under the Federal Records Act. The vendor
shall maintain these records on behalf of ICE throughout the life of the contract, but for no more than seven
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside
entities including other law enforcement agencies. At the end of the contract, the vendor shall extract,
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30)
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of
the records (including any still-active Alert List data) are securely deleted from all networks and storage
media under its control or under the control of any of its agents or subcontractors.

The vendor shall meet the following Key Performance Parameters (KPPs):






Quality Assurance Surveillance Plan (QASP)
License Plate Reader (LPR) Data Service

NOTE: The Government reserves the right to revise or change the QASP as determined by the
Government to ensure quality service and deliverables over the course of the contract.

1. PURPOSE

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance
for the stated contract. This QASP explains the following:

What will be monitored

How monitoring will take place

Who will conduct the monitoring

How monitoring efforts and results will be documented

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with
the premise that the Contractor is responsible for management and quality control actions to meet the
terms of the contract. It is the Government’s responsibility to be objective, fair, and consistent in
evaluating performance. In addition, the QASP should recognize that unforeseen and uncontrollable
situations may occur.

This QASP is a “living document™ and the Government may review and revise it on a regular basis.
However, the Government shall coordinate changes with the Contractor. Updates shall ensure that the
QASP remains a valid, useful, and enforceable document. Copies of the original QASP and revisions
shall be provided to the Contractor and Government officials implementing surveillance activities.

2. GOVERNMENT ROLES AND RESPONSIBILITIES
The following personnel shall oversee and coordinate surveillance activities.

a. Contracting Officer (CO) - The CO shall ensure performance of all necessary actions for effective
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial,
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final
determination of the adequacy of the Contractor’s performance.

b. Contracting Officer’s Representative (COR) - The COR is responsible for technical administration of
the contract and shall assure proper Government surveillance of the Contractor’s performance. The COR
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the
COR shall provide documentation to the CO. The COR is not empowered to make any contractual
commitments or to authorize any contractual changes on the Government’s behalf. The Contractor shall
refer any changes they deem may affect contract price, terms, or conditions to the CO for action.

c. Other Key Government Personnel - Immigration and Customs Enforcement (ICE) National Fugitive
Operations Program Headquarters Staff or Federal employees as designated by the COR and/or CO.

All Point of Contact’s information will be released upon award.
3. PERFORMANCE STANDARDS
Performance standards define desired services. The Contractor is responsible for performance of ALL

terms and conditions of the contract. CORs will provide contract progress reports quarterly to the CO
reflecting performance on this plan and all other aspects of the resultant contract. The performance






Table 2: Performance Standards Matrix

: Government
Performance P Performance : Performance Surveillance 3
. aragraph Performance Indicator Documentation
Requirement Standard Level Method Cidterta
LPR Data Service | 4.11.1 Uptime of Data LPR Data Service >99.0% Validated Metrics will be
and Technical 4.11.2 Service and Technical | downtime shall not User/Customer reported in CPARS.
Support 4.11.4 Support shall be fully | exceed 4 hours in any 1 Complaints
4.11.5 available 24/7/365 month period and 100% Inspection
Meantime between
failure (MTBF) is 4,000
operating hours
Overall Support 4.4 Support Availability Support Service must be | >99% Contractor self- Metrics will be
Service 4.10 available 24/7/365 Monitored monitoring and reported in CPARS.
monthly during | Validated
the Transition In | User/Customer
period. Complaints
100% Inspection
Results of LPR 453 Length of time for Less than 5 seconds 95% Contractor Self- Metrics will be
Query 4.6.2 Results of LPR query | after submission Monitored monitoring and reported in CPARS.

to appear after being
entered in the end-user

computing device

monthly during
the life of the
contract

Validated
User/Customer
Complaints
100% Inspection




4. METHODS OF QUALITY ASSURANCE (QA) SURVEILLANCE

Regardless of the surveillance method, the COR shall always contact the Contractor's task manager or on-
site representative when a defect is identified and inform the manager of the specifics of the problem.

The COR, with assistance from the CO, shall be responsible for monitoring the Contractor’s performance
in meeting a specific performance standard/AQL.

Various methods exist to monitor performance. The COR will use the surveillance methods listed below
in the administration of this QASP.

a. PERIODIC INSPECTION
e Scheduled quarterly inspection of audit logs or as required
b. VALIDATED USER/CUSTOMER COMPLAINTS

The Contractor is expected to establish and maintain professional communication between its employees
and customers. The primary objective of this communication is customer satisfaction. Customer
satisfaction is the most significant external indicator of the success and effectiveness of all services
provided and can be measured through customer complaints.

Performance management drives the Contractor to be customer focused through initially and internally
addressing customer complaints and investigating the issues and/or problems but the customer always has
the option of communicating complaints to the COR, as opposed to the Contractor.

Customer complaints, to be considered valid, must be set forth clearly and in writing the detailed nature
of the complaint, must be signed, and must be forwarded to the COR.

Customer feedback may also be obtained either from the results of customer satisfaction surveys or from
random customer complaints.

e Review of identified deficiencies and or complaints made by users of the services
e Investigate and validate
e Review of notification of report discrepancies

c. 100% INSPECTION

e Review of LPR Data Service uptime

e Review of Scheduled Downtime

e Review Meantime Between Failure (MTBF)

e Review Overall Support Service Availability

d. Analysis of Contractor’s progress report. The Contractor is required to provide a weekly progress
report that will be used to communicate the Contractor’s status in the Transition phase.

e. Performance reporting.

Surveillance results will be used as the basis for actions against the Contractor Past Performance Report.
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO’s actions.



5. DOCUMENTING PERFORMANCE

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both
satisfactory and unsatisfactory performance

a. ACCEPTABLE PERFORMANCE

The Government shall document positive performance. All positive performance should be
documented by an email to the COR describing the outstanding performance and why it is of value
to the Government. This information shall become a part of the supporting documentation for the
Contractor Performance Assessment Reporting System (CPARS) and the QASP

b. UNACCEPTABLE PERFORMANCE

When unacceptable performance occurs, the COR shall inform the Contractor. This will be in
writing unless circumstances necessitate verbal communication. In any case the COR shall
document the discussion and place it in the COR file.

When the COR determines formal written communication is required, the COR shall prepare a Contract
Discrepancy Report (CDR), and present it to the Contractor's representative. A CDR template is available
upon request to the Contracting Officer.

The Contractor will acknowledge receipt of the CDR in writing. The CDR will specify if the Contractor
is required to prepare a corrective action plan to document how the Contractor shall correct the
unacceptable performance and avoid a recurrence. The CDR will also state how long after receipt the
Contractor has to present this corrective action plan to the COR. The Government shall review the
Contractor's corrective action plan to determine acceptability.

Any CDRs will become a part of the supporting documentation for Past Performance.
6. FREQUENCY OF MEASUREMENT

While the Contractor is fully expected to comply with all requirements in the PWS, the Government’s
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of
the Performance Standards Summary Matrix. The COR will monitor the Contractor’s performance to
ensure it meets the standards of the contract. Unacceptable performance may result in the Contracting
Officer taking any of the following actions: Require the Contractor to take necessary action to ensure that
future performance conforms to contract requirements, reduce the contract price to reflect the reduced
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-perform the
service. In addition, the Contractor’s performance will be recorded annually in the Contractor
Performance Assessment Report (CPAR).

Signature — Contracting Officer’s Representative

Signature — Contracting Officer



ATTACHMENT 3:
TERMS AND CONDITIONS

CUSTOM CO ADDED TERMS AND CONDITIONS
In the case of a conflict between the terms and conditions of the contractor’s agreement and the terms and conditions
of this purchase order, all applicable federal statutes and regulations shall govern.

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM
(JUN 2016)

(a) Definitions. As used in this clause—
“Covered contractor information system™ means an information system that is owned or operated by a contractor
that processes, stores, or transmits Federal contract information.
“Federal contract information” means information, not intended for public release, that is provided by or generated
for the Government under a contract to develop or deliver a product or service to the Government, but not including
information provided by the Government to the public (such as on public websites) or simple transactional
information, such as necessary to process payments.
“Information’” means any communication or representation of knowledge such as facts, data, or opinions, in any
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on
National Security Systems Instruction (CNSSI) 4009).
“Information system’ means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502).
“Safeguarding” means measures or controls that are prescribed to protect information systems.

(b) Safeguarding requirements and procedures.
(1) The Contractor shall apply the following basic safeguarding requirements and procedures to
protect covered contractor information systems. Requirements and procedures for basic
safeguarding of covered contractor information systems shall include, at a minimum, the
following security controls:
(1) Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems).
(ii) Limit information system access to the types of transactions and functions that
authorized users are permitted to execute.
(iii) Verify and control/limit connections to and use of external information systems.
(iv) Control information posted or processed on publicly accessible information systems.
(v) Identify information system users, processes acting on behalf of users, or devices.
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.
(vii) Sanitize or destroy information system media containing Federal Contract
Information before disposal or release for reuse.
(viii) Limit physical access to organizational information systems, equipment, and the
respective operating environments to authorized individuals.
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access;
and control and manage physical access devices.
(x) Monitor, control, and protect organizational communications (i.e.. information
transmitted or received by organizational information systems) at the external boundaries
and key internal boundaries of the information systems.
(xi) Implement subnetworks for publicly accessible system components that are
physically or logically separated from internal networks.
(xii) Identify, report, and correct information and information system flaws in a timely
manner.
(xiii) Provide protection from malicious code at appropriate locations within
organizational information systems.
(xiv) Update malicious code protection mechanisms when new releases are available.



(xv) Perform periodic scans of the information system and real-time scans of files from
external sources as files are downloaded, opened, or executed.
(2) Other requirements. This clause does not relieve the Contractor of any other specific
safeguarding requirements specified by Federal agencies and departments relating to covered
contractor information systems generally or other Federal safeguarding requirements for
controlled unclassitied information (CUI) as established by Executive Order 13556.
(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), in
subcontracts under this contract (including subcontracts for the acquisition of commercial items, other than
commercially available off-the-shelf items), in which the subcontractor may have Federal contract
information residing in or transiting through its information system.

52.209-07 INFORMATION REGARDING RESPONSIBILITY MATTERS (JUL 2013)

(a) Definitions. As used in this provision.
“Administrative proceeding” means a non-judicial process that is adjudicatory in nature in order to make a
determination of fault or liability (e.g., Securities and Exchange Commission Administrative Proceedings, Civilian
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This
includes administrative proceedings at the Federal and State level but only in connection with performance of a
Federal contract or grant. [t does not include agency actions such as contract audits, site visits, corrective plans, or
inspection of deliverables.

“Federal contracts and grants with total value greater than $10,000,000” means.
(1) The total value of all current, active contracts and grants, including all priced options; and

(2) (2) The total value of all current, active orders including all priced options under indefinite-delivery,
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award
Schedules).

“Principal” means an officer, director, owner, partner, or a person having primary management or supervisory
responsibilities within a business entity (e.g.. general manager; plant manager; head of a division or business
segment; and similar positions).

(b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with total value greater than
$10,000,000.

(c) If the offeror checked “has™ in paragraph (b) of this provision, the offeror represents, by submission of this
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information
System (FAPIIS) is current, accurate, and complete as of the date of submission of this offer with regard to
the following information:

(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in
connection with the award to or performance by the offeror of a Federal contract or grant, been the
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions:

(i) In a criminal proceeding, a conviction.
(i1) In a civil proceeding, a finding of fault and liability that results in the payment of a monetary
fine, penalty, reimbursement, restitution, or damages of $5.000 or more.
(iii) In an administrative proceeding, a finding of fault and liability that results in.
(A) The payment of a monetary fine or penalty of $5,000 or more; or
(B) The payment of a reimbursement, restitution, or damages in excess of $100,000.

(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or
compromise with an acknowledgment of fault by the Contractor if the proceeding could have led
to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision.



(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of this
provision, whether the offeror has provided the requested information with regard to each occurrence.

(d) The offeror shall post the information in paragraphs (¢)(1)(i) through (c)(1)(iv) of this provision in FAPIIS
as required through maintaining an active registration in the System for Award Management database via

https://www.acquisition.gov (see 52.204-7).

52.212-1INSTRUCTIONS TO OFFERORS. COMMERCIAL ITEMS (JAN 2017)

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS
code and small business size standard for this acquisition appear in Block 10 of the solicitation cover sheet (SF
1449). However, the small business size standard for a concern which submits an offer in its own name, but which
proposes to furnish an item which it did not itself manufacture, is 500 employees.

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the
exact time specified in this solicitation. Offers may be submitted on the SF 1449, letterhead stationery, or as
otherwise specified in the solicitation. As a minimum, offers must show.

(1) The solicitation number;
(2) The time specified in the solicitation for receipt of offers;
(3) The name, address, and telephone number of the offeror;

(4) A technical description of the items being offered in sufficient detail to evaluate compliance with the
requirements in the solicitation. This may include product literature, or other documents, if necessary;

(5) Terms of any express warranty;
(6) Price and any discount terms;
(7) “Remit to” address, if different than mailing address;

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for
those representations and certifications that the offeror shall complete electronically);

(9) Acknowledgment of Solicitation Amendments;

(10) Past performance information, when included as an evaluation factor, to include recent and relevant
contracts for the same or similar items and other references (including contract numbers, points of contact
with telephone numbers and other relevant information); and

(11) If the offer is not submitted on the SF 1449, include a statement specifying the extent of agreement
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required
representations or information, or reject the terms and conditions of the solicitation may be excluded from
consideration.

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 calendar days from
the date specified for receipt of offers, unless another time period is specified in an addendum to the solicitation.

(d) Product samples. When required by the solicitation, product samples shall be submitted at or prior to the time
specified for receipt of offers. Unless otherwise specified in this solicitation, these samples shall be submitted at no



expense to the Government, and returned at the sender’s request and expense, unless they are destroyed during
preaward testing.

(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative terms and conditions,
including alternative line items (provided that the alternative line items are consistent with subpart 4.10 of the
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitation.
Each offer submitted will be evaluated separately.

(f) Late submissions, modifications, revisions, and withdrawals of offers.

(1) Offerors are responsible for submitting offers, and any modifications, revisions, or withdrawals, so as to reach
the Government office designated in the solicitation by the time specified in the solicitation. If no time is specified
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that
offers or revisions are due.

(2)(1) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in
the solicitation after the exact time specified for receipt of offers is “late” and will not be considered unless it is
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly
delay the acquisition; and.

(A) If it was transmitted through an electronic commerce method authorized by the solicitation, it was received at
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date
specified for receipt of offers; or

(B) There is acceptable evidence to establish that it was received at the Government installation designated for
receipt of offers and was under the Government’s control prior to the time set for receipt of offers; or

(C) If this solicitation is a request for proposals, it was the only proposal received.

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the
Government, will be considered at any time it is received and may be accepted.

(3) Acceptable evidence to establish the time of receipt at the Government installation includes the time/date stamp
of that installation on the offer wrapper, other documentary evidence of receipt maintained by the installation, or
oral testimony or statements of Government personnel.

(4) If an emergency or unanticipated event interrupts normal Government processes so that offers cannot be received
at the Government office designated for receipt of offers by the exact time specified in the solicitation, and urgent
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date,
the time specified for receipt of offers will be deemed to be extended to the same time of day specified in the
solicitation on the first work day on which normal Government processes resume.

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers.
Oral offers in response to oral solicitations may be withdrawn orally. If the solicitation authorizes facsimile offers,
offers may be withdrawn via facsimile received at any time before the exact time set for receipt of offers, subject to
the conditions specified in the solicitation concerning facsimile offers. An offer may be withdrawn in person by an
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person
requesting withdrawal is established and the person signs a receipt for the offer.

(g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate offers and award a
contract without discussions with offerors. Therefore, the offeror’s initial offer should contain the offeror’s best
terms from a price and technical standpoint. However, the Government reserves the right to conduct discussions if
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such






followed by the unique entity identifier that identifies the Offeror’s name and address. The Offeror also shall enter
its Electronic Funds Transfer (EFT) indicator, if applicable. The EFT indicator is a four-character suffix to the
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records
for identifying alternative EFT accounts (see subpart 32.11) for the same entity. If the Offeror does not have a
unique entity identifier, it should contact the entity designated at www.sam.gov for unique entity identifier
establishment directly to obtain one. The Offeror should indicate that it is an offeror for a Government contract
when contacting the entity designated at www.sam.gov for establishing the unique entity identifier,

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database
prior to award, during performance and through final payment of any contract resulting from this solicitation. If the
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the
Contracting Officer will proceed to award to the next otherwise successful registered Offeror. Offerors may obtain
information on registration and annual confirmation requirements via the SAM database accessed through
https://www.acquisition.gov.

(1) Debriefing. 1f a post-award debriefing is given to requesting offerors, the Government shall disclose the
following information, if applicable:

(1) The agency’s evaluation of the significant weak or deficient factors in the debriefed offeror’s offer.

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past
performance information on the debriefed offeror.

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection.
(4) A summary of the rationale for award;
(5) For acquisitions of commercial items, the make and model of the item to be delivered by the successful offeror.

(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether source-selection
procedures set forth in the solicitation, applicable regulations, and other applicable authorities were followed by the
agency.

(End of provision)

52.212-2EVALUATION. COMMERCIAL ITEMS (OCT 2014)
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The
following factors shall be used to evaluate offers:

L Technical Approach
II.  Past Performance
III.  Price
Technical and past performance, when combined, are significantly more important than price.

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to
the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option



prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the
option(s).

(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful offeror
within the time for acceptance specified in the offer, shall result in a binding contract without further action by either
party. Before the offer’s specified expiration time, the Government may accept an oftfer (or part of an offer), whether
or not there are negotiations after its receipt, unless a written notice of withdrawal is received before award.

52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS
(NOV 2017)

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual
representations and certification electronically via the System for Award Management (SAM) website located at
https://www.sam.gov/portal. If the Offeror has not completed the annual representations and certifications
electronically, the Offeror shall complete only paragraphs (c) through (u) of this provision.

(a) Definitions. As used in this provision.

“Economically disadvantaged women-owned small business (EDWOSB) concern” means a small business
concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business
operations of which are controlled by, one or more women who are citizens of the United States and who are
economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a women-owned
small business eligible under the WOSB Program.

“Highest-level owner” means the entity that owns or controls an immediate owner of the offeror, or that owns or
controls one or more entities that control an immediate owner of the offeror. No entity owns or exercises control of
the highest level owner.

“Immediate owner” means an entity, other than the offeror, that has direct control of the offeror. Indicators of
control include, but are not limited to, one or more of the following: ownership or interlocking management, identity
of interests among family members, shared facilities and equipment, and the common use of employees.

“Inverted domestic corporation”, means a foreign incorporated entity that meets the definition of an inverted
domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c).

“Manufactured end product” means any end product in product and service codes (PSCs) 1000-9999, except.

(1) PSC 5510, Lumber and Related Basic Wood Materials;

(2) Product or Service Group (PSG) 87, Agricultural Supplies;

(3) PSG 88, Live Animals;

(4) PSG 89, Subsistence;

(5) PSC 9410, Crude Grades of Plant Materials;

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;

(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;
(8) PSC 9610, Ores;

(9) PSC 9620, Minerals, Natural and Synthetic; and

(10) PSC 9630, Additive Metal Materials.

“Place of manufacture™ means the place where an end product is assembled out of components, or otherwise
made or processed from raw materials into the finished product that is to be provided to the Government. If a
product is disassembled and reassembled, the place of reassembly is not the place of manufacture.

“Predecessor” means an entity that is replaced by a successor and includes any predecessors of the predecessor.

“Restricted business operations™ means business operations in Sudan that include power production activities,
mineral extraction activities, oil-related activities, or the production of military equipment, as those terms are
defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). Restricted business operations



do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability
and Divestment Act of 2007) conducting the business can demonstrate.

(1) Are conducted under contract directly and exclusively with the regional government of southern Sudan;

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the
Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted
under such authorization;

(3) Consist of providing goods or services to marginalized populations of Sudan;

(4) Consist of providing goods or services to an internationally recognized peacekeeping force or humanitarian
organization;

(5) Consist of providing goods or services that are used only to promote health or education; or

(6) Have been voluntarily suspended.

“Sensitive technology™.

(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used

specifically.
(i) To restrict the free flow of unbiased information in Iran; or
(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the President does not have
the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers
Act (50 U.S.C. 1702(b)(3)).

“Service-disabled veteran-owned small business concern™.

(1) Means a small business concern.

(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of
any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service-
disabled veterans; and

(ii) The management and daily business operations of which are controlled by one or more service-disabled
veterans or, in the case of a service-disabled veteran with permanent and severe disability, the spouse or permanent
caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service-
connected, as defined in 38 U.S.C. 101(16).
“Small business concern” means a concern, including its affiliates, that is independently owned and operated, not

dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small business
under the criteria in 13 CFR Part 121 and size standards in this solicitation.
“Small disadvantaged business concern”, consistent with 13 CFR 124.1002, means a small business concern
under the size standard applicable to the acquisition, that.
(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by.
(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as
defined at 13 CFR 124.104) individuals who are citizens of the United States; and
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking
into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and
(2) The management and daily business operations of which are controlled (as defined at 13.CFR 124.106) by
individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition.
“Subsidiary” means an entity in which more than 50 percent of the entity is owned.
(1) Directly by a parent corporation; or
(2) Through another subsidiary of a parent corporation.
“Veteran-owned small business concern™ means a small business concern.



(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) or, in
the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more
veterans; and

(2) The management and daily business operations of which are controlled by one or more veterans.

“Successor” means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of
the predecessor under a new name (often through acquisition or merger). The term *“successor’” does not include new
offices/divisions of the same company or a company that only changes its name. The extent of the responsibility of
the successor for the liabilities of the predecessor may vary, depending on State law and specific circumstances.

“Women-owned business concern” means a concern which is at least 51 percent owned by one or more women;
or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and
whose management and daily business operations are controlled by one or more women.

“Women-owned small business concern™ means a small business concern.

(1) That is at least 51 percent owned by one or more women: or, in the case of any publicly owned business, at
least 51 percent of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women,

“Women-owned small business (WOSB) concern eligible under the WOSB Program” (in accordance with 13
CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and
the management and daily business operations of which are controlled by, one or more women who are citizens of
the United States.

(b)(1) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this
provision do not automatically change the representations and certifications posted on the SAM website.

(2) The offeror has completed the annual representations and certifications electronically via the SAM website
accessed through http://www.acquisition.gov. After reviewing the SAM database information, the offeror verifies by
submission of this offer that the representations and certifications currently posted electronically at FAR 52.212-3,

Offeror Representations and Certifications.Commercial Items, have been entered or updated in the last 12 months,
are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to
the NAICS code referenced for this solicitation), as of the date of this offer and are incorporated in this offer by
reference (see FAR 4.1201), except for paragraphs

[Offeror to identify the applicable paragraphs at (c¢) through (t) of this provision that the offeror has completed for
the purposes of this solicitation only, if any.

These amended representation(s) and/or certification(s) are also incorporated in this offer and are current,
accurate, and complete as of the date of this offer.

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the
representations and certifications posted electronically on SAM. ]

(c) Offerors must complete the following representations when the resulting contract will be performed in the
United States or its outlying areas. Check all that apply.

(1) Small business concern. The offeror represents as part of its offer that it o is, o is not a small business
concern.

(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business
concern in paragraph (c)(1) of this provision.] The offeror represents as part of its offer that it o is, D is not a
veteran-owned small business concern.

(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror represented itself as
a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its
offer that it o is, 0 is not a service-disabled veteran-owned small business concern.

(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small business
concern in paragraph (c)(1) of this provision.] The offeror represents, that it o is, O is not a small disadvantaged
business concern as defined in 13 CFR 124.1002.



(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business
concern in paragraph (c)(1) of this provision.] The offeror represents that it o is, o is not a women-owned small
business concern.

(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented itself as a
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represents that.

(i) It o is,0 is not a WOSB concern eligible under the WOSB Program, has provided all the required
documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that
affects its eligibility; and

(ii) It o is, O is not a joint venture that complies with the requirements of 13 CFR part 127, and the
representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern eligible under the WOSB
Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern eligible
under the WOSB Program and other small businesses that are participating in the joint venture: .] Each
WOSB concern eligible under the WOSB Program participating in the joint venture shall submit a separate signed
copy of the WOSB representation.

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the
offeror represented itself as a WOSB concern eligible under the WOSB Program in (c)(6) of this provision.] The
offeror represents that.

(i) It o is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB
Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibility; and

(ii) It o is, o s not a joint venture that complies with the requirements of 13 CFR part 127, and the
representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern participating in the
joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall
submit a separate signed copy of the EDWOSB representation.

Note: Complete paragraphs (¢)(8) and (c)(9) only if this solicitation is expected to exceed the simplified
acquisition threshold.

(8) Women-owned business concern (other than small business concern). [Complete only if the offeror is a
women-owned business concern and did not represent itself as a small business concern in paragraph (c)(1) of this
provision.] The offeror represents that it 0 is a women-owned business concern.

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror
or first-tier subcontractors) amount to more than 50 percent of the contract
price:

(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small business
concern in paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, that.

(i) It o is, o is not a HUBZone small business concern listed, on the date of this representation, on the List
of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and no material
changes in ownership and control, principal office, or HUBZone employee percentage have occurred since it was
certified in accordance with 13 CFR Part 126; and

(i1) It o 1s, 0 1s not a HUBZone joint venture that complies with the requirements of 13 CFR Part 126, and
the representation in paragraph (c)(10)(i) of this provision is accurate for each HUBZone small business concern
participating in the HUBZone joint venture. [The offeror shall enter the names of each of the HUBZone small
business concerns participating in the HUBZone joint venture: .] Each HUBZone small business
concern participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone
representation.

(d) Representations required to implement provisions of Executive Order 11246.
(1) Previous contracts and compliance. The offeror represents that.



(i) It o has, o0 has not participated in a previous contract or subcontract subject to the Equal Opportunity
clause of this solicitation; and

(i1) It 0 has, o has not filed all required compliance reports.

(2) Affirmative Action Compliance. The offeror represents that.

(i) It o has developed and has on file, o has not developed and does not have on file, at each establishment,
affirmative action programs required by rules and regulations of the Secretary of Labor (41 cfr parts 60-1 and 60-2),
or

(i1) It 0 has not previously had contracts subject to the written affirmative action programs requirement of
the rules and regulations of the Secretary of Labor.

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies only if the
contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge
and belief that no Federal appropriated funds have been paid or will be paid to any person for influencing or
attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of
Congress or an employee of a Member of Congress on his or her behalf in connection with the award of any
resultant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on
behalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB
Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not
report regularly employed officers or employees of the offeror to whom payments of reasonable compensation were
made.

(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1, Buy
American.Supplies, is included in this solicitation.)

(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a
domestic end product and that for other than COTS items, the offeror has considered components of unknown origin
to have been mined, produced, or manufactured outside the United States. The offeror shall list as foreign end
products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an
end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of
“domestic end product.” The terms “commercially available off-the-shelf (COTS) item” *
end product,

component,” “domestic
” “end product,” “foreign end product,” and “United States™ are defined in the clause of this solicitation

entitled “Buy American. Supplies.”
(2) Foreign End Products:

Line Item No.  Country of Origin

[List as necessary]

(3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.
(g)(1) Buy American. Free Trade Agreements. Israeli Trade Act Certificate. (Applies only if the clause at FAR
52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in this solicitation.)
(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(1)(iii) of this
provision, is a domestic end product and that for other than COTS items, the offeror has considered components of
unknown origin to have been mined, produced, or manufactured outside the United States. The terms “Bahrainian,

LIS

Moroccan, Omani, Panamanian, or Peruvian end product,” “commercially available off-the-shelf (COTS) item,”

LIRS

“component,” “domestic end product,” “end product,” “foreign end product,” “Free Trade Agreement country,”



“Free Trade Agreement country end product,” “Israeli end product,” and “United States™ are defined in the clause of
this solicitation entitled “Buy American. Free Trade Agreements—Israeli Trade Act.”

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other
than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the
clause of this solicitation entitled “Buy American. Free Trade Agreements.Israeli Trade Act™:

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, Panamanian, or
Peruvian End Products) or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(iii) The offeror shall list those supplies that are foreign end products (other than those listed in paragraph
(g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled “Buy American.Free Trade
Agreements.Israeli Trade Act.” The offeror shall list as other foreign end products those end products manufactured
in the United States that do not qualify as domestic end products, i.e., an end product that is not a COTS item and
does not meet the component test in paragraph (2) of the definition of “domestic end product.”

Other Foreign End Products:

Line Item No. Country of Origin

[List as necessary]

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25,
(2) Buy American. Free Trade Agreements. Israeli Trade Act Certificate, Alternate I. If Alternate 1 to the
clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph
(g)(1)(ii) of the basic provision:
(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the
clause of this solicitation entitled “Buy American. Free Trade Agreements. Israeli Trade Act™:
Canadian End Products:

Line Item No.

[List as necessary]|

(3) Buy American.Free Trade Agreements.Isracli Trade Act Certificate, Alternate II. If Alternate Il to the
clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(i1) for paragraph
(g)(1)(ii) of the basic provision:



(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli end products
as defined in the clause of this solicitation entitled “Buy American.Free Trade Agreements.Israeli Trade Act™

Canadian or Israeli End Products:

Line Item No.  Country of Origin

[List as necessary]

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate I1I to the
clause at 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii)
of the basic provision:

(g)(1)(i1) The offeror certifies that the following supplies are Free Trade Agreement country end products

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end
products as defined in the clause of this solicitation entitled “Buy American-Free Trade Agreements-Israeli

Trade Act”™:
Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani,

Panamanian, or Peruvian End Products) or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included
in this solicitation.)
(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(i1) of this provision, is
a U.S.-made or designated country end product, as defined in the clause of this solicitation entitled “Trade

Agreements.”
(i1) The offeror shall list as other end products those end products that are not U.S.-made or designated

country end products.
Other End Products:

Line Item No. Country of Origin

[List as necessary]|

(i11) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.
For line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or designated country
end products without regard to the restrictions of the Buy American statute. The Government will consider for



award only offers of U.S.-made or designated country end products unless the Contracting Officer determines that
there are no offers for such products or that the offers for such products are insufficient to fulfill the requirements of
the solicitation.

(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract value is
expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and
belief, that the offeror and/or any of its principals.

(1) o Are, o are not presently debarred, suspended, proposed for debarment, or declared ineligible for the
award of contracts by any Federal agency;

(2) o0 Have, o have not, within a three-year period preceding this offer, been convicted of or had a civil
judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a Federal, state or local government contract or subcontract; violation of Federal
or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery,
bribery, falsification or destruction of records, making false statements, tax evasion, violating Federal criminal tax
laws, or receiving stolen property;

(3) o Are, o are not presently indicted for, or otherwise criminally or civilly charged by a Government entity
with, commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and

(4) o0 Have, 0 have not, within a three-year period preceding this offer, been notified of any delinquent Federal
taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied.

(i) Taxes are considered delinquent if both of the following criteria apply:

(A) The tax liability is finally determined. The liability is finally determined if it has been assessed. A
liability is not finally determined if there is a pending administrative or judicial challenge. In the case of a judicial
challenge to the liability, the liability is not finally determined until all judicial appeal rights have been exhausted.

(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to
pay the tax liability when full payment was due and required. A taxpayer is not delinquent in cases where enforced
collection action is precluded.

(ii) Examples.

(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the
taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final
tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability until the taxpayer has
exercised all judicial appeal rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the
taxpayer has been issued a notice under [.LR.C. §6320 entitling the taxpayer to request a hearing with the IRS Office
of Appeals contesting the lien filing, and to further appeal to the Tax Court if the IRS determines to sustain the lien
filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer
has had no prior opportunity to contest the liability. This is not a delinquent tax because it is not a final tax liability.
Should the taxpayer seek tax court review, this will not be a final tax liability until the taxpayer has exercised all
judicial appeal rights.

(C) The taxpayer has entered into an installment agreement pursuant to LR.C. §61359. The taxpayer is
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because
the taxpayer is not currently required to make full payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced
collection action is stayed under 11 U.S.C. §362 (the Bankruptcy Code).

(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). [The
Contracting Officer must list in paragraph (i)(1) any end products being acquired under this solicitation that are
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unless
excluded at .]

(1) Listed end products.



Listed End Product Listed Countries of Origin

(2) Certification. [If the Contracting Officer has identified end products and countries of origin in paragraph
(i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate block.]

o (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was mined,
produced, or manufactured in the corresponding country as listed for that product.

o (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that was mined,
produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has
made a good faith effort to determine whether forced or indentured child labor was used to mine, produce, or
manufacture any such end product furnished under this contract. On the basis of those efforts, the offeror certifies
that it is not aware of any such use of child labor.

(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of
manufacture of the end products it expects to provide in response to this solicitation is predominantly.

(1) o0 In the United States (Check this box if the total anticipated price of offered end products manufactured in
the United States exceeds the total anticipated price of offered end products manufactured outside the United
States); or

(2) o Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards (Certification
by the offeror as to its compliance with respect to the contract also constitutes its certification as to compliance by
its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if
paragraph (k)(1) or (k)(2) applies.]

o (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The
offeror o does o does not certify that.

(i) The items of equipment to be serviced under this contract are used regularly for other than
Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an exempt subcontract)
in substantial quantities to the general public in the course of normal business operations;

(ii) The services will be furnished at prices which are, or are based on, established catalog or market prices
(see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of such equipment; and

(ii1) The compensation (wage and fringe benefits) plan for all service employees performing work under the
contract will be the same as that used for these employees and equivalent employees servicing the same equipment
of commercial customers.

01 (2) Certain services as described in FAR 22.1003-4(d)(1). The offeror o does o does not certify that.

(1) The services under the contract are offered and sold regularly to non-Governmental customers, and are
provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial
quantities in the course of normal business operations;

(ii) The contract services will be furnished at prices that are, or are based on, established catalog or market
prices (see FAR 22.1003-4(d)(2)(iii));

(iii) Each service employee who will perform the services under the contract will spend only a small
portion of his or her time (a monthly average of less than 20 percent of the available hours on an annualized basis, or
less than 20 percent of available hours during the contract period if the contract period is less than a month)
servicing the Government contract; and

(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the
contract is the same as that used for these employees and equivalent employees servicing commercial customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies.



(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting Officer
did not attach a Service Contract Labor Standards wage determination to the solicitation, the offeror shall notify the
Contracting Officer as soon as possible; and

(i1) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the
certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required in paragraph
(k)(3)(i) of this clause.

(1) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is

required to provide this information to the SAM database to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (1)(3) through (1)(5) of this provision to
comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C.

6041, 6041A, and 6050M, and implementing regulations issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of
the offeror’s relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS
records to verify the accuracy of the offeror’s TIN.
(3) Taxpayer Identification Number (TIN).
o TIN:
o TIN has been applied for.

o TIN is not required because:

o Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income
effectively connected with the conduct of a trade or business in the United States and does not have an office or
place of business or a fiscal paying agent in the United States;

0 Offeror is an agency or instrumentality of a foreign government;

o Offeror is an agency or instrumentality of the Federal Government.

(4) Type of organization.

o Sole proprietorship;

o Partnership;

o Corporate entity (not tax-exempt);

o Corporate entity (tax-exempt);

o Government entity (Federal, State, or local);

o Foreign government;

o International organization per 26 CFR 1.6049-4;

0 Other

(5) Common parent.
o Offeror is not owned or controlled by a common parent;
o1 Name and TIN of common parent:
Name
TIN 3
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does

not conduct any restricted business operations in Sudan.
(n) Prohibition on Contracting with Inverted Domestic Corporations.

(1) Government agencies are not permitted to use appropriated (or otherwise made available) funds for
contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless
the exception at 9.108-2(b) applies or the requirement is waived in accordance with the procedures at 9.108-4.

(2) Representation. The Offeror represents that.

(i) It o is, o is not an inverted domestic corporation; and
(ii) It o is, 0 is not a subsidiary of an inverted domestic corporation.



(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran.
(1) The offeror shall e-mail questions concerning sensitive technology to the Department of State at
CISADA106(@state.gov.
(2) Representation and Certifications. Unless a waiver is granted or an exception applies as provided in

paragraph (0)(3) of this provision, by submission of its offer, the offeror.

(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive
technology to the government of Iran or any entities or individuals owned or controlled by, or acting on behalf or at
the direction of, the government of Iran;

(ii) Certifies that the offeror. or any person owned or controlled by the offeror. does not engage in any
activities for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly
engage in any transaction that exceeds $3,500 with Iran’s Revolutionary Guard Corps or any of its officials, agents,
or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons
List at http://www.treasury.gov/ofac/downloads/t1 1 sdn.pdf).

(3) The representation and certification requirements of paragraph (0)(2) of this provision do not apply if.

(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency
provision); and
(i1) The offeror has certified that all the offered products to be supplied are designated country end
products.
(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be registered in
SAM or a requirement to have a unique entity identifier in the solicitation.

(1) The Offeror represents that it 0 has or o does not have an immediate owner. If the Offeror has more than
one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable,
paragraph (3) of this provision for each participant in the joint venture.

(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following information:

Immediate owner CAGE code:
Immediate owner legal name:

(Do not use a “doing business as” name)
Is the immediate owner owned or controlled by another entity: o Yes or o No.
(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the immediate owner is
owned or controlled by another entity, then enter the following information:
Highest-level owner CAGE code:

Highest-level owner legal name:

(Do not use a “doing business as” name)
(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any
Federal Law.

(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent appropriations acts,
The Government will not enter into a contract with any corporation that.

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative
remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an
agreement with the authority responsible for collecting the tax liability, where the awarding agency is aware of the
unpaid tax liability, unless an agency has considered suspension or debarment of the corporation and made a
determination that suspension or debarment is not necessary to protect the interests of the Government; or



(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months,
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debarment of
the corporation and made a determination that this action is not necessary to protect the interests of the Government.

(2) The Offeror represents that.

(i) It is O is not O a corporation that has any unpaid Federal tax liability that has been assessed, for which
all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely
manner pursuant to an agreement with the authority responsible for collecting the tax liability; and

(i1) It is O is not O a corporation that was convicted of a felony criminal violation under a Federal law
within the preceding 24 months.

(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, Commercial and
Government Entity Code Reporting.)

(1) The Offeror represents that it O is or O is not a successor to a predecessor that held a Federal contract or
grant within the last three years.

(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following information for all
predecessors that held a Federal contract or grant within the last three years (if more than one predecessor, list in
reverse chronological order):

Predecessor CAGE code: (or mark “Unknown™)
Predecessor legal name:

(Do not use a “doing business as” name)

(s) [Reserved].

(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that require
offerors to register in SAM (52.212-1(k)).

(1) This representation shall be completed if the Offeror received $7.5 million or more in contract awards in
the prior Federal fiscal year. The representation is optional if the Offeror received less than §7.5 million in Federal
contract awards in the prior Federal fiscal year.

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)].

(i) The Offeror (itself or through its immediate owner or highest-level owner) o does, o does not publicly
disclose greenhouse gas emissions, i.¢., makes available on a publicly accessible website the results of a greenhouse
gas inventory, performed in accordance with an accounting standard with publicly available and consistently applied
criteria, such as the Greenhouse Gas Protocol Corporate Standard.

(i1) The Offeror (itself or through its immediate owner or highest-level owner) o does, &0 does not publicly
disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publicly accessible website
a target to reduce absolute emissions or emissions intensity by a specific quantity or percentage.

(iii) A publicly accessible website includes the Offeror’s own website or a recognized, third-party
greenhouse gas emissions reporting program.

(3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, the Offeror
shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals are
reported: .

(u)(1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as
extended in continuing resolutions), Government agencies are not permitted to use appropriated (or otherwise made
available) funds for contracts with an entity that requires employees or subcontractors of such entity seeking to
report waste, fraud, or abuse to sign internal confidentiality agreements or statements prohibiting or otherwise
restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse to a designated
investigative or law enforcement representative of a Federal department or agency authorized to receive such
information.



(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements applicable to
Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented
Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the
nondisclosure of classified information.

(3) Representation. By submission of its offer, the Offeror represents that it will not require its employees or
subcontractors to sign or comply with internal confidentiality agreements or statements prohibiting or otherwise
restricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the
performance of a Government contract to a designated investigative or law enforcement representative of a Federal
department or agency authorized to receive such information (e.g., agency Office of the Inspector General).

FAR  52.212-4CONTRACT TERMS AND CONDITIONS —- COMMERCIAL ITEMS (JAN 2017)
This clause is incorporated by reference. The full text of the clause is available at:
https://www.acquisition.gov/FAR/.

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

X 52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017)
X 52.209-10 Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015)

X 52.233-3 Protest After Award (AUG 1996)

X 52.233-4 Applicable Law for Breach of Contract Claim (OCT 2004)

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items;

[l 52.203-6 Restrictions on Subcontractor Sales to the Government (SEPT 2006)

] Alternate I (OCT 1995)

X

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015)

O

52.203-15 Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUNE
2010)

52.204-10 Reporting Executive Compensation and First-Tier Subcontract Awards (OCT 2016)
[Reserved]

52.204-14 Service Contract Reporting Requirements (OCT 2016)

O X O K

52.204-15 Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016)
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X
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52.209-6 Protecting the Government’s Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment (OCT 2015)

52.209-9 Updates of Publicly Available Information Regarding Responsibility Matters (JUL 2013)
[Reserved]

52.219-3 Notice of Total HUBZone Set-Aside (NOV 2011)

] Alternate I (NOV 2011)

52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014)
[l Alternate I (JAN 2011)

[Reserved]

52.219-6 Notice of Total Small Business Set-Aside (NOV 2011)

] Alternate I (NOV 2011)

] Alternate I1 (NOV 2011)

52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003)

] Alternate I (OCT 1995)

] Alternate 11 (MAR 2004)

52.219-8 Utilization of Small Business Concerns (NOV 2016)

52.219-9 Small Business Subcontracting Plan (JAN 2017)

[l Alternate I (NOV 2016)

O Alternate I1 (NOV 2016)

] Alternate 111 (NOV 2016)

[l Alternate IV (NOV 2016)

52.219-13 Notice of Set-Aside of Orders (NOV 2011)

52.219-14 Limitations on Subcontracting (JAN 2017)

52.219-16 Liquidated Damages — Subcontracting Plan (JAN 1999)

52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011)
52.219-28 Post Award Small Business Program Rerepresentation (JUL 2013)

52.219-29 Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned
Small Business Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015)
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52.219-30 Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015)

52.222-3 Convict Labor (JUN 2003)

52.222-19 Child Labor — Cooperation with Authorities and Remedies (OCT 2016)
52.222-21 Prohibition of Segregated Facilities (APR 2013)

52.222-26 Equal Opportunity (SEPT 2016)

52.222-35 Equal Opportunity for Veterans (OCT 2015)

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014)
52.222-37 Employment Reports on Veterans (FEB 2016)

52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 2010)
52.222-50 Combating Trafficking in Persons (MAR 2015)

| Alternate 1 (MAR 2015)

52.222-54 Employment Eligibility Verification (OCT 2015)

52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MAY
2008)

] Alternate I (MAY 2008)

52.223-11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN
2016)

52.223-12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Air Conditioners
(JUN 2016)

52.223-13 Acquisition of EPEAT®-Registered Imaging Equipment (JUNE 2014)

|:| Alternate I (OCT 2015)

52.223-14 Acquisition of EPEAT®-Registered Televisions (JUNE 2014)

] Alternate I (JUNE 2014)

52.223-15 Energy Efficiency in Energy-Consuming Products (DEC 2007)

52.223-16 Acquisition of EPEAT®-Registered Personal Computer Products (OCT 2015)

] Alternate I (JUNE 2014)

52.223-18 Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011)
52.223-20 Aerosols (JUN 2016)

52.223-2] Foams (JUN 2016)
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52.224-3 Privacy Training (JAN 2017)

] Alternate 1 (JAN 2017)

52.225-1 Buy American — Supplies (MAY 2014)

52.225-3 Buy American — Free Trade Agreements — Israeli Trade Act (MAY 2014)

] Alternate I (MAY 2014)

O Alternate I1 (MAY 2014)

] Alternate 111 (MAY 2014)

52.225-5 Trade Agreements (OCT 2016)

52.225-13 Restrictions on Certain Foreign Purchases (JUN 2008)

52.225-26 Contractors Performing Private Security Functions Outside the United States (OCT
52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007)

52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007)
52.232-29 Terms for Financing of Purchases of Commercial Items (FEB 2002)

52.232-30 Installment Payments for Commercial Items (JAN 2017)

52.232-33 Payment by Electronic Funds Transfer—System for Award Management (JUL 2013)

2016)

52.232-34 Payment by Electronic Funds Transfer—Other than System for Award Management (JUL 2013)

52.232-36 Payment by Third Party (MAY 2014)

52.239-1 Privacy or Security Safeguards (AUG 1996)

52.242-5 Payments to Small Business Subcontractors (JAN 2017)

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006)

] Alternate I (APR 2003)

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of
law or Executive orders applicable to acquisitions of commercial items:

O

O O O

52.222-17 Nondisplacement of Qualified Workers (MAY 2014)
52.222-41 Service Contract Labor Standards (MAY 2014)

52.222-42 Statement of Equivalent Rates for Federal Hires (MAY 2014)

52.222-43 Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (Multiple

Year and Option Contracts) (MAY 2014)



O

52.222-44 Fair Labor Standards Act and Service Contract Act—Price Adjustment (MAY 2014)

O

52.222-51 Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY 2014)

O

52.222-53 Exemption from Application of the Service Contract Labor Standards to Contracts for Certain
Services—Requirements (MAY 2014)

52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015)
52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017)

52.226-6 Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014)

O 0 X O

52.237-11 Accepting and Dispensing of $1 Coin (SEPT 2008)

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,
shall have access to and right to examine any of the Contractor’s directly pertinent records involving transactions
related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any
shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If
this contract is completely or partially terminated. the records relating to the work terminated shall be made
available for 3 years after any resulting final termination settlement. Records relating to appeals under the disputes
clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available
until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract
for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the
clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

(i1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent
appropriations acts (and as extended in continuing resolutions)).

(iii) 52.219-8. Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)), in all

subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business




concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include
52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in
accordance with paragraph (1) of FAR clause 52.222-17.

(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015)

(vi) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).

(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).

(ix) 52.222-37. Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212)

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O.
13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(x1) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67).

(xii)

_ X (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O 13627).

_ (B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O 13627).

(xii1) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for

Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain
Services-Requirements (May 2014) (41 U.S.C. chapter 67).

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015).

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).

(xx) (A) 52.224-3, Privacy Training (JAN 2017) (5U.S.C. 552a).

(B) Alternate I (JAN 2017) of 52.224-3.

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xxi1) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C. 1792).
Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-
64.

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number
of additional clauses necessary to satisfy its contractual obligations.

FAR 52.217-8 OPTION TO EXTEND SERVICES

The Government may require continued performance of any services within the limits and at the rates specified in
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within 15 days.

(End of clause)



FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT

(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days ;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days
before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed
five years.

(End of clause)

FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in
full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may
be accessed electronically at this address: https://www.acquisition.gov/FAR/.

FAR 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUNE 2013)

This clause is incorporated by reference. The full text of the clause is available at:
https://www.acquisition.gov/FAR/.

FAR  52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS
SUBCONTRACTORS (DEC 2013)

This clause is incorporated by reference. The full text of the clause is available at:
https://www.acquisition.gov/FAR/.

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVERTED DOMESTIC CORPORATIONS
(NOV 2015)
(a) Definitions. As used in this clause—

“Inverted domestic corporation™ means a foreign incorporated entity that meets the definition of an inverted
domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c).

“Subsidiary” means an entity in which more than 50 percent of the entity is owned—
(1) Directly by a parent corporation; or
(2) Through another subsidiary of a parent corporation.

(b) If the contractor reorganizes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic
corporation at any time during the period of performance of this contract, the Government may be prohibited from
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or
subsidiary. The Government may seek any available remedies in the event the Contractor fails to perform in
accordance with the terms and conditions of the contract as a result of Government action under this clause.

(c) Exceptions to this prohibition are located at 9.108-2.

(d) In the event the Contractor becomes either an inverted domestic corporation, or a subsidiary of an inverted
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting
Officer within five business days from the date of the inversion event.

FAR 52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR
1984)



The Contractor shall use reasonable care to avoid damaging existing buildings, equipment, and vegetation on the
Government installation. If the Contractor’s failure to use reasonable care causes damage to any of this property, the
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which
may be deducted from the contract price.

HSAR 3052.209-70 PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN
2006)

(a) Prohibitions.

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national
security.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue Code of
1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be applied by
substituting *'more than 50 percent' for ‘at least 80 percent' each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the Homeland
Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of
1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic corporation if,
pursuant to a plan (or a series of related transactions)—

(1) The entity completes the direct or indirect acquisition of substantially all of the properties held
directly or indirectly by a domestic corporation or substantially all of the properties constituting a
trade or business of a domestic partnership;

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held—

(1) In the case of an acquisition with respect to a domestic corporation, by
former sharcholders of the domestic corporation by reason of holding stock in
the domestic corporation; or

(i1) In the case of an acquisition with respect to a domestic partnership, by
former partners of the domestic partnership by reason of holding a capital or
profits interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does not have
substantial business activities in the foreign country in which or under the law of which the entity
is created or organized when compared to the total business activities of such expanded affiliated

group.



Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and (5) of section 7701(a)
of the Internal Revenue Code of 1986, respectively.

(c) Special rules. The following definitions and special rules shall apply when determining whether a foreign
incorporated entity should be treated as an inverted domestic corporation.

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an
inverted domestic corporation these shall not be taken into account in determining ownership:

(1) Stock held by members of the expanded affiliated group which includes the
foreign incorporated entity; or

(i1) Stock of such entity which is sold in a public offering related to an
acquisition described in section 835(b)(1) of the Homeland Security Act, 6
U.S.C. 395(b)(1).

(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or indirectly
substantially all of the properties of a domestic corporation or partnership during the 4-year period
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) are
met, such actions shall be treated as pursuant to a plan.

(3) Certain transfers disregarded. The transfer of properties or liabilities (including by
contribution or distribution) shall be disregarded if such transfers are part of a plan a principal

purpose of which is to avoid the purposes of this section.

(d) Special rule for related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6
U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code of
1986) shall be treated as a partnership.

(e) Treatment of Certain Rights.

(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present value of all
equitable interests incident to the transaction, as follows:

(i) warrants;

(ii) options;

(iii) contracts to acquire stock;

(iv) convertible debt instruments; and
(v) others similar interests.

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do
so to reflect the present value of the transaction or to disregard transactions whose recognition
would defeat the purpose of Section 835.

(f) Disclosure. The offeror under this solicitation represents that [Check one]:



__itis not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003;

__itis a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver
pursuant to 3009.108-7004, which has not been denied; or

__itis a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver
pursuant to 3009.108-7004.

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been
applied for, shall be attached to the bid or proposal.

(End of clause)

HSAR 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS
ACQUISITION OF COMMERCIAL ITEMS (SEP 2012)

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to implement
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based
on the applicable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The
following provisions and clauses are incorporated by reference:

(a) Provisions.
_X 3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé Program.
(b) Clauses.
_ X 3052.203-70 Instructions for Contractor Disclosure of Violations.
~ X 3052.204-71 Contractor Employee Access.
_Alternate I
X Alternate 11
_ X 3052.205-70 Advertisement, Publicizing Awards, and Releases.
~ X 3052.219-70 Small Business Subcontracting Plan Reporting,.
_X_3052.219-71 DHS Mentor Protégé Program.

I.  HSAR Clause

3052.204-71 Contractor employee access (SEP 2012), and Alternate |

Safeguarding of Sensitive Information (MAR 2015) Sections (a) — (d)
Information Technology Security and Privacy Training (MAR 2015)

I1. IGP Privacy and Records Provisions
PRIV 1.2: Reporting Suspected Loss of Sensitive P11
PRIV 1.3: Victim Remediation Provision




REC 1.2: Deliverables are the Property of the U.S. Government

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized VRecords
REC 1.4: Agency Owns Rights to Electronic Information

REC 1.5: Comply with All Records Management PoliciesV

REC 1.6: No Disposition of Documents without Prior Written Consenty

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors

PRIV 1.2: Reporting Suspected Loss of Sensitive PII:
Contractors must report the suspected loss or compromise of Sensitive PII to ICE in a timely manner and cooperate
with ICE’s inquiry into the incident and efforts to remediate any harm to potential victims.

1. The Contractor must develop and include in its security plan (which is submitted to ICE) an internal system by
which its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive
PII.

2. Contractor must report the suspected loss or compromise of Sensitive PII by its employees or sub-Contractors to
the ICE Security Operations Center (480-496-6627), the Contracting Officer’s Representative (COR), and the
Contracting Officer within one (1) hour of the initial discovery.

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of
Sensitive PII by its employees or sub-Contractors. The report must contain the following information:

a. Narrative, detailed description of the events surrounding the suspected loss/compromise.

b. Date, time, and location of the incident.

c. Type of information lost or compromised.

d. Contractor’s assessment of the likelihood that the information was compromised or lost and the reasons
behind the assessment.

e. Names of person(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses.
f. Cause of the incident and whether the company’s security plan was followed or not, and which specific
provisions were not followed.

g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise.

h. Recommendations to prevent similar situations in the future, including whether the security plan needs to
be modified in any way and whether additional training may be required.

4, The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or
compromise of Sensitive PIIL

5. At the government’s discretion, Contractor employees or sub-Contractor employees may be identified as no
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or
compromise of Sensitive PIL.

(End of clause)

PRIV 1.3: Victim Remediation Provision:
The Contractor is responsible for notification of victims in the event of a loss or compromise of Sensitive PIL, if any,
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE will collaborate
and agree on the method and content of any notification that may be required to be sent to individuals whose
Sensitive PII was lost or compromised.

(End of clause)

REC 1.2: Deliverables are the Property of the U.S. Government: The Contractor shall treat all deliverables under
the contract as the property of the U.S. Government for which the Agency shall have unlimited rights to use, dispose
of, or disclose such data contained therein. The Contractor shall not retain, use, sell, or disseminate copies of any
deliverable without the expressed permission of the Contracting Officer or Contracting Officer’s Representative. The
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the contract
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of
this contract.






(3) Prior Approval Required to Hire Subcontractors

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to
abide by Government and Agency guidance for protecting sensitive and proprietary information.

(4) Separation Checklist for Contractor Employees

Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates
working on the contract. The separation checklist must verify: (1) return of any Government-furnished equipment;
(2) return or proper disposal of sensitive personally identifiable information (PII), in paper or electronic form, in the
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or
media as appropriate; and (3) termination of any technological access to the Contractor’s facilities or systems that
would permit the terminated employee’s access to sensitive PII.

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor employee, the
Contractor shall notify the Contracting Officer’s Representative (COR) within 24 hours. For normal separations, the
Contractor shall submit the checklist on the last day of employment or work on the contract.

As requested, contractors shall assist the [CE Point of Contact (ICE/POC), Contracting Officer, or COR with
completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all Government-
furnished property including but not limited to computer equipment, media, credentials and passports, smart cards,
mobile devices, PIV cards, calling cards, and keys and terminating access to all user accounts and systems.

B. Reserved — Deleted in accordance with clause prescription
C. Government Records Training, Ownership, and Management

(1) Records Management Training and Compliance
(a) The Contractor shall provide DHS basic records management training for all employees and Subcontractors
that have access to sensitive PII as well as to those involved in the creation, use, dissemination and/or destruction
of sensitive PII. This training will be provided at the outset of the Subcontractor’s/employee’s work on the
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be
made available through other means (e.g., CD or online). The Contractor shall maintain copies of certificates as a
record of compliance and must submit an e-mail notification annually to the Contracting Officer’s Representative
verifying that all employees working under this contract have completed the required records management
training.

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include
the preservation of all records created or received regardless of format, mode of transmission, or state of
completion.

(2) Records Creation, Ownership, and Disposition
(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract
using Government IT equipment and/or Government records or that contain Government Agency data. The
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the
contract or at a time otherwise specified in the contract.

(b) Except as stated in the Performance Work Statement and, where applicable. the Contractor’s Commercial
License Agreement, the Government Agency owns the rights to all electronic information (electronic data,
electronic information systems or electronic databases) and all supporting documentation and associated
metadata created as part of this contract. All deliverables (including all data and records) under the contract are
the property of the U.S. Government and are considered federal records, for which the Agency shall have
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must deliver sufficient
technical documentation with all data deliverables to permit the agency to use the data.






concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other
supporting documentation to support privacy compliance if required. The Contractor shall work with
personnel from the program office, the ICE Office of Information Governance and Privacy, and the
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule,
that the answers to questions in any privacy documents are thorough and complete, that all records
management requirements are met, and that questions asked by the ICE Privacy Office and other offices
are answered in a timely fashion.

(End of Clause)











































































































































































(0)(6);()(T)C)

From: [(0)(6).()T)C) |

Sent: Tuesday, July 31, 2018 8:13 AM
To: [©)(6),(B)T)C) |
Subject: FW: Vigilant Solutions Acquisition Announcement

From: Vigilant Solutions [mailto:bevigilant@vigilantsolutions.com]

Sent: Wednesday, June 13, 2018 9:07 AM
To:l{b)(ﬁ);(b).ﬁ}(C) |

L=

Subject: Vigilant Solutions Acquisition Announcement

ABOUT SOLUTIONS CONTACT

VIGILANT SOLUTIONS ACQUISITION ANNOUNCEMENT

Dear ROCHA,

We are very excited to announce today that Vigilant Solutions has acquired the
assets of ShotCaller Global Inc., developer of GunOps™ and DNAOps™ investigative

1
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its criminal law enforcement function, including investigations related to national security,
illegal arms exports, financial crimes, commercial fraud, human trafficking, narcotics smuggling,
child pornography, and immigration fraud, and civil immigration enforcement missions.

4. Identification of Statutory Authority Permitting Other Than Full and Open
Competition

This action is being taken under the authority of the Test Program for Commercial Items, 41
U.S.C. 1901 implemented by Federal Acquisition Regulation (FAR) Subpart 13.501.

5. Demonstration that the Contractor's Unique Qualifications or the Nature of the
Acquisition Requires the Use of the Authority Cited

The use of this authority is necessary because only one vendor, TRSS, is able to satisfy ICE’s
unique requirement through TRSS’s Partnership with Vigilant Video. The Government requires
a nationwide, searchable, license plate reader database with 24/7/365 access, including mobile
application access, that is able to meet ICE privacy requirements and is integrable into an
existing ICE investigation tool. TRSS has entered into a Partnership with Vigilant Video,
whereby license plate reader data will be provided by Vigilant Video through CLEAR®, TRSS’s
law enforcement database.

Access to LPR data through the CLEAR® portal allows agents and officers to access LPR data
through their current suit of electronic investigative tools. TRSS currently holds ICE law
enforcement database contract (Contract Number HSCEMD-17-F-00008). Through this contract
ICE is able to access numerous law enforcement databases which enable law enforcement in the
field to more effectively identify, investigate and locate individuals suspected of criminal
activity. Adding LPR functionality is critical to ensuring that ICE is using all available tools to
further its criminal law enforcement and civil enforcement missions. Allowing all searches to
occur in one system increases the likelihood that the data will be used by the officers to more
effectively carry out the ICE mission. It also ensures uniformity across the search process
increasing the likelihood of successful outcomes for arrests that rely on this information. The
mobile application will give officers the ability to search plates anywhere, anytime, and includes
all the same functionality as the web-based application,

Additionally, it holds one vendor accountable for all information acquired by law enforcement.
This increases the likelihood that information relied on by two different systems will be accurate
and able to withstand any legal challenges. Finally, adding this functionality to a current ICE
system allows ICE to timely obtain the required services and avoid transition, start-up, and on-
going administrative costs associated with acquiring LPR data through a separate access portal.

TRSS, through their Partnership with Vigilant Video, is the only known contractor that can
provide query-based access to a nationwide LPR database, including mobile application that can
meet ICE privacy requirements and operational needs. Accessing the LPR database through
CLEAR®’s system enables ICE to limit the number of sources an agent needs to query for
investigative purposes and increases operational efficiencies in meeting the DHS and ICE
mission. The period of performance for this acquisition was altered to align with offered

2
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ICE’s current system. If ICE was to purchase access to an alternative commercial license plate
reader database, ICE would be forced to buy individual licenses for all ICE law enforcement
personnel who would need access to the database. This would range up to 2,000 individual
licenses per year. The management of individual licenses for all ICE law enforcement would be
extremely burdensome administratively. TRSS has entered into a Partnership with Vigilant
Video, whereby license plate reader data will be provided by Vigilant Video through the current
law enforcement database, CLEAR®, provided by TRSS. This service is being offered to cover
all ICE users and departments. The CLEAR® database is offered as one license to all ICE users.
The current solution offered by TRSS seamlessly integrates access to LPR database that meets
ICE law enforcement requirements and privacy requirements.

9. Any Other Facts Supporting the Use of Other than Full and Open Competition.

Based on the market research above, the acquisition for access to a query-based commercially
available License Plate Reader (LPR) database from TRSS through Vigilant Video is only
available through the proposed vendor and is the most cost effective and efficient method for this
acquisition. These database services are extremely beneficial to the function of ERO and HSI as
they strive to meet their mission. TRSS, through their Partnership with Vigilant Video, is the
only contractor that can provide a query-based access to a nationwide LPR database that includes
mobile application and can meet ICE privacy and operational requirements. Accessing the LPR
database through CLEAR®’s system enables ICE to limit the number of sources an agent needs
to query for investigative purposes and increases efficiency in meeting the DHS and ICE
mission. Based on the benefits of the TRSS and Vigilant Video Partnership in offering the
services through one system and one license, the Government is receiving a unique requirement
that is unavailable in the current market.

10. A Listing of the Sources, if Any, That Expressed, in Writing, an Interest in the
Acquisition,

The requirement for this contract will be synopsized. TRSS is the only established source to
express interest in this contract.

11, A Statement of the Actions, if Any, the Agency May Take to Remove or Overcome
Any Barriers to Competition Before Any Subsequent Acquisition for Supplies or
Services Required.

The Government will continue to monitor the market for sources that may be able to meet the
Government’s requirement for access to a license plate reader database that meets the
Govermmment’s functional, operational, and privacy requirements.

12. Certifications

[ certify that the facts and representations under my cognizance, which are included in this
justification, meet the Government’s minimum need and that the supporting data, which forms a
basis for this justification, is complete and accurate. ICE intends to post the requirement pursuant
to FAR 13.501(a)(1)(iii} and 6.305(a).

4
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Enclosure 1 - SBU Security Language to Industrial Security SOP

REQUIRED SECURITY LANGUAGE FOR
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS

SECURITY REQUIREMENTS

GENERAL
The United States Immigration and Customs Enforcement (ICE) has determined that

performance of the tasks as described in Contract 70CDCR18P00000017 requires that the
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to
sensitive DHS information, and that the Contractor will adhere to the following.

PRELIMINARY DETERMINATION

ICE will exercise full control over granting; denying, withholding or terminating
unescorted government facility and/or sensitive Government information access for
Contractor employees, based upon the results of a background investigation. ICE may, as
it deems appropriate, authorize and make a favorable expedited pre-employment
determination based on preliminary security checks. The expedited pre-employment
determination will allow the employees to commence work temporarily prior to the
completion of the full investigation. The granting of a favorable pre-employment
determination shall not be considered as assurance that a favorable full employment
determination will follow as a result thereof. The granting of a favorable pre-employment
determination or a full employment determination shall in no way prevent, preclude, or
bar the withdrawal or termination of any such access by ICE, at any time during the term
of the contract. No employee of the Contractor shall be allowed to enter on duty and/or
access sensitive information or systems without a favorable preliminary fithess
determination or final fitness determination by the Office of Professional Responsibility,
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed
unescorted access to a Government facility without a favorable pre-employment
determination or full employment determination by the OPR-PSU. Contract employees
are processed under the ICE Management Directive 6-8.0. The contractor shall comply
with the pre-screening requirements specified in the DHS Special Security Requirement —
Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 3052.204-
70, Security Requirements for Unclassified Information Technology (IT) Resources;
and/or 3052.204-71, Contractor Employee Access are included in the Clause section of

this contract.

BACKGROUND INVESTIGATIONS

Contract employees (to include applicants, temporaries, part-time and replacement
employees) under the contract, needing access to sensitive information, shail undergo a
position sensitivity analysis based on the duties each individual will perform on the
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contract. The results of the position sensitivity analysis shall identify the appropriate
background investigation to be conducted. Background investigations will be processed
through the Personnel Security Unit. Prospective Contractor employees, whether a
replacement, addition, subcontractor employee, or vendor employee, shall submit the
following security vetting documentation to OPR-PSU, in coordination with the
Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU
of nomination by the COR and initiation of an Electronic Questionnaire for Investigation
Processing (e-QIP) in the Office of Personnel Management (OPM) automated on-line
sysiem.

. Standard Form 85P (Standard Form 85PS (With supplement to 85P
required for armed positions)), “Questionnaire for Public Trust Positions”
Form completed on-line and archived by applicant in their OPM e-QIP
account.

2. Signature Release Forms (Three total) generated by OPM e-QIP upon
completion of Questionnaire (e-signature recommended/acceptable —
instructions provided to applicant by OPR-PSU). Completed on-line and
archived by applicant in their OPM e-QIP account.

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original
Cards sent via COR to OPR-PSU)

4, Foreign National Relatives or Associates Statement. (This document
sent as an attachment in an e-mail to applicant from OPR-PSU —~ must
be signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

5. DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit Reporting Act” (This document sent
as an attachment in an e-mail to applicant from OPR-PSU - must be
signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

6. Optional Form 306 Declaration for Federal Employment (This document
sent as an attachment in an e-mail to applicant from OPR-PSU — must
be signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

7. Two additional documents may be applicable if applicant was born abroad

and/or if work is in a Detention Environment. if applicable, additional
form(s) and instructions will be provided to applicant,
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Prospective Contractor employees who currently have an adequate, current investigation
and security clearance issued by the Department of Defense Central Adjudications
Facitity (DoD CAF) or by another Federal Agency may not be required to submit a
complete security packet. Information on record will be reviewed and considered for use

under Contractor Fitness Reciprocity if applicable.

An adequate and current investigation is one where the investigation is not more than five
years old, meets the contract risk level requirement, and applicant has not had a break in

service of more than two years.

Required information for submission of security packet will be provided by OPR-PSU at
the time of award of the contract. Only complete packages will be accepted by the OPR-
PSU as notified via the COR.

Be advised that unless an applicant requiring access to sensitive information has resided
in the US for three of the past five years, the Government may not be able to complete a
satisfactory background investigation. In such cases, DHS retains the right to deem an
applicant as ineligible due to insufficient background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not
permitted in the performance of this contract for any position that involves access to DHS
/ICE IT systems and the information contained therein, to include, the development and /
or maintenance of DHS/ICE [T systems; or access to information contained in and / or
derived from any DHS/ICE IT system.

TRANSFERS FROM OTHER DHS CONTRACTS:

Personnel may transfer from other DHS Contracts provided they have an adequate and
current investigation (see above). If the prospective employee does not have an adequate
and current investigation an eQip Worksheet will be submitted to the Intake Team to

initiate a new investigation.

Transfers will be submitted on the COR Transfer Form which will be provided by OPR-
PSU along with other forms and instructions.

CONTINUED ELIGIBILITY
If a prospective employee is found to be ineligible for access to Government facilities or

information, the COR will advise the Contractor that the employee shall not continue to
work or to be assigned to work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/or when
the contractor independently identifies, circumstances where probable cause exists.

The OPR-PSU will conduct reinvestigations every 5 years, or when derogatory
information is recetved, to evaluate continued eligibility.

2018-ICLI-00035 380






Contractor shall be responsible to the Government for acts and omissions of his own
employees and for any Subcontractor(s) and thetr employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or
undocumented aliens will not be employed by the Contractor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all
Subcontracts or subordinate agreements issued in support of this contract.

SECURITY MANAGEMENT

The Contractor shall appoint a senior official to act as the Corporate Security Officer.
The individual will interface with the OPR-PSU through the COR on all security matters,
to include physical, personnel, and protection of all Government information and data
accessed by the Contractor.

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and
facifities utilized by the Contractor in complying with the security requirements under
this contract. Should the COR determine that the Contractor ts not complying with the
security requirements of this contract, the Contractor will be informed in writing by the
Contracting Officer of the proper action to be taken in order to effect compliance with
such requirements.

The following computer security requirements apply to both Department of Homeland
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the
former Immigration and Naturalization Service operations (FINS). These entities are
hereafter referred to as the Department.

INFORMATION TECHNOLOGY

When sensitive government information is processed on Department
telecommunications and automated information systems, the Contractor agrees to
provide for the administrative control of sensitive data being processed and to adhere
to the procedures governing such data as outlined in DHS IT Security Program
Publication DHS MD 4300.Pub. or its replacement. Contractor personnel must have
favorably adjudicated background investigations commensurate with the defined
sensitivity level,

Contractors who fail to comply with Department security policy are subject to having
their access to Department IT systems and facilities terminated, whether or not the failure
results in criminal prosecution. Any person who improperly discloses sensitive
information is subject to criminal and civil penalties and sanctions under a variety of laws

(e.g., Privacy Act).

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

In accordance with Chief Information Office requirements and provisions, all contractor
employees accessing Department IT systems or processing DHS sensitive data via an IT
system will require an ICE issued/provisioned Personal Identity Verification (PIV) card.
Additionally, Information Assurance Awareness Training (IAAT) will be required upon
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initial access and annually thereafter. IAAT training will be provided by the appropriate
component agency of DHS.

Contractors, who are involved with management, use, or operation of any IT systems that
handle sensitive information within or under the supervision of the Department, shall
receive periodic training at least annually in security awareness and accepted security
practices and systems rules of behavior. Department contractors, with significant
security responsibilities, shall receive specialized training specific to their security
responsibilities annually. The level of training shall be commensurate with the
individual’s duties and responsibilities and is intended to promote a consistent
understanding of the principles and concepts of telecommunications and IT systems
security.

All personnel who access Department information systems will be continually evaluated
while performing these duties. Supervisors should be aware of any unusual or
inappropriate behavior by personnel accessing systems. Any unauthorized access,
sharing of passwords, or other questionable security procedures should be reported to the
local Security Office or Information System Security Officer (ISSO).
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INSTRUCTIONS
Use

Use Form G-514 - continued on Form G-514.1 -- To requisition materials, supplies, and equipment through the
Procurement section of the Regional (or Central) Office; or from a Service-operated Storercom.

Coples - Distributlon

Prepared by requistioner in an original and tw ¢ copies, sending original {w hite) and Copy 1 (pink) to:
Procurement Section {or Storercomy, and retaining Copy 2 (green). Procurement Section (or Storeroom} shall,
as a rule, pack Copy 1 with shipment, or return it to requisitioner w ith appropriate advice.

Entries

By requisitioner:

1.

8.
9.

13.
14,
24,
25,

Number consecutively, beginning w th number one each fiscal year, and prefix w ith alphabetic location
symbol and last tw o digits of fiscal year (e.g., MIA-5B8-1, MIA-58-2, MIA-58-3, etc., MIA-59-1, MIA-59-2,
MIA-59-3, elc.). Number continuation sheets with numerical suffix(e.g., MIA-58-1.1, MIA-58-1.2, MIA-58-
1.3, etc).

Enter date of preparation.

Enter numerical symbol of activity w hich will benefit from use of articles.

Enter name and address of Procurement section (or Storeroom}(e.g., Procurement Section, immigration
and Naturalization Service, Richmond, VA).

Enter full name, title, and address so that shipping label may be prepared w ithout reference to address
directory. if consignee is other than requisitioner, enter shipping instructions under Entry 7.

Enter form numbers; stock number show n in "Stores Stock Catalog” and "Federal Supply Schedules.”
Enter full description of article; attach sketches, plans, samples, etc. if consignee is other than requisitioner,
enter shipping instructions.

Enter issue - unit quantity.

Enter unit of issue (e.g., each, doz., C, gross, ream, M; ib., cwt, ton: bag, ball, bbl., bot., box. can, pkg., rof,
tube; pt., qt., gal., etc.)

Signature of approving official.

Enter title of approving official

Signature of funding official.

Enter title of funding official.

By Procurement Section { or Storercom}):

10.
1.
12.
15.
17,
18.
18.

Enter unt price.

Enter product of Entries 8 and 10.

Enter symbotl of action taken. See Entry 16.

Enter total of amounts under Entry 11.

Enter date requisition received.

Signature of approving officer.

Enter, if issued, date and number of purchase order.

By consignee:

20.
21.
22.
23.

Enter address - city and state.

Enter date shipment received.

Signature of employee autherized to accept delivery.
Enter title of receiving enmployee.

United States Department Of Homeland Security
Immigration And Customs Enforcament
FORM G-514 (REV. 8-1-§ : Page 2 of
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Enclosure 1 - SBU Security Language to Industrial Security SOP

REQUIRED SECURITY LANGUAGE FOR
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS

SECURITY REQUIREMENTS

GENERAL
The United States Immigration and Customs Enforcement (ICE) has determined that

performance of the tasks as described in Contract 70CDCR18P00000017 requires that the
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to
sensitive DHS information, and that the Contractor will adhere to the following.

PRELIMINARY DETERMINATION

ICE will exercise full control over granting; denying, withholding or terminating
unescorted government facility and/or sensitive Government information access for
Contractor employees, based upon the results of a background investigation. ICE may, as
it deems appropriate, authorize and make a favorable expedited pre-employment
determination based on preliminary security checks. The expedited pre-employment
determination will allow the employees to commence work temporarily prior to the
completion of the full investigation. The granting of a favorable pre-employment
determination shall not be considered as assurance that a favorable full employment
determination will follow as a result thereof. The granting of a favorable pre-employment
determination or a full employment determination shall in no way prevent, preclude, or
bar the withdrawal or termination of any such access by ICE, at any time during the term
of the contract. No employee of the Contractor shall be allowed to enter on duty and/or
access sensitive information or systems without a favorable preliminary fithess
determination or final fitness determination by the Office of Professional Responsibility,
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed
unescorted access to a Government facility without a favorable pre-employment
determination or full employment determination by the OPR-PSU. Contract employees
are processed under the ICE Management Directive 6-8.0. The contractor shall comply
with the pre-screening requirements specified in the DHS Special Security Requirement —
Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 3052.204-
70, Security Requirements for Unclassified Information Technology (IT) Resources;
and/or 3052.204-71, Contractor Employee Access are included in the Clause section of

this contract.

BACKGROUND INVESTIGATIONS

Contract employees (to include applicants, temporaries, part-time and replacement
employees) under the contract, needing access to sensitive information, shail undergo a
position sensitivity analysis based on the duties each individual will perform on the
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contract. The results of the position sensitivity analysis shall identify the appropriate
background investigation to be conducted. Background investigations will be processed
through the Personnel Security Unit. Prospective Contractor employees, whether a
replacement, addition, subcontractor employee, or vendor employee, shall submit the
following security vetting documentation to OPR-PSU, in coordination with the
Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU
of nomination by the COR and initiation of an Electronic Questionnaire for Investigation
Processing (e-QIP) in the Office of Personnel Management (OPM) automated on-line
sysiem.

. Standard Form 85P (Standard Form 85PS (With supplement to 85P
required for armed positions)), “Questionnaire for Public Trust Positions”
Form completed on-line and archived by applicant in their OPM e-QIP
account.

2. Signature Release Forms (Three total) generated by OPM e-QIP upon
completion of Questionnaire (e-signature recommended/acceptable —
instructions provided to applicant by OPR-PSU). Completed on-line and
archived by applicant in their OPM e-QIP account.

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original
Cards sent via COR to OPR-PSU)

4, Foreign National Relatives or Associates Statement. (This document
sent as an attachment in an e-mail to applicant from OPR-PSU —~ must
be signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

5. DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit Reporting Act” (This document sent
as an attachment in an e-mail to applicant from OPR-PSU - must be
signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

6. Optional Form 306 Declaration for Federal Employment (This document
sent as an attachment in an e-mail to applicant from OPR-PSU — must
be signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

7. Two additional documents may be applicable if applicant was born abroad

and/or if work is in a Detention Environment. if applicable, additional
form(s) and instructions will be provided to applicant,
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Prospective Contractor employees who currently have an adequate, current investigation
and security clearance issued by the Department of Defense Central Adjudications
Facitity (DoD CAF) or by another Federal Agency may not be required to submit a
complete security packet. Information on record will be reviewed and considered for use

under Contractor Fitness Reciprocity if applicable.

An adequate and current investigation is one where the investigation is not more than five
years old, meets the contract risk level requirement, and applicant has not had a break in

service of more than two years.

Required information for submission of security packet will be provided by OPR-PSU at
the time of award of the contract. Only complete packages will be accepted by the OPR-
PSU as notified via the COR.

Be advised that unless an applicant requiring access to sensitive information has resided
in the US for three of the past five years, the Government may not be able to complete a
satisfactory background investigation. In such cases, DHS retains the right to deem an
applicant as ineligible due to insufficient background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not
permitted in the performance of this contract for any position that involves access to DHS
/ICE IT systems and the information contained therein, to include, the development and /
or maintenance of DHS/ICE [T systems; or access to information contained in and / or
derived from any DHS/ICE IT system.

TRANSFERS FROM OTHER DHS CONTRACTS:

Personnel may transfer from other DHS Contracts provided they have an adequate and
current investigation (see above). If the prospective employee does not have an adequate
and current investigation an eQip Worksheet will be submitted to the Intake Team to

initiate a new investigation.

Transfers will be submitted on the COR Transfer Form which will be provided by OPR-
PSU along with other forms and instructions.

CONTINUED ELIGIBILITY
If a prospective employee is found to be ineligible for access to Government facilities or

information, the COR will advise the Contractor that the employee shall not continue to
work or to be assigned to work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/or when
the contractor independently identifies, circumstances where probable cause exists.

The OPR-PSU will conduct reinvestigations every 5 years, or when derogatory
information is recetved, to evaluate continued eligibility.
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Contractor shall be responsible to the Government for acts and omissions of his own
employees and for any Subcontractor(s) and thetr employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or
undocumented aliens will not be employed by the Contractor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all
Subcontracts or subordinate agreements issued in support of this contract.

SECURITY MANAGEMENT

The Contractor shall appoint a senior official to act as the Corporate Security Officer.
The individual will interface with the OPR-PSU through the COR on all security matters,
to include physical, personnel, and protection of all Government information and data
accessed by the Contractor.

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and
facifities utilized by the Contractor in complying with the security requirements under
this contract. Should the COR determine that the Contractor ts not complying with the
security requirements of this contract, the Contractor will be informed in writing by the
Contracting Officer of the proper action to be taken in order to effect compliance with
such requirements.

The following computer security requirements apply to both Department of Homeland
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the
former Immigration and Naturalization Service operations (FINS). These entities are
hereafter referred to as the Department.

INFORMATION TECHNOLOGY

When sensitive government information is processed on Department
telecommunications and automated information systems, the Contractor agrees to
provide for the administrative control of sensitive data being processed and to adhere
to the procedures governing such data as outlined in DHS IT Security Program
Publication DHS MD 4300.Pub. or its replacement. Contractor personnel must have
favorably adjudicated background investigations commensurate with the defined
sensitivity level,

Contractors who fail to comply with Department security policy are subject to having
their access to Department IT systems and facilities terminated, whether or not the failure
results in criminal prosecution. Any person who improperly discloses sensitive
information is subject to criminal and civil penalties and sanctions under a variety of laws

(e.g., Privacy Act).

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

In accordance with Chief Information Office requirements and provisions, all contractor
employees accessing Department IT systems or processing DHS sensitive data via an IT
system will require an ICE issued/provisioned Personal Identity Verification (PIV) card.
Additionally, Information Assurance Awareness Training (IAAT) will be required upon
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initial access and annually thereafter. IAAT training will be provided by the appropriate
component agency of DHS.

Contractors, who are involved with management, use, or operation of any IT systems that
handle sensitive information within or under the supervision of the Department, shall
receive periodic training at least annually in security awareness and accepted security
practices and systems rules of behavior. Department contractors, with significant
security responsibilities, shall receive specialized training specific to their security
responsibilities annually. The level of training shall be commensurate with the
individual’s duties and responsibilities and is intended to promote a consistent
understanding of the principles and concepts of telecommunications and IT systems
security.

All personnel who access Department information systems will be continually evaluated
while performing these duties. Supervisors should be aware of any unusual or
inappropriate behavior by personnel accessing systems. Any unauthorized access,
sharing of passwords, or other questionable security procedures should be reported to the
local Security Office or Information System Security Officer (ISSO).
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INSTRUCTIONS
Use

Use Form G-514 - continued on Form G-514.1 -- To requisition materials, supplies, and equipment through the
Procurement section of the Regional (or Central) Office; or from a Service-operated Storercom.

Coples - Distributlon

Prepared by requistioner in an original and tw ¢ copies, sending original {w hite) and Copy 1 (pink) to:
Procurement Section {or Storercomy, and retaining Copy 2 (green). Procurement Section (or Storeroom} shall,
as a rule, pack Copy 1 with shipment, or return it to requisitioner w ith appropriate advice.

Entries

By requisitioner:

1.

8.
9.

13.
14,
24,
25,

Number consecutively, beginning w th number one each fiscal year, and prefix w ith alphabetic location
symbol and last tw o digits of fiscal year (e.g., MIA-5B8-1, MIA-58-2, MIA-58-3, etc., MIA-59-1, MIA-59-2,
MIA-59-3, elc.). Number continuation sheets with numerical suffix(e.g., MIA-58-1.1, MIA-58-1.2, MIA-58-
1.3, etc).

Enter date of preparation.

Enter numerical symbol of activity w hich will benefit from use of articles.

Enter name and address of Procurement section (or Storeroom}(e.g., Procurement Section, immigration
and Naturalization Service, Richmond, VA).

Enter full name, title, and address so that shipping label may be prepared w ithout reference to address
directory. if consignee is other than requisitioner, enter shipping instructions under Entry 7.

Enter form numbers; stock number show n in "Stores Stock Catalog” and "Federal Supply Schedules.”
Enter full description of article; attach sketches, plans, samples, etc. if consignee is other than requisitioner,
enter shipping instructions.

Enter issue - unit quantity.

Enter unit of issue (e.g., each, doz., C, gross, ream, M; ib., cwt, ton: bag, ball, bbl., bot., box. can, pkg., rof,
tube; pt., qt., gal., etc.)

Signature of approving official.

Enter title of approving official

Signature of funding official.

Enter title of funding official.

By Procurement Section { or Storercom}):

10.
1.
12.
15.
17,
18.
18.

Enter unt price.

Enter product of Entries 8 and 10.

Enter symbotl of action taken. See Entry 16.

Enter total of amounts under Entry 11.

Enter date requisition received.

Signature of approving officer.

Enter, if issued, date and number of purchase order.

By consignee:

20.
21.
22.
23.

Enter address - city and state.

Enter date shipment received.

Signature of employee autherized to accept delivery.
Enter title of receiving enmployee.

United States Department Of Homeland Security
Immigration And Customs Enforcament
FORM G-514 (REV. 8-1-§ : Page 2 of
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Enclosure 1 - SBU Security Language to Industrial Security SOP

REQUIRED SECURITY LANGUAGE FOR
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS

SECURITY REQUIREMENTS

GENERAL
The United States Immigration and Customs Enforcement (ICE) has determined that

performance of the tasks as described in Contract 70CDCR18P00000017 requires that the
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to
sensitive DHS information, and that the Contractor will adhere to the following.

PRELIMINARY DETERMINATION

ICE will exercise full control over granting; denying, withholding or terminating
unescorted government facility and/or sensitive Government information access for
Contractor employees, based upon the results of a background investigation. ICE may, as
it deems appropriate, authorize and make a favorable expedited pre-employment
determination based on preliminary security checks. The expedited pre-employment
determination will allow the employees to commence work temporarily prior to the
completion of the full investigation. The granting of a favorable pre-employment
determination shall not be considered as assurance that a favorable full employment
determination will follow as a result thereof. The granting of a favorable pre-employment
determination or a full employment determination shall in no way prevent, preclude, or
bar the withdrawal or termination of any such access by ICE, at any time during the term
of the contract. No employee of the Contractor shall be allowed to enter on duty and/or
access sensitive information or systems without a favorable preliminary fithess
determination or final fitness determination by the Office of Professional Responsibility,
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed
unescorted access to a Government facility without a favorable pre-employment
determination or full employment determination by the OPR-PSU. Contract employees
are processed under the ICE Management Directive 6-8.0. The contractor shall comply
with the pre-screening requirements specified in the DHS Special Security Requirement —
Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 3052.204-
70, Security Requirements for Unclassified Information Technology (IT) Resources;
and/or 3052.204-71, Contractor Employee Access are included in the Clause section of

this contract.

BACKGROUND INVESTIGATIONS

Contract employees (to include applicants, temporaries, part-time and replacement
employees) under the contract, needing access to sensitive information, shail undergo a
position sensitivity analysis based on the duties each individual will perform on the
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contract. The results of the position sensitivity analysis shall identify the appropriate
background investigation to be conducted. Background investigations will be processed
through the Personnel Security Unit. Prospective Contractor employees, whether a
replacement, addition, subcontractor employee, or vendor employee, shall submit the
following security vetting documentation to OPR-PSU, in coordination with the
Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU
of nomination by the COR and initiation of an Electronic Questionnaire for Investigation
Processing (e-QIP) in the Office of Personnel Management (OPM) automated on-line
sysiem.

. Standard Form 85P (Standard Form 85PS (With supplement to 85P
required for armed positions)), “Questionnaire for Public Trust Positions”
Form completed on-line and archived by applicant in their OPM e-QIP
account.

2. Signature Release Forms (Three total) generated by OPM e-QIP upon
completion of Questionnaire (e-signature recommended/acceptable —
instructions provided to applicant by OPR-PSU). Completed on-line and
archived by applicant in their OPM e-QIP account.

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original
Cards sent via COR to OPR-PSU)

4, Foreign National Relatives or Associates Statement. (This document
sent as an attachment in an e-mail to applicant from OPR-PSU —~ must
be signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

5. DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit Reporting Act” (This document sent
as an attachment in an e-mail to applicant from OPR-PSU - must be
signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

6. Optional Form 306 Declaration for Federal Employment (This document
sent as an attachment in an e-mail to applicant from OPR-PSU — must
be signed and archived into applicant’s OPM e-QIP account prior to
electronic “Release” of data via on-line account)

7. Two additional documents may be applicable if applicant was born abroad

and/or if work is in a Detention Environment. if applicable, additional
form(s) and instructions will be provided to applicant,
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Prospective Contractor employees who currently have an adequate, current investigation
and security clearance issued by the Department of Defense Central Adjudications
Facitity (DoD CAF) or by another Federal Agency may not be required to submit a
complete security packet. Information on record will be reviewed and considered for use

under Contractor Fitness Reciprocity if applicable.

An adequate and current investigation is one where the investigation is not more than five
years old, meets the contract risk level requirement, and applicant has not had a break in

service of more than two years.

Required information for submission of security packet will be provided by OPR-PSU at
the time of award of the contract. Only complete packages will be accepted by the OPR-
PSU as notified via the COR.

Be advised that unless an applicant requiring access to sensitive information has resided
in the US for three of the past five years, the Government may not be able to complete a
satisfactory background investigation. In such cases, DHS retains the right to deem an
applicant as ineligible due to insufficient background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not
permitted in the performance of this contract for any position that involves access to DHS
/ICE IT systems and the information contained therein, to include, the development and /
or maintenance of DHS/ICE [T systems; or access to information contained in and / or
derived from any DHS/ICE IT system.

TRANSFERS FROM OTHER DHS CONTRACTS:

Personnel may transfer from other DHS Contracts provided they have an adequate and
current investigation (see above). If the prospective employee does not have an adequate
and current investigation an eQip Worksheet will be submitted to the Intake Team to

initiate a new investigation.

Transfers will be submitted on the COR Transfer Form which will be provided by OPR-
PSU along with other forms and instructions.

CONTINUED ELIGIBILITY
If a prospective employee is found to be ineligible for access to Government facilities or

information, the COR will advise the Contractor that the employee shall not continue to
work or to be assigned to work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/or when
the contractor independently identifies, circumstances where probable cause exists.

The OPR-PSU will conduct reinvestigations every 5 years, or when derogatory
information is recetved, to evaluate continued eligibility.
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Contractor shall be responsible to the Government for acts and omissions of his own
employees and for any Subcontractor(s) and thetr employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or
undocumented aliens will not be employed by the Contractor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all
Subcontracts or subordinate agreements issued in support of this contract.

SECURITY MANAGEMENT

The Contractor shall appoint a senior official to act as the Corporate Security Officer.
The individual will interface with the OPR-PSU through the COR on all security matters,
to include physical, personnel, and protection of all Government information and data
accessed by the Contractor.

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and
facifities utilized by the Contractor in complying with the security requirements under
this contract. Should the COR determine that the Contractor ts not complying with the
security requirements of this contract, the Contractor will be informed in writing by the
Contracting Officer of the proper action to be taken in order to effect compliance with
such requirements.

The following computer security requirements apply to both Department of Homeland
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the
former Immigration and Naturalization Service operations (FINS). These entities are
hereafter referred to as the Department.

INFORMATION TECHNOLOGY

When sensitive government information is processed on Department
telecommunications and automated information systems, the Contractor agrees to
provide for the administrative control of sensitive data being processed and to adhere
to the procedures governing such data as outlined in DHS IT Security Program
Publication DHS MD 4300.Pub. or its replacement. Contractor personnel must have
favorably adjudicated background investigations commensurate with the defined
sensitivity level,

Contractors who fail to comply with Department security policy are subject to having
their access to Department IT systems and facilities terminated, whether or not the failure
results in criminal prosecution. Any person who improperly discloses sensitive
information is subject to criminal and civil penalties and sanctions under a variety of laws

(e.g., Privacy Act).

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

In accordance with Chief Information Office requirements and provisions, all contractor
employees accessing Department IT systems or processing DHS sensitive data via an IT
system will require an ICE issued/provisioned Personal Identity Verification (PIV) card.
Additionally, Information Assurance Awareness Training (IAAT) will be required upon
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initial access and annually thereafter. IAAT training will be provided by the appropriate
component agency of DHS.

Contractors, who are involved with management, use, or operation of any IT systems that
handle sensitive information within or under the supervision of the Department, shall
receive periodic training at least annually in security awareness and accepted security
practices and systems rules of behavior. Department contractors, with significant
security responsibilities, shall receive specialized training specific to their security
responsibilities annually. The level of training shall be commensurate with the
individual’s duties and responsibilities and is intended to promote a consistent
understanding of the principles and concepts of telecommunications and IT systems
security.

All personnel who access Department information systems will be continually evaluated
while performing these duties. Supervisors should be aware of any unusual or
inappropriate behavior by personnel accessing systems. Any unauthorized access,
sharing of passwords, or other questionable security procedures should be reported to the
local Security Office or Information System Security Officer (ISSO).
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IREFERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET |, ,0r 1800000017

PAGE OF

7 52
NAME OF OFFEROR OR CONTRACTOR
WEST PUBLISHING CORPORATION
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(&) (B) (C) (D) (E) (F)

align with the contract CLINs. Supporting
documentation is required when guaranteed
minimums are exceeded and when allowable costs
are incurred.

(1ii) Firm Fixed-Price CLINs. Supporting
documentation is not required for charges for FFP
CLINs.

4, Safeguarding Information: As a contractor or
vendor conducting business with Immigration and
Customs Enforcement (ICE), you are required to
comply with DHS Policy regarding the safeguarding
of Sensitive Perscnally Identifiable Information
(PII). Sensitive PII is information that
identifies an individual, including an alien, and
could result in harm, embarrassment,
inconvenience or unfairness. Examples of
Sensitive PIT include information such as: Social
Security Numbers, Alien Registration Numbers
(A-Numbers), or combinations of information such
as the individuals name or other unigue
identifier and full date of birth, citizenship,
or immigration status.

As part of your obligaticn to safeguard
information, the follow precautions are required:

(i) Email supperting documents containing
Sensitive PII in an encrypted attachment with
password sent separately to the Contracting
Officer Representative assigned to the contract.

(ii) Never leave paper documents containing
Sensitive PITI unattended and unsecure. When not
in use, these documents will be locked in

drawers, cabinets, desks, etc. so the information
is not accessible to those without a need to know.

(iii) Use shredders when discarding paper
documents containing Sensitive PII.

(iv) Refer to the DHS Handbook for Safeguarding
Sensitive Personally Identifiable Information
(March 2012) found at
http://www.dhs.gov/xlibrary/assets/privacy/dhs-pri
vacy-safeguardingsensitivepiihandbook-march2012.pd
Continued ...

NS 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110





















