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Do we minimize the links between 
personal information and 
transactional data?

By minimizing the connections between personal information about 

users and data about the users’ activities, companies may be able 

to achieve desired business goals such as optimizing performance 

or delivering targeted advertisements and services while cultivating 

user trust and insulating a company from voluminous legal demands 

and costly security breaches. Anonymization, aggregation, and similar 

techniques can help you extract value from your data while protecting 

your users’ privacy. 

w	� Associate user records or personal 
information with transactional records 
only where necessary.  
Tying identifiable data, including IP addresses or account 

information, to transactional records invites privacy breaches 

and lawsuits. Evaluate aggregation and anonymization as 

tools to protect privacy while preserving the value of collected 

information.39

68% of 
consumers in 
2000 were 
“not at all 

comfortable” 
with companies 

that create 
profiles that 
link browsing 
and shopping 

habits to 
identity. 

The numbers 
spiked to 82% 
when profiles 

include income, 
driver’s license 

numbers, 
credit data, 
or medical 
status.38

YouTube: In 2008, YouTube was ordered to turn over records of every video 

watched by its users, including names and IP addresses, to Viacom, which was 

suing the company for copyright infringement.40 Since YouTube collected and 

maintained “deeply private information” linking individuals and their viewing habits, this 

information was available when Viacom came calling.41 Eventually, a compromise was reached 

and the data was anonymized before being turned over to Viacom.42 However, this close call 

resulted in extensive press coverage and outrage by YouTube users and privacy advocates.43

AOL: In 2006, AOL and its Chief Technical Officer learned the hard way that 

users do not appreciate disclosure of their online search activities. The company 

thought that it had properly anonymized the data when it posted online the search 

records of 500,000 of its users for use by researchers. It was wrong. The private search habits 

of AOL users became public knowledge.44 AOL quickly pulled the dataset from its Web site, 

but not before the information had been mirrored on Web pages around the world and AOL’s 

privacy breach was plastered on front pages around the globe.45 The incident led to the firing 

of the researchers involved with the database’s release and the resignation of the company’s 

Chief Technical Officer.46 
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Do we give our users control over 
the services they receive and the 
information they share?

Users want to be in control of how their information is used or 

shared. California law already gives consumers the right to learn 

how their personal information is shared by companies and 

encourages the adoption of simple methods for individuals to 

have the ability to opt out of information sharing.47 

Failing to ask opt-in permission to use or share personal 

information, or making it difficult for users to remove themselves 

from lists or terminate use of products, risks alienating existing 

users and discouraging others from joining. Follow an ethos of 

putting the user in control and your relationship with your users 

may be far more positive. 

w    �Use opt-in to activate any new services 
or features. Users will often happily volunteer to use 

new features—if they are given the choice. When new features 

are simply activated without consent, however, backlash can 

be severe. Overall, giving users a choice can lead to more 

trust and, ultimately, more users.

w    �Use opt-in to initiate or change data 
collection or sharing. Users are particularly 

concerned that their personal information might be shared 

without their permission. Giving them the choice to share data 

puts them in control and will mitigate these fears.

Facebook: The popular social networking site has repeatedly failed to include 

adequate privacy protections in its new features and has paid with complaints by 

hundreds of thousands of users,51 calls for boycotts,52 legislative proposals for industry 

regulation, and loss in both reputation and advertising partners.53 When Facebook 

announced its new Beacon advertising service in 2007, which tied a user’s activity on external Web 

sites to the user’s Facebook profile, the service leaked surprise holiday gifts, engagement plans, and 

other private information to friends and family.54 The widespread outrage and negative press forced 

the company to modify this feature, but not before several large advertisers, including Coca-Cola, 

Travelocity, and Overstock.com, withdrew from the new program.55 

88% of Internet 
users in 2000 

wanted businesses 
to affirmatively 

ask them for 
permission, through 
an opt-in mechanism, 

each time the 
business wants to 

share personal 
information with 
anyone else.48

∂
95% in 2003 wanted 
the legal right to 
know everything 
that a Web site 

knows about them.49 ∂
84% in 2003 

wanted a law to 
be passed that 

would give them the 
right to control 
how a Web site 

uses and shares 
the information 
collected about 

them.50
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Do we give users control over 
their own accounts and data?

A user who is not confident that she has control over her 

personal information may be wary of trying new services or 

products. Refusing to allow users to control their accounts, 

even when they choose to leave your service, results in poor 

press and reputational harm. Giving users control over their 

own data is a better way to address the situation.

w    �Allow users to view and control 
their own data. Users are often in the best 

position to fix mistakes in their personal records, and 

they should have a right to view those records in order 

to do so. Allowing users to maintain their own records 

(with appropriate logging and oversight) can increase 

both user trust and data accuracy.

w    �Create a quick and easy process 
for users to delete records or 
terminate accounts. Obviously, you hope 

that users will remain with your service; but if a user 

wants to leave, she should be able to delete her entire 

record, including any archived or residual information. 

The negative publicity from denying users the right to 

terminate their account will far outweigh any marginal 

benefit from retaining their information.

Facebook: Facebook users were very unhappy in 2008 when they realized that 

it was nearly impossible to remove their information from the social network.57 One user 

reported that it took “two months and several email exchanges with Facebook’s user service 

representatives to erase most of his information from the site.” The lack of easy and effective deletion 

procedures led to anger from Facebook’s users, and many bloggers encouraged users to delete accounts 

and posted detailed instructions of how to do so.58

Online storage and software 

services, often termed “cloud 

computing,” are growing in 

popularity. But according to a 2008 

study, the underlying message of 

cloud users to providers is, “Let’s 

keep the data between us.” Cloud 

users do not want their information 

used in unauthorized ways, and 

high percentages responded that 

they were “very concerned” when 

asked about scenarios in which 

companies:

w	T urn their data over to law 

enforcement (49%)

w	K eep copies of files even after 

they try to delete them (63%)

w	 Analyze data in the cloud for 

targeted advertisements (68%)

w	U se cloud documents in 

marketing campaigns (80%)

w	S ell files to others (90%) 56 
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Protect User Data from Disclosure

Do we disclose user information only when required?

Businesses are often asked for user information through legal subpoenas, court orders, and warrants. By 

having a policy of disclosing user information only when required, your business can help shield itself from 

liability for illegal disclosure, avoid negative press, gain the trust of users, reduce the administrative costs 

of compliance, and help set legal precedents that will prevent costly litigation in the future.

w    �Comply with demands for information only where required by 
law. Reject any demand that lacks legal authority. If the law is uncertain, it is in your best interests, 

as well as those of your users, to challenge the legitimacy of a demand for information. Stronger, 

clearer privacy laws will make compliance easier in the future, and your users will reward you for 

fighting for their interests.

w    �Promptly notify the user and give the user an opportunity to 
respond. If you do receive a legitimate demand for information, notify the target of that request 

if possible. Inform the user about any legal options she might have to challenge the demand, such as 

a motion to quash a subpoena, and give the user adequate time (at least 30 days) to do so. Do not 

comply with the demand until any such challenge is decided.

w    �Disclose only required information. Companies often hand over far more 

information than is asked of them—for example, handing over months of call records when law 

enforcement has only requested them for a single week, or disclosing user transactions that are 

unrelated to the scope of the request.65 Excessive disclosures can lead to legal liability for your 

company and loss of user trust.

AT&T, Verizon: In 2006, news broke that these two massive 

telecommunications companies had been allegedly turning over the private 

calling records of millions of Americans to the National Security Agency.59 

The companies were caught in a firestorm of bad publicity and hit by a barrage of costly class 

action lawsuits.60 The companies faced potentially “crippling” damages in the hundreds of billions of 

dollars and have spent massive amounts on attorney and lobbyist fees to try to sidestep liability.61

Qwest: By resisting the NSA’s request for telephone records, Qwest 

received a significant amount of positive media coverage. The New York Times 

described the company as “a gleaming touchstone and a beacon of consumer 

protection”62 and noted that many users had switched to Qwest purely on the basis of its principled 

stand against government surveillance. The Associated Press declared that Qwest was “squarely on 

the side of the little guy,”63 and bloggers created online buttons reading “Qwest—NSA-Free: Who are 

you with?” As the New York Times pointed out, “Companies can’t buy that kind of buzz.”64 
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Do we have a solid security plan and take all necessary 
steps to safeguard user data?

Creating a solid data security plan is important both to protect user privacy and to safeguard your 

company’s bottom line. Data breaches can be disastrous, leading to lawsuits, fines, and lost user 

trust. California law requires that all businesses maintain reasonable security procedures to protect 

the personal information of Californians from unauthorized access, destruction, use, modification, or 

disclosure.67 The Federal Trade Commission has also made official recommendations for businesses to 

take stock of information they collect, minimize that collection where possible, secure the information that 

is maintained, and plan for the future.68 Working with attorneys and security professionals to implement 

these recommendations will help protect you and your users from threats to the safety of their data.

w    �Conduct a risk assessment. List every type of information that your company collects 

and stores. Determine which types can be used to identify people individually, such as names, 

addresses, Social Security numbers, debit/credit card numbers, or account information. For each type of 

information you collect, evaluate its sensitivity and the procedures that will most effectively safeguard it.

w    �Collect data securely. Secure every method of collecting data—whether over the phone, by 

mail, through email, via Web forms, or from affiliates or other third parties—against snooping and data theft.

w    �Store data securely. Data on your servers, on laptops, or in paper form should all 

be equally secure. Remember, identity theft can involve high-tech methods such as hacking and 

phishing, but also decidedly low-tech methods such as rooting in dumpsters and stealing from 

mailboxes. Make sure that all places where information enters and exits your business are secure.

ChoicePoint: Data broker ChoicePoint paid with its capital, its stock price, and 

its reputation in 2005 when it failed to secure the personal data of 163,000 individuals 

and identity thieves obtained this information.69 As a result of its poor privacy practices 

and the security breach, the company was slapped with a $15 million fine by the Federal Trade 

Commission, spent $2 million notifying victims of the breach, and incurred $9.4 million in legal 

fees.70 The company’s stock price also plunged more than 9%.71 In the end, ChoicePoint’s failure 

to take sensible precautions to protect its users’ privacy ended up costing it more than $25 million, 

not to mention a lifetime’s worth of bad publicity.72

Google: When Google stood up for the privacy of its users by fighting an overbroad 

civil subpoena from the government that demanded millions of private search queries, the 

company reaped a bonanza of positive public and media attention. In the end, the court 

held that the government was only entitled to 50,000 URLs with no personal information.66
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w    �Protect data with encryption. Encrypt personally identifiable user data wherever 

feasible, particularly before storing it on backup tapes and removable storage devices (including 

employee laptops). In addition to this being a good way to protect your users, it is a great way to 

protect your company.

w    �Limit and monitor access to data. Allow employees access only to the information 

they actually need to perform their jobs. Thoroughly train individuals who handle user information in 

your privacy and security practices. Log all data access and review these logs regularly.

w    �Respond to security risks. Researchers or members of the public may discover 

a flaw in your system that could be exploited. If this happens, do not try to silence the criticism. 

Acknowledge the problem and take prompt action to fix it.

Facebook: Users were outraged and the company’s reputation was tarnished in 

2007 when it came to light that the company had very poor internal security measures.73 

Users demanded change when it was widely reported that the company was not 

properly safeguarding the private profiles of its users from employee misuse and that employees 

could view users’ private profiles and track which users were viewing particular profiles.74

Cisco: In 2005, the company’s reputation suffered after it threatened to sue the 

BlackHat security conference and a researcher for a presentation discussing flaws in 

the company’s Internet router software. The researcher had discovered that the flaw 

could potentially be exploited by hackers to seize control of a router and monitor, intercept, delete, 

or misdirect communications.75 Although the conference and researcher ignored the legal threats 

and the presentation went on as planned, Cisco’s reputation in the technology world was heavily 

tarnished for trying to silence information about security threats.76
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do we have a plan to notify and protect users  
if a security breach occurs? 

Even with a solid data security plan, data can still be lost or stolen. Forty-four states, the District of 

Columbia, and Puerto Rico have laws that require businesses to notify users if their data is lost or 

stolen.77 Every company and online service that conducts business nationwide needs to know how it will 

quickly and effectively inform users in the event of a data breach. 

w    �Notify users promptly. Prompt notification is often crucial to allow users to prevent 

identity theft and other consequences of data loss before they occur. The costs to your users and the 

erosion of their trust vastly outweigh any benefits of delaying notification until required by law.

w    �Clearly explain what happened. Let users know what happened to their data, what 

you are doing to fix the problem, and how they can protect their credit. By being forthright about the 

problem and offering clear guidance and assistance to your users about how they can protect and 

monitor their credit, you will reassure them that you take your business responsibilities—and their 

privacy—seriously. Many users have actually reported feeling more secure once they saw the positive 

way that a company responded to a data breach.

w    �Contact all relevant institutions. In the event of a data breach, you may 

need to contact law enforcement officials, banks, credit payment processors, and credit agencies. 

Generate a list of institutions to contact ahead of time so that you will be prepared if disaster strikes.

w    �Repair your reputation. Offer free credit monitoring to your users, where appropriate. 

LexisNexis,79 Horizon Blue Cross Blue Shield of New Jersey,80 and the US Department of Agriculture81 

all offered free credit monitoring after data breaches and received favorable press attention for 

making an effort to redress the harms to their users. 

ChoicePoint: Being targeted by identity thieves who obtained personal data 

about 163,000 individuals was bad enough, but ChoicePoint compounded its own injury 

by initially notifying only victims who happened to live in California, the sole state at the 

time with a law mandating notification in the event of data loss. The ensuing public outcry forced 

ChoicePoint to notify all affected individuals, but not before its reputation was further tarnished.78 
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Do we protect users from surreptitious monitoring?

If your company’s products utilize Radio Frequency Identification (RFID) tags, sensors (including 

microphones or cameras), and/or location-aware devices, or if your business plans rely on knowing who 

somebody is or where they are going, that information may also be very desirable for others, such as law 

enforcement agencies that want to track individuals surreptitiously. You can take some important steps 

so that customers are not being forced to choose between your product and their privacy.

w    �Inform users about tags, sensors, or location tracking and 
obtain opt-in consent. Inform users about the information that your product or service 

generates or demands, and allow them to choose whether and when to share this information. Allow 

users to convey partial information, such as a city or zip code, in lieu of complete information, such 

as a street address or precise longitude and latitude.

w    �Notify users whenever a device is active. Users should be aware when a 

device or product is actively recording or transmitting information or tracking their location and using 

or sharing that information. If your product collects or transmits information surreptitiously and that 

fact is revealed, user trust will be severely affected. 

In-Car Assistance Systems: Users who purchased in-car assistance 

systems thinking that they would be used to help them find their stolen cars and get 

help in an emergency were not happy to learn that these systems could be used to 

spy on them. Because some of these systems can be remotely activated without alerting the 

occupants of the vehicle, they have been secretly used by law enforcement to track individuals 

and silently snoop on their conversations. The press widely reported this undisclosed “feature” 

of such systems.82
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w    �Protect users’ personal information. Prevent hackers, identity thieves, 

stalkers, and others from accessing data by ensuring that data transmissions are protected through 

means such as encryption, authentication, and shielding.

w    �Educate users. Let users know about any privacy or security mechanisms and help them 

understand when and how to employ them. Users of RFID-enabled toll systems in San Francisco are 

issued a Mylar bag to block RFID transmissions when they are not passing through a toll booth—but 

the shield bags are not labeled, so many users throw them away. Invest in both technology and 

communication to protect your users.

w    �Minimize data that you collect and store. Sensor and location information 

is particularly attractive to law enforcement. Unless you want to become a target for expensive 

and time-consuming demands for information, do not store sensitive information—or delete the 

information after the shortest period of time possible. If your company does retain sensor or location 

information, follow the steps discussed earlier and develop a robust policy to ensure that user 

information is not disclosed unless truly necessary. 

HID Corporation: This large manufacturer of Radio Frequency Identification 

(RFID) technology received a mountain of bad press for trying to silence information 

about security and privacy vulnerabilities. Researchers built a device for a mere $25 

that revealed that many of the company’s RFID tags used for building access cards could be read, 

copied, and cloned from a distance without anyone ever knowing.83

Loopt: The company uses location information to enable mobile device users to find 

nearby friends, places, or events. But it minimizes the storage of location data tied to 

personally-identifiable information. Unless a user specifically geo-tags a location, Loopt 

only maintains the most recent location associated with that user.84




