
Vasudha Talla 
Staff Attorney 

July 13, 2017 

ACLU of Northern California 
39 Drumm Street 
San Francisco, CA 94111 

U.S. Department of Homeland Security 
500 12th St. SW; STOP 5009 
Washington, DC 20546-5009 

U.S. Immigration 
and Customs 
Enforcement 

Re: ICE FOIA Case No. 2018-ICLI-00035 - ACLU v. U.S. Immigrations and Customs 
Enforcement (ICE), 18-cv-04105 

Dear Ms. Talla: 

This is the first interim response to your Freedom oflnformation Act (FOIA) request to U.S. 
Immigration and Customs Enforcement (ICE) dated March 19, 2018. You are seeking all 
information related to contracts by and between ICE and contractors related to license plate readers 
(LPR) technology under FOIA requests 2018-ICFO-27097 and 2018-ICFO-26258 

A search of the Office of Enforcement and Removal (ERO) located I excel spreadsheet that is 
responsive to your request 2018-ICFO-27097. A search ofthe ICE Office of Policy located 36 pages 
of responsive records that are responsive to your request 2018-ICFO-27097. ICE has considered 
your request under both the FOIA, 5 U.S.C. § 552, and the Privacy Act, 5 U.S.C. § 552a. This 
release consists of36 pages of responsive records and I excel spreadsheet. ICE has applied FOIA 
Exemptions (b)(5) and (b)(6), (b)(7)(C) to portions of the 36 pages as described below. The excel 
spreadsheet is being released in full. 

ICE has applied FOIA Exemption (b)(5) to withhold draft documents under the deliberative process 
privilege, the general purpose of which is to prevent injury to the quality of agency decisions, as well 
as the attorney-client privilege and the attorney work product privilege. 

FOIA Exemption (b)(5) exempts from disclosure inter-agency or intra-agency memorandums or 
letters, which would not be available by law to a party other than an agency in litigation with the 
agency. 

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail 
addresses, and phone numbers oflCE and DHS employees contained within the documents, as well 
as the names, and other personally identifiable information of other individuals contained within the 
records. 

FOIA Exemption 6 exempts from disclosure information in personnel or medical files and similar 
files the release of which would cause a clearly unwarranted invasion of personal privacy. This 



requires a balancing of the public's right to disclosure against the individual's right to privacy. The 
privacy interests of the individuals in the records you have requested outweigh any minimal public 
interest in disclosure of the information. Any private interest you may have in that information does 
not factor into the aforementioned balancing test. 

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes when 
production of such could reasonably be expected to constitute an unwarranted invasion of personal 
privacy. This exemption takes particular note of the strong interests of individuals, whether they are 
suspects, witnesses, or investigators, in not being unwarrantably associated with alleged criminal 
activity. That interest extends to persons who are not only the subjects of the investigation, but those 
who may have their privacy invaded by having their identities and information about them revealed in 
connection with an investigation. Based upon the traditiomil recognition of strong privacy interests in 
law enforcement records, categorical withholding of information that identifies third parties in law 
enforcement records is ordinarily appropriate. 

Please note that a search ofthe ICE Office of Acquisition Management (OAQ) also located 73 pages 
of records that are potentially responsive to your request 2018-ICFO-26258. ICE has sent those 
pages out for submitter notice, and once we receive a response from the contractor, we will process 
and release those pages to you as the next, and final release for your requests. 

If you have any questions about this letter, please contact Assistant U.S. Attorney Robin Wall at 
(415) 436-7071. 

Sincerely, 
t»1-";,1f' r{). On /;oj' 
Catrina M. Pavlik-Keenan 
FOIA Officer 

Enc1osure(s): 36 pages, 1 Excel Spreadsheet 

cc: 

Robin M. Wall 
Assistant United States Attorney 
U.S. Attorney's Office, Northern District of California 
450 Golden Gate Avenue, 9th Floor 
San Francisco, CA 94102 

www.ice.goY 



 
 
 
 
 
 
 

July 18, 2018 
 
Vasudha Talla 
Staff Attorney 
ACLU of Northern California 
39 Drumm Street 
San Francisco, CA 94111 
 
Re:  ICE FOIA Case No. 2018-ICLI-00035- ACLU v Immigrations and Customs Enforcement 

(ICE)   

 
Dear Ms. Talla: 
 
This is the second interim response to your Freedom of Information Act (FOIA) request to U.S. 
Immigration and Customs Enforcement (ICE) dated March 19, 2018. You are seeking all 
information related to contracts by and between ICE and contractors related to license plate readers 
(LPR) technology.  
 
ICE has considered your request under both the FOIA, 5 U.S.C. § 552, and the Privacy Act, 5 
U.S.C. § 552a. A search of the Office of Acquisition Management (OAQ), located records that were 
potentially responsive to your request. For this production ICE reviewed 73 pages of potentially 
responsive records. ICE has applied FOIA Exemptions (b)(4), (b)(6) (b)(7)(C), and (b)(7)(E) to 
portions of these pages as described below.  
 
ICE has applied FOIA exemptions to protect from disclosure.  
 
FOIA Exemption 4 protects trade secrets and commercial or financial information obtained from a 
person that is privileged or confidential.  The courts have held that this subsection protects (a) 
confidential commercial information, the disclosure of which is likely to cause substantial harm to 
the competitive position of the person who submitted the information and (b) information that was 
voluntarily submitted to the government if it is the kind of information that the provider would not 
customarily make available to the public.  I have reviewed the responsive documents, the submitter’s 
objections to release, and relevant case law, and I have determined that portions of the responsive 
records are exempt from disclosure under subsection (b)(4) of the FOIA and must be withheld in 
order to protect the submitter’s proprietary interests. 
 

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail 
addresses, and phone numbers of ICE and DHS employees contained within the documents, as well 
as the names, and other personally identifiable information of other individuals contained within the 
records. 
 

U.S. Department of Homeland Security  
500 12th St. SW; STOP 5009 
Washington, DC 20546-5009 
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FOIA Exemption 6 exempts from disclosure information in personnel or medical files and similar 
files the release of which would cause a clearly unwarranted invasion of personal privacy. This 
requires a balancing of the public’s right to disclosure against the individual’s right to privacy. The 
privacy interests of the individuals in the records you have requested outweigh any minimal public 
interest in disclosure of the information. Any private interest you may have in that information does 
not factor into the aforementioned balancing test. 
 
FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes when 
production of such could reasonably be expected to constitute an unwarranted invasion of personal 
privacy. This exemption takes particular note of the strong interests of individuals, whether they are 
suspects, witnesses, or investigators, in not being unwarrantably associated with alleged criminal 
activity. That interest extends to persons who are not only the subjects of the investigation, but those 
who may have their privacy invaded by having their identities and information about them revealed in 
connection with an investigation.  Based upon the traditional recognition of strong privacy interests in 
law enforcement records, categorical withholding of information that identifies third parties in law 
enforcement records is ordinarily appropriate. 
 
ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency law enforcement 
case numbers contained within the document, internal codes used to identify folders in an internal 
ICE task management system, law enforcement database category codes, and law enforcement 
techniques. 
 
FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of 
which would disclose techniques and/or procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk circumvention of the law. The disclosure of 
certain law enforcement sensitive information contained within the responsive records could 
reasonably be expected to risk circumvention of the law. Additionally, the techniques and 
procedures at issue are not well known to the public. 
 
If you have any questions about this letter, please contact Assistant U.S. Attorney Robin Wall at 
(415) 436-7071.    
  
      Sincerely, 
       
                                                                            Delphine O. On  / for 
 

Catrina M. Pavlik-Keenan 
      FOIA Officer 
 
Enclosure(s): 73 pages 
 
cc: 
Robin M. Wall 
Assistant United States Attorney 
U.S. Attorney’s Office, Northern District of California 
450 Golden Gate Avenue, 9th Floor 
San Francisco, CA 94102 
 



Vasudha Talla 
Staff Attorney 
ACLU of Northern California 
39 Dumm Street 
San Francisco, CA 94111 

September 21, 2018 

RE: ICE FOIA Case No. 2018-ICLI-00035 

Office of Ii/formation Governance and Privacy 

U.S. Department of Homeland Security 
500 12'h St. , SW 
Washington. D.C. 20536 

U.S. Immigration 
and Customs 
Enforcement 

ACLUNC v. ICE, No. 18-cv-03050 (N.D. Cal., filed May 23, 2018) 

Dear Ms. Talla, 

This is the second interim response to your Freedom of Information Act (FOIA) request to U.S. 
Immigration and Customs Enforcement (ICE), dated March 19,2018. You have requested 
copies of the following records: 

All information related to contracts by and between ICE and contractors related to license 
plate readers (LPR) under FOIA requests 2018-ICFO-27097 and 2018-ICFO-26258. 

ICE has considered your request under the FOIA, 5 U.S.C. § 552. 

A search of the Office of Homeland Security Investigation (HSI) and the Office of Enforcement 
and Removal Operations (ERO), located records that were potentially responsive to your request. 
For this production ICE reviewed 758 pages of potentially responsive records and 4 Microsoft 
Excel Spreadsheets. Of the 758 pages, ICE determined that 461 pages and all 4 Microsoft Excel 
Spreadsheets were responsive to your request. These documents have been Bates numbered 
2018-ICLI-00035 112 through 2018-ICLI-00035 573. ICE has applied FOIA Exemptions (b)(5), 
(b)(6), (b)(7)(C), and (b)(7)(E) to portions of these pages as described below. 

ICE has applied FOIA Exemption 5 to protect from disclosure intra-agency documents that 
contain the recommendations,' opinions, and conclusions of agency employees, and portions of 
the responsive documents which qualify for protection under the deliberative process privilege, 
the attorney-client privilege, and the attorney work-product privilege. 

FOIA Exemption 5 protects inter-agency or intra-agency memorandums or letters which not be 
available by law to a party other than an agency in litigation with the agency. The deliberative 

www.icc.gov 
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process privilege protects the integrity of the deliberative or decision-making processes within 
the agency by exempting from mandatory disclosure opinions, conclusions, and 
recommendations included within inter-agency or intra-agency memoranda or letters. The 
release of this internal information would discourage the expression of candid opinions and 
inhibit the free and frank exchange of information among agency personnel. The attorney work
product privilege protects documents and other memoranda prepared by an attorney in 
contemplation of litigation. The attorney-client privilege protects confidential communications 
between an attorney and his client relating to a legal matter for which the client has sought 
professional advice. It applies to facts divulged by a client to his attorney, and encompasses any 
opinions given by an attorney to his client based upon, and thus reflecting, those facts, as well as 
communications between attorneys that reflect client-supplied information. The attorney-client 
privilege is not limited to the context of litigation. 

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail 
addresses, and phone numbers of ICE and DHS employees contained within the documents, as 
well as the names, and other personally identifiable information of other individuals contained 
within the records. 

FOIA Exemption 6 exempts from disclosure information in personnel or medical files and 
similar files the release of which would cause a clearly unwarranted invasion of personal 
privacy. This requires a balancing of the public's right to disclosure against the individual's 
right to privacy. The privacy interests of the individuals in the records you have requested 
outweigh any minimal public interest in disclosure of the information. Any private interest you 
may have in that information does not factor into the aforementioned balancing test. 

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes 
when production of such cou Id reasonably be expected to constitute an unwarranted invasion of 
personal privacy. This exemption takes particular note of the strong interests of individuals, 
whether they are suspects, witnesses, or investigators, in not being unwarrantably associated with 
alleged criminal activity. That interest extends to persons who are not only the subjects of the 
investigation, but those who may have their privacy invaded by having their identities and 
information about them revealed in connection with an investigation. Based upon the traditional 
recognition of strong privacy interests in law enforcement records, categorical withholding of 
information that identifies third parties in law enforcement records is ordinarily appropriate. 

ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency law 
enforcement case numbers contained within the document, internal codes used to identify folders 
in an internal I CE task management system, law enforcement database category codes, and law 
enforcement techniques. 

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of 
which would disclose techniques and/or procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk circumvention of the law. The disclosure of 
certain law enforcement sensitive information contained within the responsive records could 
reasonably be expected to risk circumvention of the law. Additionally, the techniques and 
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procedures at issue are not well known to the public. 

If you have any questions about this letter, please contact Assistant U.S. Attorney Robin Wall at 
(415) 436-7071. 

Sincerely, 

Catrina M. Pavlik-Keenan 
FOIA Officer 

Enclosure(s): 461 pages and 4 Microsoft Excel Spreadsheets 

cc: 

Robin M. Wall 
Assistant United States Attorney 
U.S. Attorney's Office, Northern District of California 
450 Golden Gate A venue, 9th Floor 
San Francisco, CA 94102 



Vasudha Talla 
Staff Attorney 
ACLU of Northern California 
39 Dumm Street 
San Francisco, CA 94111 

October 31, 201S 

RE: ACLU v. ICE et ai, 1:18-cv-03050 (D.D.C.) 
ICE FOIA Case Number 2018-ICLI-00035 
Third Interim Release 

Dear Ms. Talla, 

Office of Information Governance and Privacy 

U.S. Department of Homeland Security 
500120. St., SW 
Washington, D.C. 20536 

U.S. Immigration 
and Customs 
Enforcement 

This letter is the third response to your client's Freedom ofInformation Act (FOIA) request to 
U.S. Immigration and Customs Enforcement (ICE), dated March 19, 201S. Your client's FOIA 
request sought information pertaining to "All information related to contracts by and between 
ICE and contractors related to license plate readers (LPR)" under FOIA requests 201S-ICFO-
27097 and 201S-ICFO-2625S. ICE has considered your request under the FOIA, 5 U.S.C. § 552. 

A search of the Office of Homeland Security Investigation (HSI) and the office of Enforcement 
and Removal Operations (ERO), located 1061 pages of records that were P9tentially responsive 
to your request. Following review, ICE has determined that 1060 pages were responsive. These 
documents have been Bates number 201S-ICLI-00035- 574 through 20 1 S-ICLI-00035 - 1633. 
ICE has applied FOIA Exemptions (b)(4), (b)(5), (b)(6), (b)(7)(C), and (b)(7)(E) to portions of 
these pages as described below: 

FOIA Exemption 4 protects trade secrets and commercial or financial information obtained 
from a person that is privileged or confidential. The courts have held that this subsection 
protects (a) confidential commercial information, the disclosure of which is likely to cause 
substantial harm to the competitive position of the person who submitted the information and (b) 
information that was voluntarily submitted to the government if it is the kind of information that 
the provider would not customarily make available to the public. I have reviewed the responsive 
documents, the submitter's objections to release, and relevant case law, and I have determined 
that portions of the responsive records are exempt from disclosure under subsection (b)(4) of the 
FOIA and must be withheld in order to protect the submitter's proprietary interests.ICE has 
applied FOIA Exemption 5 to protect from disclosure intra-agency documents that contain the 

www.ice.gov 
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recommendations, opinions, and conclusions of agency employees, and portions of the 
responsive documents which qualify for protection under the deliberative process privilege, the 
attorney-client privilege, and the attorney work-product privilege. 

FOIA Exemption 5 protects inter-agency or intra-agency memorandums or letters which not be 
available by law to a party other than an agency in litigation with the agency. The deliberative 
process privilege protects the integrity of the deliberative or decision-making processes within 
the agency by exempting from mandatory disclosure opinions, conclusions, and 
recommendations included within inter-agency or intra-agency memoranda or letters. The 
release of this internal information would discourage the expression of candid opinions and 
inhibit the free and frank exchange of information among agency personnel. The attorney work
product privilege protects documents and other memoranda prepared by an attorney in 
contemplation of litigation. The attorney-client privilege protects confidential communications 
between an attorney and his client relating to a legal matter for which the client has sought 
professional advice. It applies to facts divulged by a client to his attorney, and encompasses any 
opinions given by an attorney to his client based upon, and thus reflecting, those facts, as well as 
communications between attorneys that reflect client-supplied information. The attorney-client 
privilege is not limited to the context of litigation. 

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail 
addresses, and phone numbers of ICE and DHS employees contained within the documents, as 
well as the names, and other personally identifiable information of other individuals contained 
within the records. 

FOIA Exemption 6 exempts from disclosure information in personnel or medical files and 
similar files the release of which would cause a clearly unwarranted invasion of personal 
privacy. This requires a balancing of the public's right to disclosure against the individual's 
right to privacy. The privacy interests of the individuals in the records you have requested 
outweigh any minimal public interest in disclosure of the information. Any private interest you 
may have in that information does not factor into the aforementioned balancing test. 

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes 
when production of such could reasonably be expected to constitute an unwarranted invasion of 
personal privacy. This exemption takes particular note of the strong interests of individuals, 
whether they are suspects, witnesses, or investigators, in not being unwarrantably associated with 
alleged criminal activity. That interest extends to persons who are not only the subjects of the 
investigation, but those who may have their privacy invaded by having their identities and 
information about them revealed in connection with an investigation. Based upon the traditional 
recognition of strong privacy interests in law enforcement records, categorical withholding of 
information that identifies third parties in law enforcement records is ordinarily appropriate. 

ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency law 
enforcement case numbers contained within the document, internal codes used to identify folders 
in an internal ICE task management system, law enforcement database category codes, and law 
enforcement techniques. 
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FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of 
which would disclose techniques and/or procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk circumvention ofthe law. The disclosure of 
certain law enforcement sensitive information contained within the responsive records could 
reasonably be expected to risk circumvention of the law. Additionally, the techniques and 
procedures at issue are not well known to the public. 

If you have any questions about this letter, please contact Assistant U.S. Attorney Kimberly 
Robinson at (415) 436-7298. 

Enclosure(s): 1060 pages 

Cc: Kimberly Robinson 
Assistant United States Attorney 

Sincerely, 

IoMf~~r-t-
Catrina M. Pavlik-Keenan 
FOIA Officer 

U.S. Attorney's Office, Northern District of California 
450 Golden Gate Avenue, 9th Floor 
San Francisco, CA 94102 



 

  Office of Information Governance and Privacy 

 

                                                                                                                                                    U.S. Department of Homeland Security 

500 12th St., SW 
Washington, D.C. 20536 
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December 7, 2018 

 
 
Vasudha Talla 
Staff Attorney 
ACLU of Northern California 
39 Dumm Street 
San Francisco, CA 94111 
 
RE: ACLU Northern California v. Immigrations and Customs Enforcement (ICE);  

            ICE FOIA Case No. 2018-ICLI-00035 

            Fourth Interim Production 

 
Dear Ms. Talla, 
 
This is the fourth interim response to your Freedom of Information Act (FOIA) request to U.S. 
Immigration and Customs Enforcement (ICE), dated March 19, 2018.  You have requested 
copies of the following records: 
 
All information related to contracts by and between ICE and contractors related to license       
plate readers (LPR) under FOIA requests 2018-ICFO-27097 and 2018-ICFO-26258. 
 
ICE has considered your request under the FOIA, 5 U.S.C. § 552. 
 
A search of the Office of Homeland Security Investigation (HSI) and the Office of Enforcement 
and Removal Operations (ERO), located records that were potentially responsive to your request. 
For this production ICE reviewed 221 pages and 7 excels of potentially responsive records. Of 
those 221 pages, ICE determined that only 211 pages were responsive.  These documents have 
been Bates number 2018-ICLI-00035 1634 through 2018-ICLI-00035 1844.  ICE also re-
processed 11 pages from the previous production.  ICE has applied FOIA Exemptions (b)(4), 
(b)(5), (b)(6), (b)(7)(C), and (b)(7)(E) to portions of these pages as described below. 
 
ICE has applied FOIA Exemptions to protect from disclosure  
 
FOIA Exemption 4 protects trade secrets and commercial or financial information obtained 
from a person that is privileged or confidential.  The courts have held that this subsection 
protects (a) confidential commercial information, the disclosure of which is likely to cause 
substantial harm to the competitive position of the person who submitted the information and (b) 
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information that was voluntarily submitted to the government if it is the kind of information that 
the provider would not customarily make available to the public.  I have reviewed the responsive 
documents, the submitter’s objections to release, and relevant case law, and I have determined 
that portions of the responsive records are exempt from disclosure under subsection (b)(4) of the 
FOIA and must be withheld in order to protect the submitter’s proprietary interests.  ICE has 
applied FOIA Exemption 5 to protect from disclosure intra-agency documents that contain the 
recommendations, opinions, and conclusions of agency employees, and portions of the 
responsive documents which qualify for protection under the deliberative process privilege, the 
attorney-client privilege, and the attorney work-product privilege.  
 
FOIA Exemption 5 protects inter-agency or intra-agency memorandums or letters which not be 
available by law to a party other than an agency in litigation with the agency. The deliberative 
process privilege protects the integrity of the deliberative or decision-making processes within 
the agency by exempting from mandatory disclosure opinions, conclusions, and 
recommendations included within inter-agency or intra-agency memoranda or letters. The 
release of this internal information would discourage the expression of candid opinions and 
inhibit the free and frank exchange of information among agency personnel. The attorney work-
product privilege protects documents and other memoranda prepared by an attorney in 
contemplation of litigation. The attorney-client privilege protects confidential communications 
between an attorney and his client relating to a legal matter for which the client has sought 
professional advice. It applies to facts divulged by a client to his attorney, and encompasses any 
opinions given by an attorney to his client based upon, and thus reflecting, those facts, as well as 
communications between attorneys that reflect client-supplied information. The attorney-client 
privilege is not limited to the context of litigation. 
 
ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, e-mail 
addresses, and phone numbers of ICE and DHS employees contained within the documents, as 
well as the names, and other personally identifiable information of other individuals contained 
within the records. 
 

FOIA Exemption 6 exempts from disclosure information in personnel or medical files and 
similar files the release of which would cause a clearly unwarranted invasion of personal 
privacy.  This requires a balancing of the public’s right to disclosure against the individual’s 
right to privacy.  The privacy interests of the individuals in the records you have requested 
outweigh any minimal public interest in disclosure of the information.  Any private interest you 
may have in that information does not factor into the aforementioned balancing test. 
 
FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes 
when production of such could reasonably be expected to constitute an unwarranted invasion of 
personal privacy.  This exemption takes particular note of the strong interests of individuals, 
whether they are suspects, witnesses, or investigators, in not being unwarrantably associated with 
alleged criminal activity.  That interest extends to persons who are not only the subjects of the 
investigation, but those who may have their privacy invaded by having their identities and 
information about them revealed in connection with an investigation.  Based upon the traditional 
recognition of strong privacy interests in law enforcement records, categorical withholding of 
information that identifies third parties in law enforcement records is ordinarily appropriate.   
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ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency law 
enforcement case numbers contained within the document, internal codes used to identify folders 
in an internal ICE task management system, law enforcement database category codes, and law 
enforcement techniques. 
 
FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of 
which would disclose techniques and/or procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk circumvention of the law. The disclosure of 
certain law enforcement sensitive information contained within the responsive records could 
reasonably be expected to risk circumvention of the law. Additionally, the techniques and 
procedures at issue are not well known to the public. 
 
If you have any questions about this letter, please contact Assistant U.S. Attorney Kimberly 
Robinson at (415) 436-7298. 
 
       Sincerely, 

       Toni Fuentes for 

       Catrina M. Pavlik-Keenan 
       FOIA Officer 
 
 
 
Enclosure(s): 222 pages and 7 Microsoft Excel spreadsheets 
 
 
cc: 
 
Kimberly Robinson 
Assistant United States Attorney 
U.S. Attorney’s Office, Northern District of California 
450 Golden Gate Avenue, 9th Floor 
San Francisco, CA 94102 
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Vasudha Talla

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>
Sent: Friday, November 16, 2018 12:46 PM
To: Vasudha Talla
Cc: Linda Lye
Subject: RE: ACLU v. ICE - 18-cv-03050

Vasudha,  
 
As promised, ICE has provided the following information in response to your below email.  See you in about an hour.  
 
Kim  
 
In the excel spreadsheet entitled “Learn‐AU”, what do the following fields refer to?   
 
(1) query type: category of action being taken 
(2) user type: agency manager vs user. Manager can add/delete users (system admin); users everyone else. 
(3) date time: date and time of action. 
(4) result: number of hits on plate. N/A=means action wouldn’t generate results. 
 
Also; what do the various response options refer to. For example, there is a query type “detection browsing,” [user 
searching target plate] but also a query type “email hit alert” [action generated after user received email alert] – what 
do these and the other entries refer to?  
 
Batch plate search detection = user searching batch plates. 
Hit list browsing = user browsing active hits out there. 
Hot list edit = when item edited by a user. 
Hot list management = editing of overall list, such as deletion or addition to overall list. 
Hot list renewal = user gets notification when plate will expire. 
 
And in the “result” column, sometimes there is a numeric entry (e.g.,  4 or 50) – what does this refer to? The number of 
hits. 
 
In the excel spreadsheet entitled “LEARN audit report 2‐28‐2018”, what do the following fields refer to:  
(1) query type: category of action being taken 
(2) user name: user name 
(3) user type: agency manager vs user. Manager can add/delete users (system admin); users everyone else. 
(4) plateID: target plate. 
(5) case number: what number user inputs to track case, could be name case #, etc. 
(6) requestor: requestor runs search, but 99% of time equals user. 
(7) date time: date and time of action. 
(8) IP address: IP address of user.   
 
Further, like above, what do the various entries under query type refer to. 
 
Also; what do the various response options refer to. For example, there is a query type “detection browsing,” [user 
searching target plate] but also a query type “email hit alert” [action generated after user received email alert] – what 
do these and the other entries refer to?  
Batch plate search detection = user searching batch plates. 
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Hit list browsing = user browsing active hits out there. 
Hot list edit = when item edited by a user. 
Hot list management = editing of overall list, such as deletion or addition to overall list. 
Hot list renewal = user gets notification when plate will expire. 
 
 
 
 

From: Vasudha Talla <vtalla@aclunc.org>  
Sent: Tuesday, November 13, 2018 3:42 PM 
To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: RE: ACLU v. ICE ‐ 18‐cv‐03050 
 
Thanks, Kim, for following up on this.  
 
In the excel spreadsheet entitled “Learn‐AU”, we’d like to know what the following fields refer to: (1) query type; (2) 
user type; (3) date time; and (4) result. We’d also like to know what the various response options refer to. For example, 
there is a query type “detection browsing,” but also a query type “email hit alert” – what do these and the other entries 
refer to? And in the “result” column, sometimes there is a numeric entry (e.g.,  4 or 50) – what does this refer to? While 
some of these fields appear self‐explanatory, we don’t want to make any assumptions.  
 
In the excel spreadsheet entitled “redacted LEARN audit report 2‐28‐2018”, we’d like to know what the following fields 
refer to: (1) query type, (2) user name (3) user type; (4) plateID; (5) case number; (6) requestor; (7) date time; and (8) IP 
address.  Further, like above, we’d like to know what the various entries under query type refer to.   
 
Thank you and agency counsel again for being amenable to providing us with this information. Please let me know if you 
have any other questions.  
 
Best, Vasudha  
 

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>  
Sent: Tuesday, November 13, 2018 3:07 PM 
To: Vasudha Talla <vtalla@aclunc.org> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: RE: ACLU v. ICE ‐ 18‐cv‐03050 
 
Vasudha,  
 
I hope all is well.  
 
I am working on a JCMS draft and wanted to ask a quick question.  With respect to the audit logs (Request 5), which 
appear in excel format, you had asked for, and the agency had agreed to provide, information about what is contained in 
the fields.  If you can identify what information you specifically seek, I can get the request to agency counsel today and 
he can provide the information tomorrow.  I’d like to both get this information and include this in the JCMS.  
 
Thanks,  
Kim 
 

From: Vasudha Talla <vtalla@aclunc.org>  
Sent: Monday, November 05, 2018 7:50 PM 
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To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: RE: ACLU v. ICE ‐ 18‐cv‐03050 
 
Thanks, Kim. We’ll call you at your phone number on Friday at 4 p.m.  
 

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>  
Sent: Monday, November 5, 2018 3:47 PM 
To: Vasudha Talla <vtalla@aclunc.org> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: RE: ACLU v. ICE ‐ 18‐cv‐03050 
 
Vasudha,  
 
Thanks for your email and the letter and thank you for offering these times.  
 
Let’s plan to talk on Friday at 4.  By that point, I will have talked through these issues with agency and will have more 
information to share.  
 
I can be reached at the below number.  
 
Best,  
Kim 
 
 

 
Kim Robinson | Assistant U.S. Attorney | Northern District of California | 
450 Golden Gate Ave. | Box 36055 | San Francisco, CA 94102 | 
T: 415.436.7298 | F: 415.436.6748  
 
 
 
 

From: Vasudha Talla <vtalla@aclunc.org>  
Sent: Monday, November 05, 2018 9:28 AM 
To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: RE: ACLU v. ICE ‐ 18‐cv‐03050 
 
Dear Kim,  
 
We received ICE’s October 31st production on Friday. I’m attaching a letter setting forth the issues that we’d like to 
discuss during a meet‐and‐confer call. Linda and I are available for such a call on the following dates/times. Please let us 
know what works for you.  
 
Wednesday, 11/7 – any time before noon 
Thursday, 11/8 – 1‐3 p.m.  
Friday, 11/9 – 3‐5 p.m.  
 
Thanks, Vasudha  



4

 

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>  
Sent: Thursday, November 1, 2018 10:16 AM 
To: Vasudha Talla <vtalla@aclunc.org> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: RE: ACLU v. ICE ‐ 18‐cv‐03050 
 
Vasudha,  
 
Thank you for following up.  Yes, they did meet the deadline.  
 
ICE sent out the production yesterday to you via FedEx tracking number:  7736 1869 7583  
 
Please also see the attached letter.  
 
On an unrelated note, Ms. Lye, I wanted to congratulate you on your judicial appointment.   
 
Please let me know if you have any additional questions.  
 
Kim   
 
 

From: Vasudha Talla <vtalla@aclunc.org>  
Sent: Thursday, November 01, 2018 10:04 AM 
To: Robinson, Kimberly (USACAN) <KRobinson@usa.doj.gov> 
Cc: Linda Lye <llye@aclunc.org> 
Subject: ACLU v. ICE ‐ 18‐cv‐03050 
 
Dear Kim,  
 
I want to follow up on ICE’s production of records in this FOIA case. Did ICE produce additional records by the October 
31st deadline?  I will keep an eye out for the records.  
 
Thank you, Vasudha  
 
Vasudha Talla, Staff Attorney 
ACLU Foundation of Northern California  
39 Drumm Street 
San Francisco, CA 94111 
tel (415) 621‐2493 ext. 308 
fax (415) 255‐8437 
pronouns: she/her/hers 
www.aclunc.org 
 
THIS MESSAGE IS INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY TO WHICH IT IS ADDRESSED AND MAY CONTAIN 
INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL AND EXEMPT FROM DISCLOSURE UNDER APPLICABLE LAW.  IF THE READER OF 
THIS MESSAGE IS NOT THE INTENDED RECIPIENT OR THE EMPLOYEE OR AGENT RESPONSIBLE FOR DELIVERING THE MESSAGE TO THE 
INTENDED RECIPIENT, YOU ARE HEREBY NOTIFIED THAT ANY DISSEMINATION, DISTRIBUTION OR COPYING OF THIS 
COMMUNICATION IS STRICTLY PROHIBITED. 
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Vasudha Talla

From: Robinson, Kimberly (USACAN) <Kimberly.Robinson3@usdoj.gov>
Sent: Friday, December 14, 2018 9:58 AM
To: Vasudha Talla
Cc: Sean Riordan
Subject: FW: ACLU v. ICE - 18-cv-03050, December Production
Attachments: LEARN_Hot-List_Records_Report_12-07-18_001-highlighted.xlsx; webex page.pdf

Vasudha,  
 
Apologies.  I omitted the attachments.  Please see attached and the responses I just sent are again included below.  
 
Kim 

1. The December 7th production did not appear to contain the “Webex training” referenced on Page 2018-ICLI-
00035 119. Was a search conducted for this training?  

a. There are no Webex training documents. You log into a website, therefore the agency has no records to 
produce for this. See attached webex page clearly showing a link to a live training. More info on webex 
can be found here. Webex is an online, live video conferencing/chat tool that training was provided on. 
There wouldn’t be an agency record of that. We don’t record online trainings and save them or 
something. We did search for webex, and that’s how the attached document, among others was found 
and produced, but the training itself wasn’t found because we don’t have a file for that. 

2. The December 7th production contained a number of “audit query reports” for the months of February through 
August 2018. These excel sheets contain two fields that did not appear on prior excel sheets produced during 
litigation. Can the agency identify what the fields (1) “query pars”, and (2) “reason” refer to?  

a. Query pars = This stands for query parameters or the actual text of what was searched.  
b. Reason = Per the SOW, a reason code is required in order for a user to conduct a search. The three 

options were provided by ICE.  
3. The December 7th production does not appear to contain records identifying the names of hot lists created by 

ICE. My email of November 14th provided some details as to why we believe that ICE can create “hot lists” and 
how an audit report could be created to show any hot lists that ICE created. Could the agency describe the 
process by which it searched for hot lists?  

a. We did produce an audit report [hot list] of all hot plates created by ICE. [attached]. This list was 
produced from the LEARN system the same way the audit lists above were produced. There isn’t a 
“names of hot lists” report. We gave them every hot plate there is in the single hot list report. There 
aren’t multiple “hot lists” with different names. There are hot plates, that can produced in a report, 
called a  
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DHS , ICE 
Fina ncial Operations - Burlingt on 
P . O. Bo x l620 
Williston, VT 05495-1620 

ATTN: ICE-E RO-FHQ-CED 

The Con t rac t o rs Data Universal Numbering System 
(DUNS) Number mus t be regis t ered and ac tive i n 
t he Sys t em f o r Award Man agemen t (SAM) a t 
h t t p s : //www . sam. gov prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e nsure 
p rompt payment provis i o n s are met . The I CE 
p rogram office ident if ied in the t as k 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alter na tive Invoices shall be submit t ed t o : 
{802)-288-7658 

Submi ssions by facsimi le shall include a cover 
s heet, point o f contact and the n umber of t otal 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
a nd Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he Sys t e m for Award Mana geme n t 
(SAM) a t h ttps : //www . sam. gov prior to award a nd 
shall be no ta ted on ever y invo i ce submitted to 
e nsure promp t paymen t p rovis ion s are me t . The I CE 
p rogram office ident if ied in the t as k 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Co n te n t of I nvo ices : Each i nvoice sha l l 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

( i) . Name a nd address of t he Serv i ce 
Provider/Co ntracto r . Note : the name , address a nd 
DUNS number on the i nvo i ce MUST matc h t he 
i nformation in both the Con tract/Agreeme n t and 
t he information i n t he SAM . If payme n t i s 
remitted to another e n t ity , the name , address and 
DUNS information of that e ntity must also be 
provided which wil l require Governme n t 
Conti nued .. . 

NSN 7S4ll-Ot · t52-8067 
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52 
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verifica t i on before p ayment c a n b e p rocessed ; 

( i i) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii ) . I nvoice da t e a nd invoice n umber ; 

( iv ) . Ag reemen t /contrac t number , con t rac t li ne 
i t em number and , i f a ppl icable , t he order number ; 

(v ) . Description , q ua ntity, un i t of meas ure , unit 
p rice , e x te nded p rice a nd period of p e rformance 
o f t he i t e ms or services de l i vered; 

(vi) . I f a pplicabl e , shipping number and da t e of 
s h i pment, i ncludi ng the bi ll o f lading number and 
weight o f s h i pmen t i f s h i pped on Go vernmen t bi l l 
o f lading; 

(vii ). Terms o f a ny d i scount for promp t pa yme nt 
o f fered ; 

(vii i) . Remi t to Address ; 

( ix) . Na me, title , a nd p ho ne n umber of pe r son to 
reso l ve invoicing issues ; 

(x). I CE program off i ce d e signated o n 
order/contract/agreemen t a nd 

(x i ). Mark invoice as "Interim" (Ongoin g 
pe r forma nce and addi t ional bil l ing e xpecte d ) a nd 
"Final" (performan ce complete and no addit i ona l 
bil ling ) 

(x ii ). Electronic Fu nds Tra nsfer (EFT ) ban king 
i nformation in a cco r dance with 52 . 23 2 - 33 Payme n t 
b y El ectronic Funds Tra nsfer - System for Award 
Mana geme n t or 52 - 2 32- 34 , Payme n t by Elect r o nic 
Funds Trans f e r - Other t ha n System for Award 
Mana geme n t . 

3. I nvo i c e Suppo r ting Documentation . To ensure 
payme n t , t he vendo r mu s t s ubmit s upport ing 
documen t at i on which provides s ubstan t iation for 
t he invoiced costs to t he Contracting Off icer 
Represe n ta t ive (COR ) or Po in t of Con t act (POC ) 
ident i f i ed i n the con t r act . Invoice charges must 
Cont inued .. . 
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align with the contract CLINs. Supporting 
documenta.tion is required .·;hen guaran.teed 
minimums are exceeded and when allowable costs 
are incurred . 

(iii) Firm Fixed-Price CLINs. Supporting 
documentation is not required for charges for FFP 
CLINs . 

4 . Safeguarding Information : As a contracto~ or 
vendor conducting business with Immigration and 
Customs Enforcement (ICE), you are requ i red to 
comply wiLh DRS Policy regarding t he safeguarding 
of Se nsitive Personally Ide nti f iable Information 

(PII). Sensitive PrI is information that 
identifies an individual, including an alien , and 
could result in harm , embarrassment, 
i nconvenience or unfairness . Examples of 
Sensitive PII include i nformation s uch as : Social 

Security Numbers , Alien Registration Numbers 
(A-Numbers), or combinations of information such 
as the individuals name or other unique 
identifier and full date o f birth , citizenship , 
or i mmigra t ion status . 

As part of your obligation to safeguard 
i nforma t ion, the fo l low precau t ions are required : 

( i ) Email supporting documents containing 
Sensitive PI I in an encrypted attachment witp 

password sent separately to the Contracting 
Officer Represen tative assigned to the cont~act . 

(ii) Never leave paper documen t s con taining 
Sensitive PI r u nattended and u nsecure . When not 
in use , these documents will be locked in 
drawers , cabinets , desks , etc . so the i nforma t ion 
is not accessible to t hose withou t a need to know . 

(iii) Use shredders when discard.ing paper 
documen t s contain ing Sensitive PII . 

(iv) Refer t o the DHS Handbook for Safeguarding 
Sensitive Persona l l y Iden t i fiab l e In f o rmati on 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based access to a commercially avai lable License Plate Reader (LPR) database to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from eamcras cq uipped with license plate rcadcr technology. Records arc uploaded into the system 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot cameras, vehicle repossession companies, and law enforcemcnt agencies. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated wi th subjects of their immigration enforcement 

activities, to determine where and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, financial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be chi ldren 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 



of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

G The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ilitate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency manager and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Periodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integrity, availability, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 



• The system will not permit user queries of the data service unless a liccnse plate number is entcred. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detection records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of info rmation, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vcndor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two diffcrent map views, nearest address, nearest intersection, date and time the 
liccnse plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the liccnse plate numbers input into the system) for its commcrcial 
purposcs. The vcndor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service shall provide an "Alert List" feat ure that will allow ICE users to save license plate 
numbers so they will be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 



• The LPR data service Alert List wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LPR system fo r download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert List record information) for each email alert notification. The notification must 
be able to be limi ted to the user or a user group of ICE law cnforcement officers involved in the specific 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721 -2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload wi ll be in the form of a si ngle comma separated 
variable (CSV) fi le with data fields to include, but not limited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text field, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List func tion wi ll include an automated capability that fl ags license plates for de-confliction. 
• Liccnse plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be valid for one year unless the user removes it before 
expiration. The system wi ll prompt users two weeks prior to expiration and require the user to affirmatively 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration dale is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LP R data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 



o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application will conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile applicat ion 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor sha ll promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, for purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data for any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of 
requested searches and hit li st. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties including other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (including any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the following Key Performance Parameters (KPPs): 



e.6. Promotion of thl' Cont ract 
The Vendor may promote thi s contract to current ICE employees during the life of the contrac\. The Offeror's goals 
shall be to: (a) make eustomCI1i aware of this procurcmen! vehicle; (b) make customer~ aware of all availabl e 
prod ucts and ~erviccs; and (c) assisi customers in creating timely and aceuratc delivery order/purchase orders. 

e.7. News Releases 
News releases pertaining to this contract shall not be made without ICE approval , as appropriate, and then only upon 
writte n approval received from the contracting officer and the ICE Office of Publ ie Affairs. 

e.S. License Type 
The Vendor shall provide a license Ihal will permit ICE to add or remove users without purchasing additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 



Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QAS P as determined by the 
Government to ensure quality service and deliverables over the course of the cont ract. 

1. PURPOS E 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to eva luate performance 
for the stated contract. This QASP explains the fo ll owing: 

• What will be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the moni toring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detai l how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and qual ity control actions to meet the 
terms of the contract. It is the Government 's responsibil ity to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a va lid, useful , and enforceable docume nt. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities . 

2. GOVERNM ENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveil lance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effective 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual re lationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitab le treatment under this contract. The CO is ultimately responsible for the fina l 
determination of the adequacy of the Contractor's performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S pe rformance. The COR 
shall keep a quali ty assurance fi le. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affect contract price, tenns, or condit ions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Headquarters Staff or Federal employees as designated by the COR and/or CO. 

All Point of Contact's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditions of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on this plan and all other aspects of the resultant contract. The perfonnance 



standards out li ned in thi s QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Co ntractor perfomlance to these 
standards. Standards apply to each month of perfommnce. 

The Performance Req ui rement s are listed be low. The Government wil l lise these standards to 
determine Contractor performance and shall compare Contractor performance to the standard and 
assign a rating. At the end of the performance period, thcse ratings wi ll bc used. in part, to establish 
the past perfonnanee of the Contractor on the contract. 

The Government wilillse these standards to determine Con tractor performance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 



Table 2: Performance Standards Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics wi ll be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 



4. METHODS OF QUALITY ASSURANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and infonn the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific perfonnance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the admini stration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer sati sfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identified defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Surveillance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 



5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge receipt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract req ui rements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-perfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 



ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, di ssemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protcct covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new rcleases are available. 



(xv) Perform periodic scans of the informalion system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relati ng to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (J UL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than SIO,OOO,OOO" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofal! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quamity, 8(a), or requirements comracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary managemem or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whcther the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal procecding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine , pcnalty, rcimburscment, restitution, or damages ofS5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty ofS5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc procecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 



(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail to cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) If the offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in this solicitation, these samples shall be submitted at no 



expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
ineluding alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offcrors arc rcsponsible for submitting offers, and any modifications, revisions, or withdrawals, so as to rcach 
the Govcrnment office designated in thc solicitation by the timc speci fi cd in thc sol icitation. lfno time is spccified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an electronic commeree method authorized by the sol icitation, it was reeeived at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be eonsidered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence of receipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an emergency or unanticipated event intelTUpts normal Government processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offcrs, the identity of the pcrson 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 



[lction is in (he public interest; accept other than the lowest olTer; and waive informalities and minor irregularities in 
o lTers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unle.ss the ofthor qualifies 
the oncr by speci lic limitations. Unless otherwise provided in the Schedule. olTers may not be submitted lor 
quamities less than those specified. The Government reserves the right to make an award Oil any item for a quantity 
less than the quantity oftered, at the unit prices oftcred, unless (he offeror specifies otherwise in the offer. 

(i) AVililability of requirements documents cited in the solicitiltion. 

(\)(i) The GSA Index ofFeder3 l Specifications, Siandards and Commereia lltem Descriptions. FPM R Part 101-29, 
and copics of spec iii cations. standards. and commercial item descriptions cited in ihis solicitation may be obtained 
for a fce by submitting a request to. 

GSA Federal Supply Service Specifications Section 
Suite _ 
470 East L·En!";.!nt Plaza. SW 
Washington, DC20407 

Telephone (202) 619~J~~:J 
Facsimile (202) 619-8978. 

(ii) If the General Services Administration. Dcpanment of Agriculture, or Department or Veterans Affairs issued 
this solicihllion, a single copy of specifications, standards, and commercial item descriptions ciled in this so licitation 
may be obtained free of charge by submitting a request to the addressee in paragraph (i)( I)(i) of this provision. 
Additional copies wi ll be issued for a fcc. 

(2) Most unclassified Defense specifica tions and standards may be downloaded from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (htlps :Jlassist.dla.mil/onl ine/sturtl). 

(ii) Quick Search (http://guicksearch.dla.mi l/l. 

(iii) ASS lSTdocs.com (http://assistdocs.com). 

(3) Documents not <Ivailable from ASS IST may be ordered from the Department of Defense Single Stock Poin! 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.mi l/wizardlindex.cfm); 

(ii) Phoning \he DoDSSP Customer Service Desk (2 15) 697 Mon-Fri, 0730 10 1600 EST; or 

(iii) Ordering from DoDSSp.1 .. (! J 700 Robbins Avenue. Philadelphia, PA 19 t 11-5094, Telephone 
(215) 697-266~ Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standurds must be obtained Irom thcorgan iZ3tion responsible ror their prepumtion. 
public[ltion. or maintenance. 

(j) Uniq ue entity ident ifier. (Applies to all otTers exceeding $3 .500. and offers of $] .500 or less if the solicitation 
reqllires the Contractor to be registered in the System for Award Management (SAM) database.) The Ofthor shall 
enter. in the block with its name and address oil ihe cover page ofils offer, the annotation "Unique Emity Identifier" 



followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracting Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to me responsible om ... ror whose offer 

conforming to the solicitation will be most advantageous to the Government, pri("'.e and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 



prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52,2 12-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS, COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

hllps:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family members, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Relatcd Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Matcrials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Addilive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled oul of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is notlhe place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 



do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southcrn Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providi ng goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is service
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through another subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 



(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and dai iy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publ icly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily busi ness operations are contro lled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and dai ly business operations are contro lled by one or more women. 

"Women-owned small busi ness (was B) concern el igible under the WaSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifi cations. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and certifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.Afterreviewing theSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52 .212-3, 

Offeror Representations and Certifications.Commercial l!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (incl udi ng the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of this offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and cert ifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the result ing contract wi ll be perfornled in the 

United States or its outlyi ng areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small busi ness concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disabled veteran-owned small busi ness concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a small busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 



(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that arc participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBZone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBZone small business concern listed, on the date of this representation, on the List 

of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBZone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBZone small business concern 

participating in the HUBZone joint venture. [The offeror shall enter the names of each of the HUBZone small 

business concerns participat ing in the HUBZone joinl venlure: .] Each HUBZone small business 
concern participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 



(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affirmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Buy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured oulside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entitled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only iflhe clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each cnd product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Frce Trade Agreement country," 



"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offcror certifies that the following supplies arc Free Trade Agrecment country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offcrs in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) Thc offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreements.Israe li Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 



(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 

as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Cert ificate, Alternate III. If Alternate III to the 

clause at 52.225-3 is included in thi s solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror certifies that the fo llowing suppl ies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 

products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Co untry of Origin 

(List as necessary] 

(5) Trade Agreements Cert ificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror certifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 

a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that are not U.S.-made or designated 

country end products. 

Other End Products: 

Line Itcm No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 

end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 



award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insufficient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineligible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finally determined unti l all judicial appeal rights have been exhausted. 

(9 ) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final 

tax liabi lity . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitling the taxpayer to request a hcaring with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmines to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll paymcnt. 

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitation that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unlcss 

excluded at.J 

(I) Listed end products. 



Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether fo rced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offeror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is predominantly. 

(\) 0 In the United States (Check this box if the lotal anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( I) or (k)(2) appl ies. J 

0 (\) Maintenance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FA R 22 .1003-4(c )(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefils) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( I). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 
portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annualized basis, or 

less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 



(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9.1 08-2(b) applies orthe requirement is waived in accordance with the procedures at 9. 108-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 



(0) Prohibi tion on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http://www.treasury.gov/ofac/downloadsft 1Isdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifi er in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision for each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not use a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liabi lity or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 



(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the following information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud , or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 



(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FA R clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rein vestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Deli very Contracts (OCT 2016) 



52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concems (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MAR 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 



D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 2014) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 20 14) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisition of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 



52.224-3 Pri vacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 20 14) 

o 52.225-3 Buy American - Free Tradc Agreemcnts-Israel i Trade Act (MA Y 201 4) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Pri vate Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FE B 2002) 

D 52.232-30 Installment Payments for Commereial1tems (JAN 2017) 

[ZJ 52.232-33 Paymcnt by Electronic Funds Transfcr-System for Award Management (J UL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 20 13) 

o 52.232-36 Paymcnt by Third Party (MA Y 20 14) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 201 7) 

D 52.247-64 Preference for Private ly Owned U.S.-Flag Commercial Vessels (FE B 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in thi s contract by reference to impl ement provisions of 
law or Executive orders app licable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 2014) 

D 52.222-4 1 Service Contract Labor Standards (MAY 201 4) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 201 4) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 201 4) 



D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 2014) 

D 52.222-51 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certai n Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoti ng Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Dispensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to exami ne any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and regardless of form. This does not require the Contractor to create or maintai n any record 

that thc Contractor docs not maintai n in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requi rements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)( 1) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Division E, Tit le VII, of the Consolidated and Further Cont inuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extended in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 2016) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 



concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21, Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 



FAR 52.217-9 OPTION TO EXTEN D TH E TE RM OF T HE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, thc extcndcd contract shall bc considcrcd to includc this option 
clausc. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
fi ve years. 

(End of clause) 

FAR 52.252-2 C LAUSES I.NCO R PORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracti ng Officer will make their fu ll text available. Also, the full text of a clause may 
be accessed electronically at this address: https:l/www.acguisition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHORI ZE D OBUGATIO NS (J UNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps: / /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING ACCE LE RATE D PAYM ENTS TO SMALL. BUSINESS 
SU BCO NTRACTORS (D EC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CO NTRACTING WITH INVE RTED DOMESTI C CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverted domestic corporation" means a fo reign incorporated entity that meets the definit ion of an inverted 
domestic corporation under 6 U.S. C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned-

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer within five business days from the date of the inversion event. 

FA R 52.237-2 PROT ECTION O F GOVE RNMENT BU ILDING S, EQ UI PMENT AN D VE G ETAT ION (APR 
1984) 



The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

I-ISAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but for subsection (b) of section 835 of the Homeland 
Security Act, 6 U.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related transact ions)-

(I) The entity completes the direct or indirect acquisition of substantially all of the properties held 
directly or indirectly by a domestic corporation or substantia lly all of the properties constituti ng a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporation; or 

(ii) In the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 



Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The fo llowing defi nitions and special rules shall apply when determi ning whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliatcd group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rlllefor related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of a ll 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the prescnt value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror undcr this solicitation represents that [Check one]: 



_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CONDITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 201 2) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
followi ng provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Disclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Sma ll Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MA R 20 15) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss of Sensitive PH 
PRI V 1.3: Victim Remediation Provision 



REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise of Sensitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remediate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submitted to ICE) an internal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must report the suspected loss or compromise of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromised or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the future, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromise of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Rcmcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PH, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dc1ivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 



(End of cillUse) 

REC 1.3: Co ntractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or maintain any records containing any Govcrnmelll 
Agency data tJmt are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agcncy Owns Rights to Ekclronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches. Hotli st , etc.) Notwi thstanding the above. no titl e 
to Vigi lant 's LEARN databasc or software will transfer to ICE in the perfonnance of the eontTaet. 

(End of clause ) 

REC 1.5: Co mply with All Records Management Policies: The Cootractor agrees to comply with Fcdcral and 
Agency records managcment policies, including those policics associated wi tb the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
formal, mode of transmission, or state of completion. 

(End of clause) 

R£C 1.6: No Ilisposilion of Documents without Prior Written Conse nt : No disposition of documents wi ll be 
allowed without thc prior written consellt of tbe ContTaeting Officer. Thc Agency and its contractors arc respollsible 
lor preventing the alienation or unauthorized destruction of records. including all forms ofmutilalion. Willful and 
unl:l wful destruction, damage or alienation of Federal records is subject 10 the fines and penal ties imposed by 18 
U.s.C. 2701. Records may not bc removed fTOm the legal custody of the Agency or destroyed without regard to the 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is requ ired to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in suppon 
of this contract requiring the disclosure of infonlJation, documentary material andlor records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Govemment and Agency 
guidance for protecting sensitive and proprietary info nl13tion. 

(End of clause) 

ICE Informatio n Govern:lnce and Privacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) Privacy Act IIIJormalion 
In accordance wi th FA R 52.224- 1 Privacy Act Notification (A PR 1984). and FAR 52.224-2 Privacy Act (A PR 
1984). if this contr:!ct requites contTactor pcrsonnel to have access to inform:!tion protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices tSORNs) app licable to this Privacy 
Act information may be found at www.dh~ .govIDriva{:y . Applicable SORNS of other agenc ies may be accessed 
through lhe agencies' websites or by searching FDsys, the Federal Digital System, available at 
http://www.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) Pl"OiJibilioll 011 Performillg Work Oil/side (/ Cow'mlllelll FacilityiNl'tll'urklEqllipmelif 
The Contractor shall perfornl all tasks on alllhorizcd Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work. 
Government information shall remain within the confines of authorized Govern ment networks a\ all times. Except 
where telework is specifically authorized within thi s contract, the Contractor shall perform all tasks described in Ihis 
document at authorized Government faci lities; the Contractor is prohibited from performing these tasks at or 
removing Government-furnished information to any other faci lity; and GoveTliment inforrnation sha ll remain within 
the confines ofaut hori zed Government facilities a\ all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facilities regardless ofte lework.aut horizations. 



(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi ti ve and proprietary information. 

(4) Separation Checklist/or Colltractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtaincd via links on thc ICE intranet site or it may bc 
made availablc through other means (e.g., CD or online). The Contractor shall maintain copies of ccrt ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the rcquired records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creatioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and arc considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 



(c) The Contractor sha ll not retain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Ollicer or Contracting OtTicer's 
Representative. The Agency and its contractors are responsible for preventing the alienation or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to Ihe fines and penalties imposed by 18 U.S.c. § 2701. Records may not be 
removed from the legal custody of the Agency or destroyed without regard to the provisions oflhe Agency 
records schedules. 

0, Data Privacy and Ovcrsight 

( I) Restrictions on Testing or 7i"ainillg Using Real Data CQntaining PII 
The use of real data containing sensiti ve PII frOIll any source for testing or tmining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or training whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Pri vacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance ofthc 
contruct requires or necessitates the usc of real data for system-testing or training purposes. the Contractor in 
coordination with the ComfUcting Officer or Comnlcting Officer's Representati ve and Government program 
Immager shall obtain approval from the ICE Pri vacy Ofllce and CISO and complete any required documentation. 

(2) Re!1'erl'l!d - Deleted ill u('cordallce with clatH'1! pre!>'criplilm 

(3) ReqlfiremelllllJ Support Privucy Complhlllce 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
requ ired. PT As are triggered by the creation, modification. upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review ofille PTA, the DHS Pri vacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Noiice (SORN). or modifications thereto, arc 
required. The Contractor shall provide adequate SUppOTlIO complete the PIA in a timely manner. and shall ensure 
that project management plans and schedules include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional infonnation on the privacy comp liance process at DHS, including PT k. PI As. and SURNs. 
is located on the DHS Pri vacy Office website (www.dhs.govlprivacy)under·'Comp liance." DHS Privacy Policy 
Guidance Memorandum 2008-02 sets forth wben a PIA will be required at DHS, and the Pri vacy Impact Assessment 
Gui dance and Template outline the requirements and fonnat for the PIA. 

(b) Ifthc contract illvolves an IT system build or substantial development or changes 10 an IT system that may 
require pri vacy documentation, the Contractor shall assign or procurc a Privacy Lead, \0 be listcd under "Key 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can 
complcte any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance. The 
Pri vacy Lead shal l work with personnel fTOm thc program oOlce, the ICE Privacy OlTIee, the Ollice of the Chi ef 
Infonnaiion Ofticer, amI the Records Management Branch to ensure that the privacy documentation is kept on 
sched ule. that the answcrs to questions in the PIA arc thorough and eomplcte, and that questions asked by the 
ICE Privacy Office and other otlices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the ability to explain technology clearly for a non
techn ical audience. and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ide:llly thc cand idate wou ld have experience writing 

PIAs for DHS. 
• Must be knowledgeable about the Pri vacy Act of 1974 and the E-Government Act of 

2()02. 
• Must be able to work well with olhers. 

(c ) If a Pri vacy Lead is al ready in place with the program office and the contract involves IT system 
builds or substantia l changes that may require privacy documentation, the reqllirement for a separate 
Private Lead specil1cally assigned under this contract may be waived provided the Contractor agrees [0 

have the existing Privacy Lead coordinate with and support the ICE Privacy POC to ensure .privacy 



concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired . The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 



Attachment 5: Price 

Item Description 

0001 Access to license Plate System (All 

Users), Base Vear · POP , 12/21/2017 · 

0002 Access to license Plate System (All 
Users), Option Year 1 - 02/01/2018-

0004 Access to license Plate System (All 
Users), Option Vear 3 · POP, 02/01/2020· 

U
• II Estimated Unit Estimated Fixed Price Per 

nit 0 ssue 

Pricing Explanation: *Contract start date will be 12/21/2017; however, West bill ing Is systematically 
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fnlrnJ u(.:t illn 
T homson Reuters has a long history of commitment to meeting the informational needs of the 
Department of Homeland Securi ty (DHS). including lmmigration and Customs Enforcement (ICE). 
and we seek to maintain and expand that relationship in responding to the current Reques t for Quote 
fo r access to a License Plate Reader database. 

Through the combinat ion of comprehensive and reli able data, techno logy, and expertise in how public 
records and related information can bene fit government objectives, Thomson Reuters. with our partner, 
Vigilant Solutions, is uniquely positioned to help ICE meet your agency's diverse chall enges with Ollr 

subscription serv ices . 

Based on conversations wi th ICE personnel abo ut the spec ific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platfoml. Providing access to the data thro ugh CLEAR provides reassurance to ICE, by 
virtue of ex isting agreed-upon telms and auditing requirements, per agency mandate. Thi s offer al so 
provides access to LPR through Vigil ant's LEARN platroml, which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfully supporting DHS's investi gati ve research 
needs and initiat ives since the agency's inception. We are proud 10 support the D HS and look forward 
to continuing our long-standing paltnership. 
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C.4 Responses to Perfonnance Requirements 

In thi s section of our response, we respond directl y to the Perfomlance Requ irements in the Statement 
of Work of the RFQ. The in formation presented here is considered proprietary and confidentiaL 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigil ant's) LEARN pl atform. 

Requirement: The LPR data service shall conlain LPR records from a variety of source.."> across Lhe 
United Siales, such as toll road or parking 101 cameras, vehicle repossess ion companies, and law 
enforcement agencies . 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: T he LPR data service shall include substantial unique LPR detection records. 

Response: Vigilan t's database currentl y has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages , to lls and 
asset recovery vehicles Vigi.l ant al so has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hard ware provider. All LEA detection records are the intellectual property of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
onl y hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) mos t populous metropolitan statis tical areas within the United Slates to the ex tent that 
coll ection of LPR data is authorized by law in those locat ions. 

A metropolitan statistical area is defined as : a geographical region with a relati vely high population 
density al its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati sti cal purposes. 

Response: Forty-seven (47) states, the Distric t of Columbia, and Puel10 Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LP.R data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 MyrtleBeach-NorthMyrtleBeach-Conway,SC 

46 M inneapoli s-St.Paul-B loomington,MN -WI 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-M ilford ,CT 

49 Bridger ort-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green. 
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Requirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerc iall y avail able LPR database each month fo r the last consecuti ve twelve 
( 12) months. 

Response: A summary of the number of unique records fo r each month over the last twelve (12) 
months is provided in the table below. 

_,Mo~tI~z:.y~ar.:.l.JIPiq~ej:Qlllnler£i~UJata j{e~~)r~~.-

.. 
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16-Dec 

17-Jan 

17-Feb 

17-Mar 

17-Apr 

17-May 

17-Jun 

17-Jul 

153,649.853 

147,648,720 

146,027,234 

172,324, 187 
163,997, 190 

175,0 11,763 

162,459, 125 

158,693,852 
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17-Aug 170,583,23 1 

17-Sep 152,930,84 1 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant's commerc ial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: 'TIle vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services and/or products to Jaw enforcement agencies. 

Response: Vigilant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortly thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shaH already be providing si milar serv ices to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigative research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly, Vigilant provides an array of products and services to law enforcement 
customers across the US . 

l lSElt 1\J.\N \GDIENT AND SUPPORT 
The vendor shall provide: 

Requirement: Written instructions and guidance to fac ilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally. Vigi.lant will provide Agency Manager and System User Manual s. An electronic copy in 
PDF format will be provided by emaiito the DHS project manager, as well as on CD. Besides wriLlen 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a rep resentation of the icon. 

•. ·:';tr a . .G THOMSON REUTERS 
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Requirement: The abi lity to compare new user requests with li sts of personnel authorized by ICE to 
use the vendor system. 

Response: All decisions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will require separate 
credential s and will be given to the users upon receipt of a user li st from .ICE. Authorized CLEAR 
users will have add itional LEARN credential s generated. ICE may authorize only ICE users; ICE may 
not provide access to users from other agencies. 

Req uirement: Automatic verification of accounts wi th the ability to audit by using the user's 
Originating Agency Identifier (OR!) to be matched against a cutTent real-time list of active OR] 
numbers provided directly or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS). 

Response: ICE will assign their intended authorized users; no ORI will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract. addition of new users or deletion of 
existing users wi ll occur as soon as poss ible, but at no point longer than 24 business hours. Thomson 
Reuters wi ll work with ICE regarding management of user population. 

Requirement: [nitial train ing to orient personnel to the use of their system, including "Help Desk" 
support related to the use. access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters wi ll provide annual Agency Manager and System User training on site at ICE 
facilities. User manuals wiI.J be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utilize some of the LEARN features. For CLEAR access, Thomson Reuters will 
also provide "Help Desk" support 24171365 via phone (877-242- 1229), or support via email 
( c I ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall include 
procedures for resetting passwords. 

Response:A "Forgot My Password" link wi ll be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, including escalation , when appropriate regarding 
impact, wi ll be ava ilable for other issues. 

! Requirement: Unlimited technical support· to each user. 

Response: Thomson Reuters wi ll provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant wjll provide unl imited technical support 2417 for each user of the LEARN platfoml. 

(~ •. '~~ THOMSON REUTERS 
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Requirement: Periodic or as needed updates to the web interface and mobile application. 1l1e vendor 
will employ appropriate technical, administraLi ve, and phys ical security controls to protec t the 
integrity, availability, and confidentiality of the data resident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 27001 and 9001 , assuring appropriate controls and processes to 
protect data and system integrit y. 

Vigi lant wi ll periodicall y update the user interface and mobile application. Bes ides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verifi ed for compliance under the Statement of Auditing Standards Number 70 rSAS701 Type IT. 

The premier LEARN-NVLS data centers feature s: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OCI2 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppress ion 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministTators/Engineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from (he main sys tem or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceedi.ng further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink wi thin the 

main system interface (including any mobile app interface). 
- The agency wi ll provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must select from avai.l able options the applicable permiss ible 
use/purpose for the various regulations (e.g., DPPA). Included with direct access to the LEARN 
platform, Vig ilant wi ll provide a splash screen upon logging into the sys tem that will describe the 
agency' s permissible uses of the data and will require the user to affumatively consent to these rules 
before proceeding. The ICE provided message will also be avai.lable via hyperlink. 
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Requirement: All queri es of the LPR data service shall be based on a li cense plate number queri ed by 
the user onl y, and the data retumed in response must be limited to matches of that license plate number 
onl y within the specified period of time. 

Response: Included wi th direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a li cense plate number entered by the user. The data returned in response 
will be limited to the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queri es of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g., StakeoutiMake·Model functionality, wo uld need to be tumed off in order 
to li mit searching by license plate number onl y and to prevent searches by other methods.) 

Requirement: The query interface will incl ude a drop·down fi eld for users to select a reason code for 
the query from a pre·populated li st. The specific reason codes will be provided by ICE. This fi eld is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free·text field of up to 255 
characters. If awarded, Vigi lant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free· text fie ld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual, the query 
interface will require the user to enter the name of the other indi vidual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free·tex t tield of at least 255 characters for user 
notes. This wi ll allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s fi eld shall be mandatory for conducting a query. 

Response: Vigilant will provide a free·tex t fi eld of up to 255 characters fo r user to enter notes. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy. Depending on the type of inves tigation being conducted, agency 
policy will allow the user to query the histori cal LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a fi eld for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., onl y for the last 5 years). 

• The system shaH not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time fTame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the result s of queries meet a high degree of accuracy in 
datasels, with a marg in of error not more than 2%. 

Response: The LEARN platform solution will prov ide direct query index look-ups. For example, plate 
ABC I23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stat.i cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates , heavy snow or rain, etc. 

Requirement: To ensure accuracy of information, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of suEficient quality to allow the user to visuall y confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interacti ve maps. The printable 
report. should show twO different map views, nearest address, nearest intersection, date 
and ti me the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night , Vigilant has 
developed a way to populate a daytime image within a nighttime image of a veh.icle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so fo r 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will incl ude two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports will include images. Google map, GoogJe satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record . 

Requirement: The vendor shall prov ide a noti fication mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted elTOneOliS data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detect ion view, which will generate a 
notificatjon to Vigi lant personnel. Vigilant will not modify data owned by third parties (e .g., plate 
images. third-party queries), because that data is the property of the collecting agency. 

Requirement: The vendor will not use any information provided by the agency (query data) for its own 
purposes or provide access or disclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
di sclose any DHS information to other customers, business partners, or other individuals or entities. 
DHS will have the ability to accept additional LPR data that is collected by 10caJ and state law 
enforcement agencies across the country who are already Vigilant customers and reside on the LEARN 
hosted server. This could provide hundreds of miUions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modify 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return. All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queries (the license plate numbers input into the system) 
for its commercial purposes. The vendor wi ll only use the queries submjtted by ICE to maintain an 
aud it log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submitted by ICE will be stored only to maintain an audit log for the applicable platform. 

ALERT LIST CAPABILITIES 

Requirement: The LPR data service shaJl provide an "Alel1 List" feature that wi ll allow ICE users to 
save license plate numbers so they will be automatically queri ed against new records loaded into the 
vendor's LPR database on an on-going basis. Any matches will result in a near real-time notificatjon to 
the user. 

Response: Included with direct access to the LEARN platform, Vigi lant will provide an "Alert List" 
feature called "Hot-Plate". The hot-plate will be saved within the LEARN system and be compared to 
new records as they are loaded into the system's database. Any matches will generate a near real -time 
alert notification to the users with permiss ions to the hot-plate record. 

Requirement: The LPR data service Alert List wi ll provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN platform, Vigilant wi ll provide the ability to share 
Alert Lists notifications between ICE users. 

Requirement: The Alert List feature will: I) Automatically match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email notification to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 

.. :' '.; 
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the system; and 3) Provide within the LPR system for download a PDF case til e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notifica tion must be able to be limited to the user or a user group of ICE law 
enforcement offi cers involved in the specific investigation. The notifi cation will comply with all 
applicable laws, incl uding the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 272 1-2725. 

Response: Included with access to the LEARN platfoml, Vigilant will prov ide the ability to 
automaticall y match new detections against a user uploaded alert li st. The noti fication wi ll provide 
maps, images, GPS, date, ti me, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's dep,Ulment of motor vehicle (DM V) records. 
Vigilant 's system does not interfere with DMV records. ICE may insert any information in the alert 
list. Subsequentl y, the data fields that may contain PIT in fonnation are encrypted with AES256 
encryption at rest, and onl y the owner of those records may see the values entered. 

Req uirement: The LPR data service will allow specifically des ignated users to batch upload a 
max imum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) fi le with data fie lds to include, but not limited to the 
fo llowing: Plate number; State of Reg istration; Vehicle Year, Make, Model & Color; reason code and 
an open text fi eld, of at least 255 characters, for a user note to ass ist in referencing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform , Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fonnat that can incl ude plate number, state of registration, year, 
make, model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fields for a single query (i.e., plate number, 
state, reason code, and free-text field) also will be mandatory for the alert li st. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Req uirement: The Alert List function will incl ude an automated capability that fl ags li cense plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establish 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State lD, Alert Type, Hot-List Source, 
and Agency Name, the user will be notifi ed via a pop-up noti ce to contact the initial user who entered 
the identical record . The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option fo r other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based solely on License Plate and State ID. Conversely, state and local 
LEAs will nOI know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted 10 the LPR data serv ice system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positive match. These pictures wi ll be uploaded into 
the data service query by an authori zed ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor's system for audit purposes onl y and will not 
be otherwise access ible or usable for search purposes. 

Response: incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant wi ll preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the lIser to affinn atively indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigi.lant will provide an ability to load an 
alert li st with a one ( I) year expiration time frame. Vigi lant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access to the LEARN platform, all alert list acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, li cense plate number entry, 
deletion, renewal, and expi ration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert List except as pal1 of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first . 

Response: Included with access to the LEARN platform, Vigilant will not retain any alert list data 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned pos itive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 days, ifnOl already deleted manually by the user. 
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• Provide capabilities to share Alert List noti fications between ICE users invo lved in the 
investigation. 

Response: Included with access to the LEARN platfol111 , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will conform to all other performance, pri vacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and ICE regarding compliance of Vigilant 's 
mobile application with any applicable pri vacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic form that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include li cense plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data seiec L'ed or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are property of ICE. The audit 
record contains information sufficient to reproduce the query. but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as li cense plate number entry, deletion, renewal, and 
expiration from the alert li st. 

Response: Batch query for alel1 li sts requires the user to enter License Plate, Slate of Registration , 
Alert Type. and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platfo rm, all AJert List acti vity shall be audited to capture 
user name, date and time, reason code, and user notes associated with the query, as well as license 
plate number entry, deletion, renewal , and expiration from the alert li st. 

Requirement: The vendor shaU provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall prov ide the audit log in elec tronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retrieve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negotiated after contract award. 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF format. Exact technical requirements and fomlat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user activity on the vendor system, for purposes of the agency ' s internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user acti vity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authorized in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authorized in the contract. 

Requirement: The vendor is to provide quarterly, or upon request, statistics based on positive hit s 
against the number of requested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positi ve hits against the number ofrequested searches and hit li st. These reports can 
be run for any time fram e. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records , or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shaH extract, transfer, and load these records (including any still -active Alert List data, if 
requested by ICE) to another storage medium or location specified by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -active Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is terminated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location specified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigilant Solutions, Inc. has created a service that allows L1W Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analyti cs for the purposes 
of researc h and investigations. This service requires stri ct up-lime requirements, and this Quality 
Control Plan is intended to define how they will be calculated. Vigilant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the exception of scheduled 
outages , LEARN Hosted LPR Services wi ll be accessible 24/7/365. We agree lhat downtime shall not 
eclipse (4) hours in any given monlh, with the exception of major upgrades or system migrations. We 
agree that the mean time between failures (MTBF) will not exceed a mean of 4 ,000 hours between 
failures . Vigil ant ' s average LPR Query Response Time for a S ingle exact Plate is reliabl y fast; 
however, we cannot guarantee <J= 5 seconds for each single search. For instance, quick response times 
fo r queries are contingent upon sati sfactory internet connecti vity, for which Vigilant does not have 
contro l in the ICE environment. 

The LEARN-NV LS onsile profess ional technical, SUpp011 , and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Lnformation System Security Professional (CISSP) 
• C isco Certified Network Assoc iate (CCNA) 
• Cisco Certified lnternetwork Expert (CCrE) 
• C isco Certified Des ign Professional (CCDP) 
• C isco Certi tied Network Professional (CCNP) 
• C isco Certified DeSign Associate (CCDA) 
• CompTIA A+, CompTIA i-Net+, CompTIA Security+ 
• Sun Certi fied Sys tem Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• AHeon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certifi ed Systems Engineer (MCSE) 
• Red Hat Certifi ed Engineer (RHCE) 
• Microsoft Certifi ed Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server faciJi ty and demonstrate 
Vigilant's commitment to providing a top-t ier hosting facility providing quality control. Verio is a 
Microsoft Gold Certifi ed Pmtner, providing a high level of qualit y assurance with all hosted Microsoft 
products. Verio is certified ISO 9001 :2008, the intemationall y recognized standard for Quality 
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Management Systems, and has been independently audited and verified for compliance under the 
Statement of Auditing Standards Number 70 [SAS70] Type II . 

ltptim(' for LlAJ(J "'ieniccs: 
In order to validate and track the uptime for LEARN Services, Vigi lant wilJ record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unavailable to when the services came online again. Vigilant will calcul ate the LEARN 
Average Upt ime each month and after any ou tage (percentage). The calculation and recording of data 
will be defined on a revolvi ng (12) month cyc le. The data wi ll be stored on an internal online 
document and made avai lable upon request. 

Ll!.AKN .. ch~duled duwntime: 

In order to validate and track the LEAR N scheduled downtime. Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. TIle calculation will be based on when services 
became unavai lable to when the services came online again. Vig il ant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and record ing of data wi ll be defined on a 
revolvi ng month cyc le. The data wi ll be stored on an internal onl ine document and made avai lable 
upon request. 

!\l(!an liml: between failure IMfUlo'): 

In order to vaJ idate and track the Mean time between failure (MTBF), Vigi lant wilJ record and 
calculate the Date-Time since last failure of LEARN services. The calcul ation wi ll be based on 
operation time (hours) between when services bec<une in a non-fail ed state to when services became in 
a subsequent fai led state or current Date-Time. Vigilant wi ll then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made avaiJable upon request. 

LPK. Que") Jtc.'iponse Tim!! (Sin)!h: Pial e): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigi lant wi ll record and 
calcul ate the ' Response Time ' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality on ly and not user-spec ific 
queri es . The data will be stored on an internal online document and made avai lab le upon request. 

ThonhOU Rt.:Uler-li C'I F. \H: 

While CLEAR's performance and reliability are typicall y consistent with the Key Performance 
Measures. Wes t does n OL guarantee service levels. 

P('nuJl}"Vil~ holdin~ 

Neither Thomson Reuters nor Vigil ant agree to penalty or withholding of payment regarding 
perfonnance measures . 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 

.. '~tr 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror's goals shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or discussion about its capabilities will be wi thin the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e.7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made wi thout ICE approval, as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs . 

Thomson Reuters does not anticipate news releases, but would comply with the requirements for .ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a li cense that will pennit ICE 10 add or remove users without 
purchasing additional li censes so long as lCE's authorized user population fall s within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR 1 icense granted for access to LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for information about adding users beyond the applicable offer limit. 

.' 
f}:.: ") THOMSON REUTERS 

Thomson Reuters Respon~e to DHS ICE 

SOURCE SElECTION SENSITIVE 

Page 17 

Decem ber 201 7 



Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detai ls of the current 
contract with DHS ICE as ev ide-nce of O Uf past performance: 

Agency Name 

Name/title of contact person 

Customer Contact Phone 

C ustomer Contact Email Address 

Contract Number 

Contract Start Date 

Contract End Date 

Total Contract Value a ll 

Brief Description of Contract Req uirements 

Client Manager (or person reaching out to 
customer) 

Department of Homeland Security -
lmmigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security 

Contracting Officer: 

HSCEMD-16-F-000031 HSCEMD- 17-F-
0008 

10/1/20 15 

9130/2020 

CLEAR with Web Analytics, with person 
and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records, and World-Check 

--'------'-------j 
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From : 
To : 
Subject : 
Date: 

All, 

Good News!! 

kb)(6):(b)(7)(C) 
# SFR ERO SNJ USERS 
License Plate Recognition Access for ERO 
Thursday. February 8. 2018 8:56:28 AM 

Over the next couple days, all active registered users of CLEAR will be receiving access to LEARN, 

which is a License Plate Recognit ion database powered by Vigilant Solut ions. This access will be 

granted t hrough a registrat ion email sent (most likely) by Kb)(6);(b)(7}(C) I entitled "LEARN access & 

Training Resources .. . " 

Some of you may have already received t his email. 

As the CLEAR admin, I will also be the LEARN admin, so if you have any issues wit h your account, let 

me know. 

Kb)(6);(b}(7)(C) 

Supervisory Delention and Deportation Officer 

~~i~~~'~~I~;',:'II,"dsecuritY I ICE / San Jose Sub Office 

CONFIDENTIALITY NOTICE: This document may contain confidemial and sensitive U.S. Government information. and is not for 
release. review. rctransmission. dissemination or use by anyonc othcr than thc intcnded rccipielli. Please notify thc sender if this email has 
been misdirected and immediately destroy all originals and copies of the original. Any disclosure o f this document most be approved by 

the Depar1ment o f Homeland Security. U.S. Immigration and Customs Enforcement. 
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From : 
To: 
Subject : 
Dat e: 
Attachments: 

kb)(6):(b}(7)(C) 
# SFR ERO SNJ USERS 
RE: License Plate Recognition Access for ERO 
Thursday, February 8. 2018 2:35:14 PM 

ParticiOa(lt Guide.doc, 

Here is more information and some training guides on how to use Vigilant. I put the information on 

our Share drive under Fugops, file name is NCRIC ALPR Class Files. If anyone need some assistance 

on using Vigilant let me know. 

From:~b)(6); (b)(7}(C) ! 
Sent:hursday, February, 20 18 8:56 AM 
To: # SFR ERO SNJ USERS 
Subject : License Plate Recognition Access for ERO 

All, 

Good News!! 

Over the next couple days, all act ive registered users of CLEAR will be receiving access to LEARN, 

which is a License Plate Recognit ion database powered by Vigilant Solut ions. This access will be 

granted through a registration email sent (most likely) by1{b)(6);(b)(7}(C) lentitled "LEARN access & 

Training Resources ... " 

Some of you may have already received this email. 

As the CLEAR admin, I will also be the LEARN admin, so if you have any issues wit h your account, let 

me know. 

~b)(6); (b}(7)(C) 

Supervisory Delention and Deportation Officer 
Department of Homeland Security l iCE I San Jose Sub Office 
408-776 b)(6) Desk 
415-716 ; ~~~7 Cell 
b)(6);(b}(7)(C) 

CON FIDENTIALITY NOTICE: 'lbis documcnt may contain confidcntial and scnsitivc U.S. Govcrnmcnt information. and is not for 
release. review. retransmission. dissemination or use by anyone other than the intended recipient. Please notify the sender if this email has 
been misdirected and immediately destroy all originals and copies of the original. Any disclosure of this document must be approved by 
the Depar1ment of Homeland Security. U.S. Immigration and Customs Enforcement. 
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From : 
To : 
Subject : 
Date: 
Attachments: 

SFR-ERO·Taskjng 

HERO SAN FRAN FLD OFC 

FW: License Plate Reader Guidance 
Thursday, February 22. 2018 3:33:00 PM 
LPR Guidance (signed 12 27 20171.001 

From: ERO Taskings 
Sent: Thursday, February 22. 2018 2:18 PM 
Subject: License Plate Reader Guidance 

This message is sellt 011 behalf of Corey A. Price, Assistallt Director for Ellforcemellt, with 
the COIlClirrellce of Nathalie R. Asher, Actillg Assistallt Director for Field Operatiolls: 

To: 

Subject: 

Field Office Directors, Deputy Field Office Directors, and Assistant Field 
Office Directors 

License Plate Reader Guidance 

Recently, Enforcement and Removal Operations (ERO) and Homeland Security Investigations 
(HSI) added License Plate Reader (LPR) database access to the Thomson Reuters 
Consolidated Lead Evaluation and Reporting (CLEAR) system. 

The ICE Office of Information Governance and Privacy (IGP) has issued the attached Privacy 
Guidance on Agency Access to and Use of LPR Data and Technology (a/k/a, LPR guidance). 
The purpose of thi s LPR guidance is to codify rules of behavior around previously
contemplated ICE uses of LPR data and technology. This guidance will serve on an interim 
basis until the publication of an ICE directi ve. 

The LPR uidance is also available on the IGP Intranet site at 
b)(7}(E) 

NOTICE: This communication may contain privileged or otherwise confi dential information. If you are not an intended 
re<:ipient or bel ieve you have received th is !':ommunication in error, please do not print. copy, retransmit. disseminate. or 
otherwise use this information. Please inform the sender that you received this message in erro r and delete the message fro m 
your system. 
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From ; 

To : 

b)(6);(b}(7)(C) 

Subject: 

Date: 

FW: license Plate Reader Database access available through the CLEAR database on January 30, 2018 

Tuesday, January 30, 2018 1 :00:51 PM 

FYI 

~b)(6); (b}(7)(C) 

Assistant Field Office Director 

Non-Detained/ATD/OSUP units 
300 N. Los Angeles ST, ~b)(6); (b)(7}(C) I 
Los Angeles, CA 90012 

(213) 830j(b)(6);( I 

From: Kb)(6);(b}(7)(C) I an Behalf Of Los Angeles Statistics and Taskings Unit 
Sent:Tuesda Janua 3020189: 11 AM 
b)(6);(b)(7}(C) 

O)UDJect: License t' ate eaaer uataoase access aval aOle tnroug t e L<Lt:I\t"\ aataoase on .January .lV, 

2018 

To: AFODs/(a)AFODs 

Subject: License Plate Reader Database access available through the CLEAR 
database on January 30, 2018 

Enforcement and Removal Operations (ERO) has added License Plate Reader database access 
to the Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system. 
All authorized ERO users who utili ze the CLEAR system now have access to Vigilant 
Solutions commercial License Plate Reader data, housed in their Law Enforcement Archival 
& Reporting Ne(work (LEARN). 

The Vigilant Solutions License Plate Reader database stores vehicle li cense plate numbers that 
are recorded from cameras equipped with License Plate Reader technology from a variety of 
governmental and private sources. ICE does not contribute data to the commercial License 
Plate Reader database. 

All ICE queries of this database service will be based on known license plate numbers. ICE 
users will not take any enforcement action against an individual based solely on the results of 
the query . Rather, ICE users will corroborate this inforn13t ion by querying other government 
systems to ensure that they have the most complete, accurate, and up-to-date infonnation to 
generate leads. 

It is anticipated that ICE users will be able to access LEARN via a link in the CLEAR system 
on Tuesday, January 30, 2018. Thomson Reuters Special Services (TRSS)/Vigi lant wil l send 
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emails to current users with their credentials along with user guides. An iPhone mobile 
application is forthcoming. Prior to logging into the system, the user must concur with the 
agency 's permiss ible uses of the system and affirmatively consent to these rules before 
proceeding further. 

Potential Questions: 
Q: What is LEARN License Plate Recognition? 
A: Access to LEARN via CLEAR will provide users with the infomlat ion on individual 
license plates/vehicles to assist in investigations. Users will be able to see where a license 
plate has been within a speci fied timeframe. 

Q: What's my user id and password? 
A: Users will have a user name and password that is separate and di stinct from hislher CLEAR 
password. Each user wi ll receive an emai l from TRSS/Vigilant with credentials. Each user's 

email he/she used to with CLEAR. The temporary password 
will Users MUST upon first log in. (Ex: username: 

Q: Where are my credentials? My colleague received hers already. Where are mine? 
A: All credentials will be provided as soon as they are avai lable and likely by the end of the 

week of January 29th . If credentials are not received by Monday, February 12th, please email 
~b)(6); (b)(7}(C) I to troubleshoot. 

Q:How do ] login? 
A: Users must log into LEARN via CLEAR www.cJear.thomsonreuters .com. 

Q: How do 1 use the platform? 
A: A user guide will be provided as soon as poss ible, but in the meantime, please attend a 
WebEx sess ion. A li st of available sess ions wi ll be sent with user credentials. Please register 
for a session. In addition, in-person sess ions will be scheduled at the fi eld offices throughout 
20 18. 

For those that need access to CLEAR and LEARN, please request access from your local 
CLEAR administrator. 

Thank you, 

~b)(6); (b)(7}(C) 

Deportation Officer 
U.S. Department of Homeland Security 
Immigration and Customs Enforcement 
Los Angeles Statistics and Taskings Unit 
606 S. Olive Street,Kb)(6);(b}(7)(C) I 
Los Angeles, CA 90014 
Office: 213-633 .~l(6); (b)(7 

Cell : 213-200- b)(6);( 
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From : 
To : 

Subject: 
Date: 
Attachments: 

FYI 

~b}(6); (b}(7)(C) 

b)(6);(b}(7)(C) 

FW: license Plate Reader GUidance 
Thursday, February 22, 2018 4:54:50 PM 
Lpa Guidance (sinned 12 27 20m Ddt 
imaaeOOl ioa 

Assistant Field Office Director 
Non-Detained/ATD/OSUP units 

300 N. Los Angeles ST, kb)(6):(b}(7)(C) 

Los Angeles, CA 90012 

(213) 830t~i~~~ 1 

From: Kb)(6);(b}(7)(C) IOn Behalf Of Los Angeles Stat istics and Taskings Unit 
Sent: Th r F r .rv 22 20184:48 PM 
b)(6);(b}(7)(C) 

Subject: License Plate Reader GUidance 

To: AFODs 

Subject: License Plate Reader Guidance 

Recently, Enforcement and Removal Operations (ERO) and Homeland Security Investigations 
(HSI) added License Plate Reader (LPR) database access to the Thomson Reuters 
Consolidated Lead Evaluation and Reporting (CLEAR) system. 

The ICE Office of Information Governance and Privacy (IGP) has issued the attached Privacy 
Guidance on Agency Access to and Use of LPR Data and Technology (a/k/a, LPR guidance), 
The purpose of thi s LPR guidance is to codify rules of behavior around previously
contemplated ICE uses of LPR data and technology, This guidance will serve on an interim 
basis until the publication of an ICE directi ve. 

The LPR uidance is also available on the IGP Intranet site at 
b}(7)(E) 

Thank you, 

fb)(6);(b}(7)(C) 

Deportation Officer 
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Department of Homeland Security/ICE/ERO 
Los Angeles Statistics & Tasking Unit 
606 S. Olive St. j (b)(6);(bX7)(C) I 
Los Angeles, CA 90014 
Office; (2 13) 633-illilliii] 
Fax; 2 13) 633-4460 
DHS LOGO 
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From : b)(6);(b)(7}(C) 
To : 
Subject : 
Date: 

LEARN access & Training Resources - Make Vital Vehicle Connections To Accelerate Your Investigations 
Friday, February 9, 2018 6:49:52 AM 

Welcome to the newest addition to CLEAR -license Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities within CLEAR for use as part of an 

investigation or evaluation, 

To log in, follow the steps below: 

1) Log into CLEAR at www.clear.thomsonreuters.com . 

2) Under the VEHICLE search tab, click "Click Here for Vigilant Solutions LEARN" 

3) Enter the LEARN credentials listed below (these are separate from your CLEAR credentials) 

a. Username: ~b)(6); (b)(7}(= 

b. Temporary password _ 

This temporary password must be reset upon login. 

prompt. 

If you have LEARN platform password Questions/issues. please contact 

sypport@vjejlantsolutjons.com or 925-398-2079 for assjstance. 

the current password 

Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, 

affiliations and other critical information, in combination with Vigilant's commercial LPR database of 

more than 6 billion vehicle detections, DHS will now have a potent new solution in CLEAR LPR to 

augment investigations. 

License Plate Recognition offers a live gateway of Vigilant commercial license plate data to 

determine vehicle locations from wit hin the LEARN platform. 

In addition, the search offers an individual vehicle search by License Plate so you can search for more 

information. 

TRAINING RESOURCES - WEBEX TRAINING AVAILABLE 

Join us for a brief introduction to the LEARN platform . Click on the links below to register and receive 

an email with a link to the WebEx meeting. Registration is required, but there is no need to register 

for more than one session. There is an attendee maximum per session; if a listed session is shown as 

full, please select another session to attend. 

Please note that due to t he number of registrants and sessions, I am unable to provide WebEx 

support/assistance. Please contact your help desk with any problems connecting to the WebEx. 

Day Date Time (all times Registration Required - click link to register 

ETI 

Friday 2/9/2018 10:00 AM 2/9/18 lO'OOAM 

Friday 2/9/2018 1:30PM 2L9L18 l;.3QEM 
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Friday 2/9/2018 3;00 PM 219118 3;QQ~M 
Monday 2/12/2018 12;00 NOON 2112118 12 ~QQ~ 
Monday 2/12/2018 3;00 PM 2112118 3;QQ~M 
Tuesday 2/13/2018 9 ;00 AM UBllS 9'QQ8M 

Tuesday 2/13/2018 lLOOAM 2L13L1Sll 'QQ8M 

Tuesday 2/13/2018 LOOPM 2LBL1S l'QQPM 

Thursday 2/15/2018 830AM 2115118 8;3Q8M 
Thursday 2/15/2018 10;00 AM 2115118 lQ;QQ8M 
Thursday 2/15/2018 UOPM U15L1S l':~QPM 

Thursday 2/15/2018 4;00 PM 2L15l1S 4'QQPM 

Friday 2/16/2018 8 ;00AM 2L16L1S S'QQ8M 

Friday 2/16/2018 10;30 AM 2/16/18 lQ;3Q8M 
Friday 2/16/2018 12;30 PM 2/16118 12;3Q~M 
Friday 2/16/2018 3;00 PM 2LlflL1S 3'QQPM 

Additional future training - There will be Web Ex's available throughout the month of February, as 

well as on t he 1st and 3rd Thursday of every mont h start ing March 1st at wwwclearwebexcom . 

There will also be in person sessions at locations across t he country throughout the year. 

User Guide: A user guide will be available by the end of February, If not received by that time, please 

email LE8RNSupport@trssliccom for the latest user guide. 

If you have any addit ional questions, please do not hesitate to contact us at 

LE8RNSuQQort@trsslic com. 
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From: 
Sent: 
To: 
Subject : 
Attachments: 

Fb)(6);(b}(7)(C) 

10 May 2018 20:24:24 +0000 
Catherine Wahl 
ClEAR LPR Administrator Reference: Adding Data from non-ICE sources 
DHS ICE ClEAR LPR - Receiving Data from Outside ICE.pdf 

Thank you to those who were able to join me on the WebEx sessions yesterday and today. We're excited 
about the additional data that may now be available to ICE. 

For those you who were unable to attend, I've attached a step-by-step guide (with pictures!) to initiate LPR 
detection sharing from agencies outside of ICE within the LEARN platform. For those of you on the calls 
who received th is document already, nothing has changed in this version. 

As always, please feel free to contact me with any questions you may have. I'd be glad to walk you through 
the process or answer any addit ional questions. 

Kind regards, 

[i'!(6);(b)(7X I 
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LICENSE PLATE READER (LPR) DATA FROM OUTSIDE OF ICE 

Table of Contents 

I. 

II. 

II I. 

IV. 

V. 

VI. 

General Rules and Guidelines ... ........ .. ....... ..... .. ... .... ........... .. .... ........ .. ... .... ........ .. ....... ........ .. ....... ........ .. ....... ..... .. ... . 1 
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General Settings ................................................................................................................................................................ 3 

Requesting LPR Detections from law enforcement agencies ... .. ....... ..... .. ... .... ........ .. ....... ..... .. ... .... ........ ......... ...... 4 

Receiving LPR Detections f rom law enforcement agencies ... .. ....... ........ .. .... ........ .. ... .... ........ .. ....... ..... .. ... .... ........ . 6 

Discontinuing Sharing of lPR detections .. .... ....... ...... ..... .. ... .... ........ .. ....... ........ .. .... ........... .. .... ........ .. ... .... ........ .. .... 7 

I. General Rules and Guidelines 

Immigrat ion and Customs Enforcement (ICE) ICE LEARN admin istrators are now able to "share" data or accept 

inform ation from law enforcement. 

Per the contract, there are a few basic principles that must be followed: 

• At no time is ICE able to provide data of any kind to non-ICE law enforcement. Th is includes LPR detection 

records and Hot List records. 

• Only agency admin istrators can request or accept shares. 

• Once an agency shares data with ICE, all ICE LPR users w ill have access to that data. The provider of the data 

may choose to stop sharing data with ICE at any t ime. 

• Rece iving information about other law enforcement agency Hot Lists is not permitted. 
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II. Definitions 

Data Sharing: allows your agency data, including Detections and Hot-List records, to be shared with other agencies on 

the LEARN server. 

NVLS: Contribute Detections to the National Vehicle Location Service (NVLS) nationwide LPR data sharing program. (not 

permitted under ICE contract) 

LPRD: Contribute Detections to the license Plate Recognition Data (LPRD) program funded by the Department of Justice. 

(not permitted under ICE contract) 

Share data with external LEARN servers: Allow the LPR Detections from your Agency to be searched by other external 

LEARN servers (No sensitive data will be made available). (not permitted under ICE contract) 

Share Detections and Hot-List records with other Agencies: Select the Agencies on this LPR se rver to share LPR 

Detections with Set permissions to share select Hot-lists by Source. (not permitted under ICE contract) 

NationalLPR Data Sharing Map: The map (Figure 1 below) represents a list of Law Enforcement Agencies using LPR 

technologies. When logged into LEARN, click on a representing 'Pin' mark and facilitate LPR data sharing by contacting 

the 

Search Box 
MB 

Be SK 

Go gle 

ON 

d Guatemala 
, A,~ 

Map Satellite 

Nl 

oe 

NS PE 
./"v,. ,\ NS 

t Puerto Rico 

Map"dala-C;i{118 Google, lNEGI Terms of Use 

Figure 1: List of Low Enforcement Agencies Who May Provide Data to LEARN (as of May 2018) 
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III . General Settings 

Please follow the instruct ions and settings below to ensure compliance with ICE's contractual requirements to refrain 

from contributing to a law enforcement database. 
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IV. Requesting LPR Detections from law enforcement agencies 
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V. Instructions for Accepting Share Requests 
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VI. Discontinuing Sharing 

If ICE would like to discontinue its receipt of information from another law enforcement agency, please follow the steps 

below. 

Questions? 

If you have additional questions regarding Data Sharing, please contact support@vigilantsolutions.com or 925-398-2079. 

You may also contact DHS' CLEAR account mana.er learnsupport@trssllc.com. 
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From ; 
Subject; 
Date: 

ERO Taskjogs 
ERO February 2015 Update 
Thursday. February 5. 2015 1 :32:37 PM 

The following message is being sent by Thomas Homan, Executive Associate Director 
(EAD), Enforcement and Removal Operatiolls (ERO) 

To: All ERO Employees 

Subject: ERO February 2015 Update 

As we continue into 2015, r want to thank you all for your tremendous work in the face of 
challenge, and the dedication with which you have continued to carry out our miss ion. Despite 
the strain on resources resulting from the increase in unaccompanied children and family unit s 
arriving at our Southwest Border and adjustments in order to implement the recent Executive 
Actions, 1 am proud to say that ERO personnel have continued to perform in a manner that 
makes me exceptionally proud. r am confident that you will continue the outstanding work in 
order to enforce our immigration laws and uphold ERO' s values. 

In thi s message, I want to tell you about some of our accomplishments as a program, and to 
keep you informed about a few things you may expect in the coming months. 

Immigratioll Ellforcemellt Priorities Traillillg 
As you are aware, ERO law enforcement personnel, as well as Homeland Security 
Investigations (HSI) law enforcement personnel and Office of the Principal Legal Advisor 
attorneys, were required to complete the training on the immigration enforcement priorities on 
the ICE Virtual University (VU) by January 16, 20 15. This training has been one of Secretary 
Johnson's top priorities. I want to thank you all for such a quick response and for stepping up 
and completing this important training on short notice. Despite all of your other miss ion 
criti cal work, you led DHS Components responsible for thi s training by receiving nearly 100 
percent completion in a very short period. 

Natiollal Vehicle Location Service 
ERO has been actively pursuing authori zation to utili ze existing license plate reader databases 
since a prior Request for Proposals (RFP) was cancelled in February 2014. ERO Headquarters 
management has been working diligently since the cancellation, in a continued effort to move 
thi s very important initiative forward. It has been a long and complicated process, requiring a 
great deal of external communication to clearly convey the purpose and importance of access 
to these databases. During thi s time, we have also worked closely with HSl, whose access to 
these databases was suspended, as well. Additionally, in order to obtain approval to re- issue 
thi s solicitation, ERO has collaborated with senior leaders in ICE Privacy, DHS Office of 
Civil Rights and Civil Liberties (CRCL), DHS Office of Legislative Affairs, and the Office of 
the Secretary on several key components, including a Privacy Impact Assessment, draft policy 
and training, Congressional outreach, discussions with various NGOs, and the development of 
a public affairs strategy. Late last Calendar Year, the Department authorized ICE to proceed 
with a new RFP. We are now working to complete this draft RFP, which we hope will be 
issued in the near future. We recognize that this is a valuable investigative tool and is much 
needed by our field law enforcement officers. 1 assure you that I will continue to work hard to 
acquire thi s and other tool s and authorities we need to do our job. 
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Operatioll Cross Check VI 
Operation Cross Check VI (CCVI), scheduled to take place in March 2015, will seek to locate 
and arrest more than 3,000 Priority I and 2 criminal aliens in the United States. Since our first 
large-scale Cross Check operation in 2009, ERO has conducted seven regional and five 
national Cross Check operations, which have resulted in the arrest of more than 15,000 
convicted criminal aliens, ICE fugitives, and repeat immigration violators. I look forward to 
another highly successful enforcement operation, and one which will not only uphold our 
enforcement priorities, but also help to keep dangerous criminals off our streets and make our 
communities safer. 

COlltillued Cooperation with INTERPOL 
ERO's work through INTERPOL continues to realize record-breaking success. Last year, 
ERO's identification of foreign fug itives, both at-large and in custody, resulted in 288 arrests, 
setting a record for the fourth consecutive year. ERO is further increasing it s collaboration 
with INTERPOL to identify al iens wanted for crimes abroad as well as human rights violators 
and forei gn fighters. ERO wi ll soon be establishing a permanent presence at INTERPOL to 
support transnational immigration enforcement for all of rCE, and is currently in the earl y 
stages of planning a joint Cross Check-style surge operation with the U.S. Marshals Service to 
identify up to approximately 100 removable aliens in the U.S. who are wanted for crimes in 
other countries. I am so proud of thi s work and am grateful for the men and women who make 
it poss ible. 

Special Purpose Purchase Cards 
In response to issues rai sed by employees and brought to my attention by the National Union, 
I am pleased to inform you that ERO has been able to secure special purpose purchase cards 
for each field office for the purpose of paying detainee expenses while on travel status, rather 
than agents/officers having to purchase meals or other needed items from their personal funds 
and requesting reimbursement. A message was sent last week to Field Office Directors that 
provided instruction on how to begin receiving the cards and encouraged their use to benefit 
escorting agents/officers. 

ERO Most Wallted 
Over the last approximately two years, the great work of ERO in the fi eld, together with 
investigati ve support from the Fugitive Operations Support Center, has resulted in the arrest 
and/or removal of seven of ERO's Most Wanted Fugitives. These successes demonstrate 
ERO's vital role in contributing to public safety across the country by removing the most 
egregious offenders. In the coming months, ERO wi ll continue to pursue Most Wanted 
Fugitives, as well as other offenders who represent a threat to national security or the general 
public, in line with our stated enforcement priorities. The National Fugitive Operations 
Program has identified new most egregious cases and will work with the ICE Office of Public 
Affairs to conduct nationwide outreach and will seek the help of our law enforcement partners, 
whi le our officers in the field serve a front-line rol e. 

In closing, thanks again for all that you do for ERO and continue to keep up the great work as 
we continue into 2015. One mission, one team. 

Tom Homan 
Execut ive Assoc iate Director 
Enforcement and Removal Operations 
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From : fRO Tashings 

SubJect: fRO Spring 2015 Update 

Date: Friday, May 1, 2015 3:22:4$ PM 

Attachments: fRO Special pY!DQ5e Prooram OUire Managers Pdt 

The followillg message i.~ beillg sellt by Thomos Homoll, Executive A.~sociote Director (EAD), 
Enforcement and Removal Operatiolls (ERO) 

To: All ERO Employees 

Subject: ERO Spring 20lS Update 

It is my responsibi lity to try to improve not only the Agency, but the daily working experiences of all of 
you. As I' ve said so many times before, each of you is vi tal to accomplishing the mission , and it is my duty 
to help you do just that. Successful employees create a successful agency, and I vow to do my best to give 
you all the tools you need to succeed. When you succeed, the Agency succeeds. 

I want to take this opportunity to update you on some of the happenings within ERO. 

Sillgle Career Track 
As you know, ICE received approval earl ier this year from the Office of Personnel Management (OPM) to 
proceed with a single career track to the GS-12 level for our ERO front line officers. Thi s significant 
accompl ishment was the result of an exhaustive job analysis by a team of ICE Office of Human Capital 
(OHC) and ERO subject maner experts. 

The team continues 10 work diligelllly toward the goal of beginning transition to the single career track 
during the fourth quarter of this fi scal year. The new Deportation Officer position descriptions have been 
revised to reflect ERO's current and evolving mi ssion , fo r which I want 10 thank National Counci l 11 8 and 
other Un ion members for valuable input. Additionall y, a detailed transition plan is being finali zed by OHC 
in coordination with DHS, and wi ll require OPM approval. This plan is driven by requirements and 
regul ations that ICE must follow in order 10 legall y tran sition employees into the new career track. The draft 
transition plan will be made available to National Council representati ves 10 review prior to a scheduled 
May 12th meeting 10 discuss it. 

Moving fo rward. we will be rolling out a robust communications pl an, 10 include an ICE intranet website 
designed to provide you with updates on implementation and answers 10 some frequently asked questions. 
More details will be provided as we continue with this initiative. Thank you for your patience, as I 
understand how important this ini tiative is to all o f us. 

Special Pllrpose Pllrchase Cards 
ERO has secured special purpose purchase cards for officers and agents on travel status to ut ilize for 
detainee expenses, rather than having them make purchases with personal funds and requesting 
reimbursement. I am pleased to in form you that special purpose purchase cards are current ly avai lable at all 
fi eld offices. These cards wil l be access ible as needed 10 officers and agents scheduled to conduct escorts, 
and will be available through each field office's Special Purpose Program Office Manager. For ease of 
reference, I have attached a list of Program Office Managers by fie ld offi ce. Please direct any questions 
related to thi s initiative to the Program Office Managers within your field office. 

Vniform Policy 
In March, the National ICE Council President kb)(6);(bX7)(C I and I signed two new Memoranda of 
Understanding, which established all ERO officers and agents as non-uniform personnel. These new 
policies represent one the biggest changes to ERO personnel poli cy since our inception. I want to briefly 
summari ze the changes in order to make sure everyone understands the new policy. First, while ERO 
offi cers are non-uni fo rmed, there are occas ions where ERO officers must be dressed appropriately and 
clearly marked as law enfo rcement officers. Also, the new policy outlines groomi ng standard and des ignates 
the annual allotments personnel receive to purchase clothing items and other operational gear. I encourage 
you to review the new pol icy if you have not done so already: 
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fb}(7)(E) 

License Plate Reader Datu 
After a lot of hard work, I am happy to announce the latest development in our efforts to obtain 
commercially available License Plate Reader (LPR) data. Last month, we released a Request for Proposals 
that seeks access to LPR commerc ial databases. I believe that thi s access will help us to accomplish our law 
enfo rcement mission. It will also enhance officer and public safety and is expected to save money by 
reducing the work hours required for physical surveillance. I want to thank the many parties who have 
helped with this initiative, including ICE Privacy, ICE Office of Congressional Relat ions, DHS Office of 
Civil Rights and Civil Liberties, the DHS Office of Legislative Affairs, and the Office of the Secretary. 

Increasing Local Cooperation 
Key to enhancing officer and public safety and carrying out our mi ssion is the cooperation of our local law 
enfo rcement partners. As you know, there are hundreds of jurisdictions that currently do not honor 
detainers. That means dangerous indi viduals are being released into local communit ies without ICE officers 
having an opportun ity to arrest and detain them. Both ICE and the Department are committed to building 
effective relationships with our partners . As part of this effort, we continue to speak with officials on the 
importance of worki ng with us 10 prevent the release of criminal s back to the streets. I realize that resolvi ng 
this issue is paramount to the continued success of our agency and is crucial to keeping you safe. This is one 
of my top priorities. 

Family Detelllioll Expallsion 
I recognize the importance and necess ity of fami ly detention in fac il itating the immigration enforcement 
process. To this end, we have plans 10 increase our capacity to detai n fami ly uni ts at our Famil y Resident ial 
Centers (FRCs) . Late last year, ERO opened the South Texas FRC. This facility was and continues to be 
built out in a phased approach. We plan to achieve 2,400 available beds by the end of May 2015, which will 
be ERO's largest FRC. We are also in the planning stages of expanding both the Karnes and Berks FRCs. 
Karnes wi ll be expanded by approximately 626 beds by January 20 16, and Berks will add 100 beds, which 
should be available by early June 20 15. 

In closing, thank you again for the great work that you do. One miss ion, one team. 

Tom Homan 
Executi ve Assoc iate Director 
Enforcement and Removal Operations 

NOTICE: This communication may contain privileged or otherwise confidential infonnation. If you arc nO! an intended recipient or believe you 
have re,'eivcd this ,'ommunk-ation in error. pleaM: do not print . '-'0ry. retransmit . disseminate. or otherw;,e u,e this information. Please inform 
the sender that you received this message in error and delete the message from your system. 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

Hello, 

FYI 

Kb)(6);(b}(7)(C) 

7 May 2018 19:54:05 +0000 
Kb)(6);(b}(7)(C) I 
FW: CLEAR/ LEARN Access - license Plate Recognition via LEARN 
LPR Guidance (signed 12 27 20l7).pdf 

Please review and apply the LPR guidance (attached) from the Office of Infomlation 
Governance and Privacy, issued by Assistant Director Lyn M. Rahilly. 

If you have LEARN platform password questions/issues, please contact 
support@vigilantsolutions.com or 925-398-2079 for assistance. 

Relying on CLEA R's collection of public and proprietary records on people, assets, businesses, 
affi liations and other cri tical information, in combination with Vigilant's commercial LPR 
database of more than 6 billion vehicle detections, DH S will now have a potent new solution in 
CLEAR LPR to augment investigations. 

License Plate Recognition offers a live gateway of Vigi lant commercial li cense plate data to 
determine vehicle locations from within the LEARN platform. 
In addition, the search offers an individual vehicle search by License Plate so you can search for 
more in fo rmation. 

TRAINING RESOURCES - WEBEX TRAINING AVAILABLE 

Addi tional future training - There will be WebEx's available throughout the fo llowing months, at 
www.clear.webex.com. There wi ll also be in person sessions at locations across the country 
throughout the year. 

User Guide: A user guide will be available by the end of February. Ifnot received by that ti me, 
please email LEARNSupport@trssllc.com for the latest user guide. 

I f you have any additional questions, please do not hes itate to contact us at 
LEARNSupport@trssllc.com. 

Thank you, 

Kb)(6);(b}(7)(C) 

Supervisory Detention and Deportation Officer 
U.S. Department of Homeland Securi ty 
Immigration and Customs Enforcement 
Enforcement and Removal Operations 
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655 W. Rialto Avenue, San Bernardino, CA 92410 
Office: (909) 386-F§6ij 1 Cell: (213) 216j(bj@] 

From:l(b)(6);(b}(7)(C) IOn Behalf Of Los Angeles Statistics and Taskings Unit 
Sent: Tuesday, March 20, 2018 4:45 PM 
To: # ERO LOS ANGEL FLD OFC fb)(6);(b}(7)(C) 

Subject: CLEAR/LEARN Access 

To: All Los Angeles Field Office ERO Employees 

Subject: CLEAR and License Plate Recognition via LEARN Access 

Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system is an 
investigative platform used by ERO personne l to work more efficiently and effectively as part of 
a their investigation , for example: 

• Locate people, assets, businesses, affiliations, and other crucial facts; 

• Make connections among individuals, incidents, activities, and locations; 

• Visualize , detect, and analyze patterns and trends in offenses and offenders; 

Vigilant Solutions Law Enforcement Archival Reporting Network (LEARN), which is accessed 
through CLEAR, will provide use rs with the information on license plate reader (LPR) data from 
individual license plates/vehicles to assist in investigations. Users will be able to see where a 
license plate has been within a specified timeframe. 

TRAINING RESOURCES - WEBEX TRAINING for LEARN 

Online training for these systems will be provided upon gaining access. 

GUIDANCE 

The ICE Office of Information Governance and Privacy (lGP) has issued the attached Privacy 
Guidance on Agency Access to and Use ofLPR Data and Technology (aJkIa, LPR guidance). 
The purpose of thi s LPR guidance is to codify rules of behavior around prev iously·contemplated 
ICE uses of LPR data and technology. This guidance will serve on an interim basis until the 
publication of an ICE directive. 

The LPR guidance is al so available on the IGP Intranet site at 

REQUESTING ACCESS 
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ERO employees may be granted CLEAR access in order to accomplish their duties and will be 
required to submit their request via their first line supervisor. The first line superv isor w ill 
rev iew/concur with the employee's request for CLEAR access and submit the attached 
spreadsheet to SDDO~b)(6); (b)(7}(C) I or SDDO ~b)(6); (b)(7}(C) ILos Angeles Field Office 
CLEAR Administrators. 

In order to streamline account access and accountability for a Un it or Team, a consolidated 
spreadsheet from the respecti ve supervisor is requested for the ir personnel. Access requests 
received directly from an employee will not be granted. 

Please note, access to LEARN can only be granted after the user has been given access to 
CLEAR. Please follow the same procedure mentioned above to request LEARN. 

I f you have LEARN platfonn password questions/issues, please contact 
support@vigilantsolutions.com or 925-398-2079 for assistance. 

Thank you, 

fb)(6);(b}(7)(C) 

Deportation Officer 
Department of Homeland SecurityIlCE/ERO 
Los Angeles Stati sti cs & Tasking Unit 
606 S. Oli ve St. Fb)(6);(bX7)(C) I 
Los Angeles, CA 900 14 
Office: (213) 633¥b)(6);(j 
Fax : (213) 633-4460 
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Deecmbcr 27, 20 I 7 

Offu:e o/ln/o""lIlion GOI'UII IIIIU and Prll'acy 

U.S. Immigration 
and Customs 
Enforcement 

Pri \'acv G uida nce: Agell ev Access to and Usc of Liccnse Plate H,t'ad cr Da ta and Tcchnologv 

Direct questions abolll this ~lIid(fIlCe fO Ihe ICE Office of /n!vrmulioll GOl'em um.:e (fnd Pril'(lc), (202-
731-3300). 

I. Purpose and Aupliellhility 

As pnn o r it s crimi na l and civil law enrorcerncnt mi ss ions, U.S. Imm igration lind CuslOms 
Enrorcement ( ICE) rel ies on n variety orlaw enrorce1l1cnt tools and techniques to ensure public 
sa rcty and nationa l security. License plate rcader (LPR) data and technology provide lin important 
too l to support ICE mission act iv ities. To maximize Ihe use or lhis tool consistent with privacy and 
civit liberties req uirements. Ihis docllment provides ICE personnel guidance on the acceptable li se or 
LP R data and technOlogy within the scope orth ci r offieial dU lies. This docuruel1l serves as interim 
guidance ullti l the publ iclttion or an ICE di rectivc. 

II. llcfinitions 

LPR Technology. /\ system cons isti ng of a high·speed camera(s) an d re lated equipment mounted 
on veh icles or in fixed locations that au tomatically and wit hout direct hu man cont rol locates, rocuses 
on. and photographs license pla tes and vehicles thllt come into range of tile device. The system 
automat ica lly converts the d igita l photographic imrlges of license plates and associated d:lla into a 
com puter- readab le fo rmal. i.e" a "rcad.'· lhal conta ins LPR data, 

LPR Da tu. Informlltion derived rrom LPR technology, includi ng bUI not limitetlto: ( I) license plate 
mllll bcr; (2) d igita l image of the liccnse plate as well as the vehicle's make and Illocl cl; (3) state of 
registr ation: (4) c<lment identification ( i.e .. camera owner and Iype): (5) Globa l Positioning System 
(G PS) coo rdinates I or oth er location inronnati on taken at the t ime the inronlHltion was ca ptu red: and 
(6) date and lime ofobscrvmion. 

LPR Da tabase/System. Any central data rcpositOlY Ihal is used exclusive ly for the storage or 
recorded license plate numbers and other LPR data. The database/system may a lso lise rron t-end 
tools that allow users to vicw and analyze data in diffe rent ways. 

Commercia l LP R Serv ices. Query- bascd access to a LPR dalabase a lTered by commerc ia l vendors 
th at provides so me or all LPR data based on license pill te !l ll mbers, LPR data is up loaded to the 
database rrom a variety of governmen tal and pri vutc sources includ ing, bU I nol limited 10, access 
contro l systems. such as to ll road or parki ng lot cameras: vehic le repossession companies; and law 

I GPS is a salelli le-based navigation system that provides local ion and lime infonnation anywhere on or ncar the 
Earth where there is an unobsl ructed line o f sight to four or more GPS satell ites, 

U.S. Dtpll rlm~n lllr lI <1 mt tllnlJ S«ur itr 
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cniorcelllent agencies. Licenses to access commercia l databases Illay be so ld to cOllllll ercia l 
consulllers as we ll as la w enforcement agenc ies. 

HOllisl. A li st created by an ICE law enrorcement officer in order to be auto matical ly notified by an 
LPR database when a new "read" ora license plate assoc iated with an ongoi ng in vesti gation occu rs. 

1I1.IC F. Uses uf LPR Data lUuJ/or Technulugy 

ICE wil l ne ither create and estab lish its own LPR database. nor c'Ont riblll e LPR data to any 
cOlllmercial ly-ava ilab le LPR databases. ICE personnel may employ LPR data and tech nology only 
for authorized criminal and civi l law enforcement purposes. including supportin g crimina l 
investigl.ll ions int 'O national sec urity threats. illega l anns ex ports, financ ial crimes. commercia l fraud. 
human trafficking, narcotics smu ggling. child pOnlography and ex ploitation, and immigration fraud : 
iden tifying. arresting, and remov ing crimiml l a liens. fug iti ve aliens. ill ega l reentran ts. and those 
indi viduals pos ing a pub lic sarety or nat iona l security ri sk; and enro rcing other crilliinal or c ivi l 
violations within ICE' s enforccment miss ion. ICE personnel may usc LPR data ilnd technology in 
three ways. through: (I) ICE-owlled LPR cameras. (1) cooperative tlrrangemcn ts with o ther 11.1"" 
enfo rccmcnt agencics (LEAs) or law enrorcclllcnt task forces that co lk~ct LPR data and/or usc LPR 
data or tcchnology. and (3) commercial LPR scrv ices. These th ree uses are described below. 

I. IC .:-owllcd LI'H. (':IIII CI·:lS. ICE law enforcement personnclmay deploy ICE-owned LPR 
camcras to conduct surveillance durin g criminal investigations. An LPR camera wi ll be 
placed at locat ions relevant to a particu lar investigation. For exa mplc. ICE I-Iollle land 
Security Investigations (I-lSI) Illay place a call1cra a long 1.1 smuggling route or locat ion outside 
it busin ess where an investigalive t:lfget is known 1'0 frequent. 

2. Othcr LEA 0" tusk forcc collec lion of LPR daln or usc 411' LI'R Icchn olol!Y. ICE law 
enforcement person ne l may gai n access to LPR data th rough the establishment orcoopcrative 
arrange ments with ot her LEAs or law enforcement task rorces that co llect LPR data and/or 
usc LPR technology . 1\1 1 LI'R data is collected solely by o ther LEAs and often put into a 
database to which LEA access is grant ed . 

3. Commercial LI'll serv ices. ICE I,I\\' enforce ll1cnt pcrsonn elmay obtain qu ery-based access. 
lIs in g hotlists and li cense plate numbers. 10 cO llll11 crcia lly-uva ilnblc LPR dtl tabnses 
mainta incd by cOlll lllerc ia l vendors. 

Requiremcllt s surrounding the usc of LPR data :lI1d/or tech nology d iffcr dependi ng upon which of the 
three uses ICE cmploys. 

IV. Il('Ulli r('mcnls fur Usc 411' LPR Data and/or Technolug,r 

GelU.'I'lI lltc(luircmcnts Applicablc to All USl'S of LPR Data ,wd/nr Tl"Chnolog,V. Req uirements A 
- H :Ipply to all three uses of LPR data and/or tcch nology; 

A. Geneml Usc. 
I. ICE will access, co llect. and/or usc- LPR data and technology on ly for authorized crimina l 

and civil law enfo rcemellt purposes. Authorized law cnforcement purposes mea n that 

2 
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ICE's use must be assoc iated with an ongoing investigatio n. target of investigation, 
and/o r targeted enforcement act ivity. 

2. ICE will cons ider th e qu ali ty. in tegrity. and age o r a g iven license plate reading befo re 
us ing the LPR data in uny case or in vestigati on. 

3. ICE will not take enfo rcement action based so lely on data co llccted from govc rnment -run 
o r commercia lly-avai lab le LPR databases. LPR data will be supplemented with other 
investigat ive in format ion bef('lre en forcement action is luken. 

B. Restriction on Ovel·ocolleelion. IC E will not engage in Ihe over-co ll ecti on ofLPR data. 
ICE will limit its collect io n 10 appropriatc timcfrallles. as described in Requi rement J; li mi t 
its co llection to vchiclcs. not ind iv idua ls, as described in Rl.'q uirclllellt I: .md. atlhis timc, 
prohib it geographicu lly-based querics o f LPR dUlli buscs where no license plate number of a 
target vehicle is known. Thi s docs not prohibit ICE's deployment o f cameras in geographi c 
ureas o fin vest igali ve s ignificance to identify targcts or in vestigati ve leads. ICE will nol 
engage in the mass co llectiol1 o f LP R data in o rder to identi fy wrgets or in vesti gative leads. 

C. ICE Cuntribution 10 l.P lt Datilbascs. ICE will neith er build no r host any govemment -run 
or cOlllm erci ally-ava ilable LPR datubases thaI s tore excl us ive ly LPR data. In add ilion, ICE 
will not contribul e LPR dahl to cOllll11 erc ially-av<l ilablc LPR databases. 

, 
1>. Sensith'l'Locations. ICE will acccss. collect. and lise LPR data and technology in 

accordance with ICE I'o liey 10029.22 or any superseding po licy on enforcemcn t uclions at 
sens iti ve loclltio ns. 

E, Special Protections. ICE will not add license plate numbers to hot li sts; o r access, co llect. or 
usc L1'R data and techno logy: 
I. based so lely o n race, cthnic ity , gend er. national origin, re li gion. sexual orientation. or 

gc nder identity, unless aUlhorizcd by law and po licy. ) 
2. so le ly fo r the pu rpose o f mo nitoring activ ities protcctl!d by the U.S. Constitution, such as 

First Amendmen t-protected act ivity, unless autho rized by Inw. 

F. Oaf:. Storage. Storage dev ices il ssoc ia tcd wilh ICE-owned LPR cameras are to be stand
a lone and not netwo rked with any C(lllullcrciill databases or system s. LPR dala from ICE
owned cameras rnay 'be tran smitted back o r upload ed to existin g ICE systems [c .g .. Video 
Ev idence Co llection and Distri bution System (VECADS) o r Investigati ve Case Management 
( leM)[ when it pertai ns to a target o r targeted enrorcement acti vity. After transmi ss ion o r 
uplo:ld. the raw data will be. de leled on' the slorage device assoc iated with the ICE-owned 
LPR cmllera. unless it must be preserved on the dev ice as o rig ina l evidence und maintained 
by an ICE Ev idence C ustodian . LPR data collected from cO lllmercial or othcr LEA LPR 
databases may be up loaded to ex isting IC E systcms (e.g .. le M) when it is round to be 
relevan t to the investigut ion as a resull o f q ueries o f"those LPR systems. 

C. Data Retention. ICE will not reta in LPR data thaI is 110 t related 10 the current ICE law 
enforcement investigation. Any clat" thaI is ["c levu nt to thi s investigation will he retai ned in 

1 See ICE Policy No. 10029.2, Enforcement ,\ clion UI or Focused on Sensitive Locations (Oct. 24. 20 II). 
1 Scc Deparlrncnt of Justice's Guidance ror Federal Law Enfo rcemcn\ Agencies Regarding the Use of Race. 
Elhnici ty, Gender. National Origin. Religion. Sexllal Oriental ion. or Gender Idcnl ilY (Dec. 20 14 ). 

[ '.S. Ot p. rllntnl or lIomtbnd Stcurily 
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the case lil e (e.g. , ICM RO ls, Subject Records) to whic h the data pertains and not in un 
aggregated database. 

H. Training. Before accessing cOlll mcrcial o r other LEA LPR dmabases. IC E personnel wil l 
fi rst be trained on the requirements fo r usc to ensure compliance with this guidance. IC E 
personnel will also complete mandatory annual priv<ley and records training. 

Spec ific Ite(luiremculs All plic<lb ic to CO llllllcrciaULEA-Collcctcd LI)R D.lh. ami/or 
Tec hnology. Requ iremen ts I - M apply specifically to IC E's lise of commercial or other LEA/task 
force-co llected LPR data and/or LPR technology: 

I, Queries of LP I~ Databases. All qu eries of government-nm and comm ercia lly-avai lable 
LPR databases will be based on a liccnse platc number queried by ICE law enforcement 
personne l. LPR d,lla relumed in response will be limited to malches o rthat license plate 
lIu mber only within the ti me period spec ified in thc qu ery. 

J . Historical Queries. Depend ing on the type or investigation bei ng conducted. ICE law 
enfo rcement personnel will query LPR dmabascs for hi slOriea l LPR data for on ly 11 certa in 
period of time . 
I . f o r cri minal in vestigations. ICE wi lil irnit queri es to the time period esta blished in any 

Slatute oflimitntions for the underlying criminal vio lation. 
2. For c ivil immigration matters, ICE wililimil qu eries to the prev ious fi ve years. 

K, !-Iutlisls. 
I . Ali liccnse plate numbers added to hotlists must be derived from and assoc ialed wilh 

current ICE law enforcemcn t in vcsti gati ons . 
2. Hotli sts will contain only lice nse plate numbers and any assoc iated ICE-created tracking 

nu mbers. I-I oll ists will nOl contain any ot her ident ify ing infonnation about person(s) who 
may be associated wi th the licensc plate nu mbers. 

3. ICE will document and maintain lists ofatll iccnsc plalc numbers added 10 hOllists. Lists 
will detai l at " min imum the liccnse plate numbers. associated investi gati ve case 
numbers. and any ICE-created tracking numbers. ICE will maintain these li sts for fi ve 
years after li st creation date. 

4. Ho tl isls are subjecl to re" iew and refresh on al least an annual bas is to ensure thaI license 
pl:l.I e nu mbers no longer needed are removed. ICE personnel should make an effo rt to 
expeditiously remove license plaIt! ntllnbers Ihat <Ire no longer needed notwithstand ing 
this annua l review. 

L. Analytica l Tools. ICE may use an:l lytica l too ls in LPR datnbases!syslcms to view and 
ana lyze LPR data to determine pllllern s and trends. For exampl e, ICE may lise analytical 
too ls to detennine the dri ving paHCIllS and routes of tra ve l o f a suspect "chicle wherc a 
license plate num ber is known . 

M. Aud iting and Accnuntabiliiy, 
I. When ICE personne l arc accessing other LEA or eommerc i31 LPR databases, an nudit log 

lIlust be crcated that cont ai ns the ro llowing: ( I) th e identity of the ICE personne l 
conducting the query. (2) the license plate num ber entered as the qucry. (3) the data and 
time o f th e qucry, (4) the result s of the qu ery. (5) case o r in vest igat ion nu mber associated 

1 1.~. Dfpll l'lmrni ofll ulllfland M-r llrily 
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with the query. and (6) the reasons for execut ing the query. Audi t logs Illay bc prov ided 
by thc other LEA or commerc ial vendor. If nol. ICE personnc1rlllrsl estab lish a method 
fo r man ual ly trackin g these itcms. 

2. ICE pcrson nel sho uld review <I ud it logs at least quarterly to cnsure co mpliance with th is 
guidance. Non-comp liance. includi ng inappropriate access and use, may be referred to 
the ICE O ffi ee o f Professional Responsibi lity (O PR), whell appropriate. 

V, Nu Private I{jgllt of Act ion 

Th is memo ran dum, wh ich muy be modi lied , resc inded . or superseded at ullY time without nOlice, is 
nOI intcndt-'d to. docs nol, and may nOi be rel ied upon to creale any right o r bene fit. substantive or 
procedural, en fo rceable at law by any party in any admini strat ive, c ivil. o r cr il1l inal matter. 
Likewise. no lim iw tioll S are placed by thi s gu ida nce on th e other law ful enfo rcement o r li tigat ivc 
prerogati ves a f rCE. 

Issued by: 

Lyn M . Ra hilly 
Assistant Director 
O nice o f I nfonnat ion Governance and Privllcy 

U.s. 1)~I,u r mrn t or Itolll riantl Sf""" !)' 
5 
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From : 
To : 
Subject : 
Date: 

SFR ERO, 

SFR-ERO·Taskjng 
HERO SAN FRAN FLD OFC 
FW: License Plate Reader Database access available through the CLEAR database on January 30, 2018 
Friday, February 9, 201810:10:21 AM 

Please see email regarding enhancements to CLEAR. AFOD ~b)(6); (b)(7}(C) land SDDO Fb)(6);(b)(7}(C) 

are both CLEAR admins for the AOR should you require access. 

Thank you, 

~b)(6); (b)(7}(C) 

SFR ERO Tasking 

From: ERO Taskings 
Sent: Monday, January 29, 2018 11 :21 AM 
Subject: License Plate Reader Database access available through the CLEAR database on January 30, 
2018 

This message is sellt Oil behalf of Corey A. Price, Assistallt Director for Ellforcemellt, with 
the COllcurrellce of Nathalie R. Asher, Actillg Assistallt Director for Field Operatiolls: 

To: Field Office Directors, Deputy Field Office Directors, and Assistant Field 
Office Directors 

Subject: License Plate Reader Database access available through the CLEAR 
database on January 30, 2018 

Enforcement and Removal Operations (ERO) has added License Plate Reader database access 
to the Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system. 
All authorized ERO users who utilize the CLEAR system now have access to Vigi lant 
Solutions commercial License Plate Reader data, housed in their Law Enforcement Archival 
& Reporting Nerwork (LEARN). 

The Vigi lant Solutions License Plate Reader database stores vehicle license plate numbers that 
are recorded from cameras equipped with License Plate Reader technology from a variety of 
governmental and private sources. ICE does not contribute data to the commercial License 
Plate Reader database. 

All ICE queries of this database service will be based on known license plate numbers. ICE 
users will not take any enforcement action against an individual based solely on the results of 
the query . Rather, ICE users will corroborate this infom13tion by querying other government 
systems to ensure that they have the most complete, accurate, and up-to-date infonnation to 
generate leads . 

It is anticipated that ICE users will be able to access LEARN via a link in the CLEAR system 
on Tuesday, January 30, 2018. Thomson Reuters Special Services (TRSS)/Vigi lant will send 
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emails to current users with their credentials along with user guides. An iPhone mobile 
application is forthcoming. Prior to logging into the system, the user must concur with the 
agency 's permiss ible uses of the system and affirmatively consent to these rules before 
proceeding further. 

Potential Questions: 
Q: What is LEARN License Plate Recognition? 
A: Access to LEARN via CLEAR will provide users with the infomlat ion on individual 
license plates/vehicles to assist in investigations. Users will be able to see where a license 
plate has been within a speci fied timeframe. 

Q: What's my user id and password? 
A: Users will have a user name and password that is separate and di stinct from hislher CLEAR 
password. Each user wi ll receive an emai l from TRSS/Vig ilant with credentials. Each user's 

.elne,·all v the email he/she used to with CLEAR. The temporary password 

~~~=::J 
MUST upon first log in. (Ex: username: 

Q: Where are my credentials? My colleague received hers already. Where are mine? 
A: All credentials will be provided as soon as they are avai lable and likely by the end of the 

week of January 29th . If credentials are not received by Monday, February 12th, please email 
fb)(6);(b)(7}(C) 10 troubleshoot. 

Q:How do ] login? 
A: Users must log into LEARN via CLEAR www.cJear.thomsonreuters .com. 

Q: How do 1 use the platform? 
A: A user guide will be provided as soon as poss ible, but in the meantime, please attend a 
WebEx sess ion. A li st of available sess ions wi ll be sent with user credentials. Please register 
for a session. In addition, in-person sess ions will be scheduled at the fi eld offices throughout 
20 18. 

For those that need access to CLEAR and LEARN, please request access from your local 
CLEAR administrator. 

NOTICE: This communication may contain privi leged or otherwise confidential information. If you arc not an in tended 
recipient or believe you have received th is communication in error. please do not print. copy. retransmit. disseminate. or 
otherwise usc this information. Please inform the sender that you received this message in error and delete the message from 
your system. 
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fb)(6);(b}(7)(C) 

From: 

Sent: 
To: 
Cc: 

Subject: 
Attachments: 

To: 

Subject: 

kb}(6);(b}(7)(C) Ion behalf of Los Angeles Statistics and Taskings Unit 

Tuesday, March 20, 201a 4:52 PM 

#ERO LOS ANGEL FLO OFC 
rb)(6);(b)(7}(C) 

CLEAR/LEARN Access 

CLEAR Access.xlsx 

All Los Angeles Field Office ERO Employees 

CLEAR and License Plate Recognition via LEARN Access 

Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system is an investigative platform 
used by ERO personnel to work more efficiently and effectively as part ofa their investigation, for example: 

• Locate people, assets, businesses, affiliations, and other crucial facts; 

• Make connections among individuals, incidents, activities, and locations; 

• Visualize, detect, and analyze patterns and trends in offenses and offenders; 

Vigilant Solutions Law Enforcement Archival Reporting Network (LEARN), which is accessed through 
CLEAR, will provide users with the information on license plate reader (LPR) data from individual license 
plates/vehicles to assist in investigations. Users will be able to see where a license plate has been within a 
specified time frame . 

TRAINING RESOURCES WEBEX TRAINING for LEARN 

Online training for these systems will be provided upon gaining access. 

GUIDANCE 

The ICE Office of Information Governance and Privacy (lGP) has issued the attached Privacy Guidance on 
Agency Access to and Use of LPR Data and Technology (alk/a, LPR guidance). The purpose of this LPR 
guidance is to codify rules of behavior around previously-contemplated ICE uses of LPR data and 
technology. This guidance will serve on an interim basis until the publication of an ICE directive. 

The LPR guidance is also availab le on the fGP Intranet site at 
~b)(7)(E ) 

REQUESTING ACCESS 

ERO employees may be granted CLEAR access in order to accomplish their duties and will be required to 
submit their request via their first line supervisor. The first line supervisor will review/concur with the 

~~~e:l for CLEAR access and submit the attached spreadsheet to SDDO ~b)(6); (b)(7}(C) I or SODO 
C:::::::::':~_---1 Los Angeles Field Office CLEAR Administrators. 
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In order to streamline account access and accountability for a Unit or Team, a consolidated spreadsheet from 
the respective supervisor is requested for their personnel. Access requests received directly from an employee 
will not be granted. 

Please note, access to LEARN can only be granted after the user has been given access to CLEAR. Please 
follow the same procedure mentioned above to request LEARN. 

If you have LEARN platform password questions/issues, please contact support@vigilantsolutions.com or925-
398-2079 for assistance. 

Thank you, 

Deportation Officer 
U.S. Department of Homeland Security 
Immigration and Customs Enforcement 
Los Angeles Statistics and Taskings Unit 
606 S. Olive Street, I(bX61.(b)(1XCl I 
Los Angeles, CA 90014 
Office: 213-633-~ 
Cell: 213-200-!bX611 
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fb)(6);(b}(7)(C) 

From: 

Sent: 
To: 

Subject: 

kb)(6):(b}(7)(C) 

Tuesday, July 31 , 20188:13 AM 
Kb)(6);(b}(7)(C) 

FW: Vigilant Solutions Acquisition Announcement 

From: Vigi lant Solutions [mailto:bev igila nt@vigilantsolutions.comj 

Sent: Wednesday, June 13, 2018 9:07 AM 
To: Kb }(6);(b ~7)(C) 

u 

Subject: Vigilant Solutions Acquisition Announcement 

VIGIlANT SOWnONS ACQUISITION ANNOUNCEMENT 

Dear ROCHA, 

We are very excited to announce today that Vigilant Solutions has acquired the 

assets of Shotealier Global Inc., developer of GunOps'" and DNAOps'" investigative 
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solutions for law enforcement. This acquisition enables us to provide the law 

enforcement community with firearm forensic mapping and DNA crime mapping 

technology that complement our existing suite of automated license plate reader 

(ALPR) data, facial recognition technology and ballistics analysis solutions. 

GunOps and DNAOps are web-based interactive investigation tools. GunOps allows 

law enforcement investigators and analysts to enter, visualize and access 

information about firearm-related crimes, forensic test results and armed criminals. 

DNAOps allows law enforcement to enter, visualize and access information about 

crimes where DNA has been recovered from crime scenes, using web-based 

mapping applications. 

So, what does this mean for you, our customers? It means Vigilant Solutions is now 

well -positioned to help you and your jurisdiction to combat the growing epidemic of 

gun crime. Specifically, our enhanced suite of offerings enables us to provide you 

the ability to help identify the G.E.T. - geography, event and time - of gun crime. 

Anyone who works with or for Vigilant Solutions knows that we are passionate about 

the fact that our solutions help to keep communities and law enforcement safe. This 

acquisition is exciting because it not only allows us to continue to achieve that goal, 

but also enables us to expand our capabilities and help you to eradicate violent gun 

crime in your communities. 

If you are interested in learning more about GunOps, please reach out to your 

Account Manager or contact us at Sales@VigilantSolutions.com. 

Be Safe. Be Smart. Be Vigilant. 

fb)(6);(b}(7)(C) 

Founder and President 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

SFR·ERO· Tasking 
Thursday, February 22, 2018 3:33 PM 
>ERO SAN FRAN FLO OFC 
FW: license Plate Reader Guidance 
lPR Guidance (signed 12 27 2017).pdf 

From: ERO Taskings 
Sent: Thursday, February 22,20182:18 PM 
Subject: license Plate Reader Guidance 

This message is sent on behalf of Corey A. Price, Assistanl Direclor for Enforcement, willi lire concurrence 
of Natllalie R. Asher, Acting Assistant Director for Field Opera/ions: 

To: Field Office Directors, Deputy Field Office Directors, and Assistant Field Office Directors 

Subjcct: License Plate Reader Guidance 

Recenlly, Enforcement and Removal Operations (ERO) and Homeland Security Investigations (HSI) added 
License Plate Reader (LPR) database access to the Thomson Reuters Consolidated Lead Evaluation and 
Reporting (CLEAR) system. 

The ICE Office of Infonnation Governance and Privacy (IGP) has issued the attached Privacy Guidance on 
Agency Access to and Use of LPR Data and Technology (aIkIa, LPR guidance). The purpose of this LPR 
guidance is to codify rules of behavior around previously·contemplated ICE uses of LPR data and 
technology. This guidance will serve on an interim basis until the publication ofan ICE directive. 

The LPR guidance is also available on the IGP Intranet site at 

NOTICE: "l'llis oornmunica.lion m.1Y contain privikg\.'d ..,.. mherwise conlilknliul information. If you a r~' nUl an inlo!f)(kd rcd pk·1I1 or bc!kvc yOU have 
rc~ci \·cc.J this communication in crror, plo:asc do nOI prinl, L'Opy. rclcllnsmit, dim miMt .... or othctwisc usc Ihb inlom~t ion. Plea:;.: infunn the SI.'nd ... , 
th31 you received !.his message in error amI delete the: mess.1g<! Irom your $.y~lcm. 
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fb)(6);(b}(7)(C) 

From: 
Sent: 
To: 

Subject: 
Attachments: 

SFR-ERO-Tasking 

Thursday, February 22, 2018 3:33 PM 
#ERO SAN FRAN FLD OFC 

FW: License Plate Reader Guidance 
LPR Guidance (signed 12 27 2017).pdf 

From: ERO Taskings 
Sent: Thursday, February 22, 2018 2: 18 PM 
Subject: License Plate Reader Guidance 

This message is sellt 011 behalf of Corey A. Price, Assistallt Director/or EII/orcemellt, with the COllcurrellce 
of Nathalie R. Asher, Actillg Assistant Director/or Field Operatiolls: 

To: Field Office Directors, Deputy Field Office Directors, a~d Assistant Field Office Directors 

Subjcct: License Plate Reader Guidance 

Recently, Enforcement and Removal Operat ions (ERO) and Homeland Security Investigations (HSI) added 
License Plate Reader (LPR) database access to the Thomson Reuters Consolidated Lead Evaluation and 
Reporti ng (CLEAR) system. 

The ICE Office of Informat ion Governance and Privacy (IGP) has issued the attached Privacy Guidance on 
Agency Access to and Use of LPR Data and Technology (a/kIa, LPR guidance). The purpose of this LPR 
guidance is to codify rules of behavior around previously-contemplated ICE uses ofLPR data and 
technology. This guidance will serve on an interim basis until the pub lication of an ICE di rective. 

The LPR guidance is also available on the IGP Intranet site at 

NO nCE: This communication may contain pri\ ilegcd or othem ise confidential information. If yciu are not an intended recipient or bel ic\ e you have 
rccciHd this communication in crror, please do not print, copy, retransmit, disscminlllc, or othcf\\ise use this informution. Please infonn the sender 
that )ou receiled this message in error and delete the messngc from your system. 
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fb)(6);(b}(7)(C) 

From: 
Sent: 
To: 

SFR-ERO-Tasking 
Friday, February 9, 201810:10 AM 
#ERO SAN FRAN FLD OFC 

Subject: FW: license Plate Reader Database access available through the CLEAR database on 
January 30,2018 

SfR ERO, 

Please see email regarding enhancements to CLEAR. AFOD fb)(6);(b}(7)(C) land SDDOfb)(6);(b}(7)(C) 
admlns for the AOR should you require access. 

Thank you, 

Kb)(6);(b}(7)(C) • 

SfR t RO TMklng 

From: ERO Taskings 
Sent: Monday, January 29, 2018 11:21 AM 

lare both CLEAR 

Subject: license Plate Reader Database access available through the CLEAR database on January 30, 2018 

Tltis message is sellt Oil beltalf of Corey A. Price, Assistallt Director for .Ellforcemellt, witlt tlte COllcurrellce 
of Natltalie R. Asher, Acting Assistaut Director fo r Field Operatiolls: 

To: 

SUbject: 
30, 2018 

Field Office Directors, Deputy Field Office Directors, and Ass istant Field Office Directors 

License Pl:.lte Reader Database access ava ilable through the CLEAR database on J anuary 

Enforcement and Removal Operations (ERO) has added License Plate Reader database access to the Thomson 
Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system. 
All authorized ERO users who utilize the CLEAR system now have access to Vigilant Solutions commercial 
License Plate Reader data, housed in their Law Enforcement Archival & Reporti ng Network (LEARN). 

The Vigilant Solutions License Plate Reader database stores vehicle license plate numbers that are recorded 
from cameras equipped with License Plate Reader technology from a variety of governmental and private 
sources. ICE does not contribute data to the commercial License Plate Reader database. 

All ICE queries of this database service will be based on known license plate numbers. ICE users wi ll not take 
any enforcement act ion against an individual based solely on the results of the query. Rather, ICE users will 
corroborate this information by querying other government systems to ensure that they have the most complete, 
accurate, and up-Io-date infonnation to generate leads. 

It is antic ipated that ICE users will be able to access LEARN via a link in.the CLEAR system on Tuesday, 
January 30, 2018. Thomson Reuters Special Services (TRSS)Nigilant will send emails to current use rs with 
their credentials along with user guides. An iPhone mobile application is forthcoming. Prior to logging into the 
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system, the user must concur with the agency' s permiss ible uses of the system and affirmatively consent to 
these rules before proceeding further. 

Potential Questions: 
Q: What is LEARN License Plate Recognition? 
A: Access to LEARN via CLEAR will provide users with the information on individual license plates/vehicles 
to assist in invest igations. Users will be able to see where a license plate has been within a specified timeframe. 

Q: What's my user id and password '! 
A: Users will have a user name and password that is separate and distinct from hislher CLEAR password. Each 
user wil l receive an emai l from TRSSNigilant with credentials. Each generally the email 
he/she used to register with CLEAR. The will Users MUST £h!!!!Se 
this password upon first login. (Ex: username: 

Q: Where are my credentials? My colleague received hers already. Where are mine? 
A: All credentials will be provided as soon as they are available and likely by the end of the week of January 
29th . If credentials are not received by Monday, February 12th, please emaiFb)(6);(b}(7)(C) Ito 
troubleshoot. 

Q:How do I login? 
A: Users must log into LEARN via CLEAR www.clcar,tl1omsonreuters.cQw. 

Q: How do I use the platform? 
A: A user guide will be provided as soon as possible, but in the meantime, please attend a WebEx session. A list 
of available sessions will be sent with user credentials. Please reg ister for a sess ion. In addition, in-person 
sessions will be scheduled at the field offices throughout 20 18. 

For those that need access to CLEAR and LEARN, please request access from your local CLEAR 
administrator. 

NOTICE: This communicmion may contnin privileged or mher.I isl.' eonfidentiul infomlUtion. I r you urc !lot an intended recipient or hdiel e you hllle 
receil'ed this communicution in error, pleusl.1 do not print, COp)" retransmit, dis5cminmc, or otherwisl.1 usc this information. Plcase inform the sender 
that ),ou rceci'.·ed this message in error und delete thc message from your system. 
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Module I: Introduction to LPR 

Duration 
1 Hour 

Scope Statement 

Training Support Package 
Participant Guide 

This module reviews the history of License Plate Reader (LPR) technology, common 
terminology, LPR system components, traditional LPR system deployment and the difference 
between simple and complex systems. 

Terminal learning Objectives (TlO) 
Upon successful completion of this module, students will be able to explain the history of LPR 
systems, the method of operation, and common deployment models listing the advantages and 
disadvantages of each. 

Enabling learning Objectives (ElO) 
At the conclusion of this module, students will be able to : 

1. Define common LPR terms 

2. Explain the basic mode of operation of an LPR system. 

3. Describe the difference between a simple and complex LPR system. 

lesson Topics 
This block includes the following topics: 

• Course Overview 

• Housekeeping 

• Introductions 

• History of LPR 

• How LPR works 

• LPR components 

• Terminology 

Resources 
Classroom facility suitable for 40 students 

Instructor Guide 

Participant Guide 

PowerPoint presentation 

Computer 
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Projector 

Projection Screen 

Handouts: 

Training Support Package 
Participant Guide 

• USB thumb drive containing more than 130 student resources (information contained on 
enclosed DVD) 

• Terrorist Screening Center (TSC) Information Card 

Instructor-to-Participant Ratio 
1 :40 Maximum 

Reference List 
See Appendix A 

Practical Exercise Statement 
None 

Assessment Strategy 
Instructor will observe participant contributions in classroom discussion. In the final module of 
this course, students will participate in a group scenario-based assessment and take a 20 
question written exam where a 70% passing score is required. 

Participant's Note: 
Participant notes are contained throughout the lesson plan as appropriate. 
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PARTICIPANT NOTES 

LPR is not a new or novel idea; it simply enhances 
typical law enforcement duties through the use of 
technology. To illustrate this concept you can look at 
the simple process of conducting a records check of 
a license plate. Using the tradition methods an officer 
can run a few hundred plates during the course of a 
shift to see if they are wanted or have alerts 
associated with them. With LPR it is possible to run a 
far greater number of plates in a shift. As an example 
of an LPR's efficiency, an LPR car scanned an entire 
parking lot of 8,000 plates in an hour. 

During patrol briefings vehicles-of-interest license 
plates are told to officers who write them down in the 
hopes they may locate them during their shifts. If 
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located, these officers either take enforcement action 
or notify the person who issued the Be On the Look 
Out (BOLO). The LPR system makes this process 
seamless by allowing the person to enter the plate in 
the system, which automatically notifies them when 
the LPR system scans the plate. 

LPR technology is widely used in Europe and is a 
part of their security infrastructure. LPR technology 
has rapid ly developed since the 1990s. With 
equipment costs decreasing to a more affordable 
level , a 2012 survey showed 72% of departments 
were utilizing LPR equipment. Since this survey is a 
few years old, the percentage of agencies has most 
likely risen. As an example, every agency (except for 
one) in the Sacramento area utilizes LPR (85%). 
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• DETECTION - Also referred to as a SCAN or 
READ, is simply the result of one of the LPR 
cameras recognizing alphanumeric characters 
where it was translated (all or in portion) 

• HIT - Also referred to as an ALERT, is a detection 
of a license plate where that particular plate has 
been entered into the system to trigger a 
notification 

• HOTLIST - A list which contains numerous HITS 

• MISREAD- A detection where the text is not 
translated accurately due to numerous factors (out
of-state plate, impertection in the plate, similar 
character, etc. ) 

• COLLATERAL PHOTO - Surrounding photo 
captured during the detection of a license plate or 
text 

• GPS - Global Positioning System 

• HISTORICAL - Any detection which did not trigger 
an active alert 

• USER - A person who is operating a vehicle 
equipped with an LPR system or who is using the 
LPR database 

• ADMINISTRATOR - A person or group who 
administers a particular agency's LPR program 

The LPR system consists of a computer (which most 
law enforcement vehicles are equipped with), one to 
four camera pods, a processor, and a GPS. With 
new LPR technology the processor can be contained 
in the camera, eliminating the need for a separate 
processor. The newer systems are powered over the 
Ethernet, minimizing the need for additional 
equipment. 
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LPR cameras are traditionally affixed to the top of 
law enforcement vehicles and constantly capture 
video. When a license plate or text passes in front of 
the camera pod, a still photograph is taken of the 
characters. Each LPR camera pod contains two 
cameras and infrared emitters. Only one camera 
(Infrared) recognizes characters by identifying the 
dead area caused by when the infrared emitters 
flash a light to create a reflection off of the plate. 
Once the characters are detected, the color/black
and-white camera takes a photograph to be used as 
a reference of what vehicle the plate was on. Once 
the two photos are captured , the location is set by 
the GPS device. All of this information is put together 
to include the identifying information of the agency, 
user, and system to be stored for a set period of 
time. 

The LPR system will capture all kinds of alpha 
numeric characters as that is its sale purpose. 

While this is one vendor's in-car LPR system, it 
serves as an example of how the unit works in the 
field. In addition to the traditional LPR system, this 
one incorporates private data, which will be covered 
later in the class. 
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It is very important to deploy the correct camera 
based on your mission needs. If a camera is 
deployed and not set up for your mission , you will not 
be successful in scanning plates. The focal point 
increases with the millimeter of the lens. In addition 
to the correct deployment of cameras, it is important 
to use the most current GPS hardware and soltware. 
The most accurate GPS hardware currently can 
have a 30-foot deviation. This could be the difference 
between neighborhoods when attempting to locate a 
vehicle which was scanned. 

Once the proper cameras are deployed, they must 
be aimed to maximize the scan rate. It is suggested 
that departments creating an LPR program construct 
an LPR aiming pad. This will ensure that every 
camera is aimed on its appropriate field of view. 

The traditional LPR deployment is where the camera 
pods are mounted on top of the police patrol car or 
parking enforcement car. These three slides 
demonstrate how agencies are utilizing unmarked 
vehicles with undercover LPR camera installations. 
This allows the units to be used by undercover units 
operating in plain view, undetected. 
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LPR systems can be deployed as a fixed asset. Law 
enforcement agencies are deploying LPR as a fixed 
asset in lieu of mobile for numerous reasons. Once 
the systems are deployed, there is almost zero man 
hours involved in their maintenance. The fixed units 
are traditionally deployed in highly travel 
intersections capturing a great amount of data with 
little to no impact on the citizen 's reasonable 
expectation of privacy. 
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This fixed asset covers only one lane of traffic in a 
highly traveled intersection in the city of Sacramento. 
During the first month, this one camera system 
captured over 120,000 license plates yielding 
approximately 300 hits. As a reference, the 
Sacramento County Sheriff's Department scans 
between 270K to 350K plates a month with its 17 
mobile LPR cars that are equipped with 2 to 4 
cameras each. 

Each one of these slides is an example of the LPR 
system simply translating alpha numeric characters 
into text. These examples will help you conduct 
research utilizing the LPR databases. Limiting 
yourself to the exact plate you are attempting to 
locate will end up reducing the search results. 
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A traditional LPR system works by downloading a list 
of wanted license plates into a vehicle's computer. 
The LPR scans a plate that is on your hotlist, 
triggering an alert to be sounded in the car. Once the 
alert is triggered , the officer takes appropriate action. 

A complex LPR system works in the same manner 
as a simple system, but it is also networked with 
other agency LPR cars. This allows officers in other 
geographical areas to notify and disseminate 
information on wanted or vehicles of interest in a 
seamless manner. This information can be 
downloaded to the agencies' vehicles near real time. 
There is a lower threshold for entering a plate into 
the LPR system compared to California DOJ or 
NCIC, which allows for more information to be 
shared by officers. 

A complex system allows information to be shared, 
not only with your own agency, but with any agency 
that shares detections and hotlists. This process 
allows the user to be immediately notified when a 
vehicle of interest is scanned by a sharing outside 
agency. This process allows sharing agencies to 
multiply their LPR fleets. All sharing agencies' LPR 
fleets work together seamlessly, providing detection 
information , and generating hits exactly how their 
own LPR car would. 

In addition to directly sharing with individual 
agencies, some choose to contribute to the National 
Vehicle Locator System (NVLS). This is a national 
LPR repository that can be accessed by agencies 
that may not directly share with others. As there are 
a large number of law enforcement agencies in the 
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United States, it is almost impossible to share 
directly with each agency. NVLS allows agencies to 
contribute to NVLS, which may be utilized by other 
agencies. 

Simple LPR systems generate an in-car hit when a 
hot plate is scanned. A complex LPR system allows 
for a hit to be sent instantaneously to desktop 
computers, mobile devices including cell phones, or 
deployed to communication centers. Complex LPR 
systems have provided new and novel ways in which 
LPR systems are deployed. No longer does the LPR 
user have to be driving the vehicle in order to get the 
active LPR hit. Vehicles can be outlitted with the 
LPR system allowing the operator to scan a 
maximum number of plates where all alerts are 
transmitted offsite. 

As hot plates were entered into the system for a 
reason , the download time plays a key role in the 
effectiveness of the information. The most efficient 
way of downloading the information is through the 
use a 4G aircard outside of the department's 
network. This will minimize the download time since 
it will not have to pass through firewalls and the 
department's network, which is often slower. 

ft is important to be aware of the other download 
processes. Before acting on a hit, verify the detection 
information. Some systems save the detections to a 
storage device , which is then manually uploaded to a 
server at the end of the shift. This could lead to the 
data being several hours old by the time the alert is 
sent. Faulty equipment could cause alerts to not be 
sent out for weeks as the information will be stored 
locally on the computer until the download issue is 
resolved. 

March 201 5 Version 1 

2018-ICLI-00035 168 

Training Support Package 
Part icipant Guide 

Page 11 



The next module will cover Legal Aspects. 
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Module II: Legal Aspects 

Duration 
1.5 Hours 

Scope Statement 

Training Support Package 
Participant Guide 

This module covers all legal aspects of LPR technology including best deployment practices, 
current case law, the importance of departmental operation/general orders, and how to handle 
requests for LPR records. 

Terminal learning Objectives (TlO) 
Upon the successful completion of this module, students will be able to identify best practices in 
deploying an LPR program. 

Enabling learning Objectives (ElO) 
At the conclusion of this module, students will be able to: 

1. Describe Legal Aspects of LPR 

2. Explain case law as it pertains to LPR 

3 . Describe 28 CFR Part 23 

4. Explain the current court standard in California on releasing information in line with the 
Public Records Act. 

lesson Topics 
This module includes the following topics: 

• Key pOints of concern from privacy advocacy groups 

• The importance of establishing general/operational orders 

• Best practices 

• Case law 

• Role of the LPR administrator 

Resources 
Classroom facility suitable for 40 students 

Instructor Guide 

Participant Guide 

PowerPoint presentation 

Computer 

Projector 

Projection Screen 
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Thumb drive handout 

Instructor-to-Participant Ratio 
1 :40 Maximum 

Reference list 
See Appendix A 

Practical Exercise Statement 
None 

Assessment Strategy 

Training Support Package 
Participant Guide 

Instructor will observe participant contributions in classroom discussion. In the final module of 
this course, students will participate in a group scenario-based assessment and take a 20 
question written exam where a 70% passing score is required. 

Participant's Note: 
Instructor notes (in red) are contained throughout the lesson plan as appropriate. Many slides 
contain several elements that are displayed automatically or upon mouse clicks. 

March 2015 Version 1 Page 14 

2018-ICLI-00035 171 



PARTICIPANT NOTES 

While LPR technology has been deployed for 
years, there is not one documented case of abuse 
here in the United States. This example shows a 
specific case of abuse which could happen without 
LPR. As with all scenarios involving LPR, the 
system just made this process more efficient. The 
fact that there are zero documented LPR abuse 
cases here in the United States where 72% of 
agencies are using the LPR equipment 
demonstrates people are using the equipment 
appropriately. 
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These are simply scenarios used as comparisons on 
how LPR can be abused. The fact is there can be 
abuse in any aspect of law enforcement. These 
comparisons are noted by privacy advocacy groups 
and cited in news articles about the potential misuse 
of LPR systems. 

The Jones GPS case wi ll be covered in depth later, 
but this is the most common comparison to the 
potential abuse of LPR. In t998 a Washington , D.C. , 
officer made the decision to extort married men who 
frequented alternative lifestyle bars. The officer 
would write down license plate numbers of vehicles 
in the parking lot and , once he determined the 
registered owner was married , he would extort 
money from them, threatening to tell his wife. This 
case did not involve the use of LPR, but is still used 
as a comparison. 

New York Police Department deployed LPR systems 
to scan the areas around mosques after September 
11 , 2001. This was not a secret program, but was 
widely criticized by individuals in the Muslim 
community. This program was recently deactivated 
and was never determined to be an abuse. 

During President Obama's first inauguration the 
Secret Service requested the assistance of the 
Virginia State Police (VSP). They requested VSP 
deploy LPR equipment in the area of the 
inauguration for two reasons. Th is equipment would 
alert officers of vehicles associated with those who 
have threatened the President and the information 
could later be referenced if anything happened 
during the event. While this was requested by the 
Secret Service, many in the media say the VSP was 
conducting surveillance for political reasons. 

Another cited abuse comparison again occurs 
outside the United States. Authorities who were 
monitoring anti-war rallies mistakenly entered a 
reporter's vehicle as one associated with a group of 
protesters who were being investigated. When this 
mistake was pointed out, his license plate was 
immediately removed from the hot list. 
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A recent Boston PD (BPD) study has been 
compared by several people as proof that law 
enforcement is more interested in collecting data 
than receiving active field alerts. This study showed 
while BPD scanned a great number of vehicles, they 
failed to take action on a good percentage of alerts. 
A portion of this study showed numerous cars were 
scanned multiple times triggering an alert with no 
action. It is not uncommon for law enforcement 
officers to not take action on every violation of the 
law they witness. Apply this same standard to LPR 
hits and the BPD study has no new revelation. 

One of the most noted studies involving LPR was 
produced by the Americans Civil Liberties Union 
(ACLU). This report concludes that LPR is a great 
resource for law enforcement, but they have issues 
with the amount of data gathered and the retention 
period for which it will be kept. There are several 
good recommendations in the report departments 
should address when writing LPR policies. It is 
obvious from reading this report the ACLU and law 
enforcement are not close to a compromise on what 
the appropriate retention period would be for LPR 
data. 

Even though it is not mentioned in this report , the 
ACLU has stated they would like to see agencies 
have open public debates about LPR systems prior 
to the deployment of the program. 

The International Association of Chiefs of Police 
(IACP) produced several reports over the years 
regarding LPR. The IACP Privacy Impact 
Assessment weighs the deployment of LPR systems 
with its effectiveness compared to its impact on the 
public's privacy. The report recommends agencies 
adapt written policies. The most important point this 
report makes is the fact that LPR data is not 
considered Personal Identifiable Information (PII). It 
further outlines LPR is a great resource with possible 
misuses. 

The IACP LPR System Policy and Operation 
Guidance report covers policy creation. It contains 
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sample policies and overall LPR inlormation. The 
report fails to outline or recommend a retention 
period . 

This is the most referred-to case when media or 
privacy advocacy groups address LPR. While this 
case has nothing to do with LPR, the most important 
fact the groups are trying to convey is the great 
amount of legally obtained data could create a 
picture of the day-to-day life of a person. This is 
often referred to as the "mosaic effect." GPS data 
points concerning Jones' location over a 30-day 
period were detailed in over 40,000 pages. The fact 
that all nine justices ruled against the GPS 
deployment shows there was a misuse of the 
equipment. The reasoning why was not unanimous, 
with a 5-4 spl it. 

The most favored portion of the split says the device 
was left on the vehicle too long. The justices state 
the officers had all the information they needed for 
the case long before the 30 days. This lengthy 
deployment went far beyond what was needed 
where 40,000 pages would tell intimate details of 
Jones' life. 

Data retention is one of the main issues privacy 
advocacy groups have with LPR. There is no 
retention standard established by the federal 
government or the State of California. States are 
gradually passing legislation with no uniformity. 
California's Government Code (GC) section is the 
legal authority which agencies are using to establish 
a retention period. GC 34090.6 states agencies shall 
store photographic images captured by law 
enforcement systems for a period of one year. While 
the agencies could destroy these items at the one
year mark, most store it longer. The reason for the 
extended period is that many lawsuits have an 
expiration period of one year from the event. If a 
lawsuit was fil ed towards the end of this one-year 
mark, it is possible the photographic images/video 
could be deleted prior to the case being discovered. 

The graph shows the wide ranges of retention 
periods from different agencies all over the United 
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States. 

The RAND study had very good suggestions for 
those agencies that are interested in creating an 
LPR program. All key points made in this report will 
help facilitate the deployment of an LPR program. 
Even though some agencies will not have the 
manpower to have a designated LPR coordinator, it 
is important to deploy the system in a manner 
paralleling the mission , vision, and values of that 
particular agency. One may choose to establish a 
short retention period and data access to reduce the 
possibilities of misuse if there is not a designated 
LPR coordinator. However, the study points outs the 
fact a policy with a longer retention period with the 
most allowable access the data is the most useful. 

28 CFR Part 23 is for informational purposes only as 
LPR data has been determined to not be Personal 
Identifiable Information (PII). Since it is not PII , it 
does not have to be governed by 28 CFR Part 23. II 
the record integrates other information or if it is 
linkable, then the LPR record could become PII, and 
thus covered under 28 CFR Part 23. 

28 CFR Part 23 are federal guidelines on storing or 
using information that is PII or Criminal Intelligence 
Information (CII). 

The Public Records Act (PRA) is covered in 
California Government Code sections 6250-6270. 
These codes cover the disclosure of government 
records to create transparency. Specifically, these 
codes state that Investigative files are exempt from 
disclosure. Several California courts have recently 
ruled that LPR data are classified as investigative 
files and are exempt from release. 
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The ACLU and Electronic Frontier Foundation (EFF) 
sued both Los Angeles County Sheriff and Los 
Angeles Police Departments for not complying with a 
PRA request for LPR data. The courts concluded 
LPR data is investigative in nature, which would 
deem the information investigative files exempt from 
disclosure. 

Both organizations have filed an appeal to this ruling 
and the case is pending. 

A reporter in the San Diego area sued San Diego 
law enforcement agencies to release LPR data. 
This case was decided shortly after the Los 
Angeles case. The judge's ruling was similar to the 
Los Angeles case, deeming the LPR data to be 
investigative files exempt from disclosure. No 
appeal has been filed in this case so far. 

There are very limited court cases dealing directly 
with LPR. Most cases related to LPR deal with 
license plates viewed in public and technology 
enhancements of standard practices. 
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This case concerned a sergeant and officer who did 
not follow NYPD protocol by deploying an LPR car 
with 36-hour-old data. During the shift a person was 
arrested as the result of an LPR hit. Davila argued 
since the two did not follow department policy, the 
case should be thrown out. The court found while 
they did not follow department protocol on deploying 
the LPR equipment, the protocol is simply guidelines 
and the conviction was upheld. 

This is the first major case where an LPR detection 
was admitted as evidence in a murder case. The 
LPR photograph was found to contain specific 
identifiable characteristics of the suspect's vehicle in 
the area where the crime occurred. 

This is another case not directly involving LPR, but 
involves the right to conduct random checks of 
license plates in public view. A records check of 
the defendant's plate showed the owner's license 
was suspended. The vehicle was stopped where 
the driver was arrested and the vehicle was in the 
process of being released to the passenger. A 
check of the passenger showed him to have an 
active ICE detainer and he was arrested. The 
defendant argued the check of the plate was 
unconstitutional. 
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u.s. v. Knotts explains that a scientific enhancement 
of a standard practice raises no constitutional issues 
with the court. A radio beeper was placed in a 
chemical shipment where authorities believed the 
chemicals were being used to manufacture drugs. A 
physical surveillance team had lost the suspect 
several times during surveillances. The team placed 
a radio beeper in the chemicals to aid them in 
reacquiring the suspect if they lost sight of him. They 
followed him to a cabin with the help of the beeper 
where a drug lab was found .. 

This a court case in the state of Georgia which 
serves more of an example than anything else. LPR 
is widely used in Georgia and there are numerous 
state cases directly relating to LPR. Officers receive 
an LPR alert on a warrant for a male where the 
vehicle is occupied by two females. The officer stops 
the car where the driver consents to a search. During 
the search , marijuana is found and the driver is 
arrested for possession of marijuana for sale. 

The defense argued the officer illegally gained 
consent to search the vehicle. The court did not side 
with the defense based on the illegal search, but 
they did volunteer an opinion. The court stated if the 
defense had argued the stop itself was illegal since 
the occupants were both female and the LPR alert 
was for a male, the case would have been 
dismissed. 
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This case is similar to Rodriguez v. State and the 
defense attempted to use the illegal stop defense to 
have the case dismissed. Unfortunately in this case 
the alert was for a male who happened to be the 
driver of the truck. 

Green v. City and County of San Francisco shows 
the importance of establishing an active hit protocol 
for in field alerts. Two officers driving a person to jail 
had a misread on their LPR system, but voiced it 
over the radio. A sergeant in the area saw the 
described vehicle and followed it until appropriate 
units arrived. The alert was for a pickup truck, but the 
plate was on a Lexus. Green was stopped and 
ordered from the car at gunpoint. She was 
handcuffed and placed into the back of a police car 
that she barely fit into. It wasn 't until after the stop 
that someone confirmed the plate. 

The original case was dismissed, but ultimately a 
civil case was allowed to go forward based on 
numerous issues found with this stop. 

This article highlights the necessity of establishing 
an active hit protocol and making officers follow it. 
This story covers a misread where the alert was 
for a completely different vehicle. The officer still 
conducted a vehicle stop on the car with his gun 
out of the holster. The driver, who happened to be 
an attorney, was traumatized by the event. Bottom 
line is do not force a vehicle stop unless the 
information is confirmed. 
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u.s. v. Wilcox is an LPR case where the system 
alerted officers to a vehicle with expired registration. 
During the traffic stop a gun was found to be in the 
possession of a felon. Wilcox argued unconstitutional 
surveillance violating his reasonable expectation of 
privacy. The case affirmed that you have no right to 
privacy while in a public. 

Another non LPR case showing you have no right to 
privacy while in public. 

This is not an LPR case, but it demonstrates 
manually how an LPR system works in regards to 
generating an alert. The officer in this case 
conducted a records check on a license plate 
which showed the registered owner had a felony 
warrant. The van was stopped and the passenger 
who was the registered owner was arrested. This 
is the exact process an LPR system follows, 
except in reverse order. The records check is 
completed prior to locating the vehicle and the 
alert record is generated and saved in the system. 
Once the plate is scanned, the alert is triggered 
and the officer is notified. 
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While this slide has no instructional value, it 
demonstrates that even defense attorneys know 
the level or proficiency of LPR systems. All 
suggestions in this slide really have nothing to do 
with LPR; the slide simply pOints out the fact that if 
you do not stay in line with the law and an LPR car 
scans your, plate you may go to jail. 

The federal Drivers Privacy Protection Act (DPPA) is 
the federal law governing the potential abuse of LPR 
systems. While LPR data is not PII , the personal 
information can easily be located by conducting a 
records check on the license plate. The DPPA states 
anyone who accesses it without the need to know 
can be prosecuted under federal law. This act was 
enacted in 1994 affer a suspect located his victim by 
accessing DMV data. 

Written departmental general/operational orders are 
a must for agencies that deploy LPR equipment. 
Topics covered in this slide are suggestions of what 
to minimally include in the orders. Agencies should 
not rush to have orders written completely prior to 
the deployment of the equipment as the orders will 
evolve to each department's mission. An evaluation 
deployment period should be used to identify other 
topics that need to be covered in the orders which 
will be unique to the individual department. 
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Vehicle Code section 2413 (c) is the only law that 
covers LPR systems in the state of California. This 
section only applies to the California Highway Patrol 
(CHP), placing a retention period of 60 days on LPR 
detections. The CHP may not share detections with 
other agencies unless the requested information is 
related to an investigation. 

Multiple Senate Bills (SB) have been brought forward 
to place the same restrictions this Vehicle Code 
places on all agencies. These SBs attempt to place 
the same restrictions on law enforcement LPR 
systems as well as on privately collected LPR data. 

These examples show how still LPR photographs 
captured by the cameras can tell a story. Officers 
need to be aware that when in the vicinity of an 
LPR car they are more than likely being 
photographed. Officers are traditionally aware of 
forward-facing in-car cameras systems. LPR 
cameras angled away from the car, coupled with 
the officers ' belief the cameras only take photos of 
license plates, can give officers a false sense they 
are not being photographed. 

Two Los Angeles Sheriff's Department (LASD) 
deputies were exonerated for any wrongdoing after 
reviewing LPR still photos. A female motorist who 
was stopped claimed the two deputies made her 
take her blouse off during the traffic stop. While the 
officers spoke with her outside of her vehicle the 
view of the plate was interrupted, triggering 
numerous detections of the plate. These photos 
showed no nefarious actions occurred during the 
stop. 
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Reporting the use of LPR rests with each agency 
that utilizes the technology. While we never try to 
hide anything from the court , law enforcement is 
allowed to keep processes out of a report if 
reporting them wi ll teach offenders how to defeat 
future investigations. If the use of the LPR 
equipment can be left out of the report, that is 
what is recommended , but always inform the 
prosecuting attorney of this. 
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Module III: Hotlist Deployment 

Duration 
1.5 Hours 

Scope Statement 

Training Support Package 
Participant Guide 

This module covers LPR hotlists and how they are created, deployed, and shared with other 
agencies through written MOUs with an emphasis on active hit protocol. 

Terminal learning Objectives (TlO) 
Upon the successful completion of this module, students will be able to identify the diverse 
deployments of LPR hollists. 

Enabling learning Objectives (ElO) 
At the conclusion of this module, students will be able to: 

1. Describe what a LPR hollist is 

2. Describe proper Active Hit Protocol 

3. Describe TSC handling codes and which ones give detention authority 

lesson Topics 
This module includes the following topics: 

• What a hotiist is 

• Who can receive LPR hits how are they sent 

• Active Hit Protocol 

• Sharing hotlists 

• Available hollists 

• Hotlist sources 

• Terrorist Screen Center Alerts 

Resources 
Classroom facility suitable for 40 students 

Instructor Guide 

Participant Guide 

PowerPoint presentation 

Computer for Power Point presentation 

Projector 

Projection Screen 
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Thumb drive handout 

Training Support Package 
Participant Guide 

Terrorist Screening Center (TSC) Handling Codes Reference Card handout 

Instructor-to-Participant Ratio 
1 :40 Maximum 

Reference List 
See Appendix A 

Practical Exercise Statement 
None 

Assessment Strategy 
Instructor will observe participant contributions in classroom discussion. In the final module of 
this course, students will participate in a group scenario-based assessment and take a 20 
question written exam where a 70% passing score is required. 

Participant's Note: 
Instructor notes (in red) are contained throughout the lesson plan as appropriate. Many slides 
contain several elements that are displayed automatically or upon mouse clicks. 
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Participant Guide 

Module IV: LPR Databases and User Instruction 

Duration 
1 Hour 

Scope Statement 
This module displays the different LPR databases that are avai lable with a brief 
explanation of how to navigate them , highl ighting private LPR information and how it is 
incorporated into certain databases. 

Terminal learning Objectives (TlO) 
Upon the successful completion of this module, students will be able to identify available LPR 
databases and how to use them. 

Enabling learning Objectives (ElO) 
At the conclusion of this module, students will be able to: 

1. Describe how private LPR data is generated 

2. List the pros and cons between private and law enforcement LPR data 

3. Demonstrate a basic knowledge of using NCRIC LPRWeb, EPIC DICE and Vigilant 
Solutions LEARN databases 

lesson Topics 
This module includes the following topics: 

• Private LPR data 

• LEARN database 

• LPR scenarios of prior use 

• Data available by geographical location 

• Private LPR data versus law enforcement LPR data 

• NCRIC LPRWeb database 

• EPIC DICE database 

Resources 
Classroom facility suitable for 40 students 

Instructor Guide 

Participant Guide 

PowerPoint presentation 

Computer 
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Projector 

Projection Screen 

Instructor-to-Participant Ratio 
1 :40 Maximum 

Reference List 
See Appendix A 

Practical Exercise Statement 
None 

Assessment Strategy 

Training Support Package 
Participant Guide 

Instructor will observe participant contributions in classroom discussion. In the final module of 
this course, students will participate in a group scenario-based assessment and take a 20 
question written exam where a 70% passing score is required . 

Participant's Note: 
Instructor notes (in red) are contained throughout the lesson plan as appropriate. Many slides 
contain several elements that are displayed automatically or upon mouse clicks. 
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Module V: Investigative Uses of LPR 

Duration 
1 Hour 

Scope Statement 

Training Support Package 
Participant Guide 

This module will cover the diverse uses of LPR data, highlighting cases in which it has been 
successfully used in the past. 

Terminal learning Objectives (TlO) 
Upon the successful completion of this module, students will be able to identify investigations 
where LPR could playa key role. 

Enabling learning Objectives (ElO) 
At the conclusion of this module, students will be able to: 

1. Describe the versatility of LPR during investigations 

2. list ways LPR could be incorporated into investigations 

lesson Topics 
This module includes the following topics: 

• Historical uses as it relates to both suspect and victims 

• Crime series 

• BOLO's 

• Confirm or disprove statements 

• Suspect identification 

• Vehicle identification 

• Geographical evidence 

Resources 
Classroom facility suitable for 40 students 

Instructor Guide 

Participant Guide 

PowerPoint presentation 

Computer 

Projector 

Projection Screen 
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Instructor-to-Participant Ratio 
1 :40 Maximum 

Reference List 
See Appendix A 

Practical Exercise Statement 
None 

Assessment Strategy 

Training Support Package 
Participant Guide 

Instructor will observe participant contributions in classroom discussion. In the final module of 
this course, students will participate in a group scenario-based assessment and take a 20 
question written exam where a 70% passing score is required. 

Participant's Note: 
Instructor notes (in red) are contained throughout the lesson plan as appropriate. Many slides 
contain several elements that are displayed automatically or upon mouse clicks. 
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Module VI: Hands-On Scenarios / Written Exam 

Duration 
2 Hours 

Scope Statement 

Training Support Package 
Participant Guide 

This module is the hands-on portion of the class demonstrating the diverse uses of the LEARN 
database while working through real-world scenarios that have previously been solved utilizing 
LPR technology. 

Terminal learning Objectives (TlO) 
Upon the successful completion of this module, students will be confident in the basic functions 
of the LEARN database. 

Enabling learning Objectives (ElO) 
At the conclusion of this module, students will be able to: 

1. Describe LEARN use 

2. Successfully navigate investigative scenarios utilizing the LEARN database 

3. Enter a hot plate into the LEARN system 

lesson Topics 
This module includes the following topics: 

• Hands-on use of the LEARN database 

• Clean up user profile 

• Required audit 

• Run plates related to investigations 

• Utilize Stakeout 

• Utilize Locate Analysis 

Resources 
Classroom facility suitable for 40 students 

Instructor Guide 

Participant Guide 

PowerPoint presentation 

Computer 

Projector 

Projection Screen 
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Training Support Package 
Participant Guide 

Computer with LEARN Program (1 computer per student is preferred; however, students can 
share computers if necessary) 

Handout: Cell Phone SMSfTXT reference sheet 

Instructor-to-Participant Ratio 
1 :40 Maximum 

Reference List 
See Appendix A 

Practical Exercise Statement 
Participants will work on their own or in a group setting, depending upon the setup of the 
training room. A series of scenarios based on either real scenarios or hypothetical situations will 
mimic daily queries of the LPR database. Participants will utilize various functions of the LEARN 
system within each scenario to allow the participants to become familiar with the diverse 
functions of the LPR database. 

Assessment Strategy 
Instructor will observe participant contributions in classroom discussion. In this final module of 
the course, students will participate in a group scenario-based assessment and take a 20 
question written exam where a 70% passing score is required. 

Participant's Note: 
Instructor notes (in red) are contained throughout the lesson plan as appropriate. Many slides 
contain several elements that are displayed automatically or upon mouse clicks. 
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Reference List 

• Algorithm for License Plate Recognition. VISL, Technion. 2002. 

Trai ning Support Package 
Participant Guide 

APPENDIX A 

• ACLU raises privacy concerns about police technology tracking drivers · CNN.com. 
CNN. 18 July 2013. 

• Automated License Plate Recognition Systems: Policy and Operational Guidance for 
Law Enforcement. U.S. Department of Justice, National Institute of Justice. 2012. 

• International Association of Chiefs of Police LPR Privacy Impact Assessment (2009) 
• International Association of Chiefs of Police LPR System Policy and Operational 

Guidance (2012) 

• RAND License Plate Readers for Law Enforcement Study (20 14) 
• American Civil Liberties Union ~You Are Being Tracked" (2013) 

• United States v. Antoine Jones, 132 S. Ct. 945 (2012) 

• California Government Code 34090.6 
• Criminal lnteiligence Systems Operating Policies (28 CFR Part 23) 

• United States Code 2725 
• California Government Code Sections 6250-6270 
• People v. Davila, 27 Misc. 3" 921, 901 N.Y.S 2d 787(2010) 

• People v. Mark Serrano 
• United States v. Diaz·Castenada, 494, F.3d 1146, 1152 (9- Cir. 2007) 

• United States V. Knotts , 460 U.S. 276 (1983) 

• Rodriguez V. State, S.E.2d, 2013 WL 1767660 (Ga. Ct. App. 2013) 

• Hernandez·Lopez V. State, 319 Ga. App. 254 (Ga. Ct. App. 2013) 

• Green V. San Francisco, 2011 4434801 (N.D. Cal. Sept. 23, 2011 ) (Unpubtished) 

• United States V. Wilcox, 2011 WL 679416 (11 'h Cir. Feb. 28, 2011 ) 

• State V. Chambers, 2010 WL 1287068 (N.C Ct. App. April 6, 2010) (Unpublished) 

• United States v. Ellison, 
• Federal Drivers Privacy Protection Act (1994) 

• Vigilant Solutions User Manual 
• California Vehicle Code Section 2413 (c) 
• Northern California Region Information Center LPRWeb user manual 

• EI Paso Information Center DICE manual 
• Guide to Critical Infrastructure and 1146 

March 2015 Version 1 Page 70 

2018-ICLI·00035 227 



From: ~b)(6); (b}(7)(C) Ion behalf of Los Angeles Statistics and Taskings Unit 

Sent: 30 Jan 2018 12:11:03 -0500 
b)(6);(b)(7}(C) 

Subject : License Plate Reader Database access available through the CLEAR 
database on January 30, 2018 

To: AFODsI(a)AFODs 

Subject: 
20 18 

License Plate Reader Database access available through the CLEAR database on January 30, 

Enforcement and Removal Operations (ERO) has added License Plate Reader database access to the 
Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system. 

All authorized ERO users who utilize the CLEAR system now have access 10 Vigi lant Solutions 
commercial License Plate Reader data, housed in their Law Enforcement Archival & Reporting Network 
(LEARN). 

The Vigilant Solutions License Plate Reader database stores vehicle license plate numbers that are recorded 
from cameras equipped with License Plate Reader technology from a variety of governmental and private 
sources. ICE does not contribute data to the commercial License Plate Reader database. 

All ICE queries of this database service will be based on known license plate numbers. ICE users will not 
take any enforcemen t action against an individual based solely on the resu lts of the query. Rather, ICE 
users will corroborate this information by querying other government systems to ensure that they have the 
most complete, accurate, and up-to-date information to generate leads. 

It is anticipated that ICE users will be able to access LEARN via a link in the CLEAR system on Tuesday, 
January 30, 201 8. Thomson Reuters Special Services (TRSS)Nigilant will send emails to current users 
with their credentials along with user guides. An iPhone mobile application is forthcoming. Prior to logging 
into the system, the user must concur with the agency'!s permissible uses of the system and affirmatively 
consent to these rules before proceeding further. 

Potential Questions: 

Q: What is LEARN License Plate Recognition? 

A: Access to LEARN via CLEAR wi ll provide users with the information on individual license 
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plates/vehicles to assist in investigations. Users will be able to see where a license plate has been within a 
specified timeframe. 

Q: What?s my user id and password? 

A: Users wi ll have a user name and password that is separate and distinct from his/her CLEAR password. 
Each user will receive an emai l from TRSSNigiiant with credentials. Each user~erally 
the emai l helshe used to register with CLEAR. The temporary password will be __ Users 
MUST change this password upon first login. (Ex: usemame: 
Fb)(6);(b}(7)(C) I password: 

Q: Where are my credentials? My colleague received hers already. Where are mine? 

A: All credent ials wi ll be provided as soon as they are avai lable and likely by the end of the week of 
January 29th. If credentials are not received by Monday, February 12th, please email 

kb)(6);(b}(7)(C) t to troubleshoot. 

Q:How do I login? 

A: Users must log into LEARN via CLEAR 
www.clear.thomsonreuters.com<http ://www.clear.thomsonreuters.com>. 

Q: How do I use the platfomt? 

A: A user gu ide will be provided as soon as possible, but in the meantime, please attend a WebEx session. 
A list of available sessions wi ll be sent with user credentials. Please register for a session. In addition, in
person sessions wi ll be scheduled at the field offices throughout 2018. 

For those that need access to CL EAR and LEARN, please request access from your local CLEAR 
administrator. 

Thank you, 

~b)(6); (b}(7)(C) 

Deportation Officer 

U.S. Department of Homeland Security 

Immigration and Customs Enforcement 
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Los Angeles Statistics and Taskings Unit 

606 S. Olive Slreet¥b)(6);(b}(7)(C) I 

Los Angeles, CA 90014 

Office: 213-633-lTb~~ 1 

Cell : 213-200.j{b)(6) 1 
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From: Kb)(6);(b}(7)(C) Ion behalf of l os Angeles Statistics and Task ings Unit 

Sent: 22 Feb 2018 19:48:29 -0500 
b)(6);(b)(7}(C) 

Subject: license Plate Reader GUidance 
Attachments: lPR Guidance (signed 1227 2017).pdf, imageOOl.jpg 

To: AFODs 

Subject: License Plate Reader Guidance 

Recently, Enforcement and Removal Operations (ERO) and Homeland Security Investigations (HSI) added 
License Plate Reader (LPR) database access to the Thomson Reuters Consol idated Lead Evaluation and 
Reporting (CLEA R) system. 

The ICE Office of Information Governance and Privacy (lGP) has issued the attached Pri vacy Guidance on 
Agency Access to and Usc of LPR Data and Technology (alk/a, LPR guidance). The purpose of this LPR 
guidance is to codify rules of behavior around previously-contemplated ICE uses of LPR data and 
technology. This guidance will serve on an interim basis unti l the publication of an ICE directive. 

The LPR uidance is also available on the IGP Intranet si te at 
b)(7}(E) 

Thank you, 

Kb)(6);(b)(7}(C) I 

Deportation Officer 

Department of Homeland Security/lCElERO 

Los Angeles Statistics & Tasking Unit 

606 S. Olive SI. i h)(flHh)(7) , 

Los Angeles, CA 90014 
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Office: (213) 633-kb)(6 1 

Fax: (213) 633-4460 
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From: tb)(6);(b}(7)(C) Ion behalf of Los Angeles Statistics and Taskings Unit 

Sent: 23 Feb 2018 13:06:42 -0500 
b)(6);(b}(7)(C) 

Subject : License Plate Reader GUidance 

Attachments: imageOO1.jpg, LPR Guidance (signed 12 27 2017).pdf 

To: AFODs /(a)AFODs 

Subjcct: Liccnsc Plate Rcadcr Guidancc 

Please ensure that all officers receive this guidance and abide by all the rules of behavior. 

Thank you, 

~b)(6); (b)(7}(C) 

Deportation Officer 

U.S. Department of Homeland Security 

Immigration and Customs Enforcement 

Los Angeles Statistics and Taskings Unit 

606 S. Olive S trcct,~!(6); (b}(7)( I 
Los Angelcs, CA 90014 

Officc: 213-633Kb)(6)P 

Cell : 2l3-200J(b)(6):( I 

From: ~b)(6); (b)(7}(C) IOn Behalf Of Los Angeles Statistics and Taskings Unit 
Sent: Thursday, February 22, 20) 84:48 PM 

[ b)(6)'(bX7)(c) 

, 
Subject: License Plate Reader Guidance 
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To: AFODs 

Subjcct: Liccnsc Plate Rcadcr Guidancc 

Rcccntly, Enforccment and Rcmova l Opcrations (ERO) and Homcland Sccurity Invcstigations (I·ISI) addcd 
License Plate Reader (LPR) database access to the Thomson Reuters Consolidated Lead Evaluation and 
Reporting (CLEAR) system. 

The ICE Office of Infomlation Govemance and Pri vacy (IGP) has issued the attached Privacy Guidance on 
Agency Access to and Use ofLPR Data and Technol ogy (a/k/a, LPR guidance). The purpose of this LPR 
guidance is to codify rules of behavior around previously-contemplated ICE uses of LPR data and 
technology. This guidance will serve on an interim basis unti l the publication of an ICE directive. 

The LPR guidance is also available on the IGP Intranet si te al 
kb)(7)(E) 

Thank you, 

Kb)(6);(b}(7)(C) 

Deportation Officer 

Department of Homeland Security/IC E/ERO 

Los Angeles Statistics & Tasking Unit 

606 S. Olive SI. Sui te 1900 

Los Angeles, CA 90014 

Office: (213) 633-~ 

Fax: (213) 633-1£ii:lliili] 
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From: 
Sent: 
To: 
Subject: 

kb)(6);(b)(7}(C) 

Thu,8 Feb 2018 14:32:02 +0000 
Anthony (Tony) Moraz;Mark.O.Ogletree@ice.dhs.gov;KIRK, Charles M 
LPR access via CLEAR - it's a go! 

Attachments: QUICK REFERENCE CARD LEARN PASSWORD ADMINISTRATlON.pdf, LEARN 
access Training Resources - Make Vital Vehicle Connections To Accelerate Your Investigations .oft, 
smime.p7s 

Dear CLEAR/LEARN administrators-
We have received permission to begin emailing credential s and will likely do so later today and 
throughout the day tomorrow. All users who have used ClEAR in the past 6 months will automatically 

receive credentials from me. Our goal is to deliver all credentials by Friday, February 9th• If you are 
asked to create credentials for users, please follow the attached gu ide. Please note users must have 
approval to access CLEAR in order to access LEARN. 

Please join me at a session for administrators at 4pm today (Click here to register -
h ttps :lIth 0 mso n reuters. we bex.co m!th 0 mso n reuters!k2!i . ph p ? MTI D- te6gea a 6c 7 a 3 9 783146 7 d cOS 18c 7 
fSa8d ) This will be substantively the same as Tuesday's session, so there is no need to register for both 
unless you'd like to attend both. Th is wi ll focus primarily on password generation, not the LEARN 
platform. 

The LEARN password creation process will mirror the CLEAR password creation process in that if a user 
contacts Thomson Reuters directly, he wi ll be directed to the SAC/AOR password administrator. No 
credentials wi ll be generated without DHS approval. 

Text to send to new users created by you - after initial password creation (also included in attached 

OFn 

Welcome to the newest addition to ClEAR - license Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities within CLEAR for use as part of an 
investigation or evaluation. 

To log in, follow the steps below: 
1) Log into CLEAR at www.clear.thomsonreuters.com. 
2) Under the VEHICLE search tab, click "Click Here for Vigilant Solutions LEARN" 
3) Enter the LEARN credentials listed below ClEAR credentia ls) 

a. Use rna me: 
b. Temporary pas:sW<mE 

This temporary password must be reset upon login. 

If you have LEARN platform password questions!issues, please contact 
support@vigilantsolutions.com or 92S-398-2079 for assistance. 
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Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, affiliations 

and other critical information, in combination with Vigilant' s commercial LPR database of more than 6 

billion vehicle detections, DHS will now have a potent new solution in CLEAR LPR to augment 

investigations. 

License Plate Recognition offers a live gateway of Vigilant commercial license plate data to determine 

vehicle locations from within the LEARN platform. 

In addition, the search offers an individual vehicle search by License Plate so you can search for more 

informat ion. 

TRAINING RESOURCES - WEBEX TRAINING AVAILABLE 
Join us for a brief introduction to the LEARN platform. Click on the links below to register and receive an 

email with a link to the WebEx meeting. Registration is required, but there is no need to register for 

more than one session. There is a sao attendee maximum per session; if a listed session is shown as full, 

please select another session to attend. 

Day Date Tim e (all times El) Registrat ion Required - click link to register 

Friday 2/9/2018 8:00 AM 2/9/188:00AM 
Friday 2/9/2018 10:00 AM 2/9/18 10:00AM 

Friday 2/9/2018 1:30 PM 2/9/18 1:30PM 

Friday 2/9/2018 3:00 PM 2/9/183:00PM 

Monday 2/12/2018 12:00 NOON 2/12/1812 NOON 

Monday 2/12/2018 3:00 PM 2/12/183:00PM 

Tuesday 2/13/2018 9:00 AM 2/13/189:00AM 

Tuesday 2/13/2018 11:00 AM 2/13/1811:00AM 

Tuesday 2/13/2018 1:00 PM 2/13/181:00PM 

Thursday 2/15/2018 8:30 AM 2/15/188:30AM 

Thursday 2/15/2018 10:00 AM 2/15/1810:00AM 

Thursday 2/15/2018 1:30 PM 2/15/181:30PM 

Thursday 2/15/2018 4:00 PM 2/15/184:00PM 

Friday 2/16/2018 8:00 AM 2/16/188:00AM 
Friday 2/16/2018 10:30 AM 2/16/18 1O:30AM 
Friday 2/16/2018 12:30 PM 2/16/18 12:30PM 

Friday 2/16/2018 3:00 PM 2/16/183:00PM 

Future training - There will be WebEx's available throughout the month of February, as well as on the 

1st and 3rd Thursday of every month starting March 1st at www.clear.webex.com. There will also be in 

person sessions at locations across the country throughout the year. 

User Guide : A user guide will be available by the end of February. If not received by that time, please 

emaq(b)(6);(b}(7)(C) Ifor the latest user guide. 

If you have any additional questions, please do not hesitate to contact me. 
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QUICK REFERENCE CARD: CREATING NEW USERS IN LEARN 

Follow the eight (8) steps below to create new LEARN users. 

1) 
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S) 

6) 
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From : 
To : 
Subject : 
Date: 
Attachments: 

SFR-ERO·Taskjng 

HERO SAN FRAN FLD OFC 

FW: License Plate Reader Guidance 
Thursday, February 22. 2018 3:33:00 PM 
LPR Guidance (signed 12 27 20171.001 

From: ERO Taskings 
Sent: Thursday, February 22. 2018 2:18 PM 
Subject: License Plate Reader Guidance 

This message is sellt 011 behalf of Corey A. Price, Assistallt Director for Ellforcemellt, with 
the COIlClirrellce of Nathalie R. Asher, Actillg Assistallt Director for Field Operatiolls: 

To: 

Subject: 

Field Office Directors, Deputy Field Office Directors, and Assistant Field 
Office Directors 

License Plate Reader Guidance 

Recently, Enforcement and Removal Operations (ERO) and Homeland Security Investigations 
(HSI) added License Plate Reader (LPR) database access to the Thomson Reuters 
Consolidated Lead Evaluation and Reporting (CLEAR) system. 

The ICE Office of Information Governance and Privacy (IGP) has issued the attached Privacy 
Guidance on Agency Access to and Use of LPR Data and Technology (a/k/a, LPR guidance). 
The purpose of thi s LPR guidance is to codify rules of behavior around previously
contemplated ICE uses of LPR data and technology. This guidance will serve on an interim 
basis until the publication of an ICE directi ve. 

The LPR uidance is also avai lable on the IGP Intranet site at 
b}(7)(E) 

NOTICE: This communication may contain privileged or otherwise confi dential information. If you are not an intended 
re<:ipient or bel ieve you have received th is !':ommunication in error, please do not print. copy, retransmit. disseminate. or 
otherwise use this information. Please inform the sender that you received this message in erro r and delete the message fro m 
your system. 
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From : 
To : 
Sub ject : 
Dat e: 

All, 

Good News!! 

kh\IRHh\I7\Ir.\ 

# SFR ERO SNJ USERS 
License Plate Recognition Access for ERO 
Thursday. February 8. 2018 8:56:28 AM 

Over the next couple days, all active registered users of CLEAR will be receiving access to LEARN, 

which is a License Plate Recognit ion database powered by Vigilant Solut ions. This access will be 

granted t hrough a registrat ion email sent (most likely) by ~b}(6); (b}(7)(C) I entitled "LEARN access & 

Training Resources ... " 

Some of you may have already received this email. 

As the CLEAR admin, I will also be the LEARN admin, so if you have any issues wit h your account, let 

me know. 

Kb)(6);(b}(7)(C) 

Supervisory Delention and Deportation Officer 
Department of Homeland Security I ICE / San Jose Sub Office 
408-776 b)(6) Desk 
4 IS_7 16 ;\b}(7 Cell 
t b)(6);(b)(7}(C) 

CONFIDENTIALITY NOTICE: This document may contain confidemial and sensitive U.S. Government information. and is not for 
release. review. rctransmission. dissemination or use by anyonc othcr than thc intcnded rccipielli. Please notify thc sender if this email has 
been misdirected and immediately destroy all originals and copies of the original. Any disclosure of th is document most be approved by 

the Depar1ment of Homeland Security. U.S. Immigration and Customs Enforcement. 
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From: 
To: 

Vig ilant SoMions 
kb\l6\' lbll7\loI 

Subject : 
Da 18: 

LlRGENT SPEC IAL NOTIFICATION: ~anr>ed LEARN OYlal/O- June 2' 
S"uurda~, June 23. 2018 8:3.2:26 AM 

Is lhis email nOI displaying oorreclly? 
View it in your bmw~er 
<hn p-l/www2 vjeilam:;phu jQn, I"Om!wchmaii/43 14' Q667447 5 S!dc61 IT!!7 I 4c'672 fa4CCjlq!09M:!Q37S6'Qd5d}~c2c673HX!3 5 I I 88ae6' 1606> 

<hnp l lwww2 vjeilaoJSOI"l ions mmll /4314' a OJ 5-02-1 5!3s 18'3!43142! 16 1958N jj'jlaoISol"l jon' lo~() k pO ~> 

SPECIAL NOTIFICATION 

Dear Cuslomcr. 

Vigilanl Solulions will expericnce a planned LEARN oUiage relaled to a dala cemcr migralion into a ncw slale-of-lhe-arl facility, This migralion is 
requircd for us to continue 10 deliver the greal services thai you dcpend on. We wamed 10 prcpare you for lhis outage. as LEARN scrver access will 
be limited during the dural ion of the move. We will coordinate lhis migralion 10 occur during lhc Ieasl aClive period 10 minimize inlerruplions to 
services. Here are some answers to queslions lhal you may have. 

Maintenance Window 

*0612412018 12:00 AM PDT lhrough 06a512018 12:00 AM PDT 

Impaclcd URLs: 

*Iearn-nvls,com 
*dientponal . vigilamsolulions.com 
*imemalional. vigilamsolutions.com 
*dcmo.vigilantsolulions,com 

ImpaC1Cd Products: 

*CarDetector Mobile ~ (CDM) 
*CarDetector Fixed ~ (CDI') 
*Mobile Companion 
*Targct Alen Scrvicc '" (TAS) 
*Email Nuli{:cs 
*FaceScarch ~ 
*BallisticScareh '" 
*PlalcSearch '" 
*Standalone Cameras 
*Imegralion Services 

AOlicipaled impact 

*Limilcd or no access during the mainlcnance window to Vigilant ProdUCIS that require cloud hOSlcd services 
*CarDeleclor Mobile ~ and CarDeteclor Fixed ~ diems will cominue 10 generate hilS from previously downloaded hOI-lisls 
*Standalone Fixed cameras will nOl upload deleclions for alening umil services resume 
*Alen nolices will be delayed umil cloud hOSlcd services resume 

Should you have any queslinns, plcase cnnlOCI our suppun lcam al suppon@vigilanlsolulions .CtJrn <majh"s"pp'm@yi~j !a QI Sol"l j !lns cum? 
:mbjcc l- ! EARN%200lltaec%'OJ Il!Jc%2024> 

Sincerely. 

Vigilant Solutions 
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Copyrighl 0 2018. All rights reserved. 

OUT mailing address is: 

Vigilant Solutions 

1152 Stealth Street 
Livermore. CA 94551 

un.ubscribe from this li.l 
<blip' Ifwww2 Yigi!antwluljoos cpmfUnSllbscribeill/43 142(de61 ffd7 I 4c2672fa4ccocd0966d03756~Qd~c05e2e673fOO35 I I 88am2 16060 61)744755:
I update subscription preferences <b]!p'Uwww~ yjgi1aU!wli njo!!5 cumlc/4 ~ 142!email-prefcreoccs!6s7YYi0 6l)744755:-
<btlP'/Iwww2 yig jlaOJsolytjons cum/r143 I 421! 0 6l)7447WllPCn/ l :-

2018-ICLI-00035 250 



From: 
To: 
Subject : 
Dal.: Wednesday. June t3. 2018 9:26:1)4 AM 

Vigilanl Solutions: Acquisition Announcemem 

<hup'llwww2 vigj lanlwluljoos cpm!eJ43 142m I 8-06- I V6x4~qh06485 3528> 

Aboul <h!l~rllwww2 yjijlaotsoluljons cornle14, 1 42 Iaboul-16342qk0648~'~28> Solutions 
<htt p-l/www2 vjgilam:;p lul joO:; cooMcl41142Ip[QjI!lcts-16&4'qrn0648S1S28> ContaCI <http'!lwww2 vjij iaotsol!l ljons cornId41 1421cootiK"l-
16 342<'9064853528> 

<hup '/lwww2 vjg jlanl SQIUl joos com11l43142f20! 8-06_0416wyxwrI43142122Q302rvS G yoOps Prmlmage ~ jpg> 

Vigilant Solutions Acquisition Announcemenl 

Dear kb)(6);(b)(7 1 

We are very excited to announce today that Vigilanl Solutions has acquired the assets of ShotCallcr Global Inc. 
<hn p'llwww2 vig ilanlwlllljoos com!cJ43J42It jgatjye_ tQQI_law_cofoo;emcO!_!6!42qm64853~28> . developer of GunOps ~ and DNAOps " 
investigative solutions for law enforcement. This acquisition enables us 10 provide the law enforcemem community with firearm forensic mapping 
and DNA crime mapping technology that complemem our existing suite of aUtomated license plate reader (ALPR) data. facial recognition 
technology and ballistics analysis solutions_ 

GunOps and DNAOps are web-based inlemctive invesligalioo IDOls. GunOps allows law enforcement investigalors and analySIS 10 enter. visualize 
and access infonnalion about fireann-related crimes, forensic lesl results and aml~'<.I criminals. DNAOps allows law enforcement 10 enICr, visuali2e 
and access information about crimes where DNA has been recovered from crime scenes. using web-based mapping applications. 

So. what does this mean for you> our customers? It means Vigilant Solutions is now well -positioned 10 help you and your jurisdiction to comb-ltthe 
growing epidemic of gun crime, Specifically. our enhanced suite of offerings enables us to provide you the ability to help idemify the G.E.T. 
geography. evenl and time - of gun crime_ 

Anyone who work> wilh or for Vigilant Solutions knows Ihal we are passionate aboutlhe faC1lhal our solulions help 10 keep communities and law 
enforcement safe. This acquisilion is exciting because it nOI only allows uS 10 continue 10 achieve Ihat goal. but also enables uS 10 expand Our 
capabilitics and hclp you to eradicate violent gun crime in your communities , 

If you are interested in learning more about GunOps. please reach out to your Account Manager or contact us at Sales@VigilantSolutions.com 
<ma jllO ' Sales@y i~i1aO!Soh1! j ous com> 

Be Safe, Be Sman. Be Vigilant. 

i h)(flHhV7)( I 
Founder and Preside11l 

<hUp'I!oocw:y comly jgilanJlelOlimgiarmw while pn ~> 

<hup '/lwww2 vj~ jlantsolUl joos comlel41 ! 42120 J 8_0b_ J 1{6x42qh064851528> 
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Be Safe , Be Smart. Be Vigilant. 
VigilamSol utioos.com <bllp'ljwww2 yjgilam:;olwjon $ cpmlcf4 ~ 142120 I 8_06- I 3!6342qb0 64-851528> • 925-398-2079 <lcl:925-398-2079> 

<btlP' lIwww2 vig jlamspl!Ujoos com!e143 I 42/Yjgj li!otsplutjpos_globgl_16 X42qw064-85 ~ ~28> 
<bllp 'l/www2 vjgjlamsolytjons comlcl41 I 42kompanv-yjg jlam_solU!jons_!6d2qy064853528> 
<btlP' l/ww w2 yjgilamsplutjoos com/cl41 I 42Njg jiamSo!l6x42r l 0648~ 1~28> 

Vigilant Solutions <hnpllwww2 yjrilantwluljoQ$ COmlef43142aoI8-0('j-J 3/6x4"lb064853528> , 1152 Stealth Str~'<!1. Livennore. CA 94551, 
925-398-2079 <tcl:925-398-2079> 

Unsubscribe 
<bllp 'l/www2 yjgjlamsolyljons com/uQ 5l!bsqjbe/u{43 14Ude6 1 crd7 14c2672fa4ccacd0966d()375620dSeO~e2e671flm5 I I 88ae62 16f360 64-8S1S28> 

<hup'ilww w" y jg jbmsQhnjQQs mQJIr141 J4'lla648~15"8IQpeDI1 > 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

kb}(6);(b}(7)(C I 

fb)(6);(b}(7)(C) 

5 Jul 2018 18:13:49 +0000 
kb)(6);(b}(7)(C) I 
Tasking, SBD 
Vigilant Solutions Support 
imageOOl.jpg 

Please sec below for the helpdeskfpassword support. 

If you have LEARN platfonn password questions/issues, please eOnlaet 
support@vigi lanlsolutions.eom<mailto:support@vigi lanlsolutions.eom> or 925-398-2079 for assistance. 

Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, affiliations 
and other critical information, in combination wi th Vigi lant's commercial LPR database of more than 6 
billion vehicle detections, DHS wi ll now have a potent new soluti on in CLEAR LPR to augment 
investigations. 

License Plate Recognition offers a live gateway of Vigilant commercial license plate data to determine 
vehicle locations from within the LEARN platform. 

In addition, the search offers an individual vehicle search by License Plate so you can search for more 
information. 

TRAINING RESOURCES? WEB EX TRAINING AVA ILAB LE 

Additional fUiUTe training? There wi ll be Web Ex's avai lable throughout the following months, al 
www.clear.webex.com<hltps://naO I. safelinks.prOiection.outlook.coml?url=http%3 A %2 F%2 F www.clear.w 
ebex.com&data-02% 7CO 1 % 7CCatherine. Wahl%AOtrsslle.com% 7C4894512982de4266214508d569cf5866 
% 7CdOb5bc 72cd6448dda I c 15321 ce8ebc7b% 7CO% 7CO% 7C636531261650849446&sdata-AOsu9cc%2B 
L9KLwVfl%2 BvyzjTrfX9gRphDlzoYUYsaKcW4%3 D&reserved- O>. There wi ll also be in person 
sessions at locations across the country throughout the year. 

User Guide: A user guide will be avai lable by the end of February. lfnot received by that time, please 
emai l LEA RNSupport@trssllc.com<mailto:LEARNSupport@trssllc.com> for the latest user guide. 
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If you have any add itional questions, please do not hesi tate to contact us at 
LEARNSupport@trssllc.com<mailto: LEA RNSupport@trssl lc.com>. 

Thank you, 

Fb)(6);(b}(7)(C) 

Supervisory Detention and Deportation Officer I U.S. Department of Homeland Security 

Immigration and Customs Enforcement I Enforcement and Removal Operations'! Fugit ive Operations 
Team'! San Bernardino 

655 w. Rialto Ave,kb)(6):(b}(7)ti San Bernardino, California 924101'!: (909) 386¥b)(6) 1 Office 
l<http://thesceneisdead.com/wp-contentluploadsI20 13/04/cell-phone-1 024x811.jpg>: (2 13) 21 6/<b)(6);1 Cell i 
7, (909) 386--3399 F., I 

-{!. 
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VlGllIIT SOLmONS ACQUISITION ANNOUNCEMEIIT 

We are very excited to announce today that Vigilant Solutions has acquired the 

assets of ShotCalier Global Inc. , developer of GunOps'" and DNAOps'" investigative 

solutions for law enforcement. This acquisition enables us to provide the law 

enforcement community with firearm forensic mapping and DNA crime mapping 

technology that complement our existing suite of automated license plate reader 

(ALPR) data, facial recognition technology and ballistics analysis solutions. 

GunOps and DNAOps are web-based interactive investigation tools. GunOps allows 

law enforcement investigators and analysts to enter, visualize and access 

information about firearm-related crimes, forensic test results and armed criminals. 
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DNAOps allows law enforcement to enter, visualize and access information about 

crimes where DNA has been recovered from crime scenes, using web-based 

mapping applications. 

So, what does this mean for you, our customers? It means Vigilant Solutions is now 

well-positioned to help you and your jurisdiction to combat the growing epidemic of 

gun crime. Specifically, our enhanced suite of offerings enables us to provide you 

the ability to help identify the G.E.T. - geography, event and time - of gun crime. 

Anyone who works with or for Vigilant Solutions knows that we are passionate about 

the fact that our solutions help to keep communities and law enforcement safe. This 

acquisition is exciting because it not only allows us to continue to achieve that goal, 

but also enables us to expand our capabilities and help you to eradicate violent gun 

crime in your communities. 

If you are interested in learning more about GunOps, please reach out to your 

Account Manager or contact us at Sales@VigiiantSolutions .com. 

Be Safe. Be Smart. Be Vigilant. 

Kb)(6);(b}(7)(C) 

Founder and President 
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From : 
To : 
Subject : 
Date: 

SFR ERO, 

SFR-ERO·Taskjng 
HERO SAN FRAN FLD OFC 
FW: License Plate Reader Database access available through the CLEAR database on January 30, 2018 
Friday, February 9, 201810:10:21 AM 

Please see email regarding enhancements to CLEAR. AFOD kb)(6);(b}(7)(C) land SDDO kb)(6):(b}(7)(C) 

are both CLEAR admins for the AOR should you require access. 

Thank you, 

Fb)(6);(b}(7)(C) 

SFR ERO Tasking 

From: ERO Taskings 
Sent: Monday, January 29, 2018 11 :21 AM 
Subject: License Plate Reader Database access available through the CLEAR database on January 30, 
2018 

This message is sellt Oil behalf of Corey A. Price, Assistallt Director for Ellforcemellt, with 
the COllcurrellce of Nathalie R. Asher, Actillg Assistallt Director for Field Operatiolls: 

To: Field Office Directors, Deputy Field Office Directors, and Assistant Field 
Office Directors 

Subject: License Plate Reader Database access available through the CLEAR 
database on January 30, 2018 

Enforcement and Removal Operations (ERO) has added License Plate Reader database access 
to the Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system. 
All authorized ERO users who utilize the CLEAR system now have access to Vigi lant 
Solutions commercial License Plate Reader data, housed in their Law Enforcement Archival 
& Reporting Nerwork (LEARN). 

The Vigi lant Solutions License Plate Reader database stores vehicle license plate numbers that 
are recorded from cameras equipped with License Plate Reader technology from a variety of 
governmental and private sources. ICE does not contribute data to the commercial License 
Plate Reader database. 

All ICE queries of this database service will be based on known license plate numbers. ICE 
users will not take any enforcement action against an individual based solely on the results of 
the query . Rather, ICE users will corroborate this infom13tion by querying other government 
systems to ensure that they have the most complete, accurate, and up-to-date infonnation to 
generate leads . 

It is anticipated that ICE users will be able to access LEARN via a link in the CLEAR system 
on Tuesday, January 30, 2018. Thomson Reuters Special Services (TRSS)/Vigi lant will send 
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emails to current users with their credentials along with user guides. An iPhone mobile 
application is forthcoming. Prior to logging into the system, the user must concur with the 
agency 's permiss ible uses of the system and affirmatively consent to these rules before 
proceeding further. 

Potential Questions: 
Q: What is LEARN License Plate Recognition? 
A: Access to LEARN via CLEAR will provide users with the infomlat ion on individual 
license plates/vehicles to assist in investigations. Users will be able to see where a license 
plate has been within a speci fied timeframe. 

Q: What's my user id and password? 
A: Users will have a user name and password that is separate and di stinct from hislher CLEAR 
password. Each user wi ll receive an emai l from TRSS/Vigilant with credentials. Each user's 

email he/she used to register with CLEAR. The temporary password 

~W~I~·I~1 ~!lS~:::::~5MUST ch~ upon first log in. (Ex: username: 
[ password:_ 

Q: Where are my credentials? My colleague received hers already. Where are mine? 
A: All credentials will be provided as soon as they are avai lable and likely by the end of the 

week of January 29th . If credentials are not received by Monday, February 12th, please email 
Kb)(6);(b}(7)(C) I to troubleshoot. 

Q:How do ] login? 
A: Users must log into LEARN via CLEAR www.cJear.thomsonreuters .com. 

Q: How do 1 use the platform? 
A: A user guide will be provided as soon as poss ible, but in the meantime, please attend a 
WebEx sess ion. A li st of available sess ions wi ll be sent with user credentials. Please register 
for a session. In addition, in-person sess ions will be scheduled at the fi eld offices throughout 
20 18. 

For those that need access to CLEAR and LEARN, please request access from your local 
CLEAR administrator. 

NOTICE: This communication may contain privi leged or otherwise confidential information. If you arc not an in tended 
recipient or believe you have received th is communication in error. please do not print. copy. retransmit. disseminate. or 
otherwise usc this information. Please inform the sender that you received this message in error and delete the message from 
your system. 
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From : 
To : 
Subject : 
Date: 

LEARN access & Training Resources - Make Vital Vehicle Connections To Accelerate Your Investigations 
Friday, February 9, 2018 6:49:52 AM 

Welcome to the newest addition to CLEAR -license Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities within CLEAR for use as part of an 

investigation or evaluation, 

To log in, follow the steps below: 

1) Log into CLEAR at www.clear.thomsonreuters.com . 

2) Under the VEHICLE search tab, click "Click Here for Vigilant Solutions LEARN" 

3) Enter the LEARN cre~d~e~n~t~ia~IS~I~islteldlbleIIOIWIII~j a. Username: 

b. Temporary 

This temporary password must be reset upon login. 

prompt. 

If you have LEARN platform password Questions/issues. please contact 

sypport@vjejlantsolutjons.com or 925-398-2079 for assjstance. 

the current password 

Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, 

affiliations and other critical information, in combination with Vigilant's commercial LPR database of 

more than 6 billion vehicle detections, DHS will now have a potent new solution in CLEAR LPR to 

augment investigations. 

License Plate Recognition offers a live gateway of Vigilant commercial license plate data to 

determine vehicle locations from wit hin the LEARN platform. 

In addition, the search offers an individual vehicle search by License Plate so you can search for more 

information. 

TRAINING RESOURCES - WEBEX TRAINING AVAILABLE 

Join us for a brief introduction to the LEARN platform . Click on the links below to register and receive 

an email with a link to the WebEx meeting. Registration is required, but there is no need to register 

for more than one session. There is an attendee maximum per session; if a listed session is shown as 

full, please select another session to attend. 

Please note that due to t he number of registrants and sessions, I am unable to provide WebEx 

support/assistance. Please contact your help desk with any problems connecting to the WebEx. 

Day Date Time (all times Registration Required - click link to register 

ETI 

Friday 2/9/2018 10:00 AM 2/9/18 lO'OOAM 

Friday 2/9/2018 1:30PM 2L9L18 l;.3QEM 
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Friday 2/9/2018 3;00 PM 219118 3;QQ~M 
Monday 2/12/2018 12;00 NOON 2112118 12 ~QQ~ 
Monday 2/12/2018 3;00 PM 2112118 3;QQ~M 
Tuesday 2/13/2018 9;00AM UBllS 9'QQ8M 

Tuesday 2/13/2018 lLOOAM 2L13L1Sll 'QQ8M 

Tuesday 2/13/2018 LOOPM 2LBL1S l'QQPM 

Thursday 2/15/2018 830AM 2115118 8;3Q8M 
Thursday 2/15/2018 10;00 AM 2115118 lQ;QQ8M 
Thursday 2/15/2018 UOPM U15L1S l':~QPM 

Thursday 2/15/2018 4;00 PM 2L15l1S 4'QQPM 

Friday 2/16/2018 8;00AM 2L16L1S S'QQ8M 

Friday 2/16/2018 10;30 AM 2/16/18 lQ;3Q8M 
Friday 2/16/2018 12;30 PM 2/16118 12;3Q~M 
Friday 2/16/2018 3;00 PM 2LlflL1S 3'QQPM 

Additional future training - There will be Web Ex's available throughout the month of February, as 

well as on t he 1st and 3rd Thursday of every month starting March 1st at wwwclearwebexcom . 

There will also be in person sessions at locations across t he country throughout the year. 

User Guide: A user guide will be available by the end of February, If not received by that time, please 

email LE8RNSupport@trssliccom for the latest user guide. 

If you have any additional questions, please do not hesitate to contact us at 

LE8RNSuQQort@trsslic com. 
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From : 
To: 
Subject : 
Dat e: 
Attachments : 

~b)(6); (b}(7)(C) 
# SFR ERO SNJ USERS 
RE: License Plate Recognit ion Access for ERO 
Thursday, February 8. 2018 2:35:14 PM 

ParticiOa(lt Guide.doc, 

Here is more information and some training guides on how to use Vigilant. I put the information on 

our Share drive under Fugops, file name is NCRIC ALPR Class Files. If anyone need some assistance 

on using Vigilant let me know. 

From ~(b)(6); (b}(7)(C) I 
Sent: Thursday, February 8,20 188:56 AM 
To: # SFR ERa SNJ USERS 
Subject : License Plate Recognition Access for ERa 

All, 

Good News!! 

Over the next couple days, all act ive registered users of CLEAR will be receiving access to LEARN, 

which is a License Plate Recognit ion database powered by Vigilant Solut ions. This access will be 

granted through a registration email sent (most likely) by Fb)(6);(b}(7)(C) I entitled "LEARN access & 

Training Resources ... " 

Some of you may have already received this email. 

As the CLEAR admin, I will also be the LEARN admin, so if you have any issues wit h your account, let 

me know. 

Kb)(6);(b}(7)(C) 

Supervisory Delention and Deportation Officer 
Department of Homeland Security l iCE I San Jose Sub Office 
408-776~ Desk 
415-7 16~ Cell 

k b)(6)-(b)(])(C) 

CON FIDENTIALITY NOTICE: 'lbis document may contain confidential and sensi tive U.S. Government information. and is not for 
re lease. review. retransmission. dissemination or use by anyone other than the intended recipient. Please notify the sender if this email has 
been misdirected and immediately destroy all originals and copies of the original. Any disclosure of this document must be approved by 
the Depar1ment of Homeland Security. U.S. Immigration and Customs Enforcement. 
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LAW tNrO"'Cf l~E IH SEPJSITIVE 

9 Search Results 
Search Query 

Start Time 8/12/2014 00:00 

End Tim e 8/12/201523:59 

Case Number fbX7)(E) I 
Search Purpose Crirrinal or Arrest 

License Plat e Num ber 

Results (0) 
No resul t s were found 

Notice: The following information is t o be used f or analysis and invest igat ive work only. 

L.O\~ E'I'QR("4'~T S'~S IT I"'E 
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Vehicle Detection Report 

b }(7)(E);(b )(6);(b )(7}(C) 



Vehicle Detection Report 
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Vehicle Detection Report 
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Vehicle Detection Report 

b )(6);(b }(7)(C);(b }(7)(E) 



Vehicle Detection Report 
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Vehicle Detection Report 
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Vehicle Detection Report 
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Vehicle Detection Report 
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Vehicle Detection Report 
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Vehicle Detection Report 

b )(6);(b }(7)(C);(b }(7)(E) 



Vehicle Detection Report 
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Vehicle Detection Report 
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Vehicle Detection Report 
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From : 
To : 
Sub ject : 
Dat e: 

All, 

Good News!! 

kb)(6):(b}(7)(C) 
# SFR ERO SNJ USERS 
License Plate Recognition Access for ERO 
Thursday. February 8. 2018 8:56:28 AM 

Over the next couple days, all active registered users of CLEAR will be receiving access to LEARN, 

which is a License Plate Recognit ion database powered by Vigilant Solut ions. This access will be 

granted t hrough a registrat ion email sent (most likely) by ~b)(6); (b}(7)(C) l entitled "LEARN access & 

Training Resources ... " 

Some of you may have already received this email. 

As the CLEAR admin, I will also be the LEARN admin, so if you have any issues wit h your account, let 

me know. 

~b)(6); (b)(7}(C) 

Supervisory Delention and Deportation Officer 
Department of Homeland Security I ICE / San Jose Sub Office 
408-776 b)(6 Desk 
4 [5-7 [6 J~li. Cell 
b)(6);(b)(7}(C) 

CONFIDENTIALITY NOTICE: This document may contain confidemial and sensitive U.S. Government information. and is not for 
release. review. rctransmission. dissemination or use by anyonc othcr than thc intcnded rccipielli. Please notify thc sender if this email has 
been misdirected and immediately destroy all originals and copies of the original. Any disclosure of th is document most be approved by 

the Depar1ment of Homeland Security. U.S. Immigration and Customs Enforcement. 
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From: 
Sent: 
To: 
Subject: 
Attachments : 

ClEAR LPR Administrator Reference: Adding Data from non-ICE sources 
DHS ICE ClEAR LPR - Receiving Data from Outside ICE.pdf 

Thank you to those who were able to join me on the WebEx sessions yesterday and today. We're excited 
about the additional data that may now be available to ICE. 

For those you who were unable to attend, I've attached a step-by-step guide (with pictures!) to initiate LPR 
detection sharing from agencies outside of ICE within the LEARN platform. For those of you on the calls 
who received th is document already, nothing has changed in this version. 

As always, please feel free to contact me with any questions you may have. I'd be glad to walk you through 
the process or answer any addit ional questions. 

Kind regards, 
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From: 
Sent: 
To: 
Subject: 

kb)(6):(bX7)(C) 

10 Feb 2014 18:32:35 +0000 
Fb)(6);(bX7)(C) I 
License plate reader /locator 

Here arc the two license plate databases we use. They provide date, time, location, and vehicle photo. 
We?ve so lved several fugit ive cases, including a fore ign fugit ive case with these tools. l?m not sure how 
much data they have in common, but our TECS system refers to one or the other, depending on the result. 

http ://nvls-Ipr.comlnvls/ 

https:llwww.platcnet.com/praweb/index.jsf 

fb)(6);(bX7)(C) 

Department of Homeland Security 

San Jose, CA 

41 5-716{~~(~ I cell 

408-918-400 I fax 

CONFIDENTIALITY NOTICE: This document may contain confidential and sensitive U.S. Government 
information, and is not for release, review, retransmission, dissemination or usc by anyone other than the 
intended recipient. Please notify the sender if this email has been misdirected and immediately destroy all 
originals and copies of the original. Any diselosure of this document must be approved by the Department 
of Homeland Security, U.S. Immigration and Customs Enforcement. 
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From: ~b)(6); (b)(7}(C) 

Sent: 29 Jan 2010 18:44:57 +0000 
To: kb)(6):(b)(7}(C) I 
Subject: RE: CBP contact at SYS 

We have all the crossing info available from ATS, but he might need them to run some plates to see if 
there's a plate reader hit on an exit. I don't have the info, but the detective is: 

Street Cri mes Detective 

Morgan Hill Police Department 

Office # _ 408-779 b)(6); 
b}(7)( 
) 

Cell # - 408-461-

~~~~~9,,20108:17AM 
Subject: RE: CB p contact at SVS 

Shoot me the info on your Subject? 

From: kb\(6Hb\(7)(C\ 
Sent: Friday, January 29, 2010 8:15 AM 
To: kb)(6):(b)(7}(C) I 
Subject: RE: CB p contact at SVS 

I' ll give you a dollar.. 

From :kb )(6Hb )(71(C\ 
Sent: Frida , January 29,20108:15 AM 
To: b\(6Hb)(7)(C\ SFR ORO SNJ USERS; # SFR ORO SNJ CA P 
Subject: RE: CB P contact at SVS 

Yes?~ 
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From: kh\IflHh\(7)(G\ I 
Sent: Friday, January 29, 20 10 7:53 AM 
To: # SFR ORO SNJ USE RS; # SF R ORO SNJ CAP 
Subjcct: CBP contact al SYS 

All, 

Does anyone have a good contact at CBP, preferrably at SYS? 1 have a detective working on a murder case 
trying to track down some crossing info thaI we don't have access to. 

Thanks, 

Kb)(6);(b)(7}(C) 

Deportation Officer 

Department of Homeland Security 

Immigration and Customs Enforccment 

San Jose, CA 

4 15-7161lli1iliJ cell 

408-918-400 1 fax 
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b )(6);(b )(7)(C);(b )(7)(E) 
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POOD02 See Bl ock 16e 192118FLMURQOO23 
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S 

o BOX 64833 
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7. ADMINISTERED BY (lfother/han item 6) CODE I 

I' , 9A. AMENDMENT OF SOLICITATION NO. 

98. DATED (SEE/TEM II) 

x lOA. MODIFICATION OF CONTRACT/ORDER NO. 
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lOB. DATED (SEE ITEM 13) 
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11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOt.lCITATIONS 

Th .. abo ... numbered sohotabon IS amended as set forth., Item 14. The OOur and dat .. specified for r_ptof Off .. rs 1S .. xtended. 1S oot extended . 

Offers must ad<nowledqe receipt of this amendment prio< 10 the OOur ar<! date specified in the solicitation or as amended. by one of the following methods: (a) By completing 
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ref."."nce to the soHcitation ar<! this amendment and is recei'ffld 
12. ACCOUNTING AND APPROPRIATION DATA (If requir&d) 

See Schedu l e 

to the n i 00ur and date s 

Net I ncrease : b)(4) 

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODlFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECI< ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO; (SpeOfy aulllori!y) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT 
ORDER NO, IN ITEM lOA. 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MOOIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (wch as cha~s in paying office, 
appropriation data. etc.) SET FORTH tN ITEM 14. PURSUANT TO THE AUTHORtTY OF FAR43, 103{b). 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

D. OTHER (Specify type of modification and authority) 

X Fundin g Only Action 

E. IMPORTANT: Contractor is required to sign this document and return ~es 10 the issuing office. 
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Governmen t POC : ~b)(6); (b)(7)(C) 
Phone : 202 - 732 - ¥h\(R\1 

Email : kb)(6);(b)(7)(C) 

Contracting Of ficer : kb)(6);(b)(7)(C) 

Phone : 202-732 -kb)(6):d 

Continued ... 
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REFERENCE NO, Of DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70COCR18P000000 17/P00002 

NAME OF OfFEROR OR CONTRACTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0002 

SUPPLIES/SERVICES 

(B) 

Email : Kb)(6);(b)(7)(C) I 

There is a requisition associated with t his 
modification ; 1921 18FLMMURQ0023 

The pu r pose of t his modifica t ion P00002 is t o add 
additional funding to CLIN 0002 in the amount of 
b)(4) 

As a result , the total a mount o f 
70CDCR18P00000017 remains uncha nged a t : 

Eb))4) I 

No twithstanding the period of performa nce 
indicated above , t he funding provided in this 
modif icatio n is the amount present l y ava ilable 
for payme n t and al l otted to this tas k order . The 
service provider agrees to perform to the point 
that does not exceed the total amount currently 
al l otted to the items currently funded u nder this 
task order . The service provider is not 
authorized to continue to work on those i tem(s) 
beyond t hat poi n t . The Gover nme n t wil l not be 
ob l igated to reimburse t he service provider in 
excess of t he amount allotted to t hose item(s) 
for performa nce beyond t he funding al l otted . 
Exempt Actio n : Y Sensitive Award : PII 
Disco un t Terms : 

Net 30 
FOB : Destination 
Period of Performance : 12/22/2017 to 09/21/2020 

Change Ite m 0002 to read as follows(amount shown 
is the obligated amount) : 

Opt ion Period 1 - 02/01/2018 - 01/31/2019 
ACCESS TO LICENSE PLATE SYSTEM (All ICE Users) 
This is a Firm-Fixed Price (FFP) CLIN . 

AS a result , fu nding for CLIN 0002 has increased 

!~~mlb)(4 ) I 
To : L _____ -----'. 

Fu lly Funded Obligation Amou n t : kh\(4\ I 
Incremental l y Funded Amou n t : kh\(4\ I 
Product/Service Code : 0317 
Product/Service Descrip t ion : IT AND TELECOM
WEB- BASED SUBSCRIPTION 

Continued 
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QUANTITY juNIT 

(C) (0) 

UNIT PRICE 

(E) 

AMOUNT 

(F) 

3 

12 MO ~,-tb,,-))4-'-) __ ---'r-______ ----' 
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2. AM£NDMENThI4OD!FICATIQN NO i 3 EFFECTIVE CATE ~ , ~EouISrrIONlPURCHASE REO, NO IS. PROJ~CT NO. {It ~blfl 

POaOe3 [see Bloc k 15C See Schedu l e 
9. ISSUED BY 1 ADMINISTERED 11'1 (II or"., m,n Item ~) CODE COOl: - lCE /OC R 

I CE/ Oetention COJ"lp11. ance & Re:ucvals 
I r.IfIll.g tClt ion ar,d Cu stOIllS Enforcement 
Of fi ce of Acqui s itio~ ~anageme~t 

801 1 Street, NW kb)(6J (b){ZVCJI 

WAS HHGTON DC 20536 

ii NAIolE AND "OORESS OF CONTRAC TOR (110 .. _. ~f. Sr"; _ZIPCOde) 

'" 
9 ... AMENDMENT OF SOLI CITATION ~o 

' J::ST P~BLISH I NG CO~PORAr: ON 

PC 3CX 64833 <;e. Oo\TEO (SEE 'TEll 11) 

S Alt\T PAUL M(I; 55 164 

x 1OA. MOOIFICAT~ %F CONTRACTIOROER NO. 
·70CDCR lS P 0 000:7 

100. O"'TfD {SEE ITE'" 13} 

coo< 1485 ;) 32 860000 1 FACILITY CODE ; 17/n/2017 
rrf~ ONLY , TO JU'E ~'" 

, , 
- , . , 
n.._....-..,~,,~ .. se\_"'1 ""'" 1. The rn.r __ so.c:;6edb',-.,.alor..... , .. "",,"M80 .1 .. n;lIVI,",,*, 

Otr .. ~ mll>l ~ ~ 01 #>1 amerc:moIf'II PlIO' to ~ -. and~ ~ " 1/"4 -"!IOrIo< ., iWM'f\dO<I , 11)' ~ of tne ...,lawilg m~' (_) lIy oanplel;r.v 
~tfTn ' ..-.d 1 ~. _ "" .... """11 COl"'" 0111\41 .,.,.,d"nenI: (b) BI' """""'iodQ lI'IIJ ~ oftl":l • ........,.. .... oneacfl copydt ... oIIIIi~ ; or te) By 

MP ... , te letteror .. it>CJ ..... ""' icr"I Fr"lClJdtoS 8 "" ... """" Ie):r.e ~ ar>3 ' '''.....,.".n\ .....,.,-.oe'1. F..,ILURE OF 'I'OUI'I.o.cKN(M!..EDGEMENT TO 81:.I'!fCeNEDAT 
THE PLO.CE DESIGNATED ~OR THE RECEIPT OF OFFER!! "'HIOfl TO THE HOU R liND O",TE SPECIFIED ....... 'I' RFSUlT IN REJECTION OF YOUR OFF~R W by 
Y;'Ye of IM;S a~ \'CIJ CIII •• 1e ~ an oil ... alr.~ Iy t)ro;n~ . sud1 cI1_.-.g. rr"IlIy I)fI mode toy lelagram or 10 .... " pnlyidod earn tul ... ,*" 0* '-lilt ma~H 

""""'" to 1M ~O'I_"" ..nl'r"ldonao1t .....:I" rtotirtd po'a" 10 the openhl l'9'! _ <IIItR opooot..>d 
12. ACCO\..tolTIN Ci .w:lAPPROPRlATIQtI DATA(H~ Net I ncrease: kb W41 
See Sc hedule 

C>EC~ ONE A nilS CI-UoHGE OROCR IS ISSUED PURSlJ,.o,NT TO. (Spor;J)< .-1} nt'e CI1IINGES SET FORTH IN ITEM I. ARE MoWE IN THE CONTR.t.CT 
ORDERNQ, IN rTEM 11),1,. 

B. n"~Mlove NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE IIOMINISTRI\TIVE CHANQ.ES (,....;flIS en. ng", in PIIY"III tlI'IICIl, 
approptI~ 1IfN. lie.) SET FORTH IN Ile,., I . , PURSUANT TO niEAUTHOI\\TY OF fAR .:!. I03{b) , 

-----j-" •. ~ "itER (St>«i1Y1yprJ r;JI """"SC8F:iOII and 1oI!fIOIl/y) 

X F u n ding Onl y Action 

E. IMPORTANl: CorrIfBetor ~~ IS r.:lI. ,s requirlld \O""*' thi$ <X<:umenc 8M 'el..o"n 

,,.O."D'e;";;'~."';;'OH;;;;;;,,,,-;,",,,,,,;;;;.,""e"'""";;;;O;;D;;";;""""O,,,,w,,;;,,O,O~O,=~:;;:.,C~" f sedKll1 "'«:11"01, llreWog """,, ra/lONCOrl~.tGr 1UOjec1 mattr>r ..... .,'" ""ILo:ib/e,) 

DtJ!.;S :-lu mber: 14850 8286 
Gove:-nrr.ent POC: kh>£6)(bXTtCCl 

Phone : 2 02- "I32 -~ 
Email: killl6Hb)(Z)(Cl 

Government p oe: kblrfl) (b)(l)(C) 

Pho~e: 202-7 32 -~ 
~ma:' 1 : kbX6):(bM7MC 

Con t r acti ng Off i cer: kil)(6HbVZllCl 
Phone : 202- 7321 bX6),1 
Cont inued 
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REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CXR18rOOOG00171 p00003 

N'"-MIO OF OFFEROR OR CONTRACTOR 

WEST PUBLISHING CORPORATION 

ITEM NO 

(A; 

SUPPLIES/SERVICES 

(B) 

Email: b)(6);(b}(7)(C) 

There is a requ.'-si t ion associated with this 
modi fieat i on; 192118 ?lJGOPS 12 0 91 . 

The purpose of this modification ?00003 i s to add 
additional funding to CLI~ OOC2 ~n the amount of 
kb}(4) I 

AS a resu l ~, ~he ~otal ob: i gated amount on ~his 
or de r i s i ncrea s ed fran: 

From:CJX' ) 
By: 
To: 

Kotw i th5tand.'-ng the pe riod 0: perforrr,ance 
indi cated above, the :'Jnding provided In thi s 
modification is t he amount prese~~ly available 
for payment and allo:ted to this ~ask order. The 
service prov i der agrees to perform to the po i n~ 

that do e s not exc eec the totaJ amou:<t currfent l y 
allotted to the items current l y funded unde r th i s 
ta ~ k order. The service provider i s not 
authorized to cont i nue to work 0:1 those item(s] 
bevond tr.at po i r.t. Th e Government will not be 
ob l igated to re~mburse the serv~ce provider in 
excess of the anount allotted to ':hose iterr.(s) 
for performa:lce beyond the tundi:1g allotted. 

Exempt Action: Y Sensitive Award: PI! 
FOB: Destina tion 
Period of Performance: 12/22/2017 to 09/21/2020 

Change Item 0002 to re~d ~s fcl1cws(~~ount shown 
is the obligated amour.t) : 

Opt i o"l Period 1 - :J2/Cl/2018 01!3 1/2C 19 
ACCP.SS 1'0 L~r.E~SE PLATE SYS1'::;:~ (Al l IC~ Use!:s) 
This ~s a Fir~-Fixed Price (ffP; CLIN. 

As a result, fundi~g for CL I ~ 0002 has increased 

~~~m [b)(') I 
To: L_ :--,---c-::-;-.,------'. 
Fully Funded Obl i ga tion AmoU:1"'illo' ~kb:)~(4:):::r=JI 
Incrementally funded AmOU:lt: ~~ )(4 ) I 
Product/Se!:vi ce Code: c317 
Product/Se!:vice Descripticn: IT AND TELECOM
WEB-BASED SUBSCRIPTIQK 
Cor.ti:lUec ... 

NSN 75010-01 '52-.81X!7 

QU"NTfTYlu~IT 
(C) I(D: 

UNIT PRICE 

IE) 

3 

{ F) 

: 2 MO ~b}(4 ) I L--_---,--___ -----' 

OPTIOWJ..fORM~:le (0 SSf 
SIIOOOO"" b~ GSA 
fAA (~! CFRI (,3.1.0 
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:.lEST r U3I.IS H! NG CORPORAlION 

ITEM~ SUPPlIESlSEIMCES 

{A I <81 

Req\;is~ t ion No: 192118FLMURQ OO 23, 
1921 18 FUGOPS12087 .1, 1921 18TlJGOPS12 0 91 

(D)(4),(b)(7)(E) 

E!rJ.oa or I'er r o rmance; u L/u J.I Lv l a t o v I 

-- ----
AI ':' other p rices, terms, . nd c()!ldi tions 
70CDCR18000 COO 17 r€ma.ln t;"t! s a:ne . 

NSN I~\ \ 52 eOI1 

""""~ 
{C) 

31/2019 

of 

2018·ICLI-{)0035 292 

3 
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11. CONTRACT 10 CODE I PAG1E OJ PAGES 

3 
2. AMENDMENTIMODIFICATION '0 J EFFECTIVE DATE 4 . REQUISITION/PURCHASE REO. NO. 15. PROJECT NO. (If 9pp/icabl9) 

POOO O4 See Bl oc k 16e 1921 18 FUGOPS12 09 2 
6. ISSUED BY CODE I CE/ DCR 

I CE/De t e n t i on Compliance & Removal s 
Immigration and Cus t oms En forcement 
Offi ce of Acqu i s i tion Manag e men t 
8 0 1 I S t r eet , NW kb)(6);(b)(7}(C) I 
WASHI NGTON De 20536 

8. NAME AND ADDRESS OF CONTRACTOR (No" _t, cotHIly. Srl>l<t !HId ZIP Codo) 

EST PUBL I SHING CORPORATI ON w 
p 

S 

o BOX 648 33 
AI NT PAUL MN 551 64 

CODE 1 485 0 8286 00 00 FACILITY COOE 

7. ADMINISTERED BY (lfother/han item 6) CODE I 

i' i 
9A. AMENDMENT OF SOLICITATION NO. 

98. DATED (SEE/TEM II) 

x lOA. MODIFICATION OF CONTRACT/ORDER NO. 
70CDCR1 8 POOOO OO 1 7 

lOB. DATED (SEE ITEM 13) 

1 2 /2 2 /20 1 7 

11. THIS ITEM ONLY APP LIES TO AMENDMENTS OF SOt.lCITATIONS 

Th .. abo ... numbered soho tabon IS amended as set forth., Item 14. The OOur and dat .. specified for r_ptof Off .. rs 1S .. xtended. 1S oot extended . 

Offers must ad<nowledqe receipt of this amendment prio< 10 the OOur ar<! date specified in the solicitation or as amended. by one of the following methods: (a) By completing 

ttems 8 ar<! 15, ar<! returning eop<es of the amendment; (b) By acknowledging receipt Ql this amendment on each copy of the Qffe< submitted ; or (c) By 

separate lett&ror telegram which includes a reference to the solicitation or<! amer<!ment numbers. FAILURE OF YOURACI<NOWLEDGEMENT TO BE RECEIVEOAT 

THE PlACE DESIGNATED FOR THE RECEtPT OF OFFERS PRtOR TO THE HOUR ANO DATE SPECIFIED MAY RESULT tN REJECTION OF YOUR OFFER II by 

"';rtue of this amendment you desire to change an offer already submitted. such change may be made by telegram or lette<. pro"';ded each telegram or letter makes 

ref."."nce to the soHcitation ar<! this amendment and is recei'ffld to the n i 00ur and date s 
12. ACCOUNTING AND APPROPRIATION DATA (If requir&d) Net I ncre a se : b}(4) 
See Sche du l e 

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODlFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECI< ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO; (SpeOfy aulllori!y) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT 
OROER NO, IN ITEM lOA. 

B. THE ABOVE NUMBERED CONTRACT/OROER IS MOOIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (weh as cha~s in paying office, 
appropriation data. etc.) SET FORTH tN ITEM 14. PURSUANT TO THE AUTHORtTY OF FAR43, 103{b). 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

D. OTHER (Specify type of modification and l>uthori/y) 

X Funding On l y Ac ti o n 

E. IMPORTANT: Contractor is required to sign this document and return cop;es 10 the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Oryamzad by UCF soctkJn """dingS, mdud"'l} solicitationllXNllmcl subject maflerwh"", feaSible.) 

DUNS Numbe r : 14 85 0 8286 

Gov ernmen t poe : t b)(6Hb)(7)(C) 

Phone : 2 0 2- 73 2 ~b)(6l: 1 

Emai l : kb)(6):(b)(7)(C) 

Gov ernmen t poe : kh\IflHh\(7)(G\ 

Phone : 2 02 - 732 - kb)(6l: 1 

Ema il : kb)(6):(b)(7)(C) 

Co n t ra c ti ng Of fi cer : ~b)(6); (b)(7}(C) 

Phone : 202 - 7 32 i b)(6H I 

Con t inued ... 

Except as pro'o'ided herein all terms and oond itions of the document referenced in hem 9 Aor l OA as heretolore changed rema ins unchanged and in lui force and effect 

15A NAME AND TITLE OF SIGNER (Type or pr1nt) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type orprint) 

b)(6);(b)(7}(C) 

158. CONTRACTOR/OFFEROR I OC. DATE SIGNED 16C. OATE SIGNED 

16 May 2018 
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REFERENCE NO. Of DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P000000 17/P00004 

NAME OF OfFEROR OR CONTRACTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A, 

0002 

SUPPLIES/SERVICES 

(B, 

Email : b)(6);(b}(7)(C) 

There is a requisition associated with t his 
modification ; 1921 18FUGOPS120 92 . 

The pu r pose of t his modifica t ion P00004 is t o add 
additional funding to CLIN 0002 in the amount of 
b , 

As a result , the total obligated amount on th is 
order is increased from : 

~~~m f
bX

" I 
To : L ___________ ~. 

Notwithstanding the period of performance 
indicated above , t he funding provided in this 
modif ication is the amount present l y ava ilabl e 
for payme nt and al l otted to this tas k order . The 
service provider agrees to perform to the point 
that does not exceed the total amount currently 
al l otted to the items currently funded under this 
task order . The service provider is not 
authorized to continue to work on those item(s) 
beyond t hat point . The Gover nme nt wil l not be 
ob l igated to reimburse t he service provider in 
excess of t he amount allotted to t hose item(s) 
for performance beyond t he funding al l otted . 

Exemp t Action : Y Sensitive Award : PII 
FOB : Destination 
Period of Performance : 12/22/2017 to 09/21/2020 

Change I t em 0002 to read as fo llows(amoun t shown 
is the obligated amoun t ) : 

Option Period 1 - 02/01/2018 - 01/31/2019 
ACCESS TO LI CENSE PLATE SYS TEM (All ICE Users ) 
This is a Firm-Fixed Price (FFP) CLIN . 

AS a result , fu nding for CLIN 0002 has increased 

;~om [b
X
" I 

Fully ~FCuCnCdCeCdCCO~bOl"C.gOaOOt~ion Amoun"t~'~k~b~X~"~:::::I:=J1 
Incremental l y Funded Amount : kb}(4) I 
Product/Service Code : 03 17 
Product/Service Description : IT AND TELECOM-
Continued ... 

NSN 754().()1152 8067 

QUANTITY juNIT 

(C) (D) 

UNIT PRICE 

(E, 

AMOUNT 

(F, 

3 

12 MO I Kctb"'X,," ______ .-______________ -' 
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REFERENCE NO, Of DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P000000 17/P00004 

NAME OF OfFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO. SUPPLIES/SERVICES 

(A) (B) 

WEB BASED SUBSCRIPTION 

b}(4);(b}(7)(E) 

Period of Performance: 02/01/ 2018 to 01/31/2019 
------

All o t her prices , t erms , and cond i t i ons of 
70 CDCR1800 0 00 017 remai n the same . 

NSN 754().()11 52 8067 

QUANTITY 

(e) 

2018-ICLI-00035 295 

juNIT UNIT PRICE 

( D ) ( E ) 

AMOUNT 

(F) 

OPTIONAl FORM :J.3Il (~ 66) 

Sponsored by GSA 
FAA 103 CFRI53,110 
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Offlce afthe Acquisition Managemellf 
U.S. DepllrUlltnl or Homeland Securily 
801 I Sirecl. NW 
WashinSlon. DC 20S36 

~,"'IJ",( U S I . . oR' .. mrrllgrauon 
~ ; and Customs 1+-. Enforcement 

Sole Source Justification (SSJ) 
Test Program for Certa in Commercial items for procurements excceding the S implified 

Acq uis ition Threshold (> SI50,000) pursuant to FAn. Subparl 13,5, including Brand Name 
~I u.s.c. § 1901 

Datc: 12111 /2017 PR Nu mber: 70CDCR 18Q00000005 

Pursuant to the requirements under the authority of the test program for commercial items at 41 
U.S.C. 190 1 or the authority o f 4 1 U.S.c. 1903 Special emergency authority as implemented by 
Federal Acqu isi tio n Regulation (FAR) Subpart 13.50 1 and consisten t with thc content 
requirements or FAR 6.303-2. 

1. Age ncy and Contrllcting Activity 

The Department or Homeland Security (DI-IS), U.S. Immigration and C ustoms Enforcement 
(ICE) Office of Acquisit io ns Management (OAQ)/Detcntion Management Division (DCR), on 
behetl f of the Office of Enforcement and Removal Operat ions (ERa), Homeland Security 
Invest igations (HSI), , proposes to obta in query-based access to a commercially available 
License Plate Reader (LPR) database under other than full and open competit ive procedures 
utili zing the exception specified under FAR Subpart 13.50 I (a)( 1 )(ii) " Only One Responsible 
Source". 

2. Nature and/or DesCI'iption of the Ac tion Bcing Approvcd 

Thi s Sale Source Justification (SSJ) approves the issuance o f a solc source contract for access to 
a nationwide query-based License Plate Reader for ICE users . The proposed contract wi ll be a 
firm fixed price contrac t and the total potent ia l period of performance of thi s effort is two (2) 
years and nine (9) months, consisting of one ( 1) 41-day base period, two (2) twe lve-mon th 
opt ion periods, and one ( 1) eigh t- month opt io n periods. The total potent ial va lue of this 
requirement is estimated atkbX4) I This act io n is being taken pursuant to FAR 13.50 I. 

The government seeks to acquire the required services rrom Thomson Reu ters Spec ial Services 
c m SS), LLC located nt 1410 Spring Hi ll Road, McLean, VA 22102-3058. 

3. Description of Supplies/Sc l'vices 

DHS ICE! ERO/l-IS I has a unique requirement to obtain query-based access to a commercially 
availab le License Plate Reade r (LPR) database that mee ts ICE privacy requircments. The LPR 
data service must prov ide constant (24 hours, seven days a week) access to a commercially 
avail able, que ry-based LPR database for ICE law en forcement personne l located al ICE offices 
ac ross the United States for the purpose of executing their oflicial law enforcement duties. ICE 
requires Ll>R infonnat ion, obtai ned in response to queries of the commercial da tabase, to further 
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its criminal law enforcement function, including investigations related to national security, 
illegal arms exports, financial crimes, commercial fraud, human traffiCking, narcotics smuggling, 
child pornography, and immigration fraud, and civil immigration enforcement missions. 

4. Identification of Statutory Authority Permitting Other Than Full and Open 
Competition 

This action is being taken under the authority of the Test Program for Commercial Items, 41 
U.S.c. 1901 implemented by Federal Acquisition Regulation (FAR) Subpart 13.501. 

5. Demonstration that the Contractor's Unique Qualifications or the Nature of the 
Acquisition Requires the Use of the Authority Cited 

The use of this authority is necessary because only one vendor, TRSS, is able to satisfy ICE's 
unique requirement through TRSS's Partnership with Vigilant Video. The Government requires 
a nationwide, searchable, license plate reader database with 2417/365 access, including mobile 
application access, that is able to meet ICE privacy requirements and is integrable into an 
existing ICE investigation tool. TRSS has entered into a Partnership with Vigilant Video, 
whereby license plate reader data will be provided by Vigilant Video through CLEAR®. TRSS's 
law enforcement database. 

Access to LPR data through the CLEAR® portal allows agents and officers to access LPR data 
through their current suit of electronic investigative tools. TRSS currently holds ICE law 
enforcement database contract (Contract Number HSCEMD-17-F-00008). Through this contract 
ICE is able to access numerous law enforcement databases which enable law enforcement in the 
field to more effectively identify, investigate and locate individuals suspected of criminal 
activity. Adding LPR functionality is critical to ensuring that ICE is using all available tools to 
further its criminal law enforcement and civil enforcement missions. Allowing all searches to 
occur in one system increases the likelihood that the data will be used by the officers to more 
effectively carry out the ICE mission. It also ensures uniformity across the search process 
increasing the likelihood of successful outcomes for arrests that rely on this information. The 
mobile application will give officers the ability to search plates anywhere, anytime, and includes 
all the same functionality as the web-based application. 

Additionally, it holds one vendor accountable for all information acquired by law enforcement. 
This increases the likelihood that information relied on by two different systems will be accurate 
and able to withstand any legal challenges. Finally, adding this functionality to a current ICE 
system allows ICE to timely obtain the required services and avoid transition, start-up, and on
going administrative costs associated with acquiring LPR data through a separate access portal. 

TRSS, through their Partnership with Vigilant Video, is the only known contractor that can 
provide query-based access to a nationwide LPR database, including mobile application that can 
meet ICE privacy requirements and operational needs. Accessing the LPR database through 
CLEAR®'s system enables ICE to limit the number of sources an agent needs to query for 
investigative purposes and increases operational efficiencies in meeting the DHS and ICE 
mission. The period of performance for this acquisition was altered to align with offered 
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CLEAR® pricing and peri od of performance. 

6. Desc ription of E ffo rts M ade to Ensure that O ffers arc Solicited from lI S Many 
Potential Sources as is Practicable. 

This requirement will be synopsized in FcdBizO pps as required by FAR Subpart 5.30 1. In 
addition, Ihi s justification will be made available for publi c inspection afte r award, in acco rdance 
with FAR 6.305(a). 

7. Determina tion by the Cont racting Officer tha t t he An ticipated Cos t to the 
G overn men t \ ViII be Fair a nd Rcasona ble 

The following chart deta il s the tota l cost to obtain query-based access for all ICE users to a 
commercially ava ilab le License Plate Reader (LPR) database: 

Unit 
Es timated Un it Es timtUed Fixed Price Per Item Description Quantity of 

Cost Line Hem 
Issue 

CLLN 0001 Access to 
Licensc Plate Systcm (A ll 
ICE Users), Base Peri od -
POP: 12/2112017 - b}(4) 

01 /31 /2018 
CLiN 0002 Access to 
License Plate System (A ll 
ICE Users), Option Period I -
02/0t12018 - 01/31 /2019 
CLiN 0003 Access to 
License Plate System (A ll 
ICE Users), Option Period 2 -
02/01 /2019 - 0 113 1/2020 
CLIN 0004 Access to 
License Plate System (A ll 
ICE Users), Option Period 3 -
POP: 0210112020-
09/30/2020 

The price to provide these serv ices to the Government will be detenn ined fair and reasonable 
based on price analysis, including comparison to previous prices paid under s imi lar contracts 
prior to contract award. Further details can be fo und in the price rcasonableness document 
prepared for thi s proposed act ion. 

8. Description of Mn rket Research 

ICE is aware of other companies who offer access to a commcrciall icense plate reader database 
that meet ICE privacy requirements. However. those vendors· databases arc not ava ilable (0 be 
purchased as one license for all ICE law enforcement personnel, and arc not integrated into 
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ICE's current system. If ICE was to purchase access to an alternative commercial license plate 
reader database, ICE would be forced to buy individual licenses for all ICE law enforcement 
personnel who would need access to the database. This would range up to 2,000 individual 
licenses per year. The management of individual licenses for all ICE law enforcement would be 
extremely burdensome administratively. TRSS has entered into a Partnership with Vigilant 
Video, whereby license plate reader data will be provided by Vigilant Video through the current 
law enforcement database, CLEAR®, provided by TRSS. This service is being offered to cover 
all ICE users and departments. The CLEAR® database is offered as one license to all ICE users. 
The current solution offered by TRSS seamlessly integrates access to LPR database that meets 
ICE law enforcement requirements and privacy requirements. 

9. Any Other Facts Supporting the Use of Other than Full and Open Competition. 

Based on the market research above, the acquisition for access to a query-based commercially 
available License Plate Reader (LPR) database from TRSS through Vigilant Video is only 
available through the proposed vendor and is the most cost effective and efficient method for this 
acquisition. These database services arc extremely beneficial to the function ofERO and HSI as 
they strive to meet their mission. TRSS, through their Partnership with Vigilant Video, is the 
only contractor that can provide a query-based access to a nationwide LPR database that includes 
mobile application and can meet ICE privacy and operational requirements. Accessing the LPR 
database through CLEAR®'s system enables ICE to limit the nwnber of sources an agent needs 
to query for investigative purposes and increases efficiency in meeting the DHS and ICE 
mission. Based on the benefits of the TRSS and Vigilant Video Partnership in offering the 
services through one system and one license, the Government is receiving a unique requirement 
that is unavailable in the current market. 

10. A Listing of the Sources, if Any, That Expressed, in Writing, an Interest in the 
Acquisition. 

The requirement for this contract will be synopsized. TRSS is the only established source to 
express interest in this contract. 

11. A Statement of the Actions, if Any, the Agency May Take to Remove or Overcome 
Any Barriers to Competition Before Any Subsequent Acquisition for Supplies or 
Services Required. 

The Government will continue to monitor the market for sources that may be able to meet the 
Government's requirement for access to a license plate reader database that meets the 
Government's functional, operational, and privacy requirements. 

12. Certifications 

I certify that the facts and representations under my cognizance, which are included in this 
justification, meet the Government's minimum need and that the supporting data, which fonns a 
basis for this justification, is complete and accurate. ICE intends to post the requirement pursuant 
to FAR 13.501(a)(I)(iii) and 6.305(a). 
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Req uirementsneehniea J Personnel: 

I cert ify this requirement meets the Government's minimum need and that the supporting data, 
which fonns a basis for this j ustification, is complete and accurate. 

b}(6),(b)(7}(C) 

I-lSI Section Chief 

Contracting Officer: 

1 ~)t3lrr 
Date 

12/13/17 

Date 

I certify that the justification is accurate and complete to the best of my knowledge and belief. 

Contracting Officer 

Deputy Chief Acquisition Officer/Competit ion Advocll te: 

rX6),(b)(7XC) 

Deputy Head of Contra Cling Activity 
ICE Competition Advocate 
Ol-IS l iCE I Office of Acquisition Management (OAQ) 

5 
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SOLICITATIONICONTRACTIORDER FOR COMMERCIAL ITEMS 
OFFEROR TO COMPI..ETE BLOCKS IZ. '7, IJ, 14. ' JQ 

I RfOUlS/TlOtf _Hal 

See Schedule 
t Jql!CITATION ~II: 
70CDCR18Q00000005 

52 

70CDCR18P00000017 
,. FOil IOUCITAnON ~ . ~. 

b)(6).(b)(7)(C) INFOR ..... TION CAlL: 

• ISSUW BY CODE ICE/OCR 

ICE/Detention Comp1ience & Removels 
Immigration end Customs Enfo r cement 
Office of Acquisition Manegement 
801 I Street , NW !Ih\l,,, ''''/7\1r, 
WASHINGTON DC 20536 

" DELMRV'OII'OIDUTINA- 1~ CllacOUN1TER~S 
TlDtl UNL~SS II.OCK IS 
~ 

SEE SCHEDUlE 

Net 30 

II ClEUVEI'I TO COCE ICE/ERO 

ICE Enforcement & Removal 
801 I Street, NW 

kb}(6);(b}(7}(C) I 
Weshington DC 20536 

11. COtITMCTOItI 
OFFEROR 

~ 1485082860000 

WEST PUBLISHING CORPORATION 
PO BOX 64833 
SAINT PAUL MN 55164 

• • 
17'Q.D"lECK . !I04ITUHC! A.DIFFEIII!NT ~p~as "'Of'FEIII 

t'u ~lC 6L~L [arol :>tre~m. Jl b0197-bZ9Z 
-- -- --.-

" ~ 
ITEM NCI SCHEDOA.e OF 1I.PPLII!8."SERlf.CES 

DUNS Number: 148508286 
overnment POC: ~t!,J( 2 l' !lfIUl!I;; 1 I 

Phone: 202-732-kh'll'flHI 
Email: kb)(6l.Cb}(7}(C) I 

Government roc, b'll'6Hb'K7'H'Cl 
Ph one : 202-732 b)(6J:( 
Email : )(6).(b)(7)(C) I 

Cont racting Officer : Fb)(6),(b)(7}(C) 
Phone : 202-732 ~b)(6): 1 

I 
(Use RlIw,u anGtlr Attach AdcJitJOIlai Sh~/s IS NflCesntyJ 

25 ACC()UN1lHGANOAPPROPRIATION OATIII 

See schedule 

~ TEl£I'HONI! ........,. 
~--202732tb'H'61 /l 

&\W.I. IIVSlIESS 

HU8lONl!~L 

I LISINEU 

~~ 
vn~_o 

SIU<IJ..IlUSINESS 

r n. THIiCONTRAC'TISA 
MTEO OIIOEII l.WD(R 

ClPAS ( I~ CfI" 7II1II 

SET ASIDE 

I'>'OUE!H)·M'ED SIM1J. IUSiNESS 
('010058) EUGI8lE ~OEII TIE WO~E~OWNED 

.... ~II .. ~' • • "............ twel519190 ._y 
1:111 RATING 

CODE ICE/OCR 

ICE/Detention Complia nce & Removals 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I Street , NW kb)(6);(b)(7)(C) I 

ASHINGTON DC 20536 

$21.5 

CE-ERO-FHQ-CED 

DHS , ICE 
Burlington Finance Center 
P .O. Box 1620 
Attn: ICE-ERO-FHQ-CED 
Williston VT 05495-1620 

ISCHECKED c lEE I\tlDENClU~ 

" " " ~ - ~- " ,-, 

r TOTAJ..IllWAAD.t.MOUHT (Fot" GeM UJe CW)1 

,"X4) 

--

21. SOliCITIllTION INCORPORATES BY REFERENCE FAA 52 212-1. 52 212-'1 FAA 52 212-3 AND 52 212~ AAE IIITTACHED A.ODENDA AAE NOT I111TACHED 
IX 21b COHTRACTIPURCHI<SE ORDER INCORPORATES BY REFERENCE FAA 5.2 212-'1 FAA 52 212~ ISIll1TIIICHED IIIDDENOA 

COHTRACTOA IS REQ1JIR£O TO SIGH 11-IIS DOCUMENT.t.NO RETURN 
COPU:S TO ISSU!NG OFFICE COHTRACTORAGREES TO FURHISHIIINO DELIVER 
ALL ITEMS SET FOATll OA OTl-lERWlSE IDEHTlfIEDIIIIIOVE IIIND ON ANY 1II00fTl0NAJ.. 

PREVIOUS EDITION IS NOT USIllBlE 

2018· ICLI -00035 

251 Illwo.RD OF CONTRACT OFFER 
OAT£D 12/22/2017 YOUR OFFER ON SOUCITIIITlCItI (BLOCK 5~ 
INCLUOlNGAHY IIIOOITIONS OR CHNIGES 'M-JICHARE SET FORTll 
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2 of 52 

" ~ " n " " ITEM ~O. SCflEDUlE Of SUPP\.IESlSERIIK;ES QUAHJITY UNIT L1~IT Pft IC£ -" 
Email : fb)(6);(b}(7)(C) I 

The re are two (2) r e quisition s associated with 

t hi s award : 192118FUGOPS 12 087 a nd 

192118 FLMURQOO08 . 

This purchase order i, for West Publishing 

Corporat i on to provide constant (2 4 hour , seve n 

days per week) access to a cOmmercially 

available , query-based L PR database f or ICE law 

enforce ment personne l at I CE offices across the 

Uni ted S ta tes . The specific requireme nts are 

detailed in t he Statement o f Work attached . 

All services shall be performe d in accordance 

with the attached St atement of Work (SOW) , West 

Publishing ' s Technical Quote (dated 12/22/2017) , 

and West Publishing ' s Price Quote . West 

Publishing Corporation ' s price quote and 

t echnica l q uote are included a, a n attachme n t to 

t hi s purchase order . 

Fund i ng in the amount of 1bX' ) I i, being 

allotted to th is p urc hase order award to fu nd 

CL IN 0001 for the Base Period o f services . All 

o ther CLINS are opt i ona l CLINs and will be funded 

at the time they are exercised . 

The terms and conditions of t h i s purchase order 

Conti nued ... 
32a. QUANTITY IN COLUMN 21 HAS BEEN 

RECEIVED INSPECTED ACCEPTED. AND CONFORMS TO THE CONTRACT. EXCEPT AS NOTED: 

32b. SIGNATURE OF AUTl10RIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32e MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 321 TELEPHONE NUMBER Of' AUTHORIZEO GOVERNMENT REPRESENTATIVE 

329· E·MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

33 SHIP NUMBER ~. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 

CORRECT FOR 

COMPLETE PARTIAL FINAL 
PARTIAL FINAL 

lB. SIR ACCOUNT NUMBER 39. SIR VOUCHER NUMBER 40. PAID BY 

413 I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a RECEIVED BY (Print) 

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER 41c. DATE 

42b. RECEIVED AT (Location) 

2c. DATE REC'D (YY/MMlDD) 142d. TOTAL CONTAINERS 

STANOAAD FDflM 1«9 (REV. 212012) BACK 
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EFER ENCE NO. OF DOCUMENT SEING CONTINUED 

CONTINUATION SHEET 70COCR18P00000017 

NAME Of OfFEROR OR CONTFV.CTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0001 

0002 

0003 

SUf>P\.IESiSEIMCCS 

( B ) 

apply only to t he purchase order resulting for 
ICE solici t ation 70COCR18Q00000005 . 
Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/2017 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 
Product/Service Code : 0317 
Product/Service Descript ion : IT AND TELECOM
WEB-BASED SUBSCRIPTION 
Requisi t ion No : 192118FLMURQ0008 , 
192118FUGOPS12087 

b}(4);(b}(7)(E) 

Per~od of Performance : 12/22/2017 to 01/31/2018 

Option Period 1 - 02/01/2018 - 01/31/2019 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amount : Kb}(4) l (Opt io n Line Item) 
02/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Accounti~o : 

Funded : ~ 
Period of Performance : 02/01/2018 to 01/31/20 1 9 

Optio n Period 2 - 02/01/20 1 9 - 01/31/2020 
ACCESS TO LI CENSE PLATE SYS TEM (Al l ICE Users) 
Cont inued ... 

NSN 7S4()..()t · t52-8067 

QUANTITY UNIT UNIT PRICE 

(e) (D) ( E ) 

12 MO 

Kb}(4) 
12 MO L 

2018-ICLI-00035 303 

52 

AMOUNT 

(F) 

OPTIONAl. FORM:J.3Il (H I6) 

Sponsored b\' GSA 

FAR (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLISHING CORPORAT I ON 

ITEM NO_ 

(A) 

0004 

SUPPUESiSERVlCES 

(8) 

This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : i b)(4) I( option Line Item) 
OS/20/2018 
Product/Service Code : D317 
Product/Service Descriptio n : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Optio n Period 3 - 02/01/2020 - 09/30/2020 
ACCESS TO LICENSE PLATE SYS TEM (Al l I CE Users) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : kb}(4) I(option Line Item) 
08/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 
I nvoice Ins t ructions : 
ICE - ERO/ HSI Con t rac t s 

Service Providers/Cont ractors shall use t hese 
procedures whe n submi t ti ng an invoice . 

1 . I nvo i ce Submission : Invoices s ha l l be 
submitted in a " . pdf " format i n accorda nce with 
t he contract te rms a nd conditions [Contract 
Special i st and Con t rac t ing Officer to d i sc l ose if 
o n a mo n th l y basis or other agreed to terms " ] via 
e mai l , United States Posta l Service (USPS) or 
facs imi l e as follows : 

a) Email : 

• Ilb )(6)-(bII7\ICI 

• Cont ract ing Off i cer Representat i ve (COR) or 
Gover nme n t Poi n t of Contact (GPOC) 
• Con tract Specia l ist/Contracting Officer 

Each email sha l l contain o nl y (1) invoice a nd the 
i nvo i ce number shall be indicated on the subject 
l i ne of the email . 

b) USPS : 
Cont inued 

NSN 7540-01·152-8067 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

(e) (D) (E) (F) 

8 MO rLb __ X4_) __________ ---' 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 
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FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBL ISHING CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

DHS , ICE 
Fina ncial Operations - Burlingt on 
P . O. Bo x l620 
Williston, VT 05495-1620 

ATTN: I CE-ERO-FHQ-CED 

The Con t rac t o r s Data Un iversal Numbering System 
(DUNS) Number mus t be regis t e r ed and ac tive i n 
t he Sys t em f o r Award Man agemen t (SAM) a t 
i b)(7)(E) I prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e nsure 
p rompt payment provis i o n s are met . The I CE 
p rogram office ident if ied in the t as k 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alter na tive Invoices shall be submit t ed t o : 
(802) -288 -j{b){6);1 

Submi ssions by facsimi le s hall include a cover 
s heet, point o f contact and the n umber of t otal 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
a nd Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he Sys t e m for Award Mana geme n t 
(SAM) a t kb)(7}( E) I prior to award a nd 
shall be no ta ted on ever y invo i ce submitted to 
e nsure promp t paymen t p rovis ion s are me t . The I CE 
p rogram office ident if ied in the t as k 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Co n te n t of I nvo ices : Each i nvoice shall 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

(i) . Name a nd address of t he Serv i ce 
Provider/Co ntracto r . Note : the name , address a nd 
DUNS number on the i nvo i ce MUST matc h t he 
i nformation in both the Con tract/Agreeme n t and 
t he information i n t he SAM . If payme n t i s 
remitted to another e n t ity , the name , address and 
DUNS information of that e ntity must also be 
provided which wil l require Governme n t 
Conti nued .. . 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT 

(e) ( D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 

FAA (03 CFR) 53. '1 0 



FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLIS HI NG CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

verifica t ion before payment can be processed ; 

(ii) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii) . I nvoice da t e a nd invoice number ; 

(iv) . Ag reemen t /contrac t number , con t rac t line 
item number and , if applicable , the order n umber ; 

(v) . Description , qua ntity , unit of measure , unit 
price , extended price a nd period of pe r for mance 
o f the i t e ms or services delivered ; 

(vi) . If applicable , shipping number and da t e of 
shipment, i ncluding the bill of lading n umber and 
weight of shipmen t if shipped on Governmen t bill 
o f lading ; 

(vii) . Terms o f a n y discount for prompt paymen t 
offered ; 

(vii i ) . Remit to Address ; 

( i x) . Name , title , a nd phone number of person to 
reso l ve invoicing issues ; 

( x ) . I CE program office designated o n 
order/contract/agreement a nd 

( x i) . Mark invoice as "Interim" (Ongoing 
performa nce and addi t ional bil l ing e xpected) a nd 
" Final" (performa nce complete and no additiona l 
billing) 

( x ii) . Electronic Fu nds Tra nsfer (E FT ) ban king 
i nformation in accordance with 52 . 232 - 33 Payme n t 
by El ectronic Funds Tra nsfer - System for Award 
Manageme n t or 52 - 2 32- 34 , Payme n t by Electronic 
Funds Transfer - Other than System for Award 
Manageme n t . 

3 . I nvo i ce Supporting Documentation . To ens ure 
payme n t , t he vendor must submit support ing 
documentat i on which provides s ubstantiation for 
t he invoiced costs to t he Contracting Of f icer 
Represe n tative (COR) or Poi n t of Contact (POC) 
identif i ed in the contract . Invoice charges must 
Cont inued .. . 
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FERENCE NO_OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO_ 

(A) 
SU PPUESiSERVlCES 

(8) 

align with t he con tract CLINs. Supporting 
documen t ation is required when guaranteed 
minimums are exceeded and when allowable costs 
are incurred . 

(i ii ) Fi rm Fixed-Price CL INs . Supporting 
documenta t io n is not re qu ired f or charges for FFP 
CLINs . 

4 . Safeguarding I n formati o n : As a contractor or 
vendor conducti ng business with Immi g ra tio n and 
Customs Enforcement (ICE) , you are required to 
comply with DRS Policy regarding t he sa f egua rding 
o f Sensitive Personally Ide nti f iable In format io n 
(PIl ) . Sensitive PIl is info rmation t ha t 
identi f i es an i ndividual, includ i ng an alien , and 
could result i n harm , e mbarrassme n t , 
i nco nve ni e nce or unfa irness . Examples o f 
Sensitive PI I i nc l ude i nformat i on such as : Socia l 
Security Numbers , Al i en Re gistrat i on Numbers 
(A-Numbers), or combinat ions o f i n forma tio n such 
as the individua ls name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra t ion status . 

As part of your obliga t io n t o safeguard 
i nformati o n , the fol low precautions are re qu ired : 

(i) Email s upport i ng doc ume nts containing 
Sensitive PI I i n an e nc r ypted attachmen t with 
password sent separate l y to the Contracting 
Officer Representative assigned to the con t rac t . 

Iii) Never leav e paper documents con ta i ni n g 
Sensitive PI I u na t te nded and u nsecure . Whe n no t 
i n use , t hese doc ume nts will be l ocked in 
drawers , cabinets , desks , e t c . so the i nformation 
is no t accessible to t hose without a need to kno w. 

(iii) Use s h redders whe n discarding paper 
documents contain i ng Sensitive PI I . 

(iv) Refer to the DHS Ha ndboo k for Safeguarding 
Sensitive Pe rson a l ly Iden t i f i able In f orma t ion 
(Marc h 20 12) found at tb){7){E) 

Continued 
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FERENCE NO_OF DOC UMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAME OF OFFE ROR OR CONTRACTOR 

WEST PUBL I SHING CORPORAT I ON 

ITEM NO_ 

(A ) 
SUPPUESiSERVlCES 

( 8 ) 

f for mo re information on a nd /or examp les of 
Sens it ive PIr. 

5 . I nvoice Inqu i ries . I f yo u hav e q uest i ons 
regardi ng p a yment , please contact ICE Fina ncia l 
Ope r a t io n s at 
1-877- 4 91-6521 or b y e-mai l at 

Kb)(6);(b}(7)(C) 

The t ota l a mou n t of a ward : ~b}(4 ) The 
obli gat i on f o r th i s a ward i s s h o wn i n bo x 26 . 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

( e ) ( D) (E) ( F ) 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based aeccss to a commcrcially avai lable Liccnsc Platc Rcadcr (LPR) databasc to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from camcras cq uippcd with liccnsc platc rcadcr technology. Rccords arc uploadcd into thc systcm 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot camcras, vchiclc rcposscssion companics, and law cnforccmcnt agencics. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determinc whcre and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 

2018-ICLI-00035 309 



of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ili tate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency managcr and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Pcriodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integri ty, availabili ty, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service sha ll provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 
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• The LPR data service Alert Li st wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an emai l 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LP R system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record information) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law cnforcement officers involved in the speci fi c 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a si ngle comma separated 
variable (CSV) fi le with data fields to include, but not li mited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fi eld, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that fl ags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be va lid for one year unless the user removes it before 
expira tion. The system wi ll prompt users two weeks prior to expiration and require the user to a ffirmati vely 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audi ted to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiati ng the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be aud ited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to IC E user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, for purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits agai nst the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties incl uding other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (incl uding any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1ctnc l lnit of Mcasurc l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Scheduled downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Cont ract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

c.s. Licen se Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 
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Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance 
for the stated contract. This QASP explains the following: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the monitoring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and quality control actions to meet the 
terms of the contract. It is the Government 's responsibility to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a valid, useful , and enforceable document. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities. 

2. GOVERNMENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveillance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effcctive 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor' s performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affcct contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Hcadquartcrs Staff or Fedcral employees as designatcd by the COR and/or CO. 

All Point of Contact 's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on thi s plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. 

The Performance Requirements are listed below. The Government will use these standards to 
determine Contractor performance and sha ll compare Contractor performance to the standard and 
ass ign a rating. At the end of the perfonnance period, these ratings wi ll be used, in part, to establish 
the past perfornlance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfonnance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 

Metric Unit of i\leasure Minimum AQL 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24171365 

Scheduled downtime </= 4 hours per month 

Meant ime between fa ilure (MTBF) 4,000 operating hours 

Overa ll Support Service Support availability 24171365 

Results of LPR Query Result of LPR query after entered in </= 5 seconds after submission 
end-user-computing device 
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Table 2: Performance Standards Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics will be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-pcrfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

kb}(7)(E) I If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 39S(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venture. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affi rmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMS 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Suy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 

2018-ICLI-00035 332 



award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi lity; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MA R 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Pri vacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 20 14) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 2014) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Pri vate Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FE B 2002) 

D 52.232-30 Installment Payments for Commercial1tems (JAN 2017) 

[ZJ 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (J UL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 20 13) 

o 52.232-36 Paymcnt by Third Party (MA Y 20 14) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 201 7) 

D 52.247-64 Preference for Private ly Owned U.S.-Flag Commercial Vessels (FE B 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in thi s contract by reference to impl ement provisions of 
law or Executive orders app licable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 2014) 

D 52.222-4 1 Service Contract Labor Standards (MAY 201 4) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 201 4) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 201 4) 
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D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 
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FAR 52.217-9 OPTION TO EXTEN D TH E TERM OF THE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days ; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 C LA USES I.NCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a c lause may 
be accessed electronically at this address: https:l/www.acgui sition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHOR IZED OBUGATIO NS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING AC CE LERATED PAYMENTS TO SMALL. BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVE RTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverled domestic corporation" means a fo reign incorporated enti ty that meets the definit ion of an inverted 
domestic corporation under 6 U.S.C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer wi thin five business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION O F GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but fo r subsection (b) of section 835 of tile Homeland 
Security Act, 6 V.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related Iransact ions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constilut ing a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the enti ty is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 
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Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rulefol' related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror under this solicitation represents that [Check one]: 
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_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CON DITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Primc Contractor Participation in the DHS Mcntor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Di sclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Small Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MAR 2015) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss ofSensitivc PH 
PRI V 1.3: Victim Remediation Provision 
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REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise ofScnsitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remcdiate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submittcd to ICE) an intcrnal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must rcport the suspectcd loss or compromisc of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromiscd or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the futu re, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromisc of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Remcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PII, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dclivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 
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(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contai ning any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches, Hotli st, etc.) Notwithstanding the above, no title 
to Vigilant 's LEA RN database or software wi ll transfer to ICE in the performance of the contract. 

(End of clause) 

REC 1.5: Comply with All Records Management Policies: The Contractor agrees to comply with Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors are responsible 
for preventing thc alienation or una uthorized destruction ofrccords, including all forms of mutilation. Will fu l and 
unlawful destruction, damage or alienation ofFedcra l records is subject to the fi nes and pcnalties imposed by 18 
USc. 270 1. Records may not be removcd from the legal custody of the Agency or destroyed without rcgard to thc 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary info rmation. 

(End of clause) 

ICE Information Governance and Pr ivacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) P/'ivacy Ac( lnJol'malion 
In accordance with FA R 52.224-1 Privacy Act Notification (APR 1984), and FA R 52.224-2 Privacy Act (A PR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) app licable to this Privacy 
Act information may be found at kbll7)(Ei I. Applicable SORNS of other agenc ies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
](b}(7)(E) ~ SORNs may be updated at any time. 

(2) P/'ohibition Oil Performing Work Outside a Government FacifitylNetworklEquipmelll 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work 
Government informa tion shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifical ly authorized with in this contract, the Contractor shall perform all tasks described in this 
document at authorized Government facilities; the Contractor is prohibi ted from performi ng these tasks at or 
removi ng Government-furnished information to any other faci lity; and Government information shal l remain withi n 
the confi nes of authorized Government fac il ities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless oftelework authorizations. 
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(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi tive and proprietary information. 

(4) Separation Checklist/or COllfractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of cert ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creafioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and are considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 
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(c) The Contractor shall not re tain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representat ive. The Agency and its contractors are responsible fo r prevent ing the alienat ion or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 I. Records may not be 
removed from the legal custody of the Agency or destroyed wi thout regard to the provisions of the Agency 
records schedules. 

D. Data Pri"acy and Oversight 

(I) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive Pll from any source for testing ortraining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the usc of real data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and ClSO and complete any required documentation. 

(2) Resen 'ed - Deleted ill accordallce with dause prescription 

(3) Reqlliremelllto Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the OHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modificat ions thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedu les include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at OHS, incl udi ng PT As, PIAs, and SORNs, 
is located on the OHS Privacy Office website kb)(7)(E) t) under "Compliance." OHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets fort h when a PI A will be required at OHS, and the Privacy Impact Assessment 
Guidance and Template outline the requirements and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procurc a Pri vacy Lead, to bc listed undcr "Key 
Personnel." The Privacy Lead shall be responsible for providing adequate support to OHS to cnsure DHS can 
complete any rcquircd PTA, PIA, SORN, or other supporting documcntation to support pri vacy compliance. Thc 
Pri vacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the Chief 
Information Officcr, and the Records Managcment Branch to ensure that the pri vacy documcntation is kept on 
schcdule, that the answers to questions in the PIA arc thorough and complete, and that questions asked by the 
ICE Pri vacy Office and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writi ng 

PIAs fo r OI·IS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 

(c) Ifa Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the exist ing Privacy Lead coordinate with and support the ICE Pri vacy POC to ensure privacy 
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concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired. The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 -

b}(4) 

01/31/2018 
CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 
CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 
CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 

Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 

Thomson Reuters Response to DHS ICE 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 

Thomson Reuters Response to DHS ICE 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interactive maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 

it ;:~·~·: THOMSON REUTERS' 
'.'::; .~. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

201 8-ICLI-00035 367 

Page 12 

December 2017 



• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security 

Name/titl e of contact person Contracting Officer: ~b)(6); (b}(7)(C) I 
~ Analyst: ~i(6); (bX7)( I 

(202) '0'--~ Customer Contact Phone 

Customer Contact Emai l Address " '" 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value all to,', I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
~, and World-Check CBSl onl yl 

Client Manager (or person reaching out to I 
customer) ~ "_<00.1( ; bJ 

Page 18 
Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 
December 2017 

2018-ICLI -00035 373 



AMENDMENT OF SOUCITATIONIMODIFICATION OF CONTRACT 

2. AMENOMEHTIMOOIfICAT1ON NO. 1. EfFECTIVE DATE 

POOOOl See Block 16e 
1I. ISSUEoav 000' ICE/OCR 

ICE/Detention Compliance , Removals 
Immigration and Customs Enforcement 
Office of Acquis 
801 I Street , NW 
WASHINGTON DC 

e. NAME Ant) ADDRESS OF CONTRACTOR rHO.. _ ......,.. $I.,. _llP Codoj 

w 
p 

S 

EST PUBLISHING CORPORATION 
o BOX 64833 
AINT PAUL MN 55164 

I' CONTRACT III COO£ rA7 i PAGES 3 

" REOUISITlON.f>1JRCHASE REO. NO 15 PROJECT/'tO. I/f~J 

19211BFUGOPS12087.1 

7. ADMINISTERED BY (IIotherlNnllllm dl 000' 

. , 9A. AMENOMENT(lf SOUCITATION NO . 

118. DATED (SEE ITEN '" 

x lOA. MODIFICAWc 8'( CON'TRACTIORDER NO. 
10CDCRIBP 0 00011 

108. DATED (SEE ITEM 13) 

000' 1485082860000 I FACIt.ITY CODE 1212212017 

". , ~ ,,~ ~~ ITAnoH 

o.~ O .noIe><lended. 
~ ...... -.......,.;pt of II'IiI __ pnor 10 nt racu _ <1M spocifi..:J i'I ... IiOIiciIation Of .. __ , by ...... of ... fI>IIIIwFog _ : I_I Ely c:ompletng 

,*"" _ IS. _ ~ __ 01 ... __ II; Ib) 8y~~aI_-an ..... <:neldl copy 01 ... orr.. "*""~ ; or (e) 8)1 

__ I _ Of ~.....,;a, ...-- • ..-..- 10 .. IiOIicitD:n _ .".-.,;....-... F ..... l,IRE OF YOUR ACKNO'M-EOGEMEHT TO BE RECEIVED AT 

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SP£CIfIED MAY RE5a.T IN REJECTION OF YOUR OFFER "bjI 
wtue a/ .... _ )IOU dotsA 10 dW'igof .., .,.,. I<.twnilled • pnMdood ..." ~ or _...-. 

See Schedule 
n . THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTSlMDER8. IT MODIfies TH£CONnv.CT!ORDER NO. AS DESCRlaED IN ITEM 14. 

A.. THIS CHANGE OAeER IS ISSUEO PURSUAHTTO. ($pedfyItU/tOolily) THE CHANGES SETfOATH IN ITEM 14 ARE MADE IN THE COHlRACT 
ORO£R NO. IN ITEM lOA. 

8. THE ABOVE HlM8l:RED COHTRACTIOAO£R IS MODifIED TO REFLECT THE AOMINISTRATM CHAHGES fwd! .. o'IwIpn in prjing OIIQ. 
~fIiona.lIt. 1«:.) serFOATH IN ITEM 14. PURSUAHTTO THEAUTHORrTYOF fAR43. 10l(b~ 

C, THIS SUPPlEMENTALAGREEMiENT IS ENTERED INTO PURSUAHT TOAUT 

Eo IMPORTANT: Contractor O .nol. @"'~tolignlhiodocumlll'll_NIUm 1 

14. OESCRIPTK»I OF AMENOMEHTIMOOIFICATION (OtpMllz.a by UCF JIICtIiM hHdo"llS, ~ ao/iicil.lIioM::onlnlCl ~""'tt.r~ ,..",*,) 

~UNS Number; 148508286 
Gove rnment POC: b)(6);(b)(7)(C) 
Phone ; 202-132 b)(6); 

Email: Rb)(6),(b)(7)(C) 

Government POe : 1(b)(6HbKl)(C) 
Phone: 2 02- 1 32 ~'h'~' - ( ! 

Email: fb)(6),(b)(7)(C) 

Contracting Off['i~o~e1'~'J~kb~X~6IT!~(b~XQ7])(ICI! ::::::J 
Phone: 202-732 1 b)(6);(b I 
Continued ... 
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IIEFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCRI8POOOOOO I7/PO OOOl 

NAM E OF OFFEROR OR CON TAACrOR 

WE ST PUBLIS HI NG CORPORATI ON 

ITEM NO 

(Aj 

0001 

Emd il: b){6),(b)(7){C) 

SUPPLI ES/SERVICES 

(8) 

There is one (1) r equisition associated with t his 
modification : 1921 18FUGOPS120S7 . 1 

The purpose of t his modification is as follows: 
1 ) Exercise Option Pe~iod 1 (2/1/2018-1/31/2019) 
2) Move the total funding Pl){4) I from CLIN 
0001 to CLIN 0002 

Add funding in the amount of'Fb~X~4g);=~=;~I, 
4) Add the Enclosure 1 - SBU se~ u r ity La nguage t 
3) 

Indust rial Security SOP 
5) Add the follow ing language to the sow. 

C . 9 Reporting 
In the event tha t TRSS or it s pa r tners discove r 
or suspect misuse o f t he se rvice by an 
individual, i t should be re por ted to the COR or 
Contract i ng Office r as soon as practicable after 
the di scove r y but in no event later than 24 hours 
after discovery. 

All other prices, terms and condi t i ons remain t he 
same. 
Exempt Act ion : Y Sensi tive Award: PI! 
Di scount Te r ms : 

Net 30 
FOB: Dest inat ion 
Period of Performance: 12/22/2017 to 09/21/2020 

Change Item 0001 to read as follows(amoun t shown 
is the obligated amount) : 

Base Period - 12/22 /2017 - 0 1/31/ 2018 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users) 
This is a Firm-fixed Price ( fFP ) CLIN. 
Fully funded Obligation Amount: SO. OO 
Product lSe r vice Code: 0317 
Product/Service Des c ription : IT ANO TELECOM
WEB -BASED SUB SCRIPTION 

b){4 );(b ){7}(E) 

aUNlTlTY UNIT 

(C) (0) 
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~EFERE t;C E HO. OF OOCUI.4Eh'T BE~ CO/{f It; UEO 

CONTINUATION SHEET 7 0CDCR1 8 POOOOOO! 7/POOOOl 

NAME Of' Of'FEROR OR CON1 RAC f OO 

WEST PUBLISH I NG CORPORAT I ON 

ITE M NO 

(AI 

000 2 

SUPPliES/SERVICES 

(B) 

b}(4);(b}(7)(E) 

Pe r iod o f Per for mance: 12 /2 2 / 20 17 to 01/ 31/20 18 

Cha ng e I t €m 0002 to read a s f o 1 1ows ( a mou n t shown 
is the o b l i g ated amoun t ) : 

Option Per iod 1 - 02 / 01/2 0 18 - 01 / 31/20 1 9 

ACCESS TO LICENSE PLATE SYSTEM (Al l I CE Users ) 
This i s a Firm- FiKed P r ice (FFP ) CLIN. 

f ully Funded Obl i ga ti o n AmoUn"t~'~~~X~4~)::::r=::::JI 
Incrementally Funded Amount : kbX4L I 
Product/Se rvice Code: 0 317 
Produc t /Se rv i ce Desc r i pt i o n: IT AND TELECOM
WEB - BASE D SUBSCRI PTION 

b}( 4 ),(b}(7}(E) 

Pe riod of Pe rformance : 02/01 /2018 t o 0 1/31/20 19 

aUAAnTY~NIT 
( C ) (D ) 

UNIT P RICE 

(E) 

3 

"'0',"' 
(F) 

12 MO fL"_X._' __ -. _______ -' I 

OPT>ONAL FORM l lS ( .... 56) 

~..".oo:I~GSA 

FAR '~8 CF R) !.3. 11 0 
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Enclosure 1 - SBU Security Language to Industrial Security SOP 

GENERAL 

REQUIRED SECURITY LANGUAGE FOR 
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS 

SECURITY REQUIREMENTS 

The United States Immigration and Customs Enforcement (ICE) has detennined that 
perfonnance of the tasks as described in Contract 70CDCR18P00000017 requires that the 
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have accesS to 
sensitive DHS infonnation, and that the Contractor will adhere to the following. 

PRELIMINARY DETERMINATION 
ICE will exercise full control over granting; denying, withholding or tenninating 
unescorted government facility andlor sensitive Government information access for 
Contractor employees, based upon the results ofa background investigation. ICE may, as 
it deems appropriate, authorize and make a favorable expedited pre-employment 
determination based on preliminary security checks. The expedited pre-employment 
detennination will allow the employees to commence work temporarily prior to the 
completion of the full investigation. The granting of a favorable pre-employment 
detennination shall not be considered as assurance that a favorable full employment 
detennination will follow as a result thereof. The granting ofa favorable pre-employment 
detennination or a full employment determination shall in no way prevent, preclude, or 
bar the withdrawal or termination of any such access by ICE, at any time during the term 
of the contract. No employee of the Contractor shall be allowed to enter on duty andlor 
access sensitive information or systems without a favorable preliminary fitness 
determination or final fitness detennination by the Office of Professional Responsibility, 
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed 
unescorted access to a Government facility without a favorable pre-employment 
determination or full employment detennination by the OPR-PSU. Contract employees 
are processed under the ICE Management Directive 6-8.0. The contractor shall comply 
with the pre-screening requirements specified in the DHS Special Security Requirement
Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 3052.204-
70, Security Requirements for Unclassified Information Technology (IT) Resources; 
andlor 3052.204-7 I, Contractor Employee Access are included in the Clause section of 
this contract. 

BACKGROUND INVESTIGATIONS 
Contract employees (to include applicants, temporaries, part-time and replacement 
employees) under the contract. needing access to sensitive information, shall undergo a 
position sensitivity analysis based on the duties each individual will perform on the 
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contract. The results of the position sensitivity analysis shall identify the appropriate 
background investigation to be conducted. Background investigations will be processed 
through the Personnel Security Unit. Prospective Contractor employees, whether a 
replacement, addition, subcontractor employee, or vendor employee, shall submit the 
following security vetting documentation to OPR-PSU, in coordination with the 
Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU 
of nomination by the COR and initiation of an Electronic Questionnaire for Investigation 
Processing (e-QIP) in the Office of Personnel Management (OPM) automated on-line 
system. 

1. Standard Fonn S5P (Standard Fonn 85PS (With supplement to 85P 
required for anned positions)), "Questionnaire for Public Trust Positions" 
Fonn completed on-line and archived by applicant in their OPM e-QIP 
account. 

2. Signature Release Fonns (Three total) generated by OPM e-QIP upon 
completion of Questionnaire (e-signature recommended/acceptable -
instructions provided to applicant by OPR-PSU). Completed on-line and 
archived by applicant in their OPM e-QIP account. 

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original 
Cards sent via COR to OPR-PSU) 

4. Foreign National Relatives or Associates Statement. (This document 
sent as an attachment in an e-mail to applicant from OPR-PSU - m~st 

be signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reporting Act" (This document sent 
as an attachment in an e-mail to applicant from OPR-PSU - must be 
signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

6, Optional Fonn 306 Declaration for Federal Employment (This document 
sent as an attachment in an e-mail to applicant from OPR-PSU - must 
be signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

7. Two additional documents may be applicable if applicant was born abroad 
andlor if work is in a Detention Environment. If applicable, additional 
fonn(s) and instructions will be provided to applicant. 

2 
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Prospective Contractor employees who currently have an adequate, current investigation 
and security clearance issued by the Department of Defense Central Adjudications 
Facility (000 CAF) or by another Federal Agency may not be required to submit a 
complete security packet. Information on record will be reviewed and considered for use 
under Contractor Fitness Reciprocity if applicable. 

An adequate and current investigation is one where the investigation is not more than five 
years old, meets the contract risk level requirement, and applicant has not had a break in 
service of more than two years. 

Required information for submission of security packet will be provided by OPR~PSU at 
the time of award of the contract. Only complete packages will be accepted by the aPR· 
PSU as notified via the COR. 

Be advised that unless an applicant requiring access to sensitive information has resided 
in the US for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation. In such cases, DHS retains the right to deem an 
applicant as ineligible due to insufficient background information. 

The use of Non· U.S. citizens, including Lawful Permanent Residents (LPRs), is not 
permitted in the performance of this contract for any position that involves access to DHS 
liCE IT systems and the information contained therein, to include, the development and I 
or maintenance of DHS/ICE IT systems; or access to information contained in and I or 
derived from any DHS/ICE IT system. 

TRANSFERS FROM OTHER DHS CONTRACTS: 

Personnel may transfer from other DHS Contracts provided they have an adequate and 
current investigation (see above). If the prospective employee does not have an adequate 
and current investigation an eQip Worksheet will be submitted to the Intake Team to 
initiate a new investigation. 

Transfers will be submitted on the COR Transfer Form which will be provided by aPR· 
PSU along with other forms and instructions. 

CONTINUED ELIGIBILITY 
If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COR will advise the Contractor that the employee shall not continue to 
work or to be assigned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time andlor when 
the contractor independently identifies, circumstances where probable cause exists. 

The OPR·PSU will conduct reinvestigations every 5 years, or when derogatory 
information is received, to evaluate continued eligibility. 
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ICE reserves the right and prerogative to deny and/or restrict the facility and information 
access of any Contractor employee whose actions are in conflict with the standards of 
conduct, 5 CFR 2635, or whom ICE determines to present a risk of compromising 
sensitive Government infonnation to which he or she would have access under this 
contract. 

REQUIRED REPORTS; 

The Contractor will notify OPR-PSU, via the COR, of terminations/resignations of 
contract employees under the contract within five days of occurrence, The Contractor 
will return any ICE issued identification cards and building passes, ofterminatedl 
resigned employees to the COR, If an identification card or building pass is not available 
to be returned , a report must be submitted to the COR, referencing the pass or card 
number, name of ind ividual to whom issued. the last known location and disposition of 
the pass or card, The COR will return the identification cards and building passes to the 
responsible ID Unit 

The Contractor will report any adverse infonnation coming to their attention concerning 
contract employees under the contract to the OPR-PSU. via the COR, as soon as possible. 
Reports based on rumor or innuendo should not be made. The subsequent termination of 
employment of an employee does not obviate the requirement to submit this report. The 
report shall include the employees' name and social security number, along with the 
adverse information being reported. 

The Contractor will provide, via the COR, a Quarterly Repon containing the names of 
personnel who are active, pending hire. have departed within Ihe quarter or have had a 
legal name change (Submitted with documentation). The list shall include the Name, 
Position and SSN (Last Four) and should be derived from system(s) used for contractor 
payroll/voucher processing to ensure accuracy. 

CORs will submit reports to R",b"X6");"(b"X7,,X,,,C,-) ________ --' 

EMPLOYMENT ELIGIBILITY 
The contractor will agree that each employee working on this contract will successfully 
pass the DHS Employment Eligibility Verification (E-Verify) program operated by 
USCIS to establish work authorization. 

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibi lity 
verification Program, is an Internet-based system operated by DHS USCIS, in partnership 
with the Social Security Administration (SSA) thai aIlO\-\,s participating employers to 
electronically verify the employment eligibility of'heir newly hired employees. E-Verify 
represents the best means currently available for employers to verify the work 
authorization of their employees. 

The Contraclor must agree that each employee working on this contract will have a 
Social Security Card issued and approved by the Social Security Administration. The 
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Contractor shall be responsible to the Government for acts and omissions of his own 
employees and for any Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of this contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor will ensure that this provision is expressly incorporated into any and all 
Subcontracts or subordinate agreements issued in support of this contract. 

SECURITY MANAGEMENT 
The Contractor shall appoint a senior official to act as the Corporate Security Officer. 
The individual will interface with the OPR-PSU through the COR on all security matters, 
to include physical, personnel, and protection of all Government information and data 
accessed by the Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in complying with the security requirements under 
this contract. Should the COR determine that the Contractor is not complying with the 
security requirements of this contract, the Contractor will be informed in writing by the 
Contracting Officer of the proper action to be taken in order to effect compliance with 
such requirements. 

The following computer security requirements apply to both Department of Homeland 
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the 
former Immigration and Naturalization Service operations (FINS). These entities are 
hereafter referred to as the Department. 

INFORMATION TECHNOLOGY 
When sensitive government information is processed on Department 
telecommunications and automated information systems, the Contractor agrees to 
provide for the administrative control of sensitive data being processed and to adhere 
to the procedures governing such data as outlined in DHS IT Secur;ty Program 
PubUcation DHS MD 4300. Pub. or its replacement. Contractor personnel must have 
favorably adjudicated background investigations commensurate with the defined 
sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having 
their access to Department IT systems and facilities terminated, whether or not the failure 
resuhs in criminal prosecution. Any person who improperly discloses sensitive 
information is subject to criminal and civil penalties and sanctions under a variety of laws 
(e.g., Privacy Act). 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 
In accordance with Chief Information Office requirements and provisions, all contractor 
employees accessing Department IT systems or processing DHS sensitive data via an IT 
system will require an ICE issued/provisioned Personal Identity Verification (PIV) card. 
Additionally. Information Assurance Awareness Training (lAAT) will be required upon 
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initial access and annually thereafter. IAAT training will be provided by the appropriate 
component agency ofDHS. 

Contractors, who are involved with management, use, or operation of any IT systems that 
handle sensitive information within or under the supervision of the Department, shall 
receive periodic training at least annually in security awareness and accepted security 
practices and systems rules of behavior. Department contractors, with significant 
security responsibilities, shall receive specialized training specific to their security 
responsibilities annually. The level of training shall be commensurate with the 
individual's duties and responsibilities and is intended to promote a consistent 
understanding of the principles and concepts of telecommunications and IT systems 
security. 

All personnel who access Department information systems will be continually evaluated 
while performing these duties. Supervisors should be aware of any unusual or 
inappropriate behavior by personnel accessing systems. Any unauthorized access, 
sharing of passwords, or other questionable security procedures should be reported to the 
local Security Office or Information System Security Officer (ISSO). 

6 
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From: HSI EAD Message 
Sent: 7 Feb 2018 08:36:19 -0500 

#HSI-AII Federal Personnel To: 
Subject: Access to Commercial LPR Data via the CLEAR LEARN Platform 

LPR Webex Class Information and Times.docx, Regional POCs.pdf Attachments: 

H S I HO~IELA"D SECURITY I"YE5TIGATlO~5 ~ 

Message from the Executive Associate Director ~ 

Access to Commercial LPR Data via the CLEAR LEARN Platform 

After speaking to many of you about investigative tools that you need , I am 
pleased to announce that HSI, has entered into a contract to access Commercial 
License Plate Reader (LPR) data. Commercial LPR databases store recorded 
vehicle license plate numbers from cameras equipped with license plate reader 
technology. Records are uploaded into the system from a variety of governmental 
and private sources including, but not limited to, access control systems (such as 
toll road or parking lot cameras), vehicle repossession companies, and law 
enforcement agencies. 

Access to the LPR data will be provided through your Thomson Reuters CLEAR 
account, via a hyperlink to the LEARN platform. It is anticipated that, as early as 
this week, Thompson Reuters will begin issuing log-on credentials to all CLEAR 
users that have accessed the system within the past 6 months. If you have an 
account and have not accessed CLEAR within the past 6 months, or if do not 
currently hold a CLEAR account, access can be granted through the SAC/HQ 
office's local CLEAR administrator. 

Training sessions for administrators pertaining to user account management will 
be conducted on February 8,2018, and February 9, 2018. WebEx training 
schedules for the LPR function will be included with the introductory log-on 
provided to each user. Following the initial training, additional sessions will be 
available the 1 st and 3rd Thursday of every month starting March 1, 2018. There 
will also be in-person sessions at locations across the country throughout the 
year. It is anticipated that a user guide will be sent to all users by the end of 
February; alternatively it can be obtained by contacting ~b)(6); (b}(7)(C) I 
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For additional training information or for a Thomas Reuters CLEAR account, 
please contact your office's local CLEAR administrator (see attached POC 
list). For programmatic questions, please contact National Program Manager ~~~j (b) 

! b)(6);(bX7)(C I 

Derek N. Benner 
Deputy Executive Associate Director and Senior Official Performing the Duties of 
the Executive Associate Director 
Homeland Security Investigations 
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WebEx Class Information 

WebEx training schedules for the LPR function will be included with the introductory log-on e-mail that 
each user will receive. This e-mail will include a link to register for the WebEx meetings. Registration is 
required, but there is no need to register for more than one session. There is a 500 attendee maximum 
per session; if a listed session is shown as full, please select another session to attend. The tentative 
dates for these training sessions are as follows: 

Day Date Time (all times ET) 

Wednesday 2/7/2018 9:00 AM 

Wednesday 2/7/2018 10:30 AM 

Wednesday 2/7/2018 12:30 PM 

Wednesday 2/7/2018 2:00 PM 

Wednesday 2/7/2018 3:30 PM 

Wednesday 2/7/2018 5:00 PM 

Thursday 2/8/2018 8:00 AM 

Thursday 2/8/2018 9:30 AM 

Thursday 2/8/2018 11:30 AM 

Thursday 2/8/2018 1:00 PM 

Thursday 2/8/2018 2:30 PM 

Thursday 2/8/2018 6:00 PM 

Friday 2/9/2018 8:00 AM 

Friday 2/9/2018 !0:00AM 

Friday 2/9/2018 11:30 AM 

Friday 2/9/2018 1:30 PM 

Friday 2/9/2018 3:00 PM 

Monday 2/12/2018 12:00 NOON 

Monday 2/12/2018 3:00 PM 

Tuesday 2/13/2018 9:00 AM 

Tuesday 2/13/2018 11:00 AM 

Tuesday 2/13/2018 1:00 PM 

Thursday 2/15/2018 8:30 AM 

Thursday 2/15/2018 10:00 AM 

Thursday 2/15/2018 11:30 AM 

Thursday 2/15/2018 1:30 PM 

Thursday 2/15/2018 4:00 PM 

Friday 2/16/2018 8:00 AM 

Friday 2/16/2018 !0:30AM 

Friday 2/16/2018 12:30 PM 

Friday 2/16/2018 3:00 PM 
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SAC Office 

ATLANTA 

BALTIMORE 
BOSTON 
BUFFALO 
CHICAGO 
CLEAR COR / PM 

CLEAR COR / PM 

C3 
DALLAS 
DENVER 

DETROIT 
DETROIT 
DIVISION 1 - CTCEU 

DIVISION 2 
DIVISION 4 - FDL 

EL PASO 
HONOLULU 

HOUSTON 
INTELLIGENCE 
IPR Center 
LOS ANGELES 

MIAMI 
NEW ORLEANS 

NEW YORK 

NEWARK 
OPR 

PHILADELPHIA 
PHOENIX 
PHOENIX 
SAN ANTONIO 

SAN DIEGO 
SAN DIEGO 
SAN DIEGO 
SAN FRANCISCO 

SAN JUAN 
SEATTLE 
ST. PAUL 
TAMPA 

Last Name First Name Email 
b)(6);(b}(7)(C) 
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From: ~b)(6); (b)(7}(C) 

Sent: 25 Jul 2018 15:44:50 +0000 
To : ~b)(6); (b}(7)(C) I 
Subject: 
Attachments: 

FW: CLEAR LPR Administrator Reference: Adding Data from non-ICE sources 
DHS ICE CLEAR LPR - Receiving Data from Outside ICE. pdf 

~b)(6); (b)(7}(C) 

Section Chief - Management and Program Analyst 
Acquisition Management Unit 
Finance, Acquisition, Asset Management Division 
ICE/Homeland Security Investigations (HSI) 
202-732 b)(6) (Office) 
202-411 :~t;).(7 (Mobile) 
Fb}(6);(b}(7)(C) 

mail and any attachments are UNCLASSIFIEO//FOR OFFICIAL USE ONLY ~U//FOUOf. It contains information that may be exempt from 
public release under t e ation Act ~S U.s.c. SS2). It is to be controlled. stored. handled, transmitted. dist ributed, and disposed of in 
accordance with OHS policy relating to FOUO informa be released to the public or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized OHS official. No port ion of this e ished to the media, either in wr itten or verbal fo rm. If 
you are not an intended recipient or be lieve you have received this communication in error, please do no p mit, disseminate, or 
otherwise use this information. Please inform the sender that you received this message in error and delete the message from your sy 

From: kb)(6l:1b)(7)(C) 

Sent: Thursday, May 10, 2018 4:24 PM 
To :Kb )(6);(b }(7)(C) 

Subject: CLEAR LPR Administrator Reference: Adding Data from non-ICE sources 

Thank you to those who were able to join me on the WebEx sessions yesterday and today. We're excited 

about the additional data that may now be available to ICE. 

For those you who were unable to attend, I've attached a step-by-step guide (with pictures!) to initiate 

LPR detection sharing from agencies outside of ICE within the LEARN platform. For those of you on the 
calls who received this document already, nothing has changed in this version. 

As always, please feel free to contact me with any questions you may have. I'd be glad to walk you 
through the process or answer any addit ional quest ions. 

Kind regards, 
~b)(6); (b)(7}(C) I 
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LICENSE PLATE READER (LPR) DATA FROM OUTSIDE OF ICE 

Table of Contents 

I. 

II. 

II I. 

IV. 

V. 

VI. 

General Rules and Guidelines ... ........ .. ....... ..... .. ... .... ........... .. .... ........ .. ... .... ........ .. ....... ........ .. ....... ........ .. ....... ..... .. ... . 1 

Definitions .......................................................................................................................................................................... 2 

General Settings ................................................................................................................................................................ 3 

Requesting LPR Detections from law enforcement agencies ... .. ....... ..... .. ... .... ........ .. ....... ..... .. ... .... ........ ......... ...... 4 

Receiving LPR Detections f rom law enforcement agencies ... .. ....... ........ .. .... ........ .. ... .... ........ .. ....... ..... .. ... .... ........ . 6 

Discontinuing Sharing of lPR detections .. .... ....... ...... ..... .. ... .... ........ .. ....... ........ .. .... ........... .. .... ........ .. ... .... ........ .. .... 7 

I. General Rules and Guidelines 

Immigrat ion and Customs Enforcement (ICE) ICE LEARN admin istrators are now able to "share" data or accept 

inform ation from law enforcement. 

Per the contract, there are a few basic principles that must be followed: 

• At no time is ICE able to provide data of any kind to non-ICE law enforcement. Th is includes LPR detection 

records and Hot List records. 

• Only agency admin istrators can request or accept shares. 

• Once an agency shares data with ICE, all ICE LPR users w ill have access to that data. The provider of the data 

may choose to stop sharing data with ICE at any t ime. 

• Rece iving information about other law enforcement agency Hot Lists is not permitted. 
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II. Definitions 

Data Sharing: allows your agency data, including Detections and Hot-List records, to be shared with other agencies on 

the LEARN server. 

NVLS: Contribute Detections to the National Vehicle Location Service (NVLS) nationwide LPR data sharing program. (not 

permitted under ICE contract) 

LPRD: Contribute Detections to the license Plate Recognition Data (LPRD) program funded by the Department of Justice. 

(not permitted under ICE contract) 

Share data with external LEARN servers: Allow the LPR Detections from your Agency to be searched by other external 

LEARN servers (No sensitive data will be made available). (not permitted under ICE contract) 

Share Detections and Hot-List records with other Agencies: Select the Agencies on this LPR se rver to share LPR 

Detections with Set permissions to share select Hot-lists by Source. (not permitted under ICE contract) 

NationalLPR Data Sharing Map: The map (Figure 1 below) represents a list of Law Enforcement Agencies using LPR 

technologies. When logged into LEARN, click on a representing 'Pin' mark and facilitate LPR data sharing by contacting 

the 

Search Box 
MB 

Be SK 

Go gle 

ON 

d Guatemala 
, A,~ 

Map Satellite 

Nl 

oe 

NS PE 
./"v,. ,\ NS 

t Puerto Rico 

Map"dala-C;i{118 Google, lNEGI Terms of Use 

Figure 1: List of Low Enforcement Agencies Who May Provide Data to LEARN (as of May 2018) 
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From: ~b)(6); (b)(7}(C) 

Sent: 25 Jul2018 15:49:06 +0000 
To: r b)(6);(b}(7)(C) 

Subject: FW: LEARN access 
Attachments: QUICK REFERENCE CARD - HOW TO STOP LEARN HOT LIST UPLOAD 
NOTIFICATIONS FOR AGENCY MANAGERS. PDF, QUICK REFERENCE CARD LEARN PASSWORD 
ADMINISTRATION.PDF, LEARN access Training Resources - Make Vita l Vehicle Connections To Accelerate 
Your Investigations .oft 

fb)(6);(b)(7}(C) 

Section Chief - Management and Program Analyst 
Acquisition Management Unit 
Finance, Acquisition, Asset Management Division 
fCE/Homeland Security Investigations (HSI) 
202-732 b)(6);( Office) 
202-421 }(7)( Mobile) 

Kb)(6);(b)(7}(C) 

W~rning: This e (hments ~re UNCLASSIFIEO//FOR OFFICIAL USE ONLY (U//FOUO~. It (ont~ i n s i nlorm~tion th~t m~y be exempt from 
public rele~ se under the Freedom 0 In .S.c. SS2~. 1t is to be controlled. stored. h~ndled. tr~nsmitted. dist ribu ted. ~nd disposed 01 in 
accordance with OHS policy relating to FOUO information and IS d to the public or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized OHS official. No port ion olthis emai l shou the media, either in wr itten or verbal fo rm. If 
you are not an intended recipient or be lieve you have received this communication in error, please do not pr int, co . isseminate. or 
otherwise use this informat ion. Please inform the sender that you received this messase in errOr and delete the messase from your system. 

From: kb)(6);(b}(7)(C) 

Sent: Friday, March 16, 2018 12:41 PM 
b)(6);(b}(7)(C) 

Subject : LEARN access b)(6l:(b}(7)(C) HSI San Antonio 

Kb)(6);(b)(7}(C) I 
You know have administrator access to LEARN via CLEAR. I've attached a helpfu l user guide as well as an 
email you can send to users whose accounts you create . I'm about to leave the country for the week, 
but please let me know your availability the week of March 26 and we can set up a 1:1 demo and 
introduction. 

Trainings are held via WebEx on the f irst and th ird Thursday of the month. Please register at 
clear.webex.com. 
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To log in, follow the steps below: 
1) b)(6);(b}(7)(C);(b}(7)(E) 

2) 

3) 

b}(7)(E) 

If you have LEARN platform password questions/issues, please contact 
support@vigilantsolutions.com or 925-398-2079 for assistance. 

Please contact me or learnsupport@trssllc.com with any questions. 

~b)(6); (b}(7)(C) 

Client Relationship Manager 

Thomson ~~~~~JO~ ____ -, 
M443-622-~~~ _________ ~ 

This email containsinformationfromThomsonReutersSpeciaIServices.llC.thatmaybesensiti~eandconfidentiaI.This message is to be used 
solely by the intended recipient. If you are not the intended recipient. then you recei~ed this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
redpient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

From: Kb)(6);(b}(7)(C) 

Sent: Wednesday, March 14, 2018 3:56 PM 
To ~(b }(6);(b }(7)(C) 

Subject : FW: [V5#1079496) NVL5 access 
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I was referred to you, to see if you could assist me in gaining access to NVLS 

From: Vigilant Solut ions Support [mai lto :support@vigiiantsolutions.com J 
14, 2018 1:26 PM 

To: '?'= "",":'-:::-:c' 
Subject: Re: [VS#1079496] NVLS access 

Dea~~b~)(~6)~; (~bX~7~)(C~)~~~R2~======================J 
Please reach out toKb)(6);(b}(7)(C) ~he will be able to assist you 
with this request. 

Sincerely, 

~b)(6); (b}(7)(C) 

Field Support Engineer 
Vigilant Solutions Support Team 
(925)398-~ 

Protecting Officers, Families and Communities 
www.vigilantsolutions.com 

This message (including any attachments) contains confidential information intended for a specific 
individual and purpose, and is protected by law. If you are not the intended recipient, you should delete this 
message. Any disclosure, copying , or distribution of this message, or the taking of any action based on it, is 
strictly prohibited. 

03/14/201809 :06 -kb)(6):(b}(7)(C) t-vrote: 
Good morning, 

I was trying to find out if I would be allowed to gain access to the NVl S. If you can direct me to the person who can 
help me or any forms I may need to fill oul, I would greatly appreciate it. 

My Clear log in is: ¥b)(6);(b}(7)(c l 

i i 
300 E. 8th Street 8·111 
Austin, TX 78701 
Gov Cell: (830) 534kb)(6);d 

kb)(6):(b}(7)(C) 
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b}(7)(E) 

HOW TO MAKE LEARN HOT LIST UPLOAO NOTIFICATIONS STOP 

Tired for receiving all the hot list upload notifications? Follow the X steps below to stop receiving these 

em ails. 

1) f bX7)(E) 

tbX7
)(E) 

2) f bX7)(E) 

3) Kb}(7)(E) 

b}(7)(E) 
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4) [ bXl)(E) 

b}(7)(E) 

S) f bXl)(E) 

b}(7)(E) 

6) f bXl)(E) 

b}(7)(E) 
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7) k b)(])(E ) 

b}(7)(E) 

b}(7)(E) 

8) i(bX7)(E) 
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From: kb)(6):(b)(7}(C) 
Sent: 7 Dec 201717:45:32 -0500 
To: HSI-Requisitions 
Cc: ~b)(6); (b)(7}(C) 

Subject: 'iRi'eC:q"uC:is"itC:io'=n'ln9"2"1l"8"F"l M=U"R"'QOiO"OO;;!S - TRSS-LPR 

Attachments: 19211SFlMURQOOOS.pdf, Privacy and lAD Exemption Checkl ist (05 19 
2016).docx, ICE Form 13-015 - HSllPR Database - ITSR Request - 12.07.17.pdf 

Good Day: 

Please process the attached requ isition for OAO/DC¥b)(6);(b}(7)(C) I Thank you. 

1. Contract and Task Order Number: New Requirement 
2. Period of Perfonnance - 10/01117 - 0113112019 (16 months) 
3. Anticipated Period Funded by the Requisition - 10101117- 12131117 
4. Description of the Procurement - New Database Service 
5. Justifi cation of the Procurement - HS1 Requirement for License Plate Reader (LPR) 
Database witlr Tlwmsofl Rellters Special Services, LLC (TRSS. Tire LPR will be provided via 
the currell1 TRSS CLEAR Platform as a separate COli tract. This Database, like CLEAR, lvill 
lIot touch the ICE Network. 
6. Product Service Code (pSC) - D317 

Thank you. 

fb)(6);(b}(7)(C) 

Unit Ch ief, Acquis ition Management Unit (AMU) 
HSI Miss ion Suppor t Division 
Homeland Secur ity Investigations (HSI) 
Immigration and Customs Enforcement (ICE) 
Ph: 202 732~ Mobile: 202-32 1-kb)(6);(b l 
Email: Fb)(6);(b)(7}(C) I 
War n ail and any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY (UI/FOUO). II contains 
information Ihal may be ex 'c release under the Freedom of Information Act (5 U.S.C. 552). It is to be 
controlled, stored, handled, transmitted, distri u , . ed of in accordance with DHS policy relat ing to FOUO 
information and is not 10 be re leased to Ihe public or other personne e a valid ·'need-Io-know" wilhout 
prior approva l of an authorized DHS official. No portion of this emait should be furnishe 0 . er in written or 
verbal form. If you are not an Intended recipient or believe you have received this communication in error, please 
print, copy, retransmit , disseminate, or otherwise use this information. Please inform the sender that you received this 
message in error and delete the message from your system. 
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REQUISITION - MATERlALS·SUPPLIES·EQUIPMENT 

aoe INSTRUCTfO"'; ON MVORIIO 

.. TO: MMEAHDADDAESa _ I'ftCCIIl&IINT aa::TIOfoIIORIlClREROOMI 
• MIGM nON ANDCUSTOIIII BII'O«I:IJoIM IICQ 
OfftC1'!OF ACQI,I&mCIN MAHAGBIIM 100QI 
1t118TNEf hSV~ 
WAlltNl3TON DC :lOS» 
Antt WlLL .... M QWlLEY :IIl2·UI·ltilO 

,----
STOCK 1CUl'I88!; OESCAlPnOK(IF ARtICLE 

" FADM: No\MEA!CIAOQRBS 
1Cr..1ISI·HQ.(IV' FAAM 

~b)(6); (b)(7}(C) 
2OMUllbil£J 
600 UTK IIT1&T _ 

w ... !ItIINGfON,. DC 201lt .. 

I. NUM88!; 
192118FlMURQO008 

z. DIPoTE 
07.OS:.20t7 

J. ACTlVln S't'M1JOt. 

So. Attachment A ............. 

"'" o.n 
UNIT PRICE AMOUIf1" ~.• cOO'-.. 

IMAICf.. .. ooa, TVPf,IIZf. COLOI\ "fOR.. aCI , 
HSIIBlUIIBIM fOR LICBeE PLATE REAOER ILI'AI 00\ JABAIE WlTK THOMSON 
IIBITERS9PECIAL ISWICES. LLC ITRlII 

" " K""b"'X4") ~''--' _----''----_~-'---_~___,(' --o. 
• • 10 11 

. COItkb)(6):(b)(7}( hBlOJ 

Justification: 
TO 1NCRB.4ENTALl y ftJNO 3 MONTHS FOR LICSIISE PLA TE READER (lPRj CIA. TABASE wrTH TASS 

Rtcomm.nd.d V.ndor: 263977076 
Tl1OMSON RBJT"8"tS SfEC~l SERV C 
1410 SPRING Hll ROAD 
SUITE 1401 SUITE 301 

MCLEAN. VA 22102·3058 
A'lone: 5714053202 

rb)(6);(b)(7}(C) 

:u SlGMATURI!Of b)(6);(b)(7}(C) 

.,===---- - -

I 
Dill , .. TITLE OF APPROVING Of'fICIAL 

. 12/7/2017 M&PA ... 25. tiTLE Of FUNaIG OfFICIAL I'" 
MGT & PROO ANALYST (PROO ADVIS TOTAL 07·0e:;·2017 

" . lIE'/" 10AClIONCQOE PIIOCURSIENT .EC1~ ICHI '10laWX)MI 

S .ues"11l1"EI1. 

8 .... a<OII:8lKI 

o PUN:MAUDFOftClflS:1 SttPM£Nl 

C ... NCB.L8)....ITOCK EllMAUSTm 

C~ICII.LID-·IOOT ..... ITOocumn 

. 'Cat:n~TK,U 1MEAeovEAI(fICLI!S·· COLUMNS 3, g ANO 12 · MotoVEllEEHllECBllm 

21 . DAlf. 

Unlt.d States Dtp.rtment Of Homeland Security 

Immigration And Customa Enforcement 

FORM G-514 (REV. 8·1 · 5 

1T. 0A1ER8:Bvm 

11 . ....... AOV8) 
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INSTRUCTIONS 

Use 
Use Form G·514 - continued on Form G-S14.1 •• To requis~ian materials, supplies, and equiprrent through the 
Procurerrent section of the Regional (or Central) Office; or from a Service-operated Storeroom_ 

Copies - Distribution 

Prepared by requistioner in an original and tw 0 copies, sending original (w hila) and Copy 1 (pink) to: 
Procurerrent Section (or Storeroom), and retaining Copy 2 (green). Procurement Section (or Storeroom) shall, 
as a rule, pack Copy 1 with shipment, or return it to requisitioner w ith appropriate advice. 

Entries 

By requisltloner: 

1. Nurrber consecutively, beginning w ith number one each fiscal year, and prefix with alphabetic location 
syrrbol and last tw a digits of fiscal year (e.9., M~-5B-1, M~-5B·2, MIA-58-3, elc., MIA.-59-1. MIA-59-2, 
MlA.-59-3, etc .J. Nurrber continuation sheets w rth numerical suffix( e.g., MLA.-58-1.1, MV\-58-1.2, MLA.-58-
1.3, etc). 

2. Enter date of preparation. 
3. Enter numerical syrrbol of activity which will benefrt from use of articles. 
4. Enter name and address of Ptacurement section (or Storeraom)(e.g., Procurement Section, Inmigratian 

and Naturalization Service, Richrrond, VA). 
5. Enter full name, trt1e, and address so that shipping label may be prepared w rthoul reference 10 address 

directory. If consignee is other than requisitioner, enter shipping instructions under Entry 7. 
6. Enter form nurrbers; stock number shaw n in "Stores Stack Catalog" and "Federal Supply Schedules." 
7. Enter full description of article; attach sketches, plans, samples, etc. If consignee is other than requisrtioner, 

enter shipping instructions 
8. Enter issue - unrt quantity. 
9. Enter unrt of issue (e.g., each, doz., C, gross, ream, M, Ib, cwt, tan: bag, ball, bbl., bot., box. can, pkg., roll, 

tube; pt., qt., gal., etc.) 
13. Stgnature of approving official. 
14. Enter trtle of approving official. 
24. Signature of funding official. 
25. Enter trtle of funding official. 

By Procurement Section (or Storeroom): 

1 D. Enter unrt price. 
11. Enter product of Entries 8 and 10. 
12. Enter syrriJot of action taken. See Entry 16. 
15. Enter total of arrounts under Entry 11. 
17. Enter date requisrtion received. 
18. Stgnature of approving officer. 
19. Enter, if issued, date and nurrber of purchase order. 

By consignee: 

20. Enter address - crty and state. 
21. Enter date shipment received. 
22. Signature of employee authorized to accept delivery 
23. Enter title of receiving ellllloyee. 

United Slates Department Of Homeland Security 

Immillration And Customs Enforcement 

FORM G-S14 (REV. 8-1-5 
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Fonn 0-514 

REQUISITION - MATERIALS-SUPPli ES-EQUIPMENT 
Activity Symbols 

ATTACHMENT A 

REQUISITION NUMBER: '.2,18Fl..MURQODD8 

PROJECT TASK FUND PROGRAM ORGANIZATION ODJECT L'DF 

n.MUCTR ODD to-SS-oo-ooo 15-06·0000·00.00· 00-00 O&25-U-00 OODGOD 

APPROPRIATION SYMBOL CROSSWALK: 

ruSD n " 
D1 201B 

T,\S 

7080540 

United Stat .. Deplrtment Of Homllind S.r;I,Irlly 

ImmigratIon And Customs Enforcemlnt 

FORM G-S14 (REV. 1,,·5 

'l"ITU: 

2018-ICLI-00035 400 

AMOUNT 

EX') 
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ICE Office of Acquisition Management ICE Information Governance and Privacy (lGP) and ICE Information 
Assurance Division (lAD) have determined that the nature of the 

procurement categories listed below do not represent a specific privacy 
and/or security risk ond thus do not require review by IGP or lAD, 

Privacy and Information Security Procurement Review 
Exempt Categories Checklist 

Instructions 
If your procurement fits into an e~emption, include this completed page in your acquisition package, No further IGP/IAO submissions are required. 
If your procurement does NOT fit into an exemption, you must complete the Privacv and Information Security Checklist, 

CONTACT INFORMATION 

Procurement POC: fb)(6);(bX7)(C) I Program POC: First and Last Name 

Phone: (202) 732-1ili1illll 

Email: Fb)(6);(b)(7}(C) 

Phone: Click here to enter text. 

Email: Click here to enter text. 

Class A: Admin 

Class B: Goods 

Cla ss C: Services 

o 

o 

Administrative modifications (e.g., add funding, change address, appoint new COR, change the POC, change or 
extend Periods of Performance or delivery date, etc.) 

This exemption only applies if you check the box above AND the SOW/PWS was previously reviewed by 
the ICE Privacy Office after May 201S. 

De-obligation of funds 

D Non IT equipment (e.g., uniforms, furniture, paper, filing cabinets, safes, etc.) 

I:8J IT hardware (e.g., on-site servers, laptops/desktops for general office use, cell phones, SIM cards, radios, etc.) 

D Multi-function devices (e.g., fax, copy machine, scanner, printer, etc.) 

D Forensic Software and Hardware (tools used to image, unlock, retrieve or analyze data from mobile devices 
and computer workstations for the purposes of collecting and analyzing forensic evidence) . In addition : 

• there is not a corresponding SOW/PWS for the purchase, 
• the vendor will not have t he ability to view any personally identifiable information (PII) associated 

with the use of the technology/service, and 
• the purpose for the software/hardware aligns with current and exist ing uses of the technology. 

D Multi-function device maintenance 

D Building maintenance (e.g., antennas, HVAC, etc.) 

D Firing range services 

D Parking 

D Conference space 

D Training when no employee information or other PII is provided to the vendor 

D Bandwidth or network connectivity 

If your procurement fits into an exemption, complete and print this page and include it in your Acquisition Package. 
You do not need to submit any documents for Privacy or Information Assurance Division (lAD) review. 

If your procurement does NOT fit into an exemption category, you must complete the Privacy and Information Security Checklist, The Checklist 
and the response from Privacy and lAD must be included in your acquisition package. 
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DEPARTMENT OF HOMELAND SECURITY 
U.S. Immigration and Customs Enforcement 

NON-STANDARD REQUEST FORM 

The purpose of the ICE OCIO Customer Support Branch (CSB) Non-Standard Request Form is to enable ICE employees to request non-standard 
equipment for purchase. 

Instructions on how to complele each item are listed al the end of the document. 

PRODUCT INFORMATION 

I I 

H5I FAAM AMU LPR 

wi 

LPR Database N/A REQUESTED 1 

HSI Requirement for License Pla t e Reader (L PR) Da t abase wi t h Thomson Reuters Special 
Services , LLC (TRSS . The LPR will be provided via t he curren t TRSS CLEAR Plat f orm. 

Wi ll no t touch ICE Network . 

• WILL THE 

UNKNOWN 

HAVE THE 

UNKNOWN 

THE 

14. THE (IBM) REVIEWED 

Maintained TRSS 

D YES [BJ NO IF YES, SPECIFY BELOW WHY THE IBM PRODUCT DOES NOT MEET THE NEEDS OF THIS ReQUEST 

CHECK I BM HERE 
Only one vendor ava ilable - TRSS 

FOR THIS 

• PLEASE INCLUDE THE NAME OF THE PROJECT 

Database more benef i c ial 

19. WEAKNESSES OF PROPOSED 

None . 

20. NAME 

i i 

ITEMS? 

(If applicable) 

. , 
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PRODUCT LICENSING INFORMATION 

YES (Once the software on the old equipment has been removed , transfer the license to the new equipment) (Go to 25) 

and include of the license Purchase 

NEW PURCHASE 

(A) IS THERE A MAINTENANCE CONTRACT IN PLACE? IB] YES (Go to 26) D NO (STOP: contact lCE.Licensing@icedhs.gov tofind 

(B) THE LICENSE UPGRADE HAS ALREADY BEEN PURCHASED FOR THIS ITEM) out what to do next ) 

IRI YES (Upload and include a copy of the maintenance contract or license Purchase Order) 

NO I 

26. IF THIS IS A NEW PURCHASE A LICENSE MUST BE PURCHASED, PLEASE UPLOAD AND INCLUDE A COPY OF THE LICENSE PURCHASE 
ORDER (Go to 28) 

n /a 
I 

PII 

TYPE OF NETWORK 

namei 

29B . 

N/A - Vendor 

SECURITY INFORMATION 

NfA 

NETWORK CONNECTIVITY INFORMATION 

NON - ICE NETWORK 

REQUIRED? 

UNKNOWN 

ANY ADDITIONAL INFORMATION 

" 

Add Attachments 

Mos t o f t hese quest i ons do no t a pply fo r se r vices requested . Th i s is a vendo r Law 
En f orcement Sys t em t hat does no t t ouc h a n y IC E Ne t wor ks . 

REQUESTOR INFORMATION (The Requestor must be an ICE employee) 

AND TITLE 

202 

TECHNICAL POINT OF CONTACT (POC) 

Submit Form 

o 
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INSTRUCTIONS ON HOW TO COMPLETE THE NON-STANDARD REQUEST FORM 

1. Date Submitted 
2. Program/DivisionfBranch/Project 

3. Title 

4. Product name, version/model number, and lotal number of 
products requested 

5. Product vendor 

6. Product vendor 

7. Justification for the request (Brief description of the reason for 
the request) 

8. If the item is software , will the program be accessed by a 
mobile device? 

9. How will the product be maintained? How will updates 
be applied? 

10. Does the ICE Service Desk have the capabi lity to provide 
ongoing support of the product? If not, who will be providing 
technical support? 

11. How many years is this product expected to be used? 

12. What is the exacllocalion this product will be used? 

13. Willlhe Requestor be the only user of the product? (If no, how 
many others will be using the product?) 

14. Was the Technical Reference Model (TRM) reviewed for a 
comparable product? (Yes/No) 

15. Was this product previously purchased? (Yes , No) 

16. Is there an associated project? (If yes, please include the 
name of the project and its SLM phase) 

17. Description of business use including details regarding 
mission requirements 

18. Strengths of proposed product compared to comparable items? 

19. Weaknesses of proposed product compared to comparable 
items? 

ICE Form 13-015 (5/16) 

Provide the date the request is submitted . 

Provide the following program related information: Program, 
Division, Branch, and Project. 

Provide the title by which this request is referred (Example: 
Oracle 10g for ICE). 

Include the product or standard name and the version/model 
number (Example : Mercury Software Test Director 8.0). 

If the recommendation is for a proprietary product, identify the 
name of the vendor. 

List the date by which the equipment would most ideally be 
purchased. 

Provide a description explaining why this change is being 
proposed (Example: To avoid having to develop additional 
software compliant with the FBI's NCIC System, to facilitate the 
exchange of electronic documents, to provide capacity planning 
capability on the UNIX platforms , etc.). 

Briefly describe the background of the request and any specific 
requirements. 

If the item is software, indicate whether the program be accessed 
by a mobile device. 

Please explain how the product will be maintained and how 
relevant updates will be applied. 

Please confirm if the ICE Service Desk is prepared to support the 
requested product. If the Service Desk is not able to support, who 
will be providing the required technical support? 

What is the expected life-span of the product? How many years 
will it be used? 

Provide the physical address where the product will be used. If it 
is required for field work, please provide detailed information. 

Provide detailed information as to whom exactly wi ll be using the 
product. If there are more users than just the Requestor, please 
provide that information. 

If you know of any individuals who will use this equipment in the 
next few years , please include that information. 
The TRM on Share Point must be checked for a comparable 
product prior to the submission of a Non-Standard Request. 
If there is not a comparable product, then proceed with 
submitting a Non-Standard Request. 

Was this product previously purchased by your Team or 
Program Office? If yes, please provide the IT approval request 
number that was approved for this purchase. 

Provide the name of the associated project that used 
this product (Example: SEVIS II , TECS MOD). 

Provide what SLM development phase the associated project 
is in, if applicable (Example: Requirements, Design). 

Provide a description of business use and how the equipment 
helps to fulfill mission requirements. 

Describe the major advantages of the product or process 
compared to other comparable products. 
Include compatibility benefits, vendor support, help desk support 
requirements, facilities operations support (FOS) requirements, 
trends and anticipated changes in technology, start-up and 
implementation times. 
Describe the major disadvantages of the product or process 
compared to other comparable software products, if any . 

Include compatibil ity issues; vendor support, help desk support 
requirements, FOS requirements , trends and anticipated changes 
in technology, start-up and implementation times. 

Page 3 of 4 
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20. Name of replaced or discontinued product that was listed on a 
previous version of the Approved Hardware List (AHL)? 

21. Test reports or attachments (identify contents of attachments if 
any) 

22. Are you requesting hardware (Server, Desktop, Laptop) or 
software? 

23. Is this a replacement of existing hardware? 

24. Is this an upgrade or new purchase? 
25. Is one of these options true? 

26. If this is a new purchase a license must be purchased, please 
upload and include a copy of the license purchase order. 

27. How is the license being deployed? 
28. List the server name and its location 

29. Point of contact name, phone number, and email. 

30. Trusted Agent FISMA (TAF) ID and/or Information Systems 
name. Provide the current FISMA rating. 

31. Name of your System Security Officer (ISSO) 

32. Will the product involve the use of PII or other sensitive 
information? 

33. Will this product function in a Cloud environment? (Yes 
or No) 

34 . Type of network connectivity 

35. Web Address (URL) for additional and/or relevant information 

(Please send any questions 

Submitting a Non-Standard Request 

Processing the Non-Standard Request 

Receiving Non-Standard Request Disposition 

Give name of product replaced or upgraded. (End of LifefEnd of 
Sale information). 

Provide all relevant information to facilitate this review. 

Attach electronic documents and submit them with the Non
Standard Request. If the electronic documents are accessible 
through the Internet or ICEIICE Intranet, attach a list of the URL(s). 
Identify what type of request is being made. 

Is the equipment you are requesting a replacement for current 
equipment? 
Is the requested item an upgrade or a new purchase? 
Identify if there is a maintenance contract in place and/or if a 
license upgrade has already been purchased for this item. Will 
the license be deployed on a desktop, laptop, or server? Please 
choose one. 
For your information. 

Choose which equipment is utilizing the license. 

What is the name of the server on which the license will be used? 
List the futl physical street address where the server is located 
including numerical street address, city, state , and zip code. 

Please list the POC's name, phone number, and email address. 
The POC is the individual responsible or licensing maintenance. 

Provide your Trusted Agent FISMA (TAF) ID and/or Information 
Systems Name. Contact your localiSSO for this information 
(contact your SysAdmin to identify your ISSO). 

Provide the current FISMA rating. 
Provide the name and contact information for your Information 
System Security Officer (ISSO). 

Provide information as to whether or not Pll or other sensitive 
information will be used. 

Indicate whether or not the requested product will function in a 
Cloud environment. 

Will this product require ICE Network connectivity, Non-ICE 
connectivity, or no connectivity with any network? 
Indicate whether network storage will be required. 
Provide the Internet address(es) where supplemental information 
related to this product or process can be found. 

Only ICE employees may submit Non-Standard Request forms. 
All Non-Standard Request forms must be fully complete. 
Incomplete forms will be returned to the requestor for completion. 

All Non-Standard Request forms must be submitted to the 
following email address: ~b)(6); (b}(7)(C) ~ 

After submitting a Non-Standard Request, requestors will receive 
an acknowledgement e-mail that the request has been received 
and is under review. 

The request will be forwarded for adjudication to the appropriate 
approvers and will also be distributed to other stakeholders. 

The ICE employee will receive an e-mail notification of the 
request disposition with explanatory notes and stipulations, as 
appropriate , after the request has been adjudicated. 

ICE Form 13-015 (5/16) 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

November t , 2017 

c.l. INTRODUCTION AND BACKGROUND. 

7 

The intent of this Statement of Work (SOW) is to describe ICE's law enforcement offices operational 
requ irements to obtain query-based access to a commercially available License Plale Reader (LPR) database. A 
commercial LPR database stores recorded vehicle license plate numbers from cameras equipped with license 
plate reader technology. Records arc uploaded into the system from a variety of governmental and private 
sources including, but nOI limited 10, access control systems such as toll road or parking lot cameras, vehicle 
repossession companies, and law enforcement agencies. Licenses to access the commercial database are sold to 
commercial consumers as well as to law enforcement agencies. 

ICE is neithcr seeking to build nor contribute to any public or private LPR database. ICE will usc LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 
and civil immigration enforcement missions. ICE law enforcement personnel will query the LPR database using 
known license plate numbers associated with aliens for immigration enforcement purposes, based on leads, to 
determine where and when the vehicle has travcled within a specified period of time. The results of the queries 
can assist in identifying the location of aliens to furthe r ICE's immigration enforcement mission. 

ICE wi ll al so use LPR information obtained from the commercial database to further its criminal law 
enforcement mission, which inc ludes investigations re lated to national security, illegal arms exports, financial 
crimes, commercial fraud, human trafficki ng, narcotics smuggling, child pornography, and immigration fraud. 
For example, use of LPR data in this context could help to identify the location of an investigative target or 
person of interest, or help track a vehiclc that may be involvcd in illegal activity, such as smuggling. 

Usc of this data is cxpeeted to enhance officer and public safety by allowing arrcsts to be planned at locations 
that minimize the potential for injury (e.g., away from a subject's residence if there are suspected to be ch ildren 
or weapons in the home). Usc of this data is also expected to create a cost savings to the government by 
reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially avai lable, query-based LPR 
database fo r ICE law enforcement personnel at ICE offices across the United States in the execution of thei r 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service Content/Scope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
lo ll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substantial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized by law in those locations. 
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o A metropolitan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
of Management and Budget (OM B) and used by the Census Bureau and other federal government 
agencies for statistica l purposes. 

• The LPR data service provider shall demonstmte the number of new unique records that were added to the 
commercially available LPR database each month for the last consecutive twelve (12) months. 

• The LPR data service shall make available at least 30 million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing simi lar LPR data services and/or 
products to law enforccmcnt agcncics. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instmctions and guidance to faci litate use of system. 

• Thc ability to comparc ncw user requests with lists of personncl authorizcd by ICE to usc the vcndor 
systcm. 

• Automatic verification of accounts wi th the abi lity to audit by using the user 's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommun ication System (NLETS). 

• The ability 10 add new users or delete exist ing users within 24 business hours of ICE 's request. 

• Initial training to orient personnel to the use of their system, including "Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Escalation Procedures" for agency manager and shall include procedures for resetting 
passwords. 

• Unlimitcd tcchnical support to cach user. 

• Periodic or as needed updates to the web interface and mobi le application. The vendor will employ 
appropriate technical, administrative, and physical security control s to protect the integrity, availabi lity, and 
confidentiali ty of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile application, the system must 
display upon logon a splash screen that describes the agency' s pennissible uses of the system and data, and 
requires the user to affinnatively consent to these mles before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be available to the users via a hyperl ink within the main 

system interface (including any mobile app interface). 
o The agency wi ll provide the language for the sp lash screen content. 
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• All queries of the LPR data service shall be based on a license plale number queried by the user only, and 
the data returned in response must be limited 10 matches of that license plale number only within the 
specified period of time. 

• The system will not penni! user queries of the dala service unless a license plate number is entered. A 
query can only be conducted by entering a license plate number. 

• The query interface wi ll include a drop-down fi eld for users 10 select a reason code for the query from a 
pre-populated list. The specific reason codes wi ll be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface will require a user 10 identify whether the user is entering data for him or herself or for 
another individual. I f the user is entering data for another individual, the query interface will require the 
user 10 enter the name of the other individual. 

• The query interface must include a free-text field of at least 255 characters for user notes. This wi ll allow 
for additional infonnation that wi ll assist ICE in referencing the specific case for which the query was 
performed. Comp leting this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe for 
the query. 

o The system wi ll display results only for LPR detection records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets, with a margin 
of error not more than 2%. 

• To ensure accuracy of information, the response to a q uery must incl ude alicast two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually eonfinn the license plate and 

vehicle make/model in the photo arc the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection and coordinates. 

o The vendor shall provide a notification mechanism in the event ICE users identify photographs that do not 
match Ihe data in their system (license plate numbers or make/model mismatches). The vendor shall 
address a ll erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users infonned of corrections to erroneous data. 

• The vendor wi ll not use any information provided by the agency (query data) for its own purposes or share 
the infonnation wi th other customers, business partners, or any other entity. 

• The vendor will not usc ICE's queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only usc the queries submitted by ICE to maintain an audit log. 

• The vendor wi ll ensure ICE user queries arc conducted anonymously to ensure other individuals or entities 
that usc the LPR service (whether a law enforcement agency, commercial entity, or otherwise) are not ab le 
to identify that ICE is investigating a license plate. 

Alert List Capabilities 
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• The LPR datil service shall provide an "Alert List" fealure that wi ll save license plates numbers to query 
them against new records loaded into the vendor's LPR database on an on-going basis. Any matches will 
result in a near real-time notification to the user who queried the license plale number. 

• The LPR data service Alert List wi ll provide capabi lities to share Alert List notifications between ICE users 
invo lved in the investigation. 

• The Alert List feature will: \) Automatically match new incoming detection records to user-uploaded or
entered Alert Li sts containing the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LPR system for download a PDF case file report for the match (with maps, vehicle images, and all 
pertinent detection & Alert Li st record inforntation) for each emai l alert notification. The notification must 
be able to be limited to the user or a user group of ICE law enforcement officers involved in the specific 
investigation. The notification will comply with all applicable laws, inc luding the Driver's Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service will allow specifically designated users to batch upload a maximum of2,500 license 
plate records into the "Alert Li st". The batch upload will be in the form of a single comma separated 
variable (CSV) file with data fields to include, but not limited to the following: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fie ld, of at least 255 
characters, for a user note to assist in referencing the specific purpose / investigation / operation for wh ich 
the query was perfonned. 

• The vendor will provide the ability to establish Alert List submissions, flag license plates for deconfliction, 
and perfonn searches, all conducted anonymously, to ensure other indi vidual s or entities that use the LPR 
service (whether a law enforcement agency, commercial entity, or otherwise) are not able to identify that 
ICE is investigating a license plate. 

• License plate pictures taken with the automated Optical Character Recognition (OCR) plate number 
translation shall be submitted to the LPR data service system for matching with license plates on any 
cutTent ICE Alert List. Any positive matches shall return to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory infonnation needed for a nonnal qucry. 

• Each license plate number on an Alert List will bc valid for one year unless the user rcmoves it before 
expiration. If detemtined to be cost feas ible, the system wi ll prompt users two weeks prior to expiration and 
require the user to affimtativcly indicate that there continues to be an operational requ irement to keep the 
partieular lieense plate entry on the Alert List aetive, or be given the option to delete the license plate from 
the Alert List. Prompts should continue periodically until the expiration date is reached. The systcm will 
grant the user an additional week after expiration to rcnew the entry in the Alert List. If the uscr does not 
renew, the system shall remove the license plate number from the Alert List. 

• All Alert List act ivity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expirat ion from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 
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Mohile Device Ca"abilities 

• The LPR data service shall femure an iDS-compatible mobile applicat ion that allows aUlhorized ICE users 
10: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add retumed positive matches into the Alert List. 

o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application will delete any saved data on the mobi le device after 60 days, 
ifno! already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users invo lved in the 
investigation. 

• The mobile application will confonn to all other perfonnance, privacy, and funct ional requirements 
ident ified in the sow. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporling Capabilities 

• The vendor shall generate an immutable audit log in electronic form that chronicles the fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

different; 
o Exact query entered, to incl ude license plate number, date limitat ions, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plale number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user audit reports upon request. Audit reports shall contain the audit log 
infomWlion of a given user(s) for the specified period of time. The vendor shall provide the audit log in 
electronic form via secure transm ission to ICE promptly upon request. The format of the audit log shall 
allow for ICE to retrieve user activity by user name (or 10), query entered (e.g. , particular license plate) 
and date/time. The exact technical requirements and format for the audit log wi ll be negotiated after 
contract award. 

• The vendor shal l promptly cooperate wi th an ICE request to re trieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activi ty on the vendor system, fo r purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data for any purpose other than those specified and authorized in this 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of 
requested searches and hit lis!. 

• The audit logs speci fi ed in this statement of work are records under the Federal Records Act. The vendor 
shall maintain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
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entities including other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer oflhesc records, the vendor shall ensure all copies of 
the records (including any sti ll-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the following Key Pcrfom1ancc Parameters (KPPs): 

l\lctric Unit ofl'1casurc l\linimum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24/7/365 

Scheduled downtime </- 4 hou rs per month 

Meantime between failure (MTBF) 4,000 operating hours 

Overall Support Service SUppOri availability 24/7/365 

Results of a single LPR query Resu lts ofa single LPR query </= 5 seconds after submission 

C.6. Guaranteed Minimums 
The minimum that the Government agrees to order during the period of th is contract is $10,000.00 for the base year 
only. 

C.7. Promotion of the Cont ract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all avai lable 
products and services; and (c) assist cuslOmers in creating timely and accurate delivery order/purchase orders. 

c.s. News Releases 
News releases pertaining to th is contract shall not be made without ICE approval, as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

C.9, License Type 
The Vendor shall provide a license that will perm it ICE to add or remove users without purchasing additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 
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From: Kb)(6);(b}(7)(C) 

Sent: Thu, 29 Mar 2018 20:09:28 +0000 
To: 
Cc : 
Subject: 
Attachments: 

RE: LPR LEARN Total ICE Users Registered 
ICE LEARN users 03292018.xlsx, smime.p7s 

Tony-

Attached please find a list of registered LEARN users as of today, 03/29/18. There are 9,209 users 
(including me) who have access. You can sort by last login based on the attached sheet. 

Imagine the list is tie dyed and covered in glitter- Happy Easter! 

................................ ... 
kb)(6)-(b)(])(C) 

Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-622k b)(6)-(b)(])(C) 

This email contains information from Thomson Reuters Special Services, LLC. that may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

Fromt b)(6);(b}(7)(C) 

Sent: Thursday, March 29, 2018 3:02 PM 

~~rb )(6);(b }(7)(C) 

Subject: RE : LPRjLEARN Total ICE Users Registered 

Hef b)(6);(bX7)(C) I 

Can you send us the total list of Learn/LPR users in Excel by chance? I have the below email from 
2/22/18 but I figure that number has increased based on activity I've seen and heard in the field. We 
have some data calls that we are working through and need to figure out the total # of HSI and ERO 
users. 

I know tomorrow is Good Friday and this request is not in the Easter spirit but appreciate any help! 

~ds, 

~ 
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tb)(6);(b)(7}(C) 

Section Chief - Management and Program Analyst 
Acquisition Management Unit 
Finance, Acquisition, Asset Management Division 
ICE/Homeland Security Investigations (HSI) 
202-732 b)(6);( Office} 
202-421 }(7)(C Mobile) 

Kb)(6);(b)(7}(C) 

Warm nd any attachments are UNClASSIFIED!!FOR OFFICIAL USE ONLY jU!IFOUO~. It contains information that may be exempt from 
public release under the Free tion Act j5 US.c. 552~. It is to be controlled, stored, handled, transmitted, distributed, and disposed of in 
accordance with DHS policy relating to FOUO informa be released to the public or other personnel who do not have a valid "need-to· 
know" without prior approval of an authorized DHS official. No port ion of t IS furnished to the media, either in wr itten or verbal fo rm. If 
you are not an intended recipient or be lieve you have received this communication in error, please 0 retransmit, disseminate, Or 
otherwise use this informat ion. Please inform the sender that you received this message in error and delete the message rO 

From: Fb)(6);(b)(7}(C) 
Sent: Thursday, February 22, 2018 12:53 PM 

~~~ rb)(6);(b}(7)(C) I 
Subject: RE: l PR/lEARN Total ICE Users Registered 

Good to see you both this morning! 

I ran this today at t b)(6);(b) I desk - 8,752 users across HSI and ERO . 

.................................. . 
kb)(6Hb)(7)(C) 

Cli ent Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622fb)(6);(b}(7)(C) 

This email contains information from Thomson Reuters Special Services. LLC. tha t may be sensitive and confidential. This message is t o be used 

solely by the intended recipien t . II you are not the intended recipien t , then you received this message in error and are requested to delete it 
(and all copies). You are lurther requested to neither reproduce nor share the contents of this message wi th anyone except the intended 

recipient and are to noti fy the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 

From: ~b)(6); (b}(7)(C) 

Sent : Wednesday, February 21, 2018 5:09 PM 
To: ¥b}(6);(b}(7)(C) 
CC: ~L _____________________________ --" 

Subject: LPRjLEARN Total ICE Users Registered 

Hey Fb }(6);(b }(7)(C) 

Favor to ask; Are you able to run a report for how many tot al ICE users have registered in LEARN t o 
date? We had an inquiry come in for ali ICE users and not just HSI, regardless,kb)(6);( land I have no 
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access to the LEARN system for this type of oversight. If the administrators can perform this function 
we can reach out to them as well but not sure how compl icated it might be. 

Let us know whenever time permits 

Regards, 
!b)l6)~ 1 

Yb}(6);(b}(7)(C) 

• 
Section Chief· Management and Program Analyst 
Acquisition Management Unit 
Finance, Acquisition, Asset Management Division 
ICE/Homeland Security Investigations (HSI) 
202·732 b)(6);( (Office) 
202421 ~7)( (Mobile) 
~b)(6); (b)(7}(C) 

W~rning: This em achmenls are UNCLASSIFIED//FOR OFFICIAL USE ONLY ~U//FOUOf. II conlains information Ihal m~y be exempl from 
public release under the Freedom 0 n S U.s.c. SSn II is to be controlled. stored. handled, transmitted. dist ributed. and disposed of in 
accordance with DHS policy re lating to FOUO information an released to the public or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized DHS official. No port ion of this em urnished to the media, either in wr itten or verbal fo rm. If 
you are not an intended recipient or be lieve you have received this communication in error, please 0 retransmit, disseminate, or 
otherwise use this informat ion. Please inform the sender that you received this message in error and delete the message r m. 
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INFORMATION SECURITY 
RISK MANAGEMENT 
Thomson Reuters has a long history of providing reliable and trustworthy information 
to our customers. We maintain this reputation through a variety of means which are 
supported by a comprehensive information security and risk management program 
focused on a risk- based approach to data protection, and availability of applications 
and infrastructure. Thomson Reuters' information security and risk management 
practices are established upon an information security framework which utilizes an 
information security management system to guide the implementation, operation and 
continuous improvement of policies, standards and practices which are applicable to 
our IT operations. 

This document is meant to provide an overview ofThomson Reuters' approach to 
information security risk management by outlining services and procedures used to 
safeguard applications, infrastructure and operations. It provides the answer to 
questions our customers regularty ask in order to satisfy their legal, regulatory and 
business requirements. Product~ specific questions should be directed to your Account 
Manager. 

ORGANIZATION 
Information Securi ty Risk Management 

Information Security 
Shared Services 

Business Continuity Mgmt 

Compliance & Assurance 

Risk Management 

Infrastructure Security & 
Engineering 

t 

else 

Strategy, Architecture 
& Operations 

IT SeaJrity Strategy 
& Govemance 

SeOJrity Operations Center 

I,nf_lion Sec""~ ArcMeet,,,, I 

Commercial Solutions 

Business Infonnation 
Security Officers 

FinanCial & Risk 

Legal 

Tal & Accounllnll 
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OUR COMMITMENT 
Information Security Risk Management 
Thomson Reuters is committed to its 
Information Security Risk Management 
program and our charter is approved by the 
Executive Committee. We have an extended 
team of certified security and privacy subject 
matter experts located globally and dedicated 
to the security of Thomson Reuters' products 
and services. 

OUf strategy is to use a risk-based approach 
to address our compliance requirements. In 
this way we ensure alignment with business 
priorities and customer need. This is achieved 
through the application of policies, standards 
and supporting security controls at a level 
appropriate to the service being provided. 
Additionally, our strategy ensures appropriate 
security controls are communicated to 
application owners and technology teams 
across the business to support the secure 
development of products and a secure 
operating environment. This is all done to 
mitigate threats to the confidentiality, 
integrity and availability of sensitive customer 
data which we store, process or transmit. 

Thomson Reuters employs individuals who 
are trained to identify issues and resolve them 
as quickly as possible with minimal impact on 
its customers. Our involvement in industry 
and government forums and groups is also a 
demonstration of our proactive approach to 
understanding and mitigating the threats we 
encounter in the course of providing robust 
applications and services to our customers. 

Our Employees 
All Thomson Reuters employees are subject 
to a Code of Business Conduct and Ethics. The 
Code sets forth the laws, rules and standards 
of conduct that apply to our employees in all 
the countries where we do business. The Code 
is founded on our Trust Principles of in tegrity, 
independence and freedom from bias and all 
employees are required to acknowledge their 
consen t to abide by its terms. We enforce this 
Code against employees and have and will 
discipline employees, where appropriate, up 
to and including dismissal. 

Thomson Reuters will at times use contract 
employment agencies which are required to 
ensuretheiremployees sign the Code of 
Business Conduct and Ethics, a non
disclosure agreement which specifies and 
extends client confidential requirements and 
an approved contract. 

OUR APPROACH 
Information Security Policies and Standards 
We manage a set of information security 
policies and standards which outline 
information security and risk management 
principles that are applied to our people, 
process and technology practices for 
deploying information systems. 

Additionally, in an ongoing practice focused 
on continuous improvement we review and 
adapt our policies and standards to address 
the many aspects of our products and 
services, evolving threats, regulatory changes 
and our customers' requirements for 
information security. 

Our information security policies and 
standards are aligned to an international 
standard to provide assurance globally of 
practices that ensure the confidentiality, 
integrity and availability of our products and 
services. 

Further demonstrating our commitment to a 
secure operating environment is our ongoing 
certification program focused on our strategic 
data centers using the ISO 27001 standard. 

Product Assurance 
Standards are integral in the development of 
our products. Product development teams 
regularly consult with information security 
subject matter experts in an effort to build 
security into their applications and services. 

In addition, Thomson Reuters' Information 
Security Risk Management team supports a 
comprehensive application security testing 
capability which includes services to perform 
static and dynamic application security 
testing and third-party penetration testing. 
This program also provides training and 
resources for development staff in the area of 
secure design and coding, testing, and 
implementation of their applications. 

Finally, Thomson Reuters' product teams will 
engage with independent third parties to 
perform assessments on select products, 
primarily in the category of SaG audits 
(previously referred to as SAS 70 Type II 
audits). 
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Infrastructure Security 
Our products and services are offered through 
public and private networks. There are tiered 
controls, including the use of network 
segmentation, to ensure the appropriate level 
of protection to systems and data. 

Virus Protection 
All Thomson Reuters owned and supported 
operating systems which are hosted in our 
data centers or deployed to customer sites are 
required to be configured with Thomson 
Reuters' antivirus soLution for compliance 
with our policies and standards. This excludes 
operating systems that are not managed by 
Thomson Reuters. For moreinformation 
about Thomson Reuters' managed and non
managed products, please contact your 
Account Manager. 

Patch Management 
We gather and review security threat 
intelligence from our vendors and other third 
party security organizations. The patch 
management standard provides appropriate 
patching practices to technology teams for 
deploying security patches. At times, 
additional security controls may be 
implemented to provide mitigation against 
known threats. 

Security Monitoring 
Automated and systemic security logging and 
monitoring of the operating environment is 
ongoing for the purpose of real-time 
awareness, event correlation and incident 
response. 

Incident Response 
An ITIL based incident response process exists 
to address incidents as they are identified. 
Incidents are managed by a dedicated 
incident response team which follows a 
documented procedure for mitigation and 
communications. 

Device Lockdown 
Standard security builds are deployed across 
our infrastructure. Our server builds are based 
on industry practices for secure configuration 
management. 

System Monitoring 
Monitoring of systems, services and 
operations are implemented to ensure the 
health of the operating environment on which 
our applications run. Management tools are 
implemented to monitor and maintain an 
appropriately scaled and highly available 
environment. 

Vulnerability Scanning 
Thomson Reuters' Information Security Risk 
Management team supports a vulnerability 
scanning and policy compliance service which 
can be utilized by product and technology 
teams for internal or external vulnerability 
scanning and configuration compliance. 
Internet-facing sites on our global network 
are periodically scanned as a practice in our 
program focused on vulnerability 
management. 

RiskAssessment Methodology 
Thomson Reuters' product and technology 
teams engage information security subject 
matter experts regularly to provide risk 
assessments services. Architecture reviews, 
vulnerability scans, application security testing 
and technical compliance reviews are several of 
the services performed during risk assessment 
activities. 

Following riSK assessment activities Thomson 
Reuters' Information Security Risk 
Management team consults with product and 
technology teams to develop remediation 
plans and road maps to address gaps in 
compliance, or areas of identified risK. 

Additionally, our internally-focused Compliance 
team performs audits against policies, 
standards and regulatory requirements, and 
registers findings for review and remediation 
initiatives within the business. 

Physical Security 
All strategic data centers are managed to the 
standards within Thomson Reuters' Corporate 
Security Policy guidelines based on best 
practices in the industry. Thomson Reuters' 
guidelines include requirements for physical 
security, building maintenance, fire 
suppression, air conditioning, UPS with 
generator back-up, and access to diverse power 
and communications. Thomson Reuters' policy 
requires that each and every facility be subject 
to an audit every 2 years which is measured by a 
grading system that determines the recovery 
level of the site. At such times ill evacuation 
test is also performed. 

A variety of secure methods are used to control 
access to Thomson Reuters' facilities. 
Depending on the sensitivity of the facility, 
these methods may include some or all of the 
following: the use of security staff, ID cards, 
electronic access control incorporating 
proximity card readers, pin numbers or 
biometric devices. 

({ 2017Thom\.OJl Reuters. All rlghrs reserved. 
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Read about our products at: 
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Contact us: 
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You may download a capy af our Cade of 
Business Conduct and Ethicsby accessing 
our Investor Relations site above, selecting 
Corporole Governance and Code of Conduct. 

Privacy Statement: 
For a Privacy Statement applicable to 
the product being acquired, please 
contact your Account Manager. 
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THOMSON REUTERS 
ISO 900l AND ISO 2700l 
Thomson Reuters is serious about safeguarding the security and quality of all the proprietary and 
third party information that flows through our systems. Consistently delivering secure and 
accurate information services to customers is of paramount importance to us. To underline our 
commitment, we have established a global program for the certification of our major data centers 
and their product delivery systems against two industry-proven global standards: ISO 9001:2008 
quality management systems and 150 27001:2013 information security management systems. 

Qualifying for these certifications has been a complex and challenging process, and we have been 
successfuL We are confident that we have the right checks, controls, and protocols in place to 
protect our information and yours. The standards include ongoing monitoring and reviews that 
will identify and manage any new risks on the horizon. 

WHY ISO CERTIFICATION 

Since 1947, the International Organization for 
Standardization (ISO) has been defining and 
setting global commercial and industrial 
standards. While probably best known for ISO 
9001, the worldwide de facto standard for quality 
management systems in the most general sense, 
ISO is also a leader in information security 
management systems, the ISO 27001. 

ISO 27001 is an international standard that sets 
out the requirements for managing and controlling 
information security within organizations. Since its 
first launch in late 2005, ISO 27001 has been 
rapidly adopted by leading corporate 
organizations as the de facto standard for 
information security. The standard is centered on 
three key information security tenets for 
maintaining information security: confidentiality, 
integrity and availability. Broken down into 14 
control domains, ISO 27001 2013 revision contains 
114 individual security requirements. 

ISO 9001 is a well-established and 
internationally-recognized quality management 
standard that drives continuous process 
improvement through customer focus. The 
standard sets out a framework to organize 
operational processes more effectively and reduce 

When implemented together, the combined 
requirements of the ISO 9001 and ISO 27001 
standards act in harmony, reinforcing the overall 
strength of the management system and 
associated control processes. 

Key Benefits of the ISO certification to both 
Thomson Reuters and our customers include: 

Enhanced customer confidence through an 
independent certified commitment to 
information security and quality 
Alignment of process performance and 
business drivers to customer requirements 
A common quality and information security 
language that customers can understand and 
relate to 
A framework for embedding continuous 
quality and information security improvement 
discipline into the business 
Improved organizational communication 
through transparency of activities, functions 
and responsibilities 
Reduced risk by focusing on preventive rather 
than reactive processes 

the opportunity for errors. 2018-ICLI -00035 461 



RISK-BASED DECISION MAKING 

Providing the appropriate Level of fisk reduction for 
information assets is a key ISO 27001 requirement. 
Thomson Reuters operates a defined process for 
risk capture, impact assessment, management, 
and business escaLation. 

Risk management of security-related risks is 
captured and recorded in a corporate security risk 
register. The risk mitigation progress is tracked 
and, if necessary, escaLated to the appropriate 
business owner for resolution or acceptance. 

Risk assessment of information assets is carried 
out as part of the service lifeo(ycte process and 
ongoing business risk review activities, to identify 
appropriate countermeasures for any new 
information security threats and vulnerabilities. 

COMPLIANCE GOVERNANCE 
FRAMEWORK 

Our senior management team ensures that the ISO 
certification program maintains and achieves its 
performance targets. They regularly review the 
effectiveness of the ISO management system as 
part of the normal performance review process. 

ISO management review forum has been 
established to oversee and manage the operations 
of the ISO management system and ensure that 
ongoing compLiance is maintained. 

CONTINUOUS IMPROVEMENT 

Gaining joint certification to ISO 27001 and ISO 
9001 provides Thomson Reuters with a framework 
for continuous improvement using the 'PLan, Do, 
Check and Act' process lifecycte. This ensures that 
we continually monitor, review, and adjust the 
effectiveness of our operational processes that 
underpin our information security management 
and quality management systems (ISMS and 
QMS). 

A program of internaL audits and regular external 
surveillance audits ensures continued compliance 
with the standards. 

INDEPENDENT OPERATIONAL 
PROCESS ASSURANCE 

Thomson Reuters has established a gLobaL 
operational process framework based on industry 
accepted standards for managing the operation of 
its data centers, into which the requirements of ISO 
27001 and ISO 9001 have been embedded. 
Consequently, the following processes are 
independently audited on a regular basis to ensure 
that compliance to the requirements of ISO 
standards is maintained: 

Incident Management detects and manages the 
resolution of operational incidents (both security 
and non--security). All reported service-affecting 
incidents are logged, categorized for severity and 
impact, and communicated to the appropriate 
resolving groups for resolution and closure. 
Customer notifications are also issued in the event 
of service disruptions. 
Problem Management carries out root cause 
analysiS investigation of all high·severity incidents 
and recurring or systemic low impact service 
problems with the intent to identify and eliminate 
the root cause and thus reduce the likelihood of a 
similar future event. 
Change Management plans, manages risk, 
facilitates approval, communicates, coordinates the 
implementation and validates aU operational 
changes. 
Release Management ensures that the 
implementation and deployment of new services is 
performed in accordance with corporate standards 
and best practice prior to operational service. 
Business Continuity Management ensures the 
availability and integrity of services, systems, and 
information in the event of a disastrous loss of a 
data center or other key environmental facilities. 
Capacity Management ensures that there is 
sufficient present and future service delivery 
capacity to meet the service-leveL support 
commitments associated with user volumes, 
resilience, response time or other significant 
requirements. 
IT Asset Management ensures that the phYSical, 
financial, and contractual aspects of IT Assets 
(hardware and software) are actively managed 
throughout their operational lifecycle in order to 
optimize operationaL efficiency, cost, and risk. 
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WHO CARR IED OUT THE 
CERTIFICATION? 

Thomson Reuters chose BSI Management 
Systems, (a division of the British Standards 
Institution) to carry out the certification. BSI's 
combination of internationaL standing in the fieLd 
and LocaL presence across OUf major business 
centers around the world made it an ideal partner. 
Certification through BSt involves a two-step 
process that first seeks to confirm that the 
information security and quality management 
systems have been estabLished in accordance with 
the standards. Next, a detaiLed audit of the 
controLs and operationaL processes is carried out. 

For more information 
Send us a sales enquiry at 
thomsonreuters.com/about/contact_us 
Read more about OUf products at 
thomsonreuters.com/products_services 
Find out how to contact your local office 
thomsonreuters.com/about/locations 

© 2017 Thomson Reuters. All rights reserved. 
Republication or redistribution of Thomson Reuters 
content, including by framing or similar means, is 
prohibited without the prior written consent of 
Thomson Reuters. 'Thomson Reuters' and the 
Thomson Reuters logo are registered trademarks and 
trademarks of Thomson Reuters and its affiliated 
companies. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

Come on, you don't really hate to ask .. :) 

/92 Blue Toyota Tercel - report attached 

'---__ ---' 2001 GMC - a bunch of private/commercial scans, but NO LE scans this year at all 

me 

From: ~b}(6); (b}(7)(C) 

Sent: Friday, April 20, 2018 1:19 PM 
To: fb)(6);(b}(7)(C) 

Subject: RE: NVLS 

Hi, 

Hate to ask but ...... . would you mind running 2 more? 

/92 Blue Toyota Tercel 

'----_-1 2001 GMC 

Thanks!!! 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigat ions 
Office: (7 14) 972¥b)(6):( I 
Fax: (7 14) 972-4 14 1 
rb)(6);(b}(7)(c) 

Warning: il and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (Ul/FOUO). It 
contains information t exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be controlled, sto led, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information an I e released to the public or other personnel 
who do not have a valid "need-to-know" without prior approval 0 rized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal form. If y t an intended 
recipient or believe you have received this communication in error, please do not print, copy, it 
disseminate, or otherwise use this information. Please inform the sender that you received this message 
in error and delete the message from your system. 

FromYh\IflHh\I7\(;\ 
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Sent: Thursday, April 19, 2018 1:50 PM 
T 0 : ~b )(6);(b }(7)(C) 

Subject: RE: NVLS 

No problem my friend. 

Fro m * b )(6l:(b )(7)(C) 

Sent: Thursday, April 19, 2018 1:49 PM 
To: Kb)(6);(b)(7}(C) 

Subject: RE: NVLS 

Thank you 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Securi ty Investigations 
Office: (7 14) 972~bX6): (b I 
Fax: (7 14 972-4 141 
b)(6);(b)(7}(C) 

Warning: ail and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (Ul/FOUO). It 
contains information be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be controlle , andled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information t to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior appro authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal 0 u are not an intended 
recipient or believe you have received this communication in error, please do not pn , retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this m 
in error and delete the message from your system. 

From: kb)(6):(b)(7}(C) 

Sent: Thursday, April 19, 2018 1:46 PM 
To: Kb)(6);(b)(7}(C) 

Subject: RE: NVLS 

Hi. No LE scans since January. Only the commercial ones. 

Fro m ¥ b )(6);(b )(7}(C) 

Sent: Thursday, April 19, 2018 1:19 PM 
To :Kb )(6);(b }(7)(C) 

Subject: NVLS 

Hey, sorry to bother you again. Today must be t he day for plate inquires .... 
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Will you please run CA plate kb)(6);(bX7)( I 

Thank you, t hank you 

~b)(6); (bX7)(C) 
.... .... 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office: (714) 972i lb)16Hb) I 
Fax: (714) 972-4 141 rb)(6);(bX7)(c) 

: This email andanyattachmentsareUNCLASSIFIEDIIFOROFFICIALUSEONLY {Ul/FOUO). lt 
contains in that may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be c d, stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO In n and is not to be released to the public or other personnel 
who do not have a valid "need-to-know" withou roval of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written al form. If you are not an intended 
recipient or believe you have received this communication in error, plea t print, copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you re his message 
in error and delete the message from your system. 
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From : 
To : 
Subject : Re: NVLS 
Date: Monday, July 02,20182:56:26 PM 

Attachments: LE.AR~Veh i cle Detection Reoort 07-02-20J8-17-53:J4-937J odf 

Hi. Here ya go. I went back to Nov of 2017, 

kb)(6Hb)(7)(C) I Detective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289.j{b)(6):( I 
ce ll (949) 2791£ii:lliili1 

tb)(6);(b)(7}(C) 

Submit a Tip or lead atlO(h;;",,' ''''.' ;:' ==:::J 
This informat ion s ered Unclass if ied 1/ For Official Use Only 1/ Law Enforcement Sensitive (UIIFOUOI/LESj unle" otherwise noted and 

con tains informat ion that may be exempt rO se under the Freedom of Information Act IS USC 5521_ It is to be controlled, stored, 

ha~d led, transmitted, dimibuted, and disposed of in accorda ~ ce wit nt of Homeland Security policy re lating to FOUO informa tion and 

is ~ot to be released to the media, public Or other personnel who do not have a valid "need-to- I not be distr ibu ted beyond the origina l 

addressees without prior authorization of t he originator_ Receipt acknowledges a commitment to comply with all app llea 

civil rights, and civil liberties in the co llection, use, analys is, retent ion, destruction, sharing and disclosure of information. 

From: fb)(6);(b)(7}(C) 

Sent: Monday, July 2,20182 :52 PM 

To: kb)(6):(b)(7)(C) I 
Subject: NVL5 

Hi [~!~~H I 

When you have time will you please run the following plate for LEO scans??? 

Kb)(6);(b}(7)(C) IBlack Acura 

Thanks! 

fb)(6);(b)(7}(C) 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office: (714) 972J1bllfJl"(b I 
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From : 

To : 

Subject : 
Date: 
Attachments: 

Hi. 

Re: NVLS 
Tuesday, February 06. 2018 5:56:34 PM 

k bl(6)-(bl(bd! 

So, it would appear that the vehicle type based on the registration is a Nissan pick up. The LPR 

doesn't differentiate between license plate states, so after going thru about 2S hits, I think 

what i have is correct. I did find 2 recent scans that appear to be the correct vehicle and i 

attached the report. There are no others for that plate. Strangely enough, both scans are on 

the same day on Feb 1, go figure . 

Hope you are well. 

me 

~b)(6); (b}(7)(C) IDetective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289-3971 

ce ll (949) 279-9049 

rb)(6);(b)(7}(c) 

Submit a Tip or lead alliilbtl)(ij7jj)(EFII ==:::J 
This Inform~t i on s nsidered Unclass if ied 1/ For Official Use Onlv 1/ Law Enforcement Sensitive (UIIFOUOI/lES) unless otherwise noted and 

con t~ins informat ion that may be exem lie release under the Freedom of Information Act 15 USC 5521. It is to be contro lled, stored, 

handled, transmitted. dimibuted. and disposed of in accor a S. Department of Homeland Security policy re lating to FOUO information and 

is not to be released to the media. public Or other personnel who do not have a va . ·know· and sha ll not be distr ibu ted beyond the original 

addressees without prior authoriza tion of the orig inator_ Receipt acknowledges a commitment to comp IKable laws protecting privacy. 

civil rights, and civil liberties in the co llection, use. analys is, retent ion, destruction, sharing and disclosure of information. 

From: ~b)(6); (b}(7)(C) 

Sent: Tuesday, February 6, 2018 3:16 PM 
TO ¥b)(6);(b)(7}(C) I 
Subject: NVLS 

Will you please run AZ plate ~.l(6); (b}(7)q in NVLS? 

Thanks 
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"",,,,,!;",,,ce Rese,arc,h Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office: (714) 972-f b)[6);! I 
Fax: (7 14) 972-4 14 1 tb)(6);(b)(7}(c) 

. This email andanyattachmentsareUNCLASSIFIEDIIFOROFFICIALUSEONLY{U//FOUO). lt 
contains inform I may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be con r red, handled, transmitted , distributed, and disposed of in accordance 
with DHS policy relating to FOUD inform is not to be released to the public or other personnel 
who do not have a valid "need-la-know" without prior of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or ver If you are not an intended 
recipient or believe you have received this communication in error, please do n 0 y, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received e 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

Hi. 

Re: NVLS 
Thursday, January 04, 2018 10:30:31 AM 
kb)(6l:(b)( I 

That MT plate gets around. There are a lot of scans. I attached the report. 

The other plate hasn't been scanned in about a year. 

Hope this helps. 

Kb)(6);(b)(7}(C) Detective 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk (714) 289·kb)(6 1 
ce ll (949) 279-kh\IRH I rb)(6);(b)(7}(c) 

SubmIt a Tip or Lead at :ofh"VQ' ,VE':;:' ==:::1 
Thi~ in 0 Id be con~idered Uncla~~ if i ed II For Official Use Only /I Law Enforcement Sensitive (UI/FOUO/ILES) unless otherwise noted and 

contains informat ion that may m publ ic relea>e under the Freedom of Information Act IS USC 552). It is to be controlled, stored, 

handled, transmitted, d i~tri buted, and disposed of in ac h US D<:>partment of Homeland Security policy re lating to FOUO information and 

is not to be released 10 the media, public or other personnel who do not have a . o·~now· and sha ll not be distr ibuted beyond the original 

addressees without prior authorization of the or iginator. Receipt ac~nowledges a commitment to comp licable laws protecting privacy, 

civil rights, and civil liberties 10 the co llection, use, analys is, retent ion, destructIon, sharing and disdosure of information. 

Fro m: fb )(6);(b )(7}(C) 

Sent: Thursday, January 4,201810:18 AM 

To: kb)(6l:(b)(7)(C) I 

Subject: NVLS 

Hi 

When you have chance will you please run t he following pla t es for me? 

Montana License pla te : ~b)(6); (b) I 
Oregon License Pla te ~b)(6); (b)(7}(C) 

Thank you 
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fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Child Exploi tation Group 
Homeland Securi ty Investigations 
Office: (7 14) 972*6)(6):(1 
Fax: (7 14) 972-4 14 1 
rb)(6);(b}(7)(c) 

Warnl email andanyattachmentsare UNCLASSIFIEDI/FOROFFICIAL USE ONLY{U/lFOUO}.lt 
contains informatlo be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552) . It is to be controlle , handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information ot to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior appro authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal 0 are not an intended 
recipient or believe you have received this communication in error, please do not pnn , etransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this me 
in error and delete the message from your system. 
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From : 
To : 
Subject : Re: NVLS 
Date: 
Attachments: 

Monday, June 11 , 2018 12:37:35 PM 

L E.AR~Veh i c le Detect ion Reoort 06:J 1.:-'8.001 

Hi. r did thi s from my phone, so hopefull y it worked properl y. There were only 2 scans thi s 
year, so r attached the report. Not sure if you already have them or not. 

b)(6);(b)(7 

On Jun 11 , 2018 at 12:16,fb)(6);(bX7)(C) I wrote: 

Hi ~~!~~!J I 

Will you please run the following plate for me ASAP? An agent asked me like 3 weeks 

ago and I totally forgot.. 

CA Plate b)(6);(b)(7) 
r> 

Thank YOU!!!!! 

rb)(6);(b)(7)(C) 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office: (7 14) 972-! b)(!)c! 
Fax: (714) 972-4141 rb)(6);(b)(7)(c) 
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From : b)(6);(b)(7}(C) 

To: 
Subject : " Dat e: Monday, June 04. 2018 3:58:33 PM 

Attachments: LE.AR~Veh i cle Detect ion Reoort 06-04-18.001 

Hi. Here ya go. 

Kb)(6);(b)(7}(C) IDetective 

Orange county Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289-kb)(61 

ce ll (949) 279.j(b)(6):1 tb)(6);(b)(7}(c) 

Submit a Tip Or Lead at lliib" ,<a[j,jjI EC,L:==J 

This informa onsidered Uncl ass if ied 1/ For Official Use Only 1/ Law Enforcement Sensitive (U!!FOUOI/LES) unless otherwise noted and 

con tains informat ion that may be e_em release under the Freedom of Inform.tion Act 15 USC SSZI_ It is to be contro lled, stored, 

handled, transmitted, distributed. and disposed of in accordance tment of Homeland Security policy re lating to FOUO information and 

is not to be released to the medIa. publIC or other personnel who do not h.ve a valid "nee - hall not be distr ibu ted beyond the original 

addressees without prior authorization of the orig inator. Receipt acknowledges a commitment to comply with all app Ica 

civil rights, and civil liberties in the co llection, use, analySiS. retent ion, destruction, sharing and disclosure of information. 

From: ~b)(6); (b)(7}(C) 

Sent: Monday, June 4,20183 :53 PM 
To :Kb)(6);(b}(7)(C) I 
Subject: NVLS 

Hi Kb)(6);(j 

When you get a chance will you please run the following plate for me. Thanks! 
~b)(6); (b)(7}(C) ~ 

Sent with BlackBerry Work 

(www.blackberry.com) 
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Fro m : 

To : 

Subject : 
Dat e: 
Attachments: 

b)(6);(b)(7}(C) 

Re: NVLS 
Thursda , Apri l 19, 201810:25:20AM 

b}(6);(b}( f 

hi .. sure .. here it is .. i went back to January .. :) 

Kb)(6);(b}(7)(C) I Detective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289{ h)(R) I 

ce ll (949) 279¥b)(6); I 
rb)(6);(b)(7}(C) 

Submit a Tip Or Lead at : ~Wh~'Q7'j)(£FI\ ==::J 
This informat ion shoul Uncl ass if ied 1/ For Official Use Only 1/ Law Enforcemen t Sensitive (UIIFOUOI/LES) unless ot herw ise noted and 

con tains informat ion that may be exempt from pu nder the Freedom of Inform.tion Act (S USC SSZI_ It is to be controlled, stored, 

handled, transmitted, distribu ted, and disposed of in accordance with u . of Homeland Security policy re lating to FOUO information and 

is not to be released to the medIa, publIC or other personnel who do not h.ve a valid "need-to- no not be distr ibu ted beyond the original 

addressees wllhout prior au thorization of the orig inator. Receipt acknowledges a commitment to comply with all app llca 

civil rights, and civil liberties in the co llection, use, analys is, retent ion, destruction, sharing and disclosure of information. 

From: ~b)(6); (b}(7)(C) 

Sent: Thursday, April 19, 201810:14 AM 
To: ~b)(6); (b}(7)(C) I 

Subject: NVLS 

Hi !b)l6)~1 

ting privacy, 

When you get a chance will you please run the CA Pla te ~b)(6); (b)(7}(C I 2004 Dodge Durango? 

Thank you! 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office: (7 14) 972-[b)(6)( I 
Fax: (7 14) 972-4 14 1 rb)(6);(b}(7)(C) 

Warning' This email a nd a nyattachmentsare I I NC I ASS I F IFC IIFO~OFFIG I.A.bVel!!mJbY(UflFOUO) . lt 
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contains In that may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be co stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO in or nd is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without pno I of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or ver If you are not an intended 
recipient or believe you have received this communication in error, please do no , retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received tie 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

Re: NVLS 
Thursday, March 29, 2018 3:53:10 PM 

LE.AR~Veh i cle Detect ion Reoort 03-29-1.8.001 

hi .. here ya go .. i went back to January .. , there are a few,. 

me 

Kb)(6);(b)(7}(C) lDetective 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289-3971 

ce ll (949) 279-9049 

t:):6~(b,)~~~~ )'k e20Y 
Submit a Tip or lead at : wwwOCIACca goy 

Th is informa be considered Unclass if ied 1/ For Official Use Only 1/ Law Enforcement Sensitive (UIIFOUO//lES) unless otherwise noted and 

contains informat ion that may e ubl ic release under the Freedom of Information Act (5 USC 5521_ It is to be controlled, stored, 

handled, transmitted, dimibuted, and disposed of in acc h U.S. Department of Homeland Security policy re lating to FOUO information and 

is not to be released to the media, public Or other personnel who do not have -to-know· and sha ll not be distr ibu ted beyond the original 

addressees wit hout prior authoriza tion of the orig inator_ Receipt acknowledges a commitment to co I a pllCable laws protecting privacy, 

civil rights, and civil liberties in the co llection, use, analys is, retent ion, destruction, sharing and disclosure of information. 

From: kb)(6);(b)(7}(C) 

Sent: Thursday, March 29, 2018 2:55 PM 
To j(b)(6);(b}(7)(C) I 
Subject: NVLS 

Hi, 

Would you mind running one more plate for me??? 

CA Platen !!'!(6);(b)(7X I 

fb)(6);(b)(7}(C) 

Intelligence Research Specia list 
Narcotics and Gang Group 
Homeland Security Investigat ions 
Office; (7 14) 972*b)(6);(j 

714 972-4 14 1 
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j b)(6);(b}(7)(C) 

: This email andanyattachmentsare UNCLASSIFIEDI/FOROFFICIAL USE ONLY {U/lFOUO}.lt 
contains in that may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be d, stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO I ion and is not to be released to the public or other personnel 
who do not have a valid "need-to-know" withou · roval of an authorized DHS official. No portion of 
this email should be furnished to the media, either in writte bal form. If you are not an intended 
recipient or believe you have received this communication in error, p e ot print, copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you . this message 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Date: 
Attachments: 

b}(6);(b}(7)(C) 

Re: NVLS 
Monday, March 19, 2018 3:19:40 PM 

Wh\(flHh\( bctt 

here is this one .. 

f b)(6);(b}(7)(C) petective 

Orange county Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289¥ b)(6)1 

ce ll (949) 279¥h\(fl\ I 
rb)(6);(b}(7)(c) 

Submit a Tip Or Lead at : cFb" Xc7c)(cEc) __ --' 

This informat ion nSidered Uncl ass if ied 1/ For Official Use Only 1/ Law Enforcement Sensitive (U!!FOUOI/LES) unless otherwise noted and 

con ta ins informat ion that may be e.emp release under the Freedom of Inform.tion Act 15 USC SSZI_ It is to be controlled, stored, 

handled, transmil1ed, distribu ted, and disposed of in accordance artment of Homeland Security policy re lating to FOUO information and 

is not to be released to the medIa, publIC or other personnel who do not h.ve a valid ' ne " " nd sha ll not be distr ibu ted beyond the original 

addressees without prior authorization of t he orig inator. Receipt acknowledges a commitment to comply with a 

civil rights, and civil liberties in the co llection, use, analys is. retent ion, destruction, sharing and disclosure of information. 

From: ~b)(6); (b)(7}(C) 

Sent: Monday, March 19, 2018 3:08 PM 
To:tbX6);(bX7)(C) I 
Subject: RE: NVLS 

Would mind running one more??? 

CA plate ~,(6); (b}(7) 

Thank you © 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 

Narcotics and Gang Group 

Homeland Security Investigations 

Office: (714) 972{b)(6);(b l 

Fax: (714) 972-4141 
fb)(6);(b}(7)(C) 
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fb}(6);(b}(7)(C) 

. This email andanyattachmentsareUNCLASSIFIEDIIFOROFFICIALUSEONLY (U//FOUO). lt 
contains infor hat may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be co stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO in 0 and is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without p oval of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written 0 form. If you are not an intended 
recipient or believe you have received this communication in error, please rint, copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you rec 's message 
in error and delete the message from your system. 

From: Kb)(6);(b}(7)(C) 

Sent : M~!1(!0Yi MarJh 19, 2018 2: 11 PM 
To J(b)(6); b}(7) C , 
Subject : Re: NVLS 

Sorry for the delay ... here is the report.. 

Kb)(6);(b}(7)(C) I Detective 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk (714) 289-~ 

ce ll (949) 279¥~](~yb l 
tb)(6);(b}(7)(C) 

Submit a Tip or Lead at~~b~XQ7~)(~EI) ==::::J 
Th i~ Inform e con~idered Uncla~~ if i ed II For Offkial Use Onlv II Law Enforcement Sen~itive (U/IFOUOIILESj unle» otherwi~e noted and 

con tains informat ion that may be ex bl ic rel ease under the Freedom of Information Act 15 USC 55li. It is to be controlled, stored, 

handled. transmItted. d i~tri bute d . and d i ~po~ed of In accor a epartment of Homeland Security policy re lating to FOUO information and 

is not to be released to the media. public or other personnel who do not have a val i n • and sha ll not be distr ibu ted beyond the original 

addressees without prior authorization of the or iginator. Receipt acknowledges a commitment to comply wit a ws protecting privacy. 

cIvil rights, and dvill iberties in the co llection, use. analys is. retent ion, destruction. sharing and disclosure of information. 

From: kb)(6);(b}(7)(C) 

Sent: Monday, March 19, 2018 1:37 PM 

To: Kb)(6);(b}(7)(C) I 
Subject: NVLS 

Hi~, 

We need to find a documented MS-13 gang member. He was last seen driving vehicle 

kb)(§Hbll7)( I I ran him through NVLS but I still only have access t o commercial dat abases. Will 

you please run in ASAP t hrough you r NVLS please??? 

2018-ICLI -00035 480 



Intelligence Research Specialist 

Narcotics and Gang Group 

Homeland Security Investigations 

Office: (714) 972! b2(61:(b l 

Fax: (714) 972-4141 
[b)(6):(bX7)(c) 

Warning: I . and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (Ul/FOUO). It 
contains information tha exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552) . It is to be controlled , s ndled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information a to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior appro authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal 0 u are not an intended 
recipient or believe you have received this communication in error, please do not pn , , retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this ge 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

Re: NVLS 
Monday, March 19, 2018 2:10:45 PM 

1(b}(6):M odf 

Sorry for the delay ... here is the report .. 

Kb)(6);(b}(7)(C) I Detective 

Ora nge County Intellige nce Assessment Center (OCIAC) 

La Ha bra Police Department 

desk (714) 289- KhR] 

ce ll (949) 279-j(b}(6):( 1 

rb)(6);(b)(7}(c) 

Submit a Tip Or Lead a,Cl/h",,,n",,"c:l'===~ 

This informat ion should be considered Uncl ass if ied II For Official Use Only II Law Enforcemen t Sensitive (UIIFOUOIILES) unless otherwise noted and 

(on t~ins In t m~y be exempt from public rel e~se under the Freedom of Inform.tion Act IS USC SSZI_ It is to be controlled, stored, 

handled, transmitted, distribu te ,a f in accordance with U.S. Department of Homeland Security policy re lating to FOUO information and 

is not to be released to the medlJ, publIC or other personne ave ~ v~lid "need-Ie-know" and sh~ 1 1 not be distr ibu ted beyond t he origina l 

addressee, w" hout prior authorizJtion of the orig i n~lOr. Receipt acknowledge, a co comply with all app licable laws protecting privacy, 

civil rights, and civil liberties in the co llection, use, analys is, retent ion, destruction, sharing and disclosure 0 I 

From: ~b)(6); (b}(7)(C) 

Sent: Monday, March 19, 2018 1:37 PM 
TO: ~b)(6); (b}(7)(C) I 
Subject: NVLS 

Hi l(b)(6);q 

We need to find a documented MS-13 gang member. He was last seen driving vehicle 

Kb)(6);(b)(7}(C) I I ran him through NVLS but I still only have access to commercial databases. Will 

you please run in ASAP through your NVLS please??? 

fb)(6);(b}(7)(C) 
::> ::> 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office (7 14) 972~b)l6);! I 
Fax; (7 14) 972-4 14 1 rb)(6);(b}(7)(c) 

Warning: I hiS emai l and anyattachmentsareUI.JCLASSIFIEDIf FO Ft OFFIC IALUSE OI(.lLf (U))~OUO) . l t 
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contains infor at may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be con tored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO infor nd is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without pno al of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or v . If you are not an intended 
recipient or believe you have received this communication in error, please 0 copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you receive ssage 
in error and delete the message from your system. 

2018-ICLI-00035 483 



From : 
To : 
Subject : 
Dat e: 
Attachments: 

Re: NVLS 
Wednesday. March 07. 2018 6:04:13 PM 

kbl(6Hbl bd! 

Hi there .. Sorry i didn't reply sooner .. I was sleeping after my graveyard shift when you 

emailed me .. 

1 attached the LPR report.. 1 LE scan that i could find .. 

hope you are well .. 

kb)(6):(b}(7)(C) IDetect ive 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Depa rtment 

desk (7141 289.J!iillID1 

ce ll (949) 279~ 

tb)(6);(b}(7)(C) 

Submit a Tip or lead at :k.'"V"" VE,:;:, ==::J 
This informat ion s 0 ered Uncl ass if ied 1/ For Official Use Only 1/ l aw Enforcement s.ensitive (UIIFOUOI/lES) unless otherwise noted and 

con tains informat ion that may be exempt r I ase under the Freedom of Inform.tion Act 15 USC SSZI_ It is to be controlled, stored, 

handled, transmil1ed. dimibuted. and disposed of in accordance wi tmen! of Homeland Se<:uriw policy re lating to FOUO information and 

is not to be released to t he media. public Or other personnel who do not have a valid "nee · sha ll not be distr ibu ted beyond t he origina l 

addressees without prior au thorization of the orig inator. Receipt acknowledges a commitment 10 comply with all ap rotecting privacy, 

civil rights, and civil liberties in the co lle<:tion, use, ana lys is. retent ion, destruction. sharing and disclosure of information. 

From: fb)(6);(b}(7)(C) 

Sent: Wednesday, March 7, 201810:41 AM 
To : kb)(6):(b}(7)(C) I 
Subject: NVLS 

Hj !~!!!! ~ 

Will you please run AZ plate i1l}(6);(b}(7)( ! I am only able to pull from commercial databases for 

now. 

Thanks! 

Yb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
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Office: (7 14) 972J1h)(Rl d 
Fax: (7 14) 972-4 14 1 
fb)(6);(b}(7)(C) 

War is email andanyattachmentsare UNCLASSIFIEDIIFOROFFICIALUSE ONLY {U//FOUO). lt 
contains inform t may be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552) . It is to be con tored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO infor and is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without p roval of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written 0 I form. If you are not an intended 
recipient or believe you have received this communication in error, pleas t rint, copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you re this message 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

Hi there., 

Re: NVLS 
Thursday, February 15, 2018 9:50:34 AM 

¥h\IRH I 12\.001 

Well, i am glad you have access, but i am also glad you still need me once in a while :)))) 

i attached the report that has the LE scans in it .. 

Hope things are good with you .. 

~b)(6); (b}(7)(C) I Detective 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Depart ment 

desk (714) 289·fh11RI 
cell (949) 279_t h\1R1 

r )(6);(b}(7)(C) 

Submit a Tip or Lead at : ~Wh~\fj(7'j)(£FI\ ==J 
Thi~ informat ion n~idered U ncl a~~ if i ed II For Official Use Only II Law Enforcement <;emitive (UI/FOUOIILES) unless otherwise noted and 

contaim informat ion t hat may be exem lie relea>e under the Freedom of Information Act IS USC 552(. It is to be controlled, stored, 

handled, transmitted, d i~tri bute d, and disposed of in aCCOr a D<:>partment of Homeland Security policy re lating to FOUO information and 

is not to be released 10 t he media, public or other personnel who do not have a va I . now· and sha ll not be distr ibu ted beyond t he origi na l 

addressees Without prior au thorization of the or iginator. Receipt acknowledges a commitment to comp y licable laws protecting privacy, 

civil rights, and civi l liberties 11\ the co llection, use, ana lys is, retent ion, destruction, sharing and disdosure of inform.tion. 

From: ~b)(6); (b)(7}(C) 

Sent: Thursday, February 15, 2018 9:35 AM 

To: Kb)(6);(b}(7)(C) I 
Subject: NVLS 

Hi 

I finally have access to NVLS! But only the commercial system and we are trying to locate a 

subject of a CP investigation so we can execute an arrest warrant. Would you mind running 

the following plate for me? 

rb}(6);(b}(7)(C) 

Thank you!!!! 
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fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Narcotics and Gang Group 
Homeland Security Investigations 
Office: (7 14) 972-16)(6);(6 I 
Fax: (714) 972-4 14 1 
rb)(6);(b}(7)(c) 

Warning: ail and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (u//FOUO). It 
contains information be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be cantrelle , andled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information ot to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior appr n authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verba ou are not an intended 
recipient or believe you have received this communication in error, please do not p , retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this e 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Date: 
Attachments: 

Re: NVLS 

Monday, July 09, 2018 1 :39:54 PM 

kbl(6):(bld R~jodf 

Hi. I actually had to work on the 4th in the evening. :( Such is my life. 

So, over the past 3 weeks or so, the car has been scanned almost every day at a fixed reader 

on Harbor Blvd North of Hazard . I only attached a few of those, plus the other LE scan this 

year. If you want them all, i can try to save it in multiple docs because the files are too big. 

Just let me know. 

~b)(6); (b}(7)(C) IDetective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289.j{h\(RlI 

ce ll (949) 279-lliilliJ 

rb)(6);(b}(7)(c) 

Submit a Tip or lead at : [j~hil"!l,jj"Ic" ==:::J 
This informat ion s idered Uncl ass if ied 1/ For Official Use Only 1/ l aw Enforcement S-ensitive (UIIFOUOI/lES) unless otherwise noted and 

con tains informat ion that may be e.emp release under the Freedom of Inform.tion Act 15 USC SSZI_ It is to be contro lled, stored, 

handled, transmitted. dimibuted. and disposed of in accordance e artment of Homeland S&urity policy re lating to FOUO information and 

is not to be released to the media, public Or other personnel who do not have a vali w · and sha ll not be distr ibu ted beyond the original 

addressees Without prior authorization of the orig inator. Receipt acknowledges a commitment to comply WI ble laws protect ing privacy, 

civil rights, and civil liberties in the (o ll&tion, use, analys is. retent ion, destruction. sharing and disclosure of information. 

From: ~b)(6); (b)(7}(C) 

Sent: Monday, July 9, 2018 1:25 PM 
To: Kb)(6);(b}(7)(C) I 
Subject: NVLS 

Hi t~1\~U 

I hope you had a great 4th of July! I have been off work since last Tuesday and it was not easy 

coming in today .... ... . . 

When you can will you please run the following plate for me? CA license plate number -
tb)(6);(b)(7X I 

Thanks and I hope all is well 
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Inlelligence Research Specialisl 
NarcOl ics and Gang Group 
Homeland Security Investigations 
Office: (7 14) 972{bX6),(b)I 
Fax: (7 14) 972-4141 
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From : b)(6);(b)(7}(C) 
To : 
Subject : RE: NVLS 
Dat e: Tuesday, May 10, 2016 1 :14:22 PM 
Attachments: L E.AR~Veh i c le Delecl ion Reoort 05:JO- l.6.od! 

Hi. 

Why sorry? No need to be. We all have work to do. I am here for ya. :) 

Report for kb)(6): (b)(7}(~ ttached. Nothing on the other plate in t he last 2 years. 
b)(6);( 
b)(6);(b)(7}(C) 

Detective 

Orange County Intelligence Assessment Center 

La Habra Police Department 

Desk: 714-289-[6)(6):1 
Cell: 949-279-[6)(6):( 1 

Email: Kb)(6);(b}(7)(C) 

Submit a Tip or Lead at: khl1711 F I 

formation should be considered Unclassified II For Official Use Only II Law Enforcement 

Sensitive (U r LES) unless otherwise noted andcontains information that may be exempt from 

public release under the Fre f Information Act (5 USC 552). It is to be controlled, stored, 

handled, transmitted, distributed, and disp in accordance with U.S. Department of Homeland 

Security policy relating to FOUO information and is not to pased to the media, public or other 

personnel who do not have a valid "need-to-know" andshall not be distn beyond the original 

addressees without prior authorization of the originator.Receipt acknowledges a com to 

comply with all applicable laws protecting privacy, civil rights, and civil liberties in the collection, use, 

analysis, retention, destruction, sharing anddisclosure of information. 

From: Fb)(6);(b}(7)(C) 

Sent: Tuesday, May 10, 2016 12:28 PM 
To : khIIRHhll7\lr.,1 

Subject: FW: NVLS 

Hikb)(6l:ri 

Thanks 

II 
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From : 

To: 
Subject : 
Dat e: 
Attachments: 

hi. 

RE: NVLS 
Friday, May 06, 2016 1 :26:51 PM 

L E.AR~Veh i c le Detect ion Reoort 05-06-16.001 

t went back to January. Report attaChed. 
Maybe ill come by your shop someday and we can grab lunch? Probably the only way il l ever see you again :) 

kb)(6Hb)(7)(C) I 
Detective 

Orange County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk (714) 289-KiillID] 
ce ll (949) 279Kb)(6HI 

rb)(6);(b)(7)(C) 

SubmIt a Tip or Lead an hll7ll l= l 

T I, hould be con,idered Uncla"if ied 1/ For Official U>e Only 1/ Law Enforcement Sen,itive (UIIFOUOI/LESj unless otherwi,e noted and 

contains informat ion that may rOm public release under the Freedom of Information Act (5 USC 5521. It is to be controlled, stored, 

handled, tran,miued, distributed, and di,po,ed of In a h u.S. Department of Homeland Security policy re lating to FOUO informa tion and 

is not to be released to the media, public Or other personnel who do not have a - ·~now· and sha ll not be distr ibu ted beyond the origina l 

addre"ee, without prior authorization of the orig inator. Receipt acknowledge, a commitment to comp y Kable law, protecting privacy. 

civil rights, and civil liberties in the co llection, use. analys is, retent ion, destruction, sharing and disclosure of information. 

From: kb)(6);(b)(7)(C) 
Sent: Friday, May 06, 2016 1 :15 PM 
To: Fb)(6Hb)(7)(C) I 
Subject : FW: NVLS 

Hi Kb)(6);1 

When you get a chance would you please run the following plate for me? 

2005 Chevy Tahoe License plate numberfb)(6);(b)(7)(C)1 

Thanks! 

Fb)(6);(b)(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972-1ib)[6):! 1 

Fax: (714) 972{ b)(62:(b l 

rb)(6);(b)(7)(C) 

. This email and any attachments are UNC LASSIFIED!!FOR OFFiCiAL USE ONLY (U!!FOUO), It contains 

info rmation be exempt from publ ic release under the , Freedom of Information Act (5 U.s.c. 552). It is to 

be control led, stored, han mitted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be release ublic or other personnel who do not have a valid "need-to-

know" wit hout prior approval of an authorized DHS officla . rtion of this ema il shou ld be furn ished to the 

med ia, either in written or ve rba l form . If you are not an intended rec ipi elieve you have received this 

communication in error, please do not pri nt, copy, retransm it, disseminate, or othe rwi is information. 

Please inform t he sender that you received this message in error and delete the message from your s 
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From : 
To : 
Subject: 
Date: 
Attachments: 

report 3 of 3 ... 

kb)(6);(b}(7)(C) 

Detective 

b)(6);(b)(7}(C) 

RE: NVLS 
Thursday, Apri l 28, 2016 4: 14:55 PM 
LE.AR~Veh i cle Detect ion Reoort 04-28-1.6 (2) .od! 

Ora nge County Intelligence Assessment Center (aCIAC) 

La Habra Police Department 

desk (714) 289- ffiO 

cell (949) 279KiillID1 

rb)(6);(b}(7)(c) 

Submit a Tip or Lead at: kb)(7}(E) t 
T l ' ation should be considered Unclassified II For Official Use Only II Law 
Enforcement UIIFOUOIILES) unless otherwise noted and contains information that 
may be exempt from pub IC under the Freedom of Information Act (5 USC 552). It is 
to be controlled, stored, handled, transl . istributed, and di sposed of in accordance with 
U.S. Department of Homeland Security policy re a OUO informat ion and is not to be 
released to the media, public or other personnel who do not ha id "need-to-know" and 
shall not be di stributed beyond the original addressees without prior author of the 
originator. Receipt acknowledges a commitment to comply with all applicable laws pro 
privacy, civil ri ghts, and civil li berties in the collection, use, analys is, retention , destruction, 
sharing and di sclosure of information. 

From: Kb}(6);(b}(7)(C) 

Sent: t hursday, Apn128, 20164:04 PM 
To:llh\(flHh\I7\I(;\ I 
Subject: RE: NVLS 

Could you run t he plate again and go back as far as January of this year? 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972-16)(6):(61 

Fax: (714) 972-4141 

info rmation t a e exempt from publ ic release under the . Freedom of Information Act (S U.5.c. 552). It is to 

be cont rolled, stored, handle, itted, distributed, and disposed of in accordance with DHS policy re lati ng to 

Fa ua information and is not to be released t blic or other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS official. n of this email shou ld be furn ished to the 

media, either in written or ve rbal form. If you are not an intended rec ipient e you have received t his 

communicat ion in error, please do not pri nt, copy, retra nsmit, disseminate, or otherwise us formation. 

Please inform the sender that you received this message in error and delete the message from your syste 

From: ~b)(6); (b}(7)(C) 
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Sent: Thursday, April 28, 2016 9:07 AM 
To: kb)(6):(b)(7)(C) I 
Subject: RE: NVLS 

yup .. there are qu ite a few recent private scans . I on ly went back to t he end of last month .. if you want me to go 

back further, just let me know .. repo rt attached .. 

kb)(6):(b)(7}(C) I 
Detective 

Orange County Intelligence Assessment Center (DCIAC) 

La Habra Police Department 

desk (714) 2891£iilifii1] 

ce ll ( 

t·i. . i 
Official Use Only II Ul W Enforcement Scnsiti,·c (UI/FOUOIILES) unlcss otherwisc noted 

I Frc .... -dom Act (5 USC 552). It is to be I. stored. 
handled. transmitted. distrihuted. i. 
isnotl<>be 1 Ii 

i ·illi ·i . , i 

From kb )(6):(b )(7}(C) 

Sent: Thursday, April 28, 2016 9:00 AM 

To:f b)(6);(b)(7}(C) I 
Subject: NVLS 

Hi !b)(!);1 
When you get a chance will you please run t he following vehicle for me? 

CA platekb)(6):(b)(7)(C) I 

Than k you! 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office; (714) 972- ,~!!~ib) 

Fax: (714) 972-4141 
[ b)(6);(b)(7}(c) 

Ii I 

" , t 

·n : This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (UI/FOUD) . It contains 

info rmat ion e exempt f rom publ ic release under the. Freedom of Information Act (S U.s.c. 552). It is to 

be cont rol led, stored, handle, itted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FDUD information and is not to be released to lic o r other personnel who do not have a valid "need-to 

know" w ithout prior approval of an authorized DH5 official. 0 of this ema il shou ld be furn ished to the 

med ia, either in written or ve rbal form. If you are not an intended rec ipient o r ou have received t his 

communication in error, please do not print, copy, retra nsmit, disseminate, or otherwise use ation. 

Please inform the sender that you received this message in error and delete the message from your system. 
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From : 
To : 
Subject: 
Date: 
Attachments: 

re rt20f3 .. 
b)(6);(b)(7}(C) 

Detective 

RE: NVLS 

Thursday, Apri l 28, 2016 4: 14:05 PM 

LE.AR~Veh i cle Detect ion Reoort 04-28-1.6 (ll .Ddt 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289- t b)(6li 

cell (949) 279Wbl(6l:1 l 

rb)(6);(b}(7)(c) 

mit a Tip or Lead at: i h\I7\(F\ I 
This in 'on should be considered Unclassified II For Official Use Only II Law 
Enforcement Sensl IFOUOIILES) unless otherwise noted and contains information that 
may be exempt from public re der the Freedom of Information Act (5 USC 552). It is 
to be controlled, stored, handled, transmIt ributed, and di sposed of in accordance with 
U.S. Department of Homeland Security policy relating UO informat ion and is not to be 
released to the media, public or other personnel who do not have . "need-to-know" and 
shall not be di stributed beyond the original addressees without prior authonz the 
originator. Receipt acknowledges a commitment to comply with all applicable laws prote . 
privacy, civil ri ghts, and civil li berties in the collection, use, analys is, retention , destruction, 
sharing and di sclosure of information. 

From: ~b)(6); (b}(7)(C) 
Sent: Thursda , A ri128, 20164:04 PM 
To: b)(6);(b)(7}(C) 

Subject: RE: NVLS 

Hey ~ Cou ld you run t he plate again and go back as far as January of this year? 

f b)(6);(b)(7}(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972~b)(6): (b l 

Fax: (714) 972-4141 

rb)(6);(b}(7)(c) 

War -s email and any attachments are UNCLASSI FIEDIIFDR OFFiCiAL USE ONLY (UII FOUD) . It contai ns 

info rmation that m mpt from publ ic release under the . Freedom of Information Act (5 U.5.c. 552). It is to 

be cont rolled, stored, handled, tra distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be released to t e r other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS official. No p this email shou ld be furn ished to the 

media, either in written or ve rbal form. If you are not an intended rec ipient or u have received t his 

communicat ion in error, please do not pri nt, copy, retra nsmit, disseminate, or otherwise use t ation. 

Please inform the sender that you received this message in error and delete the message from your system. 

From :f b )(6);(b }(7)(C) 
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Sent: Thursday, April 28, 2016 9:07 AM 

To¥b)(6);(b)(7}(C) I 
Subject: RE: NVLS 

yup .. there are qu ite a few recent private scans. I on ly went back to t he end of last month .. if you want me to go 

back further, just let me know .. repo rt attached .. 

Wh\IflHh\(7)(;\ I 

Detective 

Orange County Intelligence Assessment Center (DCIAC) 

La Habra Police Department 

desk (714) 289-1!JilliiD 

ce ll (949) 279-k'b}(6U 

rb)(6);(b}(7)(C) 

• i or Lead 
i . , 

and t· i . . i 
Official Use Only II Ul W Enforcement Scnsiti,·c (UlIFOUOIlLES) unlcss otherwisc noted 

I Frc .... -dom Act (5 USC 552). h is to be I. stored. 
handled. transmitted. distrihuted. i. 
isnotl<>be 1 Ii 

i ·illi ·i . 

From: kb}(6l:(b}(7}(C) 

Sent: Thursday, April 28, 2016 9:00 AM 

To:kb}(6l:(b}(7)(C) I 
Subject: NVLS 

Hi FbX6);1 

, i 

When you get a chance will you please run t he following vehicle for me? 

CA platekb)(6);(b}(7)(C I 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office; (714) 9721(b)(6);(b ) 

Fax: (714) 972-4141 
r (6);(b)(7}(c) 

Ii I 

" , t 

Warnl email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO) . It contains 

info rmat ion that may mpt f rom publ iC release under the. Freedom of Information Act (S U.s.c. 552). It is to 

be cont rol led, stored, handled, tra n distributed, and disposed of in accordance with DHS policy re lati ng to 

FDUD information and is not to be released to the r other personnel who do not have a valid "need-to 

know" w ithout prior approval of an authorized DH5 official. No p f this ema il shou ld be furn ished to the 

med ia, either in written or ve rbal form. If you are not an intended rec ipient o r ou have received t his 

communication in error, please do not print, copy, retra nsmit, disseminate, or otherwise use mation. 

Please inform the sender that you received this message in error and delete the message from your system. 
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Fro m : 

To : 

Subject : 
Dat e: 
Attachments: 

RE: NVLS 

Thursday, Apri l 28, 2016 9 :06:52 AM 

LE.AR~Veh i cle Detect ion Reoort 04-28-1.6.001 

yup .. there are quite a few recent private scans .. I only wen t back to the end of last month. if you want me to go back further, just let 
me know .. report attaChed .. 

kb)(6Hb)(7)(C) I 

Detective 

Orange County Intelligence Assessment Center (OCIAC) 

ce ll (949) 279 

rb)(6);(b}(7)(C) 

i or Le~d at : wwwOOAC ca i Qy 

This infQrmat iQn shQU d Uncl ass ified II FQr Official Use Only II Law EnfQrcement Sensitive (UIIFOUOIILESI unless Qtherw ise nQted and 

wntains informat ion that may be exempt from pu nder the Freedom of Informotion Act 15 USC 5521· It is to be controlled, stored, 

handled, transmitted. distribu ted. and disposed of in accordance with U. HQmeland Security PQlicy re lating tQ FOUO infQrma tion and 

is not to be released to the medIa. publIc or other personnel who do not have a valid "need-ta-know " e distr ibu ted beyond the origina l 

addressees without prior au thorizallon Qlthe Qriginator. Receipt acknQwledges a commitment tQ comply with all app l lc~ b l e law 

civil rights, and civil liberties in the cQ llectiQn, use, ana lys is. retent ion, destruction. sharing and disclosure of information. 

From: kb)(6Hb}(7)(QI 

Sent: Thursday, April 28, 20169:00 AM 
To: kb)(6):(b)(7)(Q I 
Subject: NVlS 

HiFb)(6);1 

When you get a chance will you please run t he following vehicle for me? 
CA plate Kb)(6);(b}(7)( I 
Thank you! 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office ; (714) 972FbX6);(b l 

Fax: (714) 972-4141 
rb)(6);(b}(7)(c) 

Warn email and any attachments are UNCLASSIFIED//FOR OFFiCiAL USE ONLY (U//FOUO) , It contains 

iv~cy, 

info rmation that may t from publ iC release under the , Freedom of In format ion Act (5 U.s.c. 552). It is to 

be cont rol led, stored, hand led, trans istr ibuted, and disposed of in accordance with DH5 policy re lati ng to 

FOUO information and is not to be released to the pu ther personnel who do not have a valid "need-to-

know" without prior approval of an authorized DH5 official. No portio email shou ld be furn ished to the 

med ia, either in written or verba l form. If you are not an intended recipient or be liev e received this 

communication in error, please do not print, copy, retra nsmit, dissemina te, or otherwise use t his in 0 'on. 

Please inform the sender that you received this message in error and delete the message from your system. 
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From : 
To : 
Subject : RE: NVLS 
Dat e: 
Attachments: 

Tuesday, October 17. 2017 10:22:12 AM 
kb)(6):(b)( txn. 

Hiya .. here ya go .. I went back to the beginning of July .. 

hope things are good .. 

From: kb)(6):(b}(7)(C) 

Sent: Tuesday, October 17, 2017 10:16 AM 
To l ib )(6);(b }(7)(C) 

Subject: NVLS 

Hi kb)(6):1 

When you have time will you please run the following plate for me. 

2017 Kia -license plate # 10)(6);(b)(7}(1 

Thank you! 

fb)(6);(b)(7}(C) 

Intelligence Research Specialist 
Child Exploitat ion Group 
Homeland Security Investigat ions 
Office: (714) 972-l(b)(6) <I 
Fax: (714) 972-4141 
rb)(6);(b}(7)(c) 

Warning: ail and any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY {U//FOUO}. It 
contains information be exempt from public release under the. Freedom of Information Act {5 
U.S.C. 552}. It is to be controlle , handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information ot to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior app an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verba ou are not an intended 
recipient or believe you have received this communication in error, please do no , retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received tie 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Date: 
Attachments: 

hi .. here ya go .. 

Kb)(6);(b}(7)(C) I Detective 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289'hVflH I 

ce ll (949) 279t b)(6);q 

fb)(6);(b)(7}(C) 

Submit a Tip or Lead at : k h\l7\1 '" 

This In I' considered Uncl ass if ied 1/ For Official Use Only 1/ Law Enforcement s.ensitive (UIIFOUOI/lES) unless otherwise noted and 

con tains informat ion that may be e<em ase under the Freedom of Inform.tion Act 15 USC SSZI_ It is to be contro lled, stored, 

handled, transmil1ed, dimibuted, and disposed of in accordance with Homeland Se<:urity policy re lating to FOUO information and 

is not to be released to the media, public Or other personnel who do not have a valid "need-to·know" an ibuted beyond the original 

addressees without prior authorization of the orig inator. Receipt acknowledges a commitment 10 comply with all applicable laws proteclln y, 

civil rights, and civil liberties in the co lle<:tion, use, analys is, retent ion, destruction, sharing and disclosure of information. 

From f b)(6);(b)(7}(C) I 
Sent: Wednesday, May 17, 2017 4:19 PM 
To: Kb)(6);(b)(7}(C) I 
Subject: NVLS 

When you have a chance will you please run NVLS reports for the following plates : 
b}(6);(b}(7)(C 

Thanks © 
fb}(6);(b}(7)(C) 

Intelligence Research Specialist 

Child Exploitation Group 

Homeland Security Investigations 

Office : (714) 972~b)l6): ( I 
Fax: (714) 972-4141 

distributed, and disposed of in accordance with DHS policy re a uo information and 

is not to be released to the public or other personnel who do not have a valid "nee -
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without prior f an authorized DHS official. No portion of this email should be 

furnished to the media, either in w erbal form. If you are not an intended recipient or 

believe you have received this communication in error, not print, copy, retransmit, 

disseminate, or otherwise use this information . Please inform the sender t a 

this message in error and delete the message from your system. 
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From ; 
To : 
Subject : 
Dat e; 

Re: NVLS 
Thursday. October 05. 2017 8:52:14 AM 

and here is his last DL photo from Texas .. . 

Rb)(6);(b}(7)(C) f Detective 

Ora n ge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289* b)(6)1 
ce ll (949) 279-iili}ill 

e )(6);(b)(7}(c) 

Submit a Tip Or Lead at :Kkb~X~72)(~El)==::::J 

ion should be considered Unclass ified II For Official Use Only II Law Enforcement Sensitive (UI/FOUOIIL ES) un less otherwise noted and 

contaim informat ion that m rom publ ic relea>e under the Freedom of Information Act IS USC 5521. It is to be controlled, stored, 

handled, transmitted. distri bu ted. and disposed of in ace .S. ~partment of Homeland Security policy re lating to FOUO information and 

is not to be released to the medIa. publIC or othe r pe rsonnel who do not have a va' " and sha ll not be distr ibu ted beyond the original 

addressees Wit hout prior autho riza tion of the or iginator. Receipt acknowledges a commitment to comply with a a 

civil rights, and civi l libe rties 10 the co llection, use. analysis, retent ion, dest ructIon. sha ring and disdosu re of inform.lion. 

From: ~b)(6); (b)(7}(C) 

Sent: Thursday, October 5, 2017 8:06:32 AM 
To :Kb)(6);(b}(7)(C) I 
Subject: Re: NVLS 

ok" well, i wasn't too sure .. here is who that is: 

b)(6);(b}(7)(C) 

MW, 603/180/G RY /BRN 

TX DL # kb)(6):(b)(7}(c l 

rotecting privacy, 

CA Index # X0892313 (index numbers dont have identifying info associated with them, 

including photos) 

rb}(7)(E) 

SSN kb )(6);(b )(7}(C) 

I attached his TLO public records check report .. he is below the radar right now as far as i can 

tell.. at least, as far as stuff on paper .. he has priors for dope including some federal BOP 

time .. 
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Kb)(6);(b}(7)(C) IDetective 

Orange County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk (714) 289¥ b)(6) I 

ce ll (949) 279_¥b)(6); I 
rb)(6);(b}(7)(C) 

Submit a Tip or Lead at '. ~kb~l~(7'l'~EIl==::J 

hould be considered Unc lass ified II Fo r Official Use Only II l<tw Enforcement Sensitive (U/IFOUOIILESj un less otherwise noted and 

contains information that ma fom publ ic relea>e under the Freedom of Information Act (S USC 5521. It is to be controlled, stored, 

handled, transmitted, distributed, and disposed of in a h US Department of Homeland Security policy re lating to FOUO information and 

is not to be released 10 the media. public or other pe rsonnel who do not have a -~now· and sha ll not be distr ibu ted beyond the original 

addressees without prior autho rization of the originator. Receipt acknowledges a commitment to comp y able laws protecting privacy. 

civil rights, and civil liberties In the co lleC\lon, use. analys is, retent ion, destruction. sha ring and disdosu re of information. 

From: ~b)(6); (b}(7)(C) 

Sent: Thursday, October 5, 2017 7:54 AM 
TO : ~b)(6); (b}(7)(C) I 
Subject: RE: NVLS 

Absolutely!! ! 

Sent with BlackBerry Work 

(www.blackberry.com) 

From: Kb)(6);(b}(7)(C) 

Date: Thu rsday, Oct 05,2017,7:45 AM 

To : Kb)(6);(b}(7)(C) 

Subject: Re: NVLS 

this photo is a bit dated" do you think this could be the same guy? 

~b}(6); (b}(7)(C) IDetective 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289 -~ 

ce ll (949) 279 ¥ b)(6);1 

t )(6);(b}(7)(c) 

Submit a Tip or lead at:kb}(7)(E) 

'I'llis iilfoliliat'olisiiouid be co IsidEle d b clossTed S Fe Sfficoal "sc eli l, S 1:0 .. E ,FoiCe i EI t Se is't"OC (tI//f etl8f,1l ES j " Ie!! el r ! 'Ie e1!~ e d 
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nformat ion that may be exempt from publ ic release under the Freedom of Information Act 15 USC 5521. It is to be controlled. stored, 

handled. transmitted, disl" -n accordance with US [)(>partment of Homeland Security policy re lating to FOUO information and 

is not to be released to the media. public or other personnel who 0 no -know· and sha ll not be distr ibu ted beyond the original 

addressees without prior authorization of the or iginator_ Receipt acknowledges a commitment to comply wit a ,n provacy. 

civil rights, and civil liberties in the co llection, use. analys is. retent ion, destruct ion. sharing and disclosure 01 information. 

From: Kb)(6);(b}(7)(C) 

Sent: Wednesday, October 4,20174:36 PM 

To: kb)(6);(b)(7}(C) I 

Subject: RE: NVLS 

Thanks! 

This is what I know. He goes by the moniker tb}(6);(b}(7)( I. I believe his name is Fb)(6);(b}(7)(C) 

approximate age mid to late 60's if not older. He is married to kb)(6Hb}(7)(C) t DOB is 

Kb)(6);(b}(7)( I and her CDL is kb)(6Hb)(7}(c l His address is kb)(6Hb)(7)(C) I Bellfower and his Facebook 

page is kb)(6Hb}(7)(C) I His Facebook page doesn't show much, but his daughters 

page (kb)(6);(b)( I has a recent photo of the two of them dated Sept 23, 2'CO~1~7lD. ~kb~)(~"~E~);,~~~~=:J 
kb}(7)(E) I CA plate kP)(6Hb)(7)( Irgistered to his 

daughter ~b)(6); (b)(7}(C) 

Eb)(6);(b)(7}(C) 
;;; ;;; 

Intelligence Research Specialist 
Child Exploitation Group 
Homeland Security Investigations 
Office: (7 14) 972-1b)(6);(j 

Fax: (7 14) 972-41 4 1 
rb}(6);(b}(7)(C) 

. This email andanyattachmenlsare UNCLASSIFIEDI/FOROFFICIAL USE ONLY{U//FOUO}.11 
contains infor at may be exempt from public release under the . Freedom of Information Act {5 
U.S.C. 552}. It is to be con ored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO inform is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior I of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or ver If you are not an intended 
recipient or believe you have received this communication in error, please do no 0 y, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received t e 
in error and delete the message from your system. 

From: kb)(6Hb}(7)(C) 
Sen : W n , October 04, 20172:54 PM 
To: b)(6);(b}(7)(C) 
Subject : Re: NVLS 

hi. . here ya go .. report attached .. there are a LOT of scans, almost all of them from fixed 

readers in the IE. I included a few to give you an idea, as well as 1 or 2 from when it looks like 
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the vehicle is parked. 

i will gladly give the attempt to ID a shot .. send me whatever you have or want to send .. :) 

Kb)(6);(b}(7)(C) I Detective 

Ora nge County Intellige nce Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289 ¥b)(6 \:1 

ce ll (949) 279~ 

fb)(6);(b}(7)(C) 

SubmIt a Tip or Lead at :W[!"""il' ll" £',' ==::J 
Th l~ Information ~hou ered Unc l a~~ if i e d II For Official U~e Only II Law Enforcement Sen~itive (U/IFOUOIILESj un l e,~ otherw i~e noted and 

contains information that may be exemp ic relea>e under the Freedom of Information Act (5 USC 5521. It i~ to be controlled, >tored, 

handled. transmitted, distributed, and disposed of in accor a S Department of Homeland Security policy re lating to FOUO information and 

i~ not to be re l ea~ed to the medIa. publIC or other pe r~onnel who do not have a d·to-~now· and ~ha l l not be dim ibu ted beyond the original 

addressees without prior authoriza tion of tile originator. Receipt acknowledges a commitment to til all applicable laws protecting privacy. 

civil right~. and civi ll i bertie~ In the co llection, u~e. analy~ i ~. retent ion. de~tructlon. ~ha ri ng and di~clo~u re of inform" I 

Fro m: kb )(6):(b )(7)(C) , , 
Sent: Wednesday, October 4,201710:19 AM 
To: fb)(6);(b)(7}(C) I 
Subject: NVLS 

H ;tb)l6)~ 1 

When you have a chance will you please run CA plate ~E)(6); (b)(7}( Ithrough NVLS? 

Hope all is well! 

Thanks! 

On a side note, I have tried, unsuccessfully, to identify a Nomad with the Vagos. Would you be able 

to help?? 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 

Child Exploitation Group 

Homeland Security Investigations 

Office: (714) 972-[b](6):(b l 

Fax: (714) 972-4141 
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tb)(6);(bX7)(C) 

Warning: This email andanyattachmentsareUNCLASSIFIEDI/FOROFFICIALUSEONLY (U//FOUO).1t 
c s information that may be exempt from public release under the. Freedom of Information Act {5 
U.S.C. 55 controlled, stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to malion and is not to be released to the public or other personnel 
who do not have a valid "need-la-know" WI . roval of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written rm. If you are not an intended 
recipient or believe you have received this communication in error, please copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you receive e 
in error and delete the message from your system. 
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From: 
To : 
Subject : Re: NVLS 

Date: Thursday, October 05. 2017 8:08:49 AM 

Attachments: kb}(6);(b}(n BELLFLOWER - CA - Peoole - 2017- 10-05.odf 

ok" well, i wasn't too sure .. here is who that is: 

CA Index n_ (index numbers dont have identifying info associated with them, 

including photos) 
rb}(7)(E) 

SSN ~b)(6); (b}(7)(C) 

I attached his TlO public records check report .. he is below the radar right now as far as i can 

tell.. at least, as far as stuff on paper .. he has priors for dope including some federal BOP 

time .. 

kb)(6):(b)(7}(C) IDetective 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk(714)289~ 

ce ll (949) 279-kb)(6 1 

rb}(6);(b}(7)(C) 

Subm,t a Tip or Lead at : kb)(7)(E) 

Th ,~ onformat ion ~houl d be con~t d II For Official U~e Onlv II Law Enforcement Sen~itive (UIIFOUOIILESj un l e~~ otherwi~e noted and 

con tains informat ion that may be exempt from publ ic release m of Information Act IS USC 5521. It is to be controlled, stored, 

handled, transmitted. distributed. and disposed of in accordance with US [)(>partment 0 it olicy re lating to FOUO information and 

is not to be released to the media. publIC or other personnel who do not have a valid "need-to-~now· and sha ll not be I d the original 

addressees without prior authoriza tion of the originator. Receipt acknowledges a commitment to comply with all app licable laws protecting privacy. 

civil rights, and dvill iberties in the co llecllon, use. analys is, retent ion, destruct ion. sharing and disclosure 01 information. 

From: ~b)(6); (b}(7)(C) 

Sent: Thursday, October 5, 2017 7:54 AM 
To:kb)(6):(b)(7}(C) I 
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Subject: RE: NVLS 

Absolutely!!! 

Sent with BlackBerry Work 

(www.blackberry.com) 

From: Fb)(6);(b}(7)(C) 

Date: Thursday, Oct 05,2017,7:45 AM 

To : ~b )(6);(b )(7}(C) 

Subject: Re: NVLS 

this photo is a bit dated" do you think this could be the same guy? 

~b)(6); (b)(7}(C) I Detective 

Ora nge County Intellige nce Assessment Center (OCIAC) 

La Habra Police Department 
desk (714) 289¥b)(6):1 

ce ll (949) 279kb)(6l: I 

rb)(6);(b}(7)(c) 

Submit a Tip Or Lead at : "Fh"'!lo~,,'E'"' ==::J 
This informat ion should be can ified 1/ For Official Use Only 1/ Law Enforcemen t Sensitive IUIIFOUO//LES) unless otherw ise noted and 

wn tains informat ion that may be exempt from public re ea reedom of Informotion Act IS USC 5521 _ It is to be controlled, stored, 

handled, transmitted, distribu ted, and disposed of in accordance with U.S. Departmen urity policy re lating to FOUO information and 

is not to be released to the media, public Or other personnel who do not have a valid "need-to·know" and sha ll not e and the origina l 

addressees Without prior authorization of the or iginator. Receipt acknowledges a commitment to comply with all app licable laws protecting pnv 

civil rights, and civil liberties in the co llection, use, ana lys is, retent ion, destruction, sharing and disclosure of information_ 

From: ~b)(6); (b}(7)(C) 

Sent: Wednesday, October 4, 2017 4 :36 PM 

To:fb )(6);(b }(7)(C) 

Subject: RE: NVLS 

Thanks! 

This is what I know. He goes by t he moniker fb)(6);(b}(7)(C) I I believe his name is¥b)(6):(b}(7)(C) 

approximate age mid to late 60's if not older. He is married toKb)(6);(b}(7)(C) I DOB is 

kb)(6Hb)(7) I a nd her CDL is kb)(6):(b)(7}(C) I His address is Kb)(6);(b}(7)(C) ~ Bellfower and his Facebook 

page is kb)(6Hb)(7)(C) l His Facebook page doesn't show much, but his daughters 

page (J(b)(6);(b}(i) has a recent phot o of the two of them dat ed Sept 23, 2017. Kb}(7)(E) I 
~b)(7)(E ) I CA plate Kb)(6);(b)(7}( Irgistered to his 
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daughter Kb)(6);(b}(7)(C) 

~b)(6); (b}(7)(C) 
:;0 :;0 

Intelligence Research Specialist 
Child Exploitation Group 
Homeland Security Investigations 
Office (714) 972{~!!~ib) 1 
Fax: (714) 972-4141 

rb)(6);(b}(7)(c) 

Warning. ail and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (Ul/FOUO). It 
contains information be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be controlle , handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information t to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior appro authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal 0 u are not an intended 
recipient or believe you have received this communication in error, please do not pn, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this m ge 
in error and delete the message from your system. 

From: kb)(6);(b}(7)(C) • .I 
Sent: Wednesday, October 04,20172:54 PM 
To :ib)(6)J~)(7)(C) I 
Subject : Re: NVLS 

hi. . here ya go .. report attached .. there are a LOT of scans, almost all of them from fixed 

readers in the IE. I included a few to give you an idea, as well as 1 or 2 from when it looks like 

the vehicle is parked. 

i will gladly give the attempt to ID a shot .. send me whatever you have or want to send .. :) 

kb)(6):(b)(7)(C) I Detect ive 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk (714) 289kh11RI·tI 
ce ll (949) 2 7 9 ¥ b)(6);1 tb)(6);(b}(7)(C) 

Submit a Tip Or Lead at : ~kb;)XiI7li)( E~)L=::J 

This informal lo idered Unclass ified 1/ Fo r Official Use Only 1/ Law Enforcement Sensitive (UIIFOUOI/LE5) un less otherw ise noted and 

con tains informat ion that may be exempt r e under the Freedom of Inform.tion Act 15 USC 55ZI· It is to be controlled. stored, 

ha nd led, Iransmilled, distri buted. and disposed of in accordance with U. Homeland Security policy re lating to FOUO information and 

is not to be released to the medIa. publIC or other pe rsonnel who do not h. ve a valid "need-to-know , istr ibu ted beyond the original 

addressees without prior au tho rization of the orig inator. Receipt acknowledges a commitment to comply with all app lICa ble laws pr 
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ci~il rights, and ci~i ll i berties in the co llection, use. analys is, retent ion, destruction, sharing and disclosure of information. 

From: Kb)(6);(b}(7)(C) 

Sent: Wednesday, October 4, 201710:19 AM 
To:Kb)(6);(b)(7}(C) I 
Subject: NVLS 

H ;Kb)(6) i, 

When you have a chance will you please run CA plate Kb)(6);(b}(7)( ~hrough NVLS? 

Hope all is well! 

Thanks! 

On a side note, I have tried, unsuccessfully, to identify a Nomad with the Vagos. Would you be able 

to help?? 

Intelligence Research Specialist 

Child Exploitation Group 

Homeland Security Investigations 

Office : (714) 97U bl(6Hbl l 

Fax: (714) 972-4141 

tb)(6);(b}(7)(c) 

Warning: This e any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (Ul/FOUO). It 
contains information that ma m t from public release under the . Freedom of Information Act (5 
U.S.C. 552). It is to be controlled, store , transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information and is n released to the public or other personnel 
who do not have a valid "need-to· know" without prior approval 0 a rized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal form. If y ot an intended 
recipient or believe you have received this communication in error, please do not print, cop , mit, 
disseminate, or othelWise use this information. Please inform the sender that you received this message 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

Re: NVLS 
Wednesday. October 04. 2017 2:54 :13 PM 
kb)(6):(b 1.00\ 

hi .. here ya go .. report attached .. there are a LOT of scans, almost all of them from fixed 

readers in the IE. I included a few to give you an idea, as well as 1 or 2 from when it looks like 

the vehicle is parked. 

i will gladly give the attempt to ID a shot.. send me whatever you have or want to send .. :) 

kb)(6Hb)(7)(C) l Detective 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk(714)289~ 

ce ll (949) 279--1£iiliill1 

fb}(6);(b}(7)(C) 

Submit a Tip or Lead at:,ltb" ,,,aO)(",:;,==::J 

Thi~ informat ion ~hou red Uncla~~ if i ed II For Official Use Only II Law Enforcement Sensitive (UIIFO UOIILES) unless otherwise noted and 

contains informat ion that may be exempt r elea.e under the Freedom of Information Act IS USC 5521. It is to be controlled, stored, 

handled, transmitted. d i~tri bute d. and disposed of in accordane D<:>partment of Homeland Security policy re lating to FOUO information and 

is not to be released 10 the media. public or other personnel who do not have a va I -~now· and sha ll not be distr ibu ted beyond the original 

addressees without prior authorization of the or iginator. Receipt acknowledges a commitment to comp plicable laws protecting privacy, 

civil rights, and civil liberties In the co llect ion, use, analys is, retent ion, destruction, sharing and disdosure of inform.tion. 

From: fb)(6);(b}(7)(C) 

Sent: Wednesday, October 4, 2017 10:19 AM 

To:Kb)(6);(b}(7)(C) I 
Subject: NVLS 

Hi ! bX6);Q 

When you have a chance will you please run CA plate kb)(6):(b)(7}( 1 through NVLS? 

Hope all is well! 

Thanks! 

On a side note, I have tried, unsuccessfully, to ident ify a Nomad with the Vagos. Would you be able 

to help?? 
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fb)(6);(bX: )(c) " I 
Intelligence Research Specialist 
Child Exploitat ion Group 
Homeland Security Invest igations 
Office; (7 14) 972-1i!illilll 
Fax; (7 14) 972-4 141 
rb)(6);(b}(7)(c) 

Warning: This d any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY {U//FOUO}. It 
contains information that xempt from public release under the . Freedom of Information Act (5 
U.S.C. 552). It is to be controlled, stor , led, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information an 0 be released to the public or other personnel 
who do not have a valid "need-Io-know" without prior approva ulhorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal for are not an intended 
recipient or believe you have received this communication in error, please do not prln , retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this e 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Date: 
Attachments: 

Re: NVLS 
Tuesday, June 13. 2017 2:25:32 PM 
Uh\lR\"{ lOO! 

Oh, I can only imagine ... where are you guys goin? 

the scan report is attached .. the only one this year .. the last one was in 2015 .. 

kb)(6l:(b)(7)(C) I Detective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289-@R} 

ce ll (949) 279-fiiliiiJ 

rb)(6);(b}(7)(C) 

Submit a Tip or Lead at: Wh\I7\IF \ 

-nformat ion should be conSidered Uncl ass ified II For Official Use Only II Law Enforcement Sensitive (UIIFOUOIIlESj unless otherwise noted and 

con tains in/orma I exempt from publ ic release under the Freedom of Informotion Act IS USC 5521_ It is to be contro lled, stored, 

handled, transmitted. distributed. and dispos ance with U.S. Department of Homeland Se.;urity policy re lating to FOUO information and 

is not to be released to the media, public Or other personnel who do no " eed-to·know" and sha ll not be distr ibu ted beyond the original 

addressees Without prior authorization of the orig inator. Receipt acknowledges a commitment to c IlCable laws protect ing privacy. 

civil rights. and civil liberties in the co llection, use, analySiS. retent ion, destruction. sharing and disclosure of information_ 

From: Kb)(6);(b}(7)(C) 

Sent: Tuesday, June 13, 2017 2:21 PM 
To:l(b)(6);(b}(7)(C) I 
Subject: RE: NVLS 

Thank ~~~~; ( All is well here. I will be going on vacation tomorrow and this day can't end fast 

enough! 

I have one more plate for you when you have a chance. CA plate Kb)(6);(b}(7)1 

Thanks much!!! 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972-Fb)(6):q 

Fax: (714) 972-4141 

rb)(6);(b}(7)(c) 

a email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U//FOUO). It contains In hat may be exempt from public release under the. 

Freedom of Information Act (5 U.s.c. 552). It IS oiled, stored, handled, transmitted, 

distributed, and disposed of in accordance with DHS policy relating ormation and 
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is not to be re he public or other personnel who do not have a valid "need-to-know" 

without prior approval of an author! ficial. No portion of this email should be 

furnished to the media, either in written or verbal form. an intended recipient or 

believe you have received this communication in error, please do not print, copy, 't 

disseminate, or otherwise use this information. Please inform the sender that you received 

this message in error and delete the message from your system. 

From: tb)(6);(b)(7}(C) 

Sent: Tuesday, June 13, 2017 2:16 PM 
To: ~b)(6); (b)(7}(C) I 
Subject: Re : NVLS 

Hello my friend. I am doin ok. Hope stuff is good with you. The report for this plate is attached. 
b)(6);(b}(7)(C) 

L ____ ---' Detective 

Orange County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

desk (714) 289* 6)(6);1 

cell (949) 279-iiilllli] 
fb)(6);(b}(7)(C) 

Submit a Tip or Lead aq b}(71IEl 00 • 0 I 

)m""'llQormation should be considered Unclassified II For Official Use Only II Law 

Enforceme;;ni'l"';"'l.\i!it~i've (UIIFOUO//LES) unless otherwise noted and contains information that 

may be exempt fromrpii:uibliGJ:lo1l~eiase under the Freedom of Information Act (5 USC 552). It is to 

be controlled, stored, handled, tr:;;a"'n-""ed, distributed, and disposed of in accordance with 

U.S. Department of Homeland Security policyi11r ~'"'~to FOUO information and is not to be 

released to the media, public or other personnel who do'n""" "'ve a valid "need-to-know" and 

shall not be distributed beyond the original addressees without prioiir'":lt,,",Qir:!'ization of the 

originator. Receipt acknowledges a commitment to comply with all applicable laWr"l""l1t,ecting 

privacy, civil rights, and civil liberties in the collection, use, analysis, retention, destruction, 

sharing and disclosure of information. 

From:rb)(6);(b)(7}(C) 

Sent: Tuesday, June 13, 201712:36 PM 

To: ~b)(6); (b)(7}(C) 

Subject: NVLS 

Hi 16)(6);11 

I hope all is well. Will you please run the following plate in NVLS? 
tb}(6);(b}(7)(C) I 

Thanks! 
~b}(6); (b}(7)(C) , 
Intelligence Research Specialist 
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Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972-i<!: ~~i'(bX I 
Fax: (714) 972-4141 
t (6):(bX7)(c) 

rning: This email and any attachments are UNCLASSIFIEDjjFOR OFFICIAL USE ONLY 

(UjjFO t contains information that may be exempt from public release under the. 

Freedom of Infor n Act (5 USc. 552). It is to be controlled, stored, handled, transmitted, 

distributed, and disposed 0""- ,.rcordance with DHS policy relating to FOUO information and 

is not to be released to the public ori<l1tM'll':ersonnel who do not have a valid "need-to-know" 

without prior approval of an authorized DHS 0" ,c_-!N~o portion of this email should be 

furnished to the media, either in written or verbal form, are not an intended recipient or 

believe you have received this communication in error, please do n 'nt, copy, retransmit, 

disseminate, or otherwise use this information , Please inform the sender tha 

this message in error and delete the message from your system. 
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From : 
To : 
Subject : 
Date: 
Attachments: 

Re: NVLS 
Tuesday, June 13. 2017 2:16:15 PM 
kb)(6Hb\ l octI: 

Hello my friend. I am doin ok. Hope stuff is good with you. The report for this plate is attached. 

J(b)(6);(b)(7}(C) IDetective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289~ 

ce ll (949) 279f b)(6); I 
fb)(6);(b)(7}(C) 

Submit a Tip or Lead at : wwwpCl AC ca goy 

Th is I uld be conSidered Uncl ass ified II For Official Use Only II Law Enforcemen t Sensitive (UIIFOUOIIlESj unless ot herw ise noted and 

wn tains informat ion that may e bl ic release under the Freedom of Informotion Act 15 USC 5521_ It is to be contro lled, stored, 

handled, transmil1ed. distributed. and disposed of In accordanc a'tment of Homeland Se<;urity policy re lating to FOUO information and 

is not to be released to t he media. public Or other personnel who do not have a valid "nee · . hall not be distr ibu ted beyond t he origina l 

addressees Without prior au thorization of the or ig inator. Receipt acknowledges a commitment to comply wit h all app llCa 

civil rights, and civil liberties in the co llection, use. ana lyS iS. retent ion, destruction. sharing and disclosure of information_ 

From: Fb)(6);(b)(7}(C) 

Sent: Tuesday, June 13, 201712:36 PM 

To: Kb)(6);(b)(7}(C) I 
Subject: NVLS 
Hi Rb)(6);q 

I hope all is well. Will you please run the following plate in NVLS? 

CA~b )(6);(b )(7}(C) 

Thanks! 

t b)(6);(b)(7}(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office ; (714) 972-l b)(6» ) 

Fax: (714) 972-4141 
b)(6);(b}(7)(C) 

in privacy, 

Warning: I any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U//FOUO). It contains information III I h exempt from public release under the. 

Freedom of Information Act (5 U.s.c. 552). It is to be conlr d handled, transmitted, 

distributed, and disposed of in accordance with DHS policy relating to FOUO imor 
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is not to ed to the public or other personnel who do not have a valid "need-to-know" 

without prior approval 0 rized DHS official. No portion of this email should be 

furnished to the media, either in written 0 form. If you are not an intended recipient or 

believe you have received this communication in error, p e ot print, copy, retransmit, 

disseminate, or otherwise use this information. Please inform the sender t ceived 

this message in error and delete the message from your system. 
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From : 
To: 
Subject : 
Dat e: 
Attachments: 

Re: NVLS 
Wednesday. May 24. 2017 2:24:37 PM 
L E.AR~Veh i c le Detect ion Reoort 05-24-1.7.001 

hi. only a few to report .. here you go .. 

Kb)(6);(b)(7}(C) I Detective 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk(714)289~ 

ce ll (949) 279¥b)(6); I 
t )(6);(b)(7}(c) 

Submit a Tip or Lead at lib)(7)(F \ 

at ion should be conSidered Unclass if ied II For Official Use Only II La w Enforcement Sensitive (UIIF OUOIIL ES) unless otherwise noted and 

contains informat ion mpt from publ ic relea~ under the Freedom of Information Act IS USC 5521. It is to be controlled, stored, 

handled, transmitted. distribu ted. and dispose 0 I' with u.s. ~partment of Homeland Security policy (e lating to FOUO information and 

is not to be released to the media. publIC or other personnel who do not a " ed-te-know" and sha ll not be distr ibu ted beyond the original 

addressees Without prior authorization of the or isinator. Receipt acknowledges a commitment to co licable laws protecting privacy. 

civil rights, and dvill iberties In the co llection, use. analysis, retent ion, destruction. sharing and disclosure of information. 

From: Kb)(6);(b}(7)(C) 

Sent: Wednesday, May 24, 2017 2:14 PM 
To : kb)(6):(b)(7)(C) I 
Subject: NVLS 

[~:~~M I 
We have a fugitive that we are trying to locate. We have an arrest warrant. Will you please run 

CA plate Kb)(6);(b}(7)( I ASAP? 

Please and thank you© 
Fb)(6);(b)(7}(C) I 
Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972¥b)(6):q 

Fax: (714) 972-4141 
b)(6);(b)(7}(C) 

Warnl , 'b' email and any attachments are UNCLASSIFIEDjjFOR OFFICIAL USE ONLY 

(UjjFOUO). It contal mation that may be exempt from public release under the. 

Freedom of Information Act (5 U . .,), . It is to be controlled, stored, handled, transmitted, 

distributed, and disposed of in accordance with . V relating to FOUO information and 

is not to be released to the public or other personnel who do no valid "need-to-know" 

without prior approval of an authorized DHS official. No portion of this email s e 
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furnished to the media, el en or verbal form. If you are not an intended recipient or 

believe you have received this communication I ase do not print, copy, retransmit, 

disseminate, or otherwise use this information . Please inform the sen 

this message in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: Tuesday, May 23, 20179:28:40 AM 
Attachments: L E.AR~Veh i c le Delecl ion Reoort 05-23-1.7.001 

and here is this one .. 

From: ~b)(6); (b)(7}(C) 

Sent: Tuesday, May 23, 2017 9:24 AM 
To:Kb)(6);(b)(7}(C) I 
Subject: RE: NVLS 

And ~E!(6); (b)(7}( l thank you! 

~b)(6); (b}(7)(C) I 
Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office (714) 972-1!~1!~lib l 
Fax: (714) 972-4141 

[ b)(6);(b)(7}(c) 

Wa . This email and any attachments are UNCLASSIFIED//fOR OFfiCIAL USE ONLY 

(U//FOUO). It 'ns information that may be exempt from public release under the. 

Freedom of Information usc. 552). It is to be controlled, stored, handled, transmitted, 

distributed, and disposed of in acc:coirrCl:J1,,<C)with DHS policy relating to FOUO information and 

is not to be released to the public or other pers who do not have a valid "need-to-know" 

without prior approval of an authorized DHS official. No po of this email should be 

furnished to the media, either in written or verbal form. If you are no " " .... t"ended recipient or 

believe you have received this communication in error, please do not print, copy, nsmit, 

disseminate, or otherwise use this information. Please inform the sender that you receive 

this message in error and delete the message from your system. 

From: fb)(6);(b}(7)(C) 

Sent: Monday, May 22, 20174:18 PM 

To: fb )(6);(b }(7)(C) 

Subject: Re : NVLS 

hiya .. I am in training today/tue/wed, so access is limited, but I will gladly help when I get 

time .. 

here are the reports for these plates .. a few recent ones .. 

0kb;)(il:61i:i; (~bXQ7li)(C~IL=:J1 Detective 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 
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desk (714) 289{ b)(6);q 

cell (949) 279 -~ 
rb)(6);(b)(7}(C) 

Submit a Tip or Lead at : ~Kbi)i)(Z:7Xi(iE~)====:::J 

"""-,,,tormation should be considered Unclassified II For Official Use Only II Law 

Enforcemenn",,", n<itive (U//FOUO//LES) unless otherwise noted and contains information that 

may be exempt from pp:utJ,,",.(e~l~ease under the Freedom of Information Act (5 USC 552). It is to 

be controlled, stored, handled, t:;:ra3il!"",~ed} distributed, and disposed of in accordance with 

U.S. Department of Homeland Security polic:\y'7l',,":iQJ, to FOUO information and is not to be 

released to the media, public or other personnel who dj(o)'1to;.l~ve a valid "need-to-know" and 

shall not be distributed beyond the original addressees without pr~io;rr-;n,<bJ<!rEization of the 

originator. Receipt acknowledges a commitment to comply with all applicable la~t-IlIQ 

privacy, civil rights, and civil liberties in the collection, use, analysis, retention, destruction, 

sharing and disclosure of information. 

From: ~b)(6); (b)(7}(C) 

Sent: Monday, May 22, 2017 1:38 PM 
Toj(bX6);(bX7)(C) I 
Subject : NVLS 

Happy Monday!! 

When you have a moment will you please run the following plates in NVLS? 
CA license plate b}(6);(b}(7)(C) 

CA License plat_L __ ---' 

Thanks! 
eb)(6);(b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office ; (714) 972{ b)(6);q 

Fax: (714) 972-4141 

t')(6),(b)(7Xc) 

: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U//FOUO). ains information that may be exempt from public release under the. 

Freedom of Information U.s.c. 552). It is to be controlled, stored, handled, transmitted, 

distributed, and disposed of in ac:;c:Co;n);",,~e',C!with DHS policy relating to FOUO information and 

is not to be released to the public or other pers I who do not have a valid "need-to-know" 

without prior approval of an authorized DHS official. No po of this email should be 

furnished to the media, either in written or verbal form. If you are no " " _ t,,,ended recipient or 

believe you have received this communication in error, please do not print, copy, nsmit, 

disseminate, or otherwise use this information. Please inform the sender that you received 
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this message in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

hiya .. I am in training todayftue/wed, so access is limited, but I will gladly help when I get 

time .. 

here are the reports for these plates .. a few recent ones .. 

Wb)(6Hb)(7)(C) I Detective 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Pol ice Department 

desk (714) 289-kb)(6l: 1 

ce ll (949) 279~ 

e )(6);(b}(7)(c) 

Submit a Tip or Lead at: 1''-'17\1'" 
This in or Id be considered Uncl ass ified II For Official Use Only II Law Enforcement s.ensitive (UIIFOUOIIlE5j unless otherwise noted and 

con tains informat ion that may om publ ic releJse under the Freedom of Inform.tion Act 15 USC 5521· It is to be controlled, stored, 

handled, transmitted, distributed, and disposed of in a ith U.S. [)epartment of Homeland Security policy re lating to FOUO information and 

is not to be released to the medlJ, publIC or other personnel who do not h.v " ed-to-know' and sha ll not be distr ibu ted beyond the original 

addressees without prior authorizJlIon of the orig inator. Receipt acknowledges a commitment to c all app lICable laws protecting privacy, 

civil rights, and civil liberties in the co llection, use, analySiS, retent ion, destruction, sharing and disclosure of information. 

From: rb}(6);(b}(7)(C) 

Sent: Monday, May 22, 20171 :38 PM 
To: ~b)(6); (b)(7}(C) I 
Subject: NVLS 

Happy Monday!! 

When you have a moment will you please run the following plates in NVLS? 

CA License plat"--__ ---' 

Thanks ! 

~b)(6); (b)(7}(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972-1(6)(6):<1 

Fax: (714) 972-4141 

rb}(6);(b}(7)(c) 

'tHai I Iilig. TI tis EI I lail al Id al 19 attaclli I lEI Its al E U t4CLASSIFIEDHFOR OFFICIAL USE Ot4 LV 
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u'''''.Dontains information that may be exempt from public release under the. 

" ~""",,,,,ct (5 U.s.c. 552). It is to be controlled, stored, handled, transmitted, 

distributed, and disposed of1ijnihl~<!r"dance with DHS policy relating to FOUO information and 

is not to be released to the public or ottl1l'1'-l>e[rsonnel who do not have a valid "need-to-know" 

without prior approval of an authorized DHS offic·","'"-. "" ortion of this email should be 

furnished to the media, either in written or verbal form. If y not an intended recipient or 

believe you have received this communication in error, please do not copy, retransmit, 

disseminate, or otherwise use this information. Please inform the sender that yo eived 

this message in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

hi .. yup .. here you go .. 2 reports .. 

kb)(6):(b)(7)(C) I Detective 

Ora nge County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

desk (714) 289-kb)(6)1 

ce ll (949) 279-kb)(6):1 

fb)(6);(b)(7}(C) 

Submit a Tip or lead at : k b)(])(E) 

This informat ion s nsidered Unclass if ied 1/ For Official U>e Only 1/ Law Enforcement Sensiti~e (UIIFOUOI/lES) unless ot herwise noted and 

contains informat ion that may be exe bl ic release under the Freedom of Information Act 15 USC 5521- It is to be controlled, stored, 

handled, transmitted. distributed. and disposed of 10 accor .s. Department of Homeland Securiw poliC"/ re lating to FOUO informa tion and 

is not to be released to the media. public Or other personnel who do not have a v • o-know· and sha ll not be distr ibu ted beyond the original 

addressee, without prior authoriza tion of the orig inator. Receipt acknowledge, a commitment to com a pllCable laws protecting privaC"/. 

civil rights, and ci~i ll i berties in the co llection, use. analYSiS, retent ion, destruction, sharing and disclosure of information. 

From: ~b)(6); (b}(7)(C) 

Sent: Friday, December 1, 2017 9:08 AM 
To: Kb)(6);(b)(7}(C) I 
Subject: NVLS 

Hey there, 

Another favor if you have time. 

CA plate _ b)(6);(b}(7)(C) 

CA plate - L-__ -' 

Thank you © 

fb)(6);(b)(7}(C) 
::> ::> 

Intelligence Research Specialist 
Child Exploitation Group 
Homeland Security Investigations 
Office; (7 14) 972~b)(6); (j 
Fax; 7 14 972-4 14 1 
b)(6);(b}(7)(C) 
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fb}(6);(b}(7)(C) 

Warning: This d any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY {U//FOUO}. It 
contains information that m empt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be controlled, store , d, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information and IS released to the public or other personnel 
who do not have a valid "need-to-know" without prior approval 0 rized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal form. I ot an intended 
recipient or believe you have received this communication in error, please do not print, cop , smit, 
disseminate, or otherwise use this information. Please inform the sender that you received this message 
in error and delete the message from your system. 
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From : b)(6);(b)(7}(C) 

To : 
Subject : FW: NVLS 

Dat e: 
Attachments: 

Thursday, March 10, 2016 4:39:00 PM 

L E.AR~Veh i c le Detect ion Reoort 03:JO- l.6.od! 

fb)(6);(b)(7}(C) 

Intell igence Research Specialist 
Child Exploitaiton Group 
Homeland Security Investigations 
Office: (7 14) 972-¥b)(6):1 
Fax: (7 14) 972-4 14 1 
b)(6);(b)(7}(C) 

Warning: il and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (Ul/FOUO). It 
contains information t e exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). 1\ is to be controlled, s died, transmitted, distributed, and disposed of in accordance 
with OHS policy relating to FOUO information an 0 be released to the public or other personnel 
who do not have a valid "need-to-know" without prior approva thorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal form. re not an intended 
recipient or believe you have received this communication in error, please do not print, ransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this mess 
in error and delete the message from your system. 

From: kb)(6Hb)(7}(C) 

Sent: Thursda , March 10, 2016 4:27 PM 
To: b)(6):(b)(7)(C) 

Subject : RE: NVLS 

Well , looks like it is back up. Go figure. 
Here is the report on this plate. 
Detective kb )(6Hb )(7)(C) 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

ce ll (949) 279-~ 

desk (714) 289-1iliillill 

[ b)(6);(b}(7)(C) 

From: Fb)(6);(b)(7}(C) 

Sent: Thursday, March 10, 2016 2:34 PM 
To .jjb)(GHb)(])(c;) I 
Subject : NVLS 

Hi KbX6):1 

When NVLS comes back on line will you also run CA Plate Kb)(6);(b)(7) I 

Thanks! 
~b)(6); (b}(7)(C) 

:> :> 

Intelligence Research Spec ialist 
Child Exploitai ton Group 
Homeland Security Investigations 
Office: (7 14) 972-Fb)(6):d 
Fax: (7 14) 972-4 14 1 
~b)(6); (b}(7)(C) 
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b)(6);(b}(7)(C) 

Warnm email andanyattachmentsare UNCLASSIFIEDI/FOROFFICIALUSEONLY (U//FOUO). 1t 
contains informatlO a be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be contro d, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO informa I is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior a of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or ver If you are not an intended 
recipient or believe you have received this communication in error, please do n copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you receive sage 
in error and delete the message from your system. 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

fb)(6);(b)(7}(C) 

b)(6);(b)(7}(C) 

FW: NVLS 
Monday, November 09, 2015 10:54:00 AM 
LE.ARtLVehicle Detect ion Reoort lJ -09-15.od! 
LEABN Vehicle Detection Beoort tt -09-15_fll.odt 

Intell igence Research Specialist 
Child Exploitaiton Group 
Homeland Securi ty Investigations 
Offi ce: (7 14) 972-J(b)(6):(j 

i any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY (UIIFOUO). It 
contains information 
U.S.C. 552). It is to be 

exempt from public release under the . Freedom of Information Act (5 
, transmitted, distributed, and of in accordance 

with DHS policy relating to FOUO i released to the i or other personnel 
who do not have a valid "need-to-know" without prior 
this email should be furnished to the media, either in written or verbal 

DHS official. No portion of 
not an intended 

recipient or believe you have received this communication in error, please do not 
disseminate, or otherwise use this information. Please inform the sender that you 
in error and delete the message from your system. 

From:kb)(6):(b)(7}(C) 

09, 2015 10:50 AM 

this 

So, are a few scans on the kbl(6)-(bl(])(GI I plates. NO scans on the kb)(6):(b}(7)( I 
I attached the respect ive reports . Let me know if you have any questions. :) 
Hope you are well. 
IiiiiiiiiJ 
Detective kbl(6)-(bl(])(GI 

Orange County Intelligence Assessment Center (OClAC) 
La Habra Police Department 
ce ll (949) 279-1£iiliiii] 

desk (714) 289th\(RI-1 

e )(6);(b}(7)(c) 

From: Kb)(6);(b)(7}(C) 

Sent: Monday, November 09, 2015 10:30 AM 
To: llbl(6Hbl(7)ICl I 
Subject: NVLS 

Hi~ 

Will you please run the following license plates in NVLS for me? 

2005 Black X-Terra CAl IF~b~)(6~):~(b~X7~)(~I====::J 
2011 Dodge Nitro CA k~)(6): (b)(7}(C) I(NOV 2014) 

Thanks! 
fb)(6);(b)(7}(C) I 
Intelligence Research Specialist 
Child Ex ploitaiton Group 
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Homeland Securi ty In vestigati ons 
Office: (7 14) 972£6)(6);(6)1 
Fax: (7 14) 972-4 14 1 
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From : 
To : 
Subject : FW: NVLS 
Dat e: 
Attachments: 

FYI 

fb)(6);(b)(7}(C) I 
Intelligence Research Specialist 
Homeland Securi ty Investigations 
Office: (7 14) 972~b)(6); ( I 
Fax: (7 14) 972-4 14 1 
From: ~b)(6); (b}(7)(C) 

Sent: uesda , March 10, 2015 10:11 AM 
To: b)(6);(b)(7}(C) 
Subject : RE: NVLS 
HiWb)(6l: ]. Hope things are good with you . 
So, I have attached 3 reports for you. The only plate wi th no recent scans isFb)(6);(b}(7)( ISo I didn't think 
you would want scans on t hat one from 2011. Otherwise, see attached. 
Let me know if you need anything else . 
[b)(6);11 
Detective ~b )(6);(b )(7}(C) 

Orange County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

ce ll (949) 279tiill[] 

desk (714) 289.~ 

rb)(6);(b)(7}(C) 

From: kb)(6):(b)(7)(C) 
Sent : Tuesda , March 10, 2015 9:51 AM 
To: b)(6):(b)(7)(C) 

Subject : NVLS 

Hi . b)(6)1 

Will you please run the following CA plates in NVLS? 
b)(6);(b)(7}( 
~) 

Thank you! 
fb)(6);(b)(7}(C) 

Intelligence Research Specialist 
Homeland Security Investigations 
Office; (7 14) 972-lb)(6)(1 
Fax: (7 14) 972-4 14 1 
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From : 
To : 
Subject : FW: NVLS 
Dat e: 
Attachments: 

Thursday, February 12, 2015 12:49:00 PM 

L E.AR~Veh i c le Detect ion Reoort 02:J2-1.5.od! 

Attached is the NVLS report 
rb}(6);(b}(7)(C) I 
Intelligence Research Specialist 
Homeland Securi ty Investigations 
Office: (7 14) 972-ib}(6}(1 
Fax: (7 14) 972-4 14 1 

From:kb )(6);(b }(7)(C) 

Sent: Thursday, February 12, 2015 12:39 PM 
To: kh\IRl-lh\I7\Ir:\ I 

> ' > 

Subject : RE: NVLS 
Hey ~b)(6);q 

Hope you are well. Sorry I didn't get this sooner, but I was driving back from a conference this 

morning in san diego. 

I have attached the NVLS report. Unfort unately, there were only2 scans in all of 2014 and none this 

year, but I attached the info for you. 

tb)(~) 1 

From: Kb)(6);(b}(7)(C) 

Sent: Thursda , February 12, 2015 11 :01 AM 
To: b)(6);(b}(7)(C) 

Subject: NVLS 
Hi kb)(6 1, 

Would you mind running a plate for me through NVLS? 
1b)(6):(b)(7)1(2001 Toyotal 

Thanks! 

fb)(6);(b)(7}(C) 

Intelligence Research Specialist 
Homeland Securi~ Invi stigations 
Office: (7 14) 972 b)(6):( 
Fax: (7 14) 972-4 14 1 
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From : b)(6);(b}(7)(C) 
To : 
Subject : FW: NVLS 

Dat e: 
Attachments: 

Thursday, January 15, 2015 11 :01 :00 AM 

L E.AR~Veh i c le Detect ion Reoort Ot:J5-1.5.od! 

~b)(6); (b)(7}(C) 

" " 
Intell igence Research Specialist 
Homeland Security Investigations 
Office: (7 14) 972-[b)(6): I 
Fax: (7 14) 972-4 14 1 
From: ~b)(6); (b}(7)(C) 
Sent:hursday, January 15, 201510:59 AM 
To: l(b)(6):(b}(7)(C) I 
Subject : RE: NVLS 
Hi .. 

Sorry, was actually just in a meeting with kb)(6):(b)(7)(C) I. :) 

No trouble at all.. Here is the report.. quite a few scans actually .. 

kb)(6):1 

From: kb )(6):(b )(7}(C) 
Sent : Thursday, January 15, 2015 10:01 AM 
TO :l(h\IflHh\I7\(G\ 

Subject : NVlS 
Hi Kb)(6);1 

Could I trouble you to run another plate in NVLS? 

CA Plate Kt:!,r6);(b)(7)1 

Thanks 

rb)(6);(b}(7)(C) I 
Intelligence Research Specialist 
Homeland Securi ty Investigations 
Office: (7 14) 972-1<b)(6):( I 
Fax: (7 14) 972-4 14 1 
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From : b)(6);(b}(7)(C) 
To : 
Subject : FW: NVLS 
Dat e: Tuesday, January 13, 2015 10:02:00 AM 

Attachments: k bl(6)-(bl I Leam.odf 

Please see attached NVLS report 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Homeland Securi Jr Iny stigations 
Office: (7 14) 972 b)(6):( 

Fax: (7 14) 972-4 14 1 

Here is the report on your target vehicle. Let me know if I can assist wi t h anything else. 

~b)(6); (b)(7}(C I Crime Analyst 

Orange County District Attorney's Office 

401 Civic Center Dr West 
San(a Ana, CA 92701 
714-347-lb)(6) 1 
kb)(6):(b)(7}(C) I (preferred) 
From: Kb)(6);(b)(7}(C) 
Sent: Tuesda ,January 13, 20159:47 AM 
To: b)(6);(b}(7)(C) 
Subject : Fw: NVLS 
~ can you assist Kb)(6);1 please? 

fb)(6);(b}(7)(C) 

Int elligence Analyst 

Orange County Int elligence Assessment Center 

(0) 714-289 bX6):( 
(e) 714-422- )(7XC 

From : Kb}(6);(b}(7)(C) 
Sent : Tuesday, January 13, 2015 09:45 AM 
To: kb)(6):(b)(7}(C) I 
Subject: NVLS 
Hi kb)(6Hb)( I 
Would you please have someone run the following plate for me in NVLS. 

CA Plate Kb)(6);(b)(7}( I 
Thank you, 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Homeland Securi Investigations 
Office: (7 14) 972 b)(6):(b 
Fax: (7 14) 972-4 14 1 
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prohibited and may viOlate 
I. ! I and 
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Fro m : 

To: 

Subject: FW: NVLS 

Date : 
Attachments : 

Monday. September 22. 2014 2:55:00 PM 
jmageOOJ !lIlg 
jmageOO2.oog 
jmageQQ3 DOg 
LEARN Vehicle Detect jon Reoart 0g.z2-14 cd! 

fb}(6);(b}(7)(C) 

Intelligence Research Speciali st 
Homeland Securi ty Investigat ions 
Offi ce: (7 14) 972-i6)(6);(6) 1 
Fax: (7 14) 972-4 141 
From: 1rb)(6):(b)(7}(C) 

Sent : MondaYL September 22. 20142 :49 PM 
To: kb)(Gl/ blaUC)l I 
Subject : RE: NVLS 
I broke it up since LEARN and NVL$ are two systems under the Vig ilant Solutions company . 

• LEARN: The attachment is from October 2013 in Newport 

• There is about 14 hits in NVLS, I j ust cut and pasted the last three hits/ 

Below are the NVLS Hi ts: 

8/28/2014 at 9:29AM 
b )(6);(b )(7}(C);(b )(7}(E) 
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b )(6);(b )(7)(C);(b )(7)(E) 

iTltlt14lf:1ei _ "Ilis ;111\"" alio" sl" aid be (I ILSideFd I U"~ l a~i iGe ! II F " OW"; ·, I IIsp On')' II ! ow Fnfoo ... pwp, SCpsj!jyC o !lIFO' jO U!.ES) 
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unless 0 'd and contains information that may be exempt from public release under the Freedom of Information Act (5 USC 552). 
It is to be controlled. store . a liued, distributed. and disposed of in accordance with US Department of Homeland Security 
policy relating to FOUO information and is not to media. public or other personnel who do not have a valid "need-to-know" 
and shall not be distributed beyond the original addressees without prior au the originator. Receipt acknowledges a commitment 
to comply with all applkable law~ protecting privacy. civil rights. and civillibcnie~ in the coll~"Ch si~ . retention. destruction. 
,haring and disclosure of infomlation. If you have any questions of need additional information. please contact OCIA a - 49. 

From: ~b)(6); (b}(7)(C) 

Sent : Monday, September 22, 20142:23 PM 
To: kh\IRHh\I7\(r.\ I 
Subject : RE: NVLS 
Narcot ics 
fb)(6);(b)(7}(C) 

Inte lligence Research Specialist 
Homeland Securi ty Investigat ions 
Office: (7 14) 972~b)(6); q 

Fax: (7 14) 972-4 14 1 
From :~b)(6); (b)(7}(C) 

Sent : Monda , Se tember 22, 20142:19 PM 
To: h\lflHh\l7\(;\ 

Subject : RE: NVLS 
No sweat ~b)(6); ( IWhat type of case is it? Its for the NVL$ auditing syst em. 

From:l(b)(6l:(b)(7)(C) ~ 
Sent : Monday, September 22, 2014 2:12 M 
To: kb)(6l:(b)(7)(C) I 
Subject : NVlS 
Hi Kb}(6);(b}(7 1 

Would you be able t o run t he following plate in NVL$ and send me the results? 
1E)(6);(bX7)( I 
Thanks 

tb)(6);(bX7)(C) I 
Intelligence Research Specialist 
Homeland Securi ty Investigat ions 
Omce: (7 14) 972-1iillIDJ 
Fax: (7 14) 972-4 14 1 
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From : 
To : 
Subject: FW: NVLS 
Dat e: 
Attachments: 

Thursday, March 10, 20164:53:00 PM 
LE.ARtLVehicle Detection Reoort 03:JO-l.6 (ll .Ddt 
LEA8N Vehicle Detection 8eoort 03- tO~6 (2l.odt 

H i ~b)(6!;(b I 
Attached are your NVLS printouts, 

rb)(6);(b)(7)(C) 

Intell igence Research Specialist 
Child Exploitaiton Group 
Homeland Security Investigations 
Office: (7 14) 972-¥b)(6);(j 
Fax: (7 14) 972-4 14 1 
b)(6);(b)(7)(C) 

is email andanyattachmentsareUNCLASSIFIEDIIFOROFFICIALUSEONLY(U//FOUO). lt 
contains informa a be exempt from public release under the. Freedom of Information Act (5 
U.S.C. 552). It is to be contro e , handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO information t to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior approv uthorized DHS official. No portion of 
this email should be furnished to the media, either in written or verbal form. e not an intended 
recipient or believe you have received this communication in error, please do not print, c nsmit, 
disseminate, or othelWise use this information. Please inform the sender that you received this messag 
in error and delete the message from your system. 

So, 
I! would APPEAR that everything is working. Both plates have some recent scans. Both reports are 
attached. 
Hope you are well. 
me 
Detective kh\IRHh\I7\Ir.\ 

Orange County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

ce ll (949) 279~ 
desk (714) 289* b)(6):1 

rb)(6);(b)(7)(C) 

From: Fb)(6);(b)(7)(C) 

Sent: Tuesday, March 08, 2016 9:24 AM 
To: Goldmark, Josh 
Subject: NVLS 

Hi Kb)(6}! I have a favor par favor .. .. 

Will you please run the following CA plates in NVLS? 

Thanks! 
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~b)(6); (b}(7)(C) 
... ... 

Intelligence Research Specialist 
Child Exploi taiton Group 
Homeland Securi ty Investigations 
Office: (7 14) 972-16)(6):1 

Fax: (7 14) 972-4 14 1 

tb)(6);(b}(7)(C) •• 

rning: This email andanyattachmentsare UNCLASSIFIEDI/FOROFFICIALUSEONLY(U//FOUO).1t 
contains n that may be exempt from public release under the . Freedom of Information Act (5 
U.S.C. 552). It is to be c stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO infor is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior a an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or verba are not an intended 
recipient or believe you have received this communication in error, please do not pnn , ransmit, 
disseminate, or otherwise use this information. Please inform the sender that you received this mess 
in error and delete the message from your system. 
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From : 
To : 
Subject : FW: nvls 
Dat e: 
Attachments: 

Thursday, May 28. 2015 3:59:00 PM 
L E.AR~Veh i c le Detect ion Reoort 05-28-1.5 (2) .od! 

FYI 

tb)(6);(b}(7)(c) ! 
ntelligence Researc Specialist 

Child Exploitaiton Group 
Homeland Security Investigations 
Office: (7 14) 972_¥b)(6);1 
Fax: (7 14) 972-4 14 1 

rb)(6);(b}(7)(c) 

From: kb}(6):(b}(7)(C) 

Sent: Thursday, May 28,20153:37 PM 
To: Kb)(6);(b)(7}(C) I 
Subject : nvls 

Hi Fb)(6) 1 

Will you please run NVLS for me. 
CA Plate t b)(6Hb)(7)(C) I 

Thanks! 
fb)(6);(b}(7)(C) 

Intelligence Research Specialist 
Child Exploitaiton Group 
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Homeland Securi~estigati ons 
Office: (7 14) 972~ 
Fax: (7 14) 972-4 14 1 
fb)(6);(b}(7)(C) 

Warning: This email andanyattachmentsare UNCLASSIFIEDIIFOROFFICIAL USE ONLY {U//FOUO). lt 
co ormation that may be exempt from public release under the . Freedom of Information Act (5 
U.S.C. 552). It IS ntrolied, stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to F alion and is not to be released to the public or other personnel 
who do not have a valid "need-Io-know" wit roval of an authorized DHS official. No portion of 
this email should be furnished to the media, either in writte I form. If you are not an intended 
recipient or believe you have received this communication in error, pleas rint, copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you recel essage 
in error and delete the message from your system. 
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From : 

To : 
Subject : 
Dat e: 
Attachments: 

Hiya. 

fb}(6);(b}(7)(G) 

RE: NVL5 

SO, report attached for: 
b)(6);(b}( 
)(G) 

he others don't have any scans more recent than 6 months old. 
~ this helps. 

Detective Kb )(6);(b )(7}(G) 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

ce II (949) 279-1£ii:lliiIi1 

desk (714) 2891£iiillill 

fb)(6);(b)(7}(G) 

From : l(b )(6\j~ )(] )(C) L' ,... "J 
Sent: Wednesday, April 06, 2016 10:17 AM 
TO j(b)(6);(b)(7}(G) I 
Subject : RE: NVLS 

Thank you 50000 much! They are all CA plates. Sorry there are so many of them .. 
b)(6);(b)(7}(G) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972{ b)(6):( I 
Fa x: (714) 972-4141 

tb)(6);(b)(7}(G) 

. This email and any attachments are UNCLASSIFIED//FOR OFFiCiAL USE ONLY (U//FOUO).lt contains 

info rmation t a exempt from publ ic release under the. Freedom of Information Act (5 U.s.c. 552). It is to 

be control led, stored, handle, ed, distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be released to t or other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS official. No po his email shou ld be furn ished to the 

med ia, either in written or ve rba l form. If you are not an intended recipient or be I ave received this 

communication in error, please do not print, copy, retransmit, disseminate, or othe rwise use this In n. 

Please inform the sender that you received this message in error and delete the message from your system. 

From I(b )(6):(b }(7)(C) 
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Sent: Wednesday, April 06, 2016 10:11 AM 

To¥b)(6):(b)(7}(C) I 
Subject: RE: NVLS 

Hello my friend. Ooin ok. I would be more than happy to run them. I'm at the domestic terror 

working group meeting right now, but send them and I'll be happy to run them when I'm done 

shortly after lunch. :) 
Sent from my Verizon, Samsung Ga laxy smartphone 

-------- Original message --------

From : tb)(6);(b)(7}(C) 

Date: 4/6/16 10:02 (GMT-08:00) 

To: Fb)(6);(b)(7}(C) 

Subject: NVLS 

Hi 1bx'!l © 
How are things going??? I hope you had a wonderful Easter. I was hoping you could do me anot her 

favor and run a few plates for me??? 

kb)(6):\b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972¥b)(6):(b ) 

Fax: (714) 972-4141 

r )(6);(b}(7)(c) 

. This email and any attachments are UNCLASSIFIED//FOR OFFiCiAL USE ONLY (U//FOUO).lt contains 

information be exempt from publ ic release under the . Freedom of Information Act (S U.s.c. 552). It is to 

be control led, stored, han smitted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be releas e public or other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS 0 I ortion of this email shou ld be furn ished to the 

med ia, either in written or ve rba l form. If you are not an intended rec i r be lieve you have received t his 

communication in error, please do not print, copy, retra nsmit, disseminate, or othe e this information. 

Please inform the sender that you received this message in error and delete the message from yo m. 
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From : 
To : 
Ce, 
Subject: 

tb)(6),(bX7)(c) 

RE: NVLS 
Date: 
Attachments: 

Tuesday, January 13, 2015 10:00:21 AM 
Riill6Dbl Learn.Ddf 

Hi Kb)(6);(bl 

Here is the report on your target vehicle. Let me know if I can assist wit h anything else. 

Rb)(6);(b)(7)(q - Crime Analyst 

Orange County District Attorney's Office 

401 Civic Center Dr West 

Santa Ana, CA 92701 

714-347* b)(6);( ( 

Rb)(6);(b)(7)(C) ((preferred) 

From: kb)(6Hb)(7)(C) 

Sent: Tuesday, January 13, 2015 9:47 AM 

To:Kb)(6);(b)(7)(C I 
Subject: Fw: NVLS 

~ can you assist ~b)~6);i lplease? 

kb)(6);(b)(7)(C) 

Intelligence Analyst 

Orange County Intelligence Assessment Center 

(0) 714-289 b)(6); 
(C) 714-422 - b~(7)( 

From : kb)(6Hb)(7)(C) 

Sent: Tuesday, January 13, 2015 09:45 AM 

To: kb)(6Hb)(7)(C) I 

Subject : NVLS 

Hi kb)(6);(b)( I 
Would you please have someone run the following plate for me in NVLS. 
CA Plate kb)(6):(b)(7)( I 

Thank you, 

Rb)(6);(b)(7)(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office ; (714) 972-Kb)(6);(j 

Fax; (714) 972-4141 

CONFIDENTIALITY NOTI , h its contents may contain confidential and/or legal ly privileged information. It is 
solely for the use of the intended recipient(s). Unauthorizea I e or disclosure is prohibited and may Violate 
applicable laws including the Electronic Communications Privacy Act. If you are not the I t I se contact the sender and 
destroy all copies of the communiCation. 
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From; 
To : 
Ce, 

b)(6);(b)(7}(C) 

RE. NVLS Subject; 
Date; 
Attachments; 

Monday, October 06,20143:53:56 PM 
NVLS Data docx 

Hi tb)(6);q 

See attached document for NVLS Data. No Detection Record Found in LEARN. 

"Fb")(",6),,;(b,,),,(7,,XC" ),-:--,--:--!il nte II ige nce Analyst 
Orange County Intelligence Assessment Center 
Office (714) 289-kb)(6) I 
E-ma il: i h)(flHh)(7)(G) 

or kb)(6l:(b}(7)(C) 

From ;Wb )(6l:1b )(7)(C) 

Sent: Monday, October 06,20143:30 PM 

~;:: rb)(6);(b}(7)(C) I 
Subject: RE: NVLS 

!b)(6Ybl 
Before you leave today, can you run this vehicle in NVLS and LEARN for ~l~~t~b 

kb)(6): 1, you have a case # that we can log please. Thank you, 

i b)(6Hb)( 1 

From t b )(6):(b )(7}(C) 
Sent: Monday, October 06,20143:28 PM 
T o:l(h \(flHh \17\(r.\ 

Subject: NVLS 

Hi ~~1\6); (b)(7 1 

Will you please run the following plate in NVLS for me. ,~,(6); (b)(7) 

Thanks! 

fb)(6);(b}(7)(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office; (714) 972-1(b)(6);(b I 
Fax: (714) 972-4141 
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From : b)(6);(b)(7}(C) 
To : 
Subject : RE: NVLS 

Dat e: Friday, October 03,20142:30:39 PM 

Attachments: NVLS.docx 
Coov Of LEARN Vehicle_OetectioJLReoort tO~03 ·t4 OOO.xlsx 

The word document is NVLS and the excel is LEARN. 

From :1(b)(6Hb)(7 )(C) 

Sent: Friday, October 03, 2014 1:59 PM 

Tokb)(6):(b)(7}(C) I 
Subject: NVLS 

Hi Eb)(6);(b)( I 
Will you please run the following plate through the NVLS system? CArb)(6);(b}(7)(C I 
Thank you 

Kb)(6);(b}(7)(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office : (714) 9721!iiiiiiill 

Fax: (714) 972-4141 
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From : 

To: 

Subject: 
Date: 
Attachments: 

b)(6);(b}(7)(C) 

BE: NVLS 
Monday. September 22. 2014 2:49:28 PM 
jmageOOJ !lIlg 
jmageOO2.oog 
jmageQQ3 DOg 
LEARN Vehicle Detect jon Reoort 0g.z2-14 cd! 

I broke it up since LEARN and NVLS are two systems under the Vig il ant Solutions company . 

• LEARN: The attachment is from October 2013 in Newport 

• There is about 14 hits in NVLS, I j ust cut and pasted t he last three hits/ 

Below are the NVLS Hits: 

8/28/2014 at 9 '29AM 
b }(6);(b }(7)(C);(b }(7)(E) 

2018-ICLI-00035 548 



b )(6);(b }(7)(C);(b }(7)(E) 

WARN IN G' Th is info rm at ion shOiM he CO ns id e red I Inc lass ifjed /I For Offj c ia l l ise Only II I aw Enforr e me pt Sens it ive " IIIEO I lO ll! ES1 Ii niess 
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nd conta ins information that may be exempt f rom public release under the Freedom of Informat ion Act (5 USC 552). It is to 

be con trol led, stored, han e , tribu ted, and disposed of in accordance with US Department of Homeland Security policy 

relating to FOUO info rmation and is not to be released to r other personnel who do not have a va lid "need-to -know· and 

shall not be distributed beyond the original add res,ees without prior authoriza tion 0 t i t acknowledge, a commitment to 

comply with all applicab le laws protecting privacy, civil rights, and civ il liberties in the collection, use, analysis, reten '0 . haring 

and disclosure of informat ion. If you have any questions of need additional information, please contact OCIAC at (714) 289-3949. 

From~(b )(6);(b )(7)(C) 

Sent: Monday, September 22, 2014 2:23 PM 

T o j(b )(6);(b )(7)(C) 

Subject: RE: NVL5 

Narcot ics 
fb)(6);(b)(7)(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office: (714)972{b)l6)~ 1 

Fax: (714)972-4141 

From: kb)(6l:(b)(7)(C) 

Sent: Monday, September 22, 2014 2:19 PM 

Toffb)(6l:(b)(7)(C) I 
Subject: RE: NVLS 

No sweat ~~K~1~ I What type of case is it? Its for the NVL$ auditing system. 

From¥b)(6);(b)(7)(C) I 
Sent: Monday, September 22,20142:12 PM 

To: Wbl(6l:1b)(71(Cl I 
Subject: NVLS 

Hi kbl(6Hblri 

Would you be able to run the following plate in NVLS and send me the results? 

Kb)(6);(b)(7)( I 
Thanks 

Kb)(6);(b)(7)(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office: (714) 972-l b)(6);(bl 

Fax: (714)972-4141 
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From : 

To: 
Subject : 
Dat e: 
Attachments: 

Hi there. 

RE: NVLS 
Sunday. March 13 , 20164 '42'53 PM 

b)(6);(b}( rat. 
)(G) ~ 

f 

~f 
So. the majority of the plates had only 1 or 2 scans. If there were more than 1 or 2. I only included ones that were within the last 6 
months or so. If there were no scans, I didn't include a report. 
Hope this helps. 

tliliJ 
Dctccti v 4{b )(6);(b )(7}(G) 

Orangc County Intell igence Assessment Center (OClAC) 
La Habra Pol ice Department 
cel l (949) 279-kb)(6l: 1 

desk (7 14) 289.ffiillIDJ rb)(6);(b)(7}(G) 

From: t b)(6):(b)(7)(C) 

Sent: Frida , March 11, 20169:28 AM 
To: b)(6);(b}(7)(G) 

Subject : 

Hi ~b)(6 ll 
Please don ' t hate me, but when you get a chance will you please run the following plates in NVLS? 
We are conducting a gang surge and the location of Ihese vehicles will help us locale the gangsters 
© 
b)(6);(b)(7}( I black GMC Yukon 
pi red GMC Yukon 

white Nissan Max ima 
blue Honda Accord 
red Toyota Matrix 

gray Nissan versa 

':c----,----,-""hite gmc fs 
Thank You! rb}(6);(b}(7)(G) 

Inte lligence Research Specialist 
Child Exploitaiton Group 
Homeland Security Investigations 
Office: (7 14) 972-16)(6);(6 1 

Fax: (714) 972-4141 

communication in error. please do not print. copy, retransmit, disseminate, or otherwise use this In 

inform the sendcr that you received this message in error and delete the message from your system. 

From j(b)(6);(b}(7)(C) 

2018-ICLI-00035 551 

. Please 



Sent: Frida
R
, March I L 20 16 7:25 AM 

To: kb)(6).;tb 7)(9 I 
Subject: FW: kb)(6)1 
~~:~l; (b)( I 
When able, please run the attached plates. I'm looking 10 see if any come back toKb)(6);(b)(7) I 
kb)(6):(b)(7)(C) l or possibly Kb)(6);(b)(7)(C) l both Santa Ana. 

Regards, 

fb)(6);(b)(7)(C) 

(Sent from my iPhone) 

From:kb)(6)-(b)(])(C) I 
Sent: Friday, March II. 20 16 6: 12:53 AM 
To: kb)(6)-(b)(])(Cl 
Subject :Kb)(6);( I 
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From : 
To : 
Subject : 
Dat e: 
Attachments: 

So. 

b)(6);(b}(7)(C) 

RE: NVLS 
Thursday, March 10, 20164:33:19 PM 
LE.ARtLVehicle Detect ion Reoort 03:JO- l.6 (ll .Ddt 
LEA8N Vehicle Detection 8eoort 03- tO~6 (2l.odt 

1\ would APPEAR that everything is working. Both plates have some recent scans. Both reports are attached. 
Hope you are well. 
m, 
Detectiv~(b)(6)-(b)(7)(C) 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

ce ll (949) 279-Kb)(6):(1 

desk (714) 289-kb)(6 1 

fb)(6);(b)(7}(C) 

From: l(b)(6);(b}(7)(C) 

Sent: Tuesday, March 08, 2016 9:24 AM 
To: Itb )(6 )-(b)(])(<; ) 

Subject : NVlS 

Hi l£iilliil! I have a favor par favor .... 

Will you please run the following CA plates in NVLS? 

Thanks! 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972-Fb)(6):(j 

Fax: (714) 972-4141 

tb)(6);(b)(7}(c) 

: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUD).lt contains 

info rmation be exempt from publ iC release under the. Freedom of Information Act (S USc. 552). It is to 

be cont rol led, stored, hand e , itted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FDUD information and is not to be release ublic or other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS officia . -on of this ema il shou ld be furn ished to the 

med ia, either in written or verba l form. If you are not an intended rec ipien ve you have received this 

communication in error, please do not print, copy, retransmit, disseminate, or othe rwise u ·nformation. 

Please inform the sender that you received this message in error and delete the message from your syste 
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From : 

To: 

Subject : 
Dat e: 
Attachments: 

RE: NVLS 

Thursday, March 10, 2016 4:26:43 PM 

L E.AR~Veh i c le Detect ion Reoort 03:JO- l.6.od! 

Well, looks like it is back up. Go figure. 
Here is the report on th is plate. 

Detective Wb)(6l:1b)(7}(C) 

Orange County Intelligence Assessment Center (OCIAC) 

La Habra Police Department 

ce ll (949) 279-kb)(6) 1 

desk (714) 289 UillIDj 

rb)(6);(b}(7)(C) 

From: kb)(6):(b)(7)(C) 

Sent: Thursday, March 10, 2016 2:34 PM 
To: kb)(6):(b}(7)(C) I 
Subject : NVlS 

H i~ 

When NVLS comes back on line will you also run CA Plate Kb)(6);(b)(7) I 

Thanks! 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972-Eb)(6):(i 

Fax: (714) 972-4141 

tb)(6);(b)(7}(c) 

War 's email and any attachments are UNCLASSIFIED//FOR OFFiCiAL USE ONLY (U//FOUO).lt contains 

info rmation that ma mpt from publ ic release under the. Freedom of Information Act (5 USc. 552). It is to 

be control led, stored, handled, tra n distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be released to the other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS official. No por is email shou ld be furn ished to the 

med ia, either in written or ve rbal form. If you are not an intended recipient or be I have received this 

communication in error, please do not print, copy, retra nsmit, disseminate, or othe rwise use this I ion. 

Please inform the sender that you received this message in error and delete the message from your system. 
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From : b)(6);(b)(7}(C) 

To : 
Ce: OCIAC BE l 

Subject: BE: NVLS 

Date: Tuesday, Oecember 29, 2015 2:26:09 PM 
Attachments: LEARN Vehicle Dele<:l joo Reoort 12·29·15 93013wl Ddt 

LEARN hits attached. Let us know if you need anything else, 

RF11512291414 

From: WhlIRl-lhll7llrl 

Sent: Tuesday, December 29, 2015 2:14 PM 

To: kb)(6Hb\(7)(C\ I 
Subject: BE: NVLS 

Thank you sooo much! CA plate ~b)(6); (b)(7}( I 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972-16)(6):( I 

Fax: (714) 972-4141 

tb)(6);(b)(7}(c) 

ing: This email and any attachments are UNCLASSIFIED//FOB OFFICIAL USE ONLY (UI/FOUD) . It contains 

info rmation be exempt from publ iC release under the. Freedom of Information Act (5 USc. 552). It is to 

be cont rol led, stored, han e , itted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be release lie or other personnel who do not have a valid "need· to-

know" without prior approval of an authorized DHS official. of this ema il shou ld be furn ished to the 

med ia, either in written or verba l form. If you are not an intended rec ipient or ou have received this 

communication in error, please do not print, copy, retransmit, disseminate, or otherwise use ation. 

Please inform the sender that you received this message in error and delete the message from your system. 

From: kb)(6l:(b)(7}(C) 

Sent: Tuesday, December 29, 2015 2:13 PM 

To:khIIRl-lhll7llrl I 
Subject: BE: NVLS 

Let's do it. Send it over. 

From: kb )(6):(b )(7}(C) 

Sent: Tuesday, December 29, 2015 2:12 PM 

To: kb)(6):(b)(7)(C) I 
Subject: NVLS 

I hope you had a very Merry Christmas. Are you working today? We are helping out Newport Beach 

with the homicide last night. We were hoping you could run a plate through NVLS for us. 

~b)(6); (b)(7}(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office: (714) 972-!6)[6):£1 
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Fax: (714) 972-4141 

rb)(6);(b}(7)(c) 

arning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO).lt contai ns 

info rma I may be exempt from publ ic release under the. Freedom of Information Act (S USc. 552). It is to 

be control led, stored, transmitted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FOUO information and is not to be re the public or other personnel who do not have a valid "need-to-

know" without prior approval of an authorized DHS 0 o portion of this ema il shou ld be furn ished to the 

med ia, either in written or ve rbal form. If you are not an intende r or be lieve you have received t his 

communication in error, please do not print, copy, retra nsmit, disseminate, or ot se t his information. 

Please inform the sender that you received this message in error and delete the message from y m. 
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From: b)(6);(b)(7}(C) 
To: 
Subject : : NVL 
Dat e: 
Attachments: 

Wednesday. May 20. 2015 10:11 :28 AM 

DMV License ~ate Samoles Pa[\40n.odf 
LEA8N Vehicle Dete<:tiOn 8eoort 05·20~ 5.od{ 

Ok, I had a feeling .. SO, a quick explanation : 

The 2 'plates' ofkb)(6);(b)(7}(C) I are not license plates. They are actually handicapped 

placards t hat hang from the rear view mirror. I attached a doc wit h an example. 

So, in the case of the 2 'VINs', t hey are act ually t he DOB of the subject that the placard is registered 

to as well as the first few letters of their last name. 

So, with that, I have attached a NVL5 report for the 1 valid license plate Kb)(6);(b}(7)( I 
I don't want to stick my nose where it doesn't belong (for a change), but is t hekb)(6);(b)(71 subject your 

subject of interest, or is it the I!iillID]i]subject ? I can assist in finding other vehicles if you like. 

ruIDl 
From: kb)(6);(b}(7)(C) 

Sent: Wednesday, May 20, 2015 10:01 AM 
Tokb)(6Hb)(7)(P I 
Subject : BE: NVLS 

Yes it is CA. the VIN is screwy too . Butthis plate and the Kb)(6);(b}(7)lare for the same car 

Kb)(6);(b)(7}(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972-i!b)(6):q 

Fax: (714) 972-4141 

~b)(6); (b)(7}(C) 

From: Kb}(6);(b}(7)(C) 

Sent: Wednesday, May 20, 2015 10:00 AM 

To: l(b)(6):(b)(7)(C) I 
Subject: BE: NVLS 

That firs t plate, "'kb"')('"6)"';(b"'X"'7)"( I is that a CA plate do you know? It isn't a normal plate format.. 

From:kb)(6Hb)(7)(C) 

Sent: Wednesday, May 20, 2015 9:49 AM 

To: kb)(6)-(b)(])(C) 

Subject : BE: NVLS 

Thank you! ! 

Ok, I have two. First one is Lfb-'-)('-6),,:(-'.bX'-7:c)(C-')'--___ -' 

Thanks!! 

Kb)(6);(b)(7}(C) 

Intelligence Research Specialist 

Child Exploitaiton Group 

Homeland Security Investigations 

Office : (714) 972-1b)(6):(b) 1 

Fax: (714) 972-4141 
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~b}(6); (b}(7)(C) 

From : Kb)(6);(b}(7)(C) 
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From : 

To : 

Subject : RE: NVLS 

Date: 
Attachments: 

Friday, February 20. 2015 4:18:43 PM 

LE.AR~Veh i cle Detect ion Reoort 02-20-1.5.001 

Only one hit. See attached. 

From: kb)(6);(b}(7)(C) 

Sent: Friday, February 20, 2015 4:15 PM 

To: kb)(6):(b}(7)(C) I 
Subject: RE: NVL5 

kh\(7)(F\ 

Thanks! 
fb)(6);(b)(7}(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office : (714) 972_Kb)(6):( I 
Fax: (714) 972-4141 

From: Kb)(6);(b)(7}(C) 

Sent: Friday, February 20, 201 5 4:13 PM 
To: Ilb )(A )-(b)(])(Cl I 
Subject: RE: NVL5 

No problem . Case #7 

From =Kb )(6);(b }(7)(C) 

Sent: Friday, February 20, 2015 3:45 PM 

To: kb}(6);(b}(7)(C) I 
Subject: NVLS 

HiKb)(6);(b)(7) I 
Would you please run the following plate t hrough NVLS7 
CAkb)(6):(b}(7)( I 
Thanks! 

Kb)(6);(b)(7}(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office: (714) 972-j(b)(6):(( 

Fa x: (714) 972-4141 
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From: 
To : 
Subject : RE: NVLS 
Dat e: 
Attachments: 

Thursday, February 12, 2015 12:39:20 PM 
L E.AR~Veh i c le Detection Reoort 02:J2-1.5.od! 

Hey ! b)(6);( 1 

Hope you are well. Sorry I didn't get t his sooner, but I was driving back from a conference this 

morning in san diego. 

I have attached the NVLS report. Unfortunately, there were only2 scans in all of 2014 and none this 

year, but I attached the info for you. 

tb)(6); 1 

From: "Fb")("6)";("bX"7")(C"').---------------, 

Sent: Thursday, February 12, 2015 11:01 AM 

To:Wb}(6Hb}(7}(C} I 

Subject: NVLS 

Hi Fb)(6); 1 

Would you mind running a plate for me through NVLS? 

kh\(flHh\(7 1(2001 Toyota) 

Thanks! 
fb)(6);(b}(7)(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office; (714) 972~b)(6); q 

Fax; (714) 972-4141 
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From: 
To : 
Subject : RE: NVLS 
Date: 
Attachments: 

Thursday, January 15, 201510:58:40 AM 
L E.AR~Veh i c le Detect ion Reoort Ot:J5-1.5.od! 

Hi .. 

Sorry, was actually just in a meeting with kb)(6):(b)(7}(C) l. :) 

No trouble at all.. Here is the report.. quite a few scans actually .. 

kb)(6); 1 

From:'"Kb")("6)";("'bX"7"')(Coc)c-----------, 

Sent: Thursday, January 15, 2015 10:01 AM 

To: kb)(6):(b)(7}(C) I 
Subject: NVLS 

Hi~ 
Could I trouble you to run another plate in NVLS? 

CA Plate ~b)(6); (b}(7)(C) I 
Thanks 

~b)(6); (b)(7}(C) 

Intelligence Research Specialist 

Homeland Security Investigations 

Office ; (714) 972-1b)(6);(b) 1 

Fax: (714) 972-4141 
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From: 
To : 
Subject : 
Dat e: i112, 2016 4:09:27 PM 
Attachments: 

Hello my friend . There are a few scans, some from LE scans so not sure if you have them or not. 

There is 1 private. Some of these are nighttime, so maybe they will be of some use. Hope this helps. 

kb)(6); 1 

From: Kb)(6);(b)(7}(C) 

Sent: Tuesday, April 12, 2016 3:58 PM 
To: kb)(6);(b)(7}(C) I 

Subject: NVLS 

Hi kb)(6):d 

We are trying to locate CA Plate kb)(6Hb)(7)( I I was hoping you would work your magic for me (again) 

and tell me where this perp is © 
Kb)(6);(b)(7}(C) 

Intelligence Research Specialist 

Child Exploitation Group 

Homeland Security Investigations 

Office; (714) 972-1<b)(6);(b l 

Fax: (714) 972-4141 
tb)(6);(b)(7Xc) 

arning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (UI/FOUD) . It contains 

info rma may be exempt from publ ic release under the . Freedom of Information Act {S U.s.c. 5521. It is to 

be cont rol led, stored, ransmitted, distributed, and disposed of in accordance with DHS policy re lati ng to 

FDUD information and is not to be re e he public or other personnel who do not have a valid "need-to 

know" without prior approval of an authorized DHS 0 I ortion of this ema il shou ld be furn ished to the 

med ia, either in written or verba l form. If you are not an intended rec i be lieve you have received this 

communication in error, please do not print, copy, retransmit, disseminate, or othe rw his information. 

Please inform the sender that you received this message in error and delete the message from your s 
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From : 

To : 
Subject : RE: nvls 
Dat e: 
Attachments: 

Thursday, May 28. 2015 3:58:21 PM 
L E.AR~Veh i c le Detect ion Reoort 05-28-1.5 (2) .od! 

Hello my friend. 
Sadly. the last scan was August of last year. I attached the report in case you are interested. Nothing since then. 
sorry. 

= 
Detective k bl(6)-(bl(])(Cl 

Orange County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

ce ll (949) 279-1£iilliill 

desk(714}289~ 

fb)(6);(b)(7}(C) 

Hi Rb)(6);1 

Will you please run NVLS for me. 

CA Plate kb)(6);(b)(7}(C) I 
Thanks! 
~b)(6); (b}(7)(C) 

Intelligence Research Specialist 
Child Exploitaiton Group 
Homeland Security Investigations 
Office: (7 14) 972-Rb)(6); I 
Fax: (7 14) 972-4 14 1 
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From : 
To : 
Ce, 
Subject: 

b)(6);(b}(7)(C) 

RE: nvls 
Date: Thursday. May 28. 2015 4 :00:1 2 PM 
Attachments: LEARN Vehicle Dele<:ljoo Reoort 05·28·15 f21 Ddt 

~. not sure if I got the report to you in time .. here it is .. the last scan was August of 2014 . sorry , nothing more recent .. 

Detective k bl(6)-(bl(])(Cl I 

Ora nge County Intelligence Assessment Center (OClAC) 

La Habra Police Department 

ce ll (949) 279.j('b)(6);1 

desk (714) 289.fiiilliD tb)(6);(b}(7)(C) 

From :kb )(6);(b )(7}(C) 
Sent: Thursda , Ma 28, 20153:51 PM 
To b)(6);(b)(7}(C) 

Cc::-c:==;::-_---' 
Subject: nvls 

I am leaving for the day. Would mind terribly to send t he results to~Kbiji)(~6)~; (b§)l!(7l<:XCS)C====:J 
Thanks! 

Hi~ 

Will you please run NVLS for me. 

CA Plate Ilbl(6Hbl(7)(Cl l 

Thanks! 

~b)(6); (b)(7}(C) 

Intelligence Research Specialist 
Child Exploitaiton Group 
Homeland Securi Investigations 
Office: (7 14) 972 b)(6);(b 

Fax: 714 972-4 14 1 

his email andanyattachmentsare UNCLASSIFIEDIIFOROFFICIAL USEONLY {Ul/FOUO). lt 
contains inform t may be exempt from public release under the . Freedom of Information Act (5 
U.S.C. 552). It is to be con r ored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy relating to FOUO inform d is not to be released to the public or other personnel 
who do not have a valid "need-to-know" without prior I of an authorized DHS official. No portion of 
this email should be furnished to the media, either in written or ve . If you are not an intended 
recipient or believe you have received this communication in error, please do copy, retransmit, 
disseminate, or otherwise use this information. Please inform the sender that you receive sage 
in error and delete the message from your system. 
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REQUEST FOR QUOTATION 
I AA~ 

~ PAGES 

(THIS IS NOT AN ORDERI 
THISRFO 0 " [E] IS NOT " SM,.O.LLBUSINESS SET " SIDE 

51 
1. REQUEST NO 12. D"TE ISSUED I l. REOUISITlONll'URCHASE REQUEST NO r' CERT. FOR NA.T. ClEF. RA.TING 

70CDCR18QOOOOOO05 12/15/2017 
UNDER BDSA REG. 2 
ANDIORDMSREG .1 

5.0, ISSUED BY ICE/Detention Compl i ance , Removals 6. DELIVERY BY (D<I",) 

I mm i gration a nd Customs Enforcement Multiple 

Office of Acquisition Management 1. DELIVERY 

801 kb)(6):(b)(7)(C I [E] FOB OESTlNA.TlON 
o OTHER I Street , NW (s....~) 

WAS HI NGTON OC 20536 9, DESTINATION 

I . NAME Of COOSIGNEE 

5b. FOR INFORMATION CALl: (No c-.:tooh! 

~"' TElEPffONE NUMBER b. STREET ADDRESS 

~b)(6); (b)(7}(C) I AREACOOE I NlIMB~ 
202 732 b)(6);( 

8. TO; 

• . NAME r' COMPANY 

c. SrREET"OORESS e. CITY 

d.CITY •. ST"TE ! 1. ZIP COOE d. ST"TE ! _. ZIPCOOE 

10. PLEASE FURNISH OUOTA.TIONS TO IMPORTA.NT: Thio it. ~Sl I'" In1O<matio<>, 1<1<1 qo.ooI&tiont 1_ ... noI oIIe<o. W you _ '-""">10 '" q<>o(e. pie . .. so 

THE ISSUING OfFICE IN BlOCK 50> ON in<!ieato on .... 1O<m and fOI\Jm ~ to .". __ in _ 5l>. T ... _, 000. "'" GQo"I"I"'" ,,,. 00>",,",,*,' to P'>'I .... y COOI$ 

OR BEFORE CLOSE Of BUSINESS (0"",) -..red in "'" po-e paralioo 0I1IMI """"iMOoo 01 .... quotation or 10 rontrocl lor ><JppIies Of _ . Supplies are 01_ 

12/18/2017 1800 ES 
origv> ..... ~ -...*1 D)' """"". My ~...,l;>1iono and/", "",*"tiono Mtod'>ood to "... R<iquoSl I", 0u0tMi0n. 
muot be compIotod D)' 1IMI _ 

11. SCHEDULE (1_ aw/tiCabNI _ . S/a", Imd local taxes! 

ITEM NO SUPPUESISERVICES QUANTITY UNIT U NIT PRICE AMOUNT 

(.) (' ) «) (') (.) (') 

eques t for Quot e fo& Access to License Pla t e 
eader (LPR) da t abase 

Period of Performa nce : 12/22/2017 t o 09/21/2020 

000 1 ase Period - 12/21/20 17 - 01/3 1/2018 1. 4 ~O 
CCESS TO LICENSE PLATE SYSTEM (All ICE Users) 
his is a Firm-Fixed Price (FFP) CLIN . 

Produc t /Service Code : 0317 
Produc t /Service Description : IT AND TE LECOM-

EB-BASED SUBSCRIPTION 

Period of Performa nce : 12 /2 1 /2017 to 01/31/2018 

0002 pt ion Period 1 - 02/01/2018 - 01/31/2019 12 ~o 
CCESS TO LICENSE PLATE SYSTEM (All ICE Users ) 
h i s is a Fi rm-Fi xed Price (FFP) CLIN . 
ontinued ... 

a, 10CALENOAA DA.YS ('-) b, 20CALENDAA DAYS 1'-) c, :lO Ct.I.ENOAA OA.YS 1'-) d, CAlENO"R O"YS 

12. DISCOUNT FOR PROMPT PAYMENT ~ NUMBER I PERCENTA.GE 

~OT'E: A.<Iditionai po'OY;';"'" 1<1<1 ~tiono U ·· U ... noI Mtocf>od 

13. NAME /!.NO AJJORESS Of OUOTER 10, SIG~A.T\JRE Of PERSON A.IJTHORIZEO TO 15, DATE Of OUOTA.TION 

• . NAME Of OUOTER SIGN OUOTA.TION 

b. STREET ADDRESS 16, SIGNER 

•. NAME (Type Of pritJ'! b. TE l~PHONE 

~,~ 

O. COUNTY 

d.CITY I •. STA.TE I. ZIP CODE c,T ITlEIType orprifll) NUMBER 

AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 18 (REV. 6-95) 

Prev;ous edrtiofl flOt usable Prescribed by GSA· FAR (48 CFR) 53 .215·1(a) 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

7QCDCR18Q00000005 

NAME OF Of"FEROR OR CONTRACTOR 

ITEM NO 

(AI 

0003 

0004 

SUPPLIES/SERVICES 

(Op t ion Line I tem) 
02/20/2018 

(BI 

Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2018 to 01/31/2019 

Option Period 2 - 02/01/2019 - 01/31/2020 

CCESS TO LICENSE PLATE SYSTEM (All ICE Users ) 
This is a Firm-Fixed Price (FFP) CLIN . 

(Op t ion Line Ite m) 
05/20/2018 

Product/Service Code : 0317 
Product/Service Description : I T AND TELECOM

EB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Option Period 3 - 02/01/2020 - 09/30/2020 

CCESS TO LI CENSE PLATE SYSTEM (All ICE Users ) 
This is a Firm-Fixed Price (FFP) CLIN . 

(Op t ion Line I tem) 
08/20/2018 

Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 

OUANTITY UNIT 

(CI (01 

12 MO 

8 MO 
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Request for Quote for Access to License Plate Database 

Contracting Office Address: 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I. St NW, 
Washington, DC 20536 

Description: NAICS Code: 519190 - Al l Other Information Services. 

This is a combined synopsis/request for quote for commercia l items prepared in accordance with the 
format in Federal Acquisition Regulation (FAR) Subpart 12.6 and under the authority of FAR 13, as 
supplemented with additional infoffilution included in this nOlice . The North American Industry 
Classification System (NA ICS) Code for this procurement is 519190 and is being conducted as sole 
source procurement. 

The Immigration and Custom's Enforcement's (ICE) Enforcement and Removal Operations (ERO) and 
Homcland Security in vcst igations (I'ISI) is rcqucsting that vendors submit a quote for a firm fixed price 
contract for access to a license plate reader database as set forth in the attached Statement of Work 
(SOW). 

Period of Performance: 

The anticipatcd period of performance wi ll include a base period of forty·one (41) days, two (2) twelve
month options periods, and one (I) eight-month option period. 

Instructions to Offerors/Response Reguirement: 

Interested contractors must submit information necessary to demonstrate their capabil ities to support the 
ICE requirements including perfomlance requirements, functional requirement, alert list capabilities, 
mobile device capabi lities, audit and reporting capabi lities, as specified in the attached Statement of 

~w~o~r~k~. ;O~f~~c~ro~r~s~s~h~a~ll~r~e~tu~m~t~h~C:'~~~~~~~~~~'~i~n~e~l~c~ct~r~o~n~ic~~~o~r~m~al. Electronic copies can at 
t I and hard copy quotes are not permitted and will be disregarded 

3 

All electronic files should be labeled with the Offeror's name, quotation number, submission date and the 
words "Source Sclection Sensitive" and "Law Enforcement Sens itive". Proprietary information sha ll be 
clearly marked. 

a. Format. The submission sha ll be clearly indexed and logically assembled. Each section 
shall be appropriately numbered and clearly identified with the date and quotation 
number in the header and/or footer and shall begin at the top of each page. NOTE: Please 
submit a signed and dated cover letter with your quote addressed to Mr. Wi lliam Quigley 
with your company's contact information. A Table of Contents should be included. 
Each paragraph shall be separated by at least one blank line. A standard, 12-point 
minimum font size applies to all sections. Times New Roman fonts is suggested. 

b. File Packaging. Written quotes shall be submitted in one volume with three (3) sections, 
as outlined below. Use tab indexing suffic ient to identify all sections within a particular 
quote section. The Offeror is required to provide the quote via email to 
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~kb~)(ID6)Ci!: (b;)(iI"i!icJ)=========::::;=========:::J1 The Offeror should 
submit Attachment 4 in Microsoft Excel, with viewable calculations. 

The following shall be included in the Narrati ve di scuss ion: 

4 

SECTION I TECHNICAL APPROACH: The offeror must submit in format ion to demonstrate thaI the 
Offeror' s methods and approach have adequately and completely considered, defined, and satisfied the 
requirements specified in the Request for Quote and whether the Offeror's methods and approach to 
meeting the SOW requirements provide the Govemment with a high level of confidence of successful 
completion. No pricing information is to be provided in the Technical Quote. 

Technical Database Information Submittal. The vendor shall provide a description of its electroni c 
infonnation retrieval services that addresses: 

• Compliance with the SOW 
• Number of current records 
• Abil ity to collect new records 
• Identifi cation of states or metropolitan areas where signi fica nt records are provided 
• Abil ity to add and/or delete subscribers 
• Return time on query 

Quality Control Plan. The Offeror's Quality Control Plan (QC P) should describe the methods it wi ll use 
to review its performance to ensure it conforms to the performance requirements. The Offeror' s QCP 
should include methods that ensure and demonstrate its compliance with the performance requirements 
and the QASP di scussed in Attachment 2. 

SECTION 11- PAST PERFORMANCE: The contractor shall provide a list of contracts or orders for 
the purpose of past perfornlance evaluation. The contractor may also provide other fornls of 
documentation which provide infonnation on the company's past performance. Valid past perfonnance is 
evidence of similar work accomplished within the past three years. 

SECTION 111- PRICE. The offeror shall complete Attachment 4, with pricing for the base and each 
option period for each Contract Line Item (CLlN). 

A Firm Fixed Price Quote and a written technical quole must be submitted by December 18, 2017 
by 6:00 PM EST (1800) via email to ~b)(6); (b}(7)(C) I and 
~b)(6); (b)(7}(C) I 

Quotes must include the company's name, point of contact, address, area code and telephone number and 
(mandatory) DUNS number. All quotes received without va li d DUNS number (those not registered in 
the System for Award Management (SAM) www.sam.gov), wi ll be considered ineligible. 

Issue of the contract will be made to the contractor that offers the best va lue to the Government, 
cons idering price, past performance, and technical in accordance with FAR 13.106. The Government wi ll 
award a contract resu lting from this solicitation to the responsible offeror whose offer confirming to the 
solicitati on will be most advantageous to the Government, price, and other factors considered. The criteria 
for evaluation arc as follows: 

I. Technical Capability 
2. Past Perfonnance 
3. Price. 
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The above listed evaluation factors are listed in descending order of importance . Technical and past 
performance, when combined, is significantly more important than price. 

5 

Instructions: FAR 52.212-\ "Instructions to Offerors - Commerc ial" applies to thi s acquisition. Offerors 
are to include a copy of FAR provision 52.212-3 "Offeror Representations and Certifications -
Commerc ial Items" with their response. The fo llowing FAR clauses also apply: 52.2124 "Contract 
Terms and Conditions - Commercial Items" and 52.212-5 "Contract Terms and Conditions Required to 
Implement Statutes or Executive Orders - Commerc ial Items", with the clauses cited further in this 
synopsis as being applicable. The aforementioned provisions and clauses can be accessed electronically at 
http ://acquisition.gov/comp/far/index.html. Prospective sources are reminded that award can only be 
made to a contractor who is registered in the System for Award Management (SAM) (www.sam.gov) 
database with an active Dun & Bradstreet Number. 

Attachments: 
Attachment I: Statement of Work (SOW) 
Attachment 2: Quality Assurance Surveillance Plan 
Attachment 3: Tcrms and Conditions 
Attachment 4: Price 
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WebEx Class Information 

WebEx training schedules for the LPR function will be included with the introductory log-on e-mail that 
each user will receive. This e-mail will include a link to register for the WebEx meetings. Registration is 
required, but there is no need to register for more than one session. There is a 500 attendee maximum 
per session; if a listed session is shown as full, please select another session to attend. The tentative 
dates for these training sessions are as follows: 

Day Date Time (all times ET) 

Wednesday 2/7/2018 9:00 AM 

Wednesday 2/7/2018 10:30 AM 

Wednesday 2/7/2018 12:30 PM 

Wednesday 2/7/2018 2:00 PM 

Wednesday 2/7/2018 3:30 PM 

Wednesday 2/7/2018 5:00 PM 

Thursday 2/8/2018 8:00 AM 

Thursday 2/8/2018 9:30 AM 

Thursday 2/8/2018 11:30 AM 

Thursday 2/8/2018 1:00 PM 

Thursday 2/8/2018 2:30 PM 

Thursday 2/8/2018 6:00 PM 

Friday 2/9/2018 8:00 AM 

Friday 2/9/2018 !0:00AM 

Friday 2/9/2018 11:30 AM 

Friday 2/9/2018 1:30 PM 

Friday 2/9/2018 3:00 PM 

Monday 2/12/2018 12:00 NOON 

Monday 2/12/2018 3:00 PM 

Tuesday 2/13/2018 9:00 AM 

Tuesday 2/13/2018 11:00 AM 

Tuesday 2/13/2018 1:00 PM 

Thursday 2/15/2018 8:30 AM 

Thursday 2/15/2018 10:00 AM 

Thursday 2/15/2018 11:30 AM 

Thursday 2/15/2018 1:30 PM 

Thursday 2/15/2018 4:00 PM 

Friday 2/16/2018 8:00 AM 

Friday 2/16/2018 !0:30AM 

Friday 2/16/2018 12:30 PM 

Friday 2/16/2018 3:00 PM 
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From: 
Sent: 
To : 
Cc : 
Subject: 
Attachments: 

kb)(6);(b) I 

fb)(6);(b}(7)(C) 

Thu, 29 Mar 2018 20:09:28 +0000 tb)(6);(b}(7)(C) 

RE: LPR/LEARN Total ICE Users Registered 
ICE LEARN users 03292018.xlsx, smime.p7s 

Attached please find a list of registered LEARN users as of today, 03/29/18. There are 9,209 users 
(including me) who have access. You can sort by last login based on the attached sheet. 

Imagine the l ist is tie dyed and covered in glitter- Happy Easter! 

................................ ... 

This email contains information from Thomson Reuters Special Services, LLC. that may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

Fro m :I(b )(6l:(b )(7)(C) 

Sent: Thursday, March 29, 2018 3:02 PM 
To I(b )(6);(b )(7}(C) 

Cc:. 
Sub~j~ec~t~:~R~E-: L~P~R~/~LE~A~R~N~T~o~ta~I~IC~E~u~se~r~S~R~e~g~is~te~r~e~d-------------------------------------' 

HeyRb)(6);(b}(7)(C) I 

Can you send us the total list of Learn/LPR users in Excel by chance? I have the below email from 
2/22/18 but I figure that number has increased based on activity I've seen and heard in the field. We 
have some data calls that we are working through and need to figure out the total # of HSI and ERO 
users. 

I know tomorrow is Good Friday and this request is not in the Easter spirit but appreciate any help! 

Regards, 
Fb)(6);(j 
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fb)(6);(b)(7}(C) 

Section Chief - Management and Program Analyst 
Acquisition Management Unit 
Finance, Acquisition, Asset Management Division 
ICE/Homeland Security Investigations (HSI) 
202-732 b)(6); (Office) 
202-421 EW)( (Mobile) 
b)(6);(b)(7}(C) 

Th is email and any attachments are UNClASSIFIED!!FOR OFFICIAL USE ONLY jU!IFOUO~. It contains information that may be exempt from 
public release un er mation Act j5 US.c. 552~. It is to be controlled, stored, handled, transmitted, distributed, and disposed of in 
accordance with DHS policy relating to FOUO informa released to the public or other personnel who do not have a valid "need-to· 
know" without prior approval of an authorized DHS official. No port ion of this ema, • the media, either in wr itten or verbal fo rm. If 
you are not an intended recipient or be lieve you have received this communication in error, plea.e do not pr int, copy, 'nate, Or 
otherwi.e u.e this information. Plea.e inform the .ender that you received this message in error and delete the me.sage f rom your sy>tem. 

From: rb)(6);(b}(7)(C) 

Sent: Thursday, February 22, 2018 12:53 PM 

~~~ rb)(6);(b)(7}(C) I 
Subject: RE: l PR/lEARN Total ICE Users Registered 

Good to see you both this morning! 

I ran this today at t~I\~:(b) I desk - 8,752 users across HSI and ERO • 

.................................. . 
kb)(6):(b)(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622f b)(6);(b)(7}(C) 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitive and confidential. This message is to be used 

solely by the intended recipient. If you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 

recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

From: t b)(6);(b)(7}(C) 

Sent : Wednesday, February 2 1, 2018 5:09 PM 

To :r b )(6);(b }(7)(C) 

Cc: _ 
SubLj-ec-:'-: -:Lp::CR::-/"L""E-:-A"R"N-:T:-oC",a-:IC":I"C"E-:U'-,-e-rs-:R:-e-g"'"i,C",-er-e-d:-------' 

Hey ~b)(6); (b)(7}(C) I 

Favor to ask; Are you able to run a report for how many total ICE users have registered in LEARN to 
date? We had an inquiry come in for ali ICE users and not just H SI, regardless, Kb)(6);( bnd I have no 
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access to the LEARN system for thi s t ype of oversight . If the administrators ca n perform this function 
we can reach out to them as well but not sure how compl icated it might be. 

Let us know whenever t ime permits 

Regards, 

1);i~!(bX I 

fb)(6);(b)(7}(C) 

Section Chief· Management and Program Analyst 
Acquisition Management Unit 
Finance, Acquisition, Asset Management Division 
ICE/Homeland Security Investigations (HSI) 
202·732 b)(6) (Office) 
202421 N:}(7 (Mobile) 

rb)(6);(b}(7)(C) 

W~rning : achmenls are UNCLASSIFIED//FOR OFFICIAL USE ONLY ~U//FOUOf. II conlains information Ihal m~y be exempl from 
public release under the Freedom 0 In or .c. SSn II is to be controlled. stored. handled, transmitted. dist ributed, and disposed of in 
accordance with DHS policy relating to FOUO information and is no he ublic or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized DHS official. No port ion of this email should be u dia, either in wr itten or verbal fo rm. If 
you are not an intended recipient or be lieve you have received this communication in error, please do not pr int, copy. retran or 
otherwise use this informat ion. Please inform the sender that you received this message in error and delete the message from your system. 
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From: ~b)(6); (b)(7}(C) 

Sent: 22 Dec 201714:24:12 -0500 
To: 
Cc: 

rb)(6);(b}(7)(C) 

Subject: 70CDCR18P00000017 
Attachments: 05.0 1_70CDCR 18 P00000017. pdf 

TRSS/West, 

Please see attached award document 70CDCR18P00000017. Please review, sign, and send back to 
myself and ~for full execution. 

Please contact me if there are any questions. 

Thank you, 
j(b)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732.fiillID] 
Mobile: (202) 878-~ 
tb)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

2018-IC LI -00035 574 



SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS I ~' REOUISITION NUMBER I PA~ ~ 
OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, oS 30 See Schedu le I 52 

2. CONTRACT~. 
EFFECTIVE CATE 70CDCR18QOOOOOO05 ISSUE CATE 
I:·AWAA~ r7 ~DER NU~BER 

70CDCR1 8POOOOOO 1 7 

I~' SOliCITATION NUMBER rf~SOI.ICITAnoN 
12/15/20 17 

,. FOR SOUCITATION 

~ 
•. NAME I~' TELEPHONE NUMBER (,*,_1_ . ) r' OFFER 0lJE CATEA.OCAL. TIME 

INFORMATION CALL: b)(6);(b)(7}(C) 202 7 3 2kb)(6);(1 ES 
Q.ISSUED BY CODE IICE/DCR 10. THISACOUISmON IS , UNRESTRICTED OR SETASIDE , e~ 

I CE/Deten t ion Compl i ance Remova l s 
WOMEN·OWNED SMAlL BUSINESS , S~AJ.LBUS I NESS (WOS8) ELIGIBLE UNDER THE WOMEN.owNED 

I mmigration and Customs Enforcement fiUBZONE SMAlL ..uAII RII""NF.~'" ""or."A~ 
N..'Jes:5 1 9190 

Off i ce of Acquis i tion Management 
BUSINESS EOWOSB 

801 I S t ree t, NW Kb)(6);(b}(7)(C) I SERVlCE·DISAB!.ED . ., 
$27 . 5 VETERAN.()WNED SIZE STANDARD' 

WASHINGT ON DC 20536 sw.u. BUSINESS 

'1. DELIVERY FOR FOB DESTINA,. 2. DISCOUNT TERMS 13b. RATING 
nON UNLESS BLOCK IS Net 30 '" THIS CONT ..... CT IS A 
MARKED RATEDORDERUNDER 

t~. METHOD OF SOUCITATION 
SEE SCHEDUlE Of',o"s (15 CfR 7(0) 

XRfQ '" '" 15. DELIVER TO CODE IICE/ERO 16. ADMINISTERED BY CODE lICE /OCR 

I CE Enforcemen t , Removal ICE/De t en t ion Comp l iance & Remova l s 

801 I Street , NW Immigration and Customs Enforcement 

Suite 930 Office of Acquisition Management 

Washi n gton DC 20536 801 I S t reet , NW b)(6);(b)(7}(C) 

WASH I NGTON DC 20536 

17 • . CONTAACTORI CODE 1 485082860000 I FA~:; I 160. PAYMENTWlLl BE MADE BY CODE II CE-ERO-FHQ-CED 
OFFEROR 

WES T PUBL I SH I NG CORPORATION DHS , I CE 
PO BOX 64833 Burlington Finance Cen t er 

SA I NT PAUL MN 55164 P.O . Box 1620 

Attn : ICE-ERO-FHQ-CED 

Williston VT 05495 - 1620 

TELEPHONE NO. 

171>. CHECK IF REMmANCE IS DIFFERENT AND PlJT SUCH ADDRESS IN OFFER 181>. SUBMIT INVOICES TOADDRESS SHOWN IN BLOCK 160 U~ESS BlClCK BElOW 
IS CHEC~ED SEEADOENDU~ 

" ~. " " " ". ITEM NO. SCHEDlII.E OF SUPf'lIESISERVICES OUANTITY UNIT UNIT PRICE ~~ 

DUNS Number : 148 5 08286 

Gover n me n t ~~~ ~~ 
Phone : 202- 7 

Email : 

Government POC : Kb)(6);(b)(7}(C) I 
Phone : 202-732-!{E'E6}J 

Email : ~b)(6); (b)(7}(C) I 
Contracting O f ficer : 

P h one : 202 732f~K~1J I 
~b)(6); (b)(7}(C) I 

(Use Reverse and/or Attach Additional ShBflts as Necessary) 

25. ACCOUNTINGAND APPROPRIATION DATA r6. TOTAL AWARD AMOUNT (For Gov!. Use Only) 

See schedule kb}(41 I 
27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212'1, 52.212-4. FAR 52.212·3 AND 52.212·5 ARE ATTACHED. ADDENDA '" 'X ARE 

ARE NOT ATTACHED. 

ARE NOT ATTACHED X 27b CONTRACTIPURCHASE ORDER INCORPORATES BY REFERENCE FAR 52 212-4 FAR 52 212·5 IS ATTACHED ADDENDA 

X' 28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN 1 
COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER 
ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIEOABOVE AND ONANY ADDITIONAL 
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED. 

:lOa. SIGNATURE OF OFFERORICONTRACTOR 

3Ob. NAME AND TITLE Of SIGNER (Type orprinl) 13Oc. DATE SIGNED 

X 29. AWARD OF CONTRACT: OFFER 

DATED 1 2/22/201 7 YOUR OFFER ON SOliCITATION (BlOCK 5), 

INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH 

HEREIN. IS ACCEPTED AS TO ITEMS: 
31a. UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER) 

31b. NAME OF CONTRACTING OFFICER (Typ<J orprinl) 

b)(6);(b}(7)(C) 

13k DATE SIGNED 

AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 1449 IREV. 212012) 
PREVIOUS EDITION IS NOT USABLE Prescribed b~ GSA · FAR 143 CFR) S3 .212 
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" ITEM ~O. 

~ 

SCflEDUlE Of SUPPLIESlSERIIK;ES 

Email : Kb)(6);(b)(7}(C) 

There are two (2) r equisitions associated with 

t hi s award : 192118FUGOPS12 087 and 

192 11 8FLMURQ0008 . 

This purchase order is for West Publishing 

Corporat i on to provide constant (24 hour , seven 

days per week) access to a commercially 

avai lab le , query-based LPR database for ICE law 

enforcement personne l at ICE offices across the 

Uni ted States . The specific requirements are 

detailed in t he Statement o f Work attached . 

All services shall be performed in accordance 

with the attached Statement of Work (SOW), West 

Publishing ' s Technical Quote (dated 12/22/2017), 

and West Publishing ' s Price Quote . West 

Publishing Corporation ' s price quote and 

technica l quote are included as an attachme nt to 

t his purchase order . 

Fu nd i ng in the amount of ~kb~X~4~)C:::C:::C:::C:::JI is being 

allotted to this p urc hase order award to fu nd 

CL IN 0001 for the Base Period of services . All 

other CLINS are optiona l CLINs and wil l be funded 

at the time they are exercised . 

The terms and conditions of t h is purchase order 

Conti nued 

32a. QUANTITY IN COLUMN 21 HAS BEEN 

21. 22. 

QUANTITY UNIT 

RECEIVED INSPECTEO ACCEPTED, AND CONFORMS TO THE CONTRACT. EXCEPT AS NOTED: 

" UNIT Pft IC£ 

2 of 52 

32b. SIGNATURE OF AUTl10RIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32e MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 321 TELEPHONE NUMBER Of' AUTHORIZED GOVERNMENT REPRESENTATIVE 

329· E·MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

33 SHIP NUMBER ~. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 

CORRECT FOR 

COMPLETE PARTIAL FINAL 
PARTIAL FINAL 

:>8 . SIR ACCOUNT NUMBER 39. SIR VOUCHER NUMBER 40. PAID BY 

413 I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a RECEIVED BY (Print) 

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER 41c. DATE 

42b. RECEIVED AT (Location) 

2c. DATE REC'D (YY/MM1)D) 142d. TOTAL CONTAINERS 

STANOAAD FDflM 1«9 (REV. 212012) B ... CK 

2018-ICLI-00035 576 



EFER ENCE NO. OF DOCUMENT SEING CONTINUED 

CONTINUATION SHEET 70COCR18P00000017 

NAME Of OfFEROR OR CONTFV.CTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0001 

0002 

0003 

SUf>P\.IESiSEIMCCS 

( B ) 

apply only to t he purchase order resulting for 
ICE solici t ation 70COCR18Q00000005 . 
Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/2017 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 
Product/Service Code : 0317 
Product/Service Descript ion : IT AND TELECOM
WEB-BASED SUBSCRIPTION 
Requisi t ion No : 192118FLMURQ0008 , 
192118FUGOPS12087 

b}(4);(b}(7)(E) 

Opt~on Per~od 1 - 02/01/2018 - 01/31/2019 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amount : 0kh"'"" "' ========:=JKOpt io n Line Item) 
02/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Accoun t ing Info : 
Funded : I!iill1D 
Period of Performance : 02/01/2018 to 01/31/20 1 9 

Optio n Period 2 - 02/01/20 1 9 - 01/31/2020 
ACCESS TO LI CENSE PLATE SYS TEM (Al l ICE Users) 
Cont inued ... 

NSN 7S4()..()t · t52-8067 

QUANTITY UNIT 

(e) (D) 

12 MO 

12 MO 

2018-ICLI -00035 577 

UNIT PRICE 

(E) 

Kb}(4) 

52 

AMOUNT 

(F) 

Kb}(4) 

OPTIONAl. FORM:J.3Il (H I6) 

Sponsored b\' GSA 

FAR (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLISHING CORPORAT I ON 

ITEM NO_ 

(A) 

0004 

SUPPUESiSERVlCES 

(8) 

This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : kh\(4\ HOptio n Line Item) 
OS/20/2018 
Product/Service Code : D317 
Product/Service Descriptio n : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Optio n Period 3 - 02/01/2020 - 09/30/2020 
ACCESS TO LICENSE PLATE SYS TEM (Al l I CE Users) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : Kb}(4) j( option Line Item) 
08/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 
I nvoice Ins t ructions : 
ICE - ERO/ HSI Con t rac t s 

Service Providers/Cont ractors shall use t hese 
procedures whe n submi t ti ng an invoice . 

1 . I nvo i ce Submission : Invoices s ha l l be 
submitted in a " . pdf " format i n accorda nce with 
t he contract te rms a nd conditions [Contract 
Special i st and Con t rac t ing Officer to d i sc l ose if 
o n a mo nth l y basis or other agreed to terms " ] via 
e mai l , United States Posta l Service (USPS) or 
facsimi l e as follows : 

a) Email : 

• Invoice . Consolidation@ice . dhs . gov 
• Cont ract ing Off i cer Representat i ve (COR) or 
Gover nme n t Poi n t of Contact (GPOC) 
• Contract Specia l ist/Contracting Officer 

Each email sha l l contain onl y (1) invoice a nd the 
i nvo i ce number shall be indicated on the subject 
l i ne of the email . 

b) USPS : 
Cont inued 

NSN 7540-01·152-8067 

QUANTITY UNIT 

(e) (D) 

8 MO 

2018-ICLI -00035 578 

UNIT PRICE 

(E) 

Kb}(4) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 

FAA (03 CFR) 53.'10 



FERENCE NO.OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO. 

(A) 
SU PPUESiSERVlCES 

(8) 

DHS , ICE 
Fina nc ia l Operations - Burlington 
P . O. Bo x l620 
Williston , VT 05495-1620 

ATTN : I CE-ERO-FHQ-CED 

The Con t rac t o rs Data Un iversal Numbering System 
(DUNS) Number mus t be registered and ac tive i n 
the System f o r Award Man agemen t (SAM) at 
h t t p s : //www . sam.gov prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e ns ure 
p rompt payment provis i o ns are met . The I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alternative Invoices shall be submitted t o : 
(802) -288- kh\(Rl I 

Submi ssions by facsimi le shall include a cover 
sheet , point o f contact and the n umber of total 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
and Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he System for Award Mana geme nt 
(SAM) at h ttps : //www . sam . gov prior to award and 
shall be no tated on ever y invo i ce submitted to 
e ns ure prompt payment p rovis ion s are me t . Th e I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Content of I nvo ices : Each i nvoice shall 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

( i ) . Name and address of t he Serv i ce 
Provider/Contractor . Note : the name , address and 
DUNS number on the invoice MUST matc h t he 
i nformati o n in both the Contract/Ag reeme n t and 
t he information in t he SAM . If payment i s 
remitted to another entity , the name , address and 
DUNS information of that entity must also be 
provided which wil l require Governme n t 
Continued .. . 

NSN 7S4ll-Ot·t52-8067 

QUANTITY UNIT 

(e) ( D) 

2018-ICLI -00035 579 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 

FAA (03 CFR) 53. '1 0 



FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLIS HI NG CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

verifica t ion before payment can be processed ; 

(ii) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii) . I nvoice da t e a nd invoice number ; 

(iv) . Ag reemen t /contrac t number , con t rac t line 
item number and , if applicable , the order n umber ; 

(v) . Description , qua ntity , unit of measure , unit 
price , extended price a nd period of pe r for mance 
o f the i t e ms or services delivered ; 

(vi) . If applicable , shipping number and da t e of 
shipment, i ncluding the bill of lading n umber and 
weight of shipmen t if shipped on Governmen t bill 
o f lading ; 

(vii) . Terms o f a n y discount for prompt paymen t 
offered ; 

(vii i ) . Remit to Address ; 

( i x) . Name , title , a nd phone number of person to 
reso l ve invoicing issues ; 

( x ) . I CE program office designated o n 
order/contract/agreement a nd 

( x i) . Mark invoice as "Interim" (Ongoing 
performa nce and addi t ional bil l ing e xpected) a nd 
" Final" (performa nce complete and no additiona l 
billing) 

( x ii) . Electronic Fu nds Tra nsfer (E FT ) ban king 
i nformation in accordance with 52 . 232 - 33 Payme n t 
by El ectronic Funds Tra nsfer - System for Award 
Manageme n t or 52 - 2 32- 34 , Payme n t by Electronic 
Funds Transfer - Other than System for Award 
Manageme n t . 

3 . I nvo i ce Supporting Documentation . To ens ure 
payme n t , t he vendor must submit support ing 
documentat i on which provides s ubstantiation for 
t he invoiced costs to t he Contracting Of f icer 
Represe n tative (COR) or Poi n t of Contact (POC) 
identif i ed in the contract . Invoice charges must 
Cont inued .. . 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT 

(e) (D) 

2018-ICLI-00035 580 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 

FAA (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO_ 

(A) 
SU PPUESiSERVlCES 

(8) 

align with t he con tract CLINs. Supporting 
documen t ation is required when guaranteed 
minimums are exceeded and when allowable costs 
are incurred . 

(i ii ) Fi rm Fixed-Price CL INs . Supporting 
documenta t io n is not re qu ired f or charges for FFP 
CLINs . 

4 . Safeguarding I n formati o n : As a contractor or 
vendor conducti ng business with Immi g ra tio n and 
Customs Enforcement (ICE) , you are required to 
comply with DRS Policy regarding t he sa f egua rding 
o f Sensitive Personally Ide nti f iable In format io n 
(PIl ) . Sensitive PIl is info rmation t ha t 
identi f i es an i ndividual, includ i ng an alien , and 
could result i n harm , e mbarrassme n t , 
i nco nve ni e nce or unfa irness . Examples o f 
Sensitive PI I i nc l ude i nformat i on such as : Socia l 
Security Numbers , Al i en Re gistrat i on Numbers 
(A-Numbers), or combinat ions o f i n forma tio n such 
as the individua ls name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra t ion status . 

As part of your obliga t io n t o safeguard 
i nformati o n , the fol low precautions are re qu ired : 

(i) Email s upport i ng doc ume nts containing 
Sensitive PI I i n an e nc r ypted attachmen t with 
password sent separate l y to the Contracting 
Officer Representative assigned to the con t rac t . 

Iii) Never leav e paper documents con ta i ni n g 
Sensitive PI I u na t te nded and u nsecure . Whe n no t 
i n use , t hese doc ume nts will be l ocked in 
drawers , cabinets , desks , e t c . so the i nformation 
is no t accessible to t hose without a need to kno w. 

(iii) Use s h redders whe n discarding paper 
documents contain i ng Sensitive PI I . 

(iv) Refer to the DHS Ha ndboo k for Safeguarding 
Sensitive Pe rson a l ly Iden t i f i able In f orma t ion 
(Marc h 20 12) found at 

fb)(7){E) 

Continued 

NSN rS4ll-Ot·t52..aoor 

QUANTITY UNIT 

(e) ( D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 

FAA (03 CFR) 53. '10 



FERENCE NO_OF DOC UMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAME OF OFFE ROR OR CONTRACTOR 

WEST PUBL I SHING CORPORAT I ON 

ITEM NO_ 

(A ) 
SUPPUESiSERVlCES 

( 8 ) 

f for mo re information on a nd /or examp les of 
Sens it ive PIr. 

5 . I nvoice Inqu i ries . I f yo u hav e q uest i ons 
regardi ng p a yment , please contact ICE Fina ncia l 
Ope r a t io n s at 
1-877- 4 91-6521 or b y e-mai l at 

Wb }(6Hb }(71IC) 

The t ota l a mou n t of a ward : Wh\14\ The 
obli gat i on f o r th i s a ward i s s h o wn i n bo x 26 . 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

( e ) ( D) (E) ( F ) 

NSN 7S4ll-Ot · t52-8067 OPTIOI'W. FORM:J.3Il (H I6 ) 

2018-ICLI -00035 582 
Sponsored by GSA 

FAA (03 CFR) 53. ' 10 



Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based aeccss to a commcrcially avai lable Liccnsc Platc Rcadcr (LPR) databasc to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from camcras cq uippcd with liccnsc platc rcadcr technology. Rccords arc uploadcd into thc systcm 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot camcras, vchiclc rcposscssion companics, and law cnforccmcnt agencics. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determinc whcre and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ili tate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency managcr and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Pcriodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integri ty, availabili ty, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service sha ll provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 

2018-ICLI-00035 585 



• The LPR data service Alert Li st wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an emai l 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LP R system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record information) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law cnforcement officers involved in the speci fi c 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a si ngle comma separated 
variable (CSV) fi le with data fields to include, but not li mited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fi eld, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that fl ags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be va lid for one year unless the user removes it before 
expira tion. The system wi ll prompt users two weeks prior to expiration and require the user to a ffirmati vely 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audi ted to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiati ng the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be aud ited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to IC E user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, for purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits agai nst the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties incl uding other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (incl uding any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1ctnc l lnit of Mcasurc l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Schedu led downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror ' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received fro m the contracting offi cer and the ICE Office of Public Affairs. 

c.s. License Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population fa lls within its purchased entitlements. The Vendor sha ll not 
provide a named user license. 
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Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance 
for the stated contract. This QASP explains the following: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the monitoring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and quality control actions to meet the 
terms of the contract. It is the Government 's responsibility to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a valid, useful , and enforceable document. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities. 

2. GOVERNMENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveillance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effcctive 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor' s performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affcct contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Hcadquartcrs Staff or Fedcral employees as designatcd by the COR and/or CO. 

All Point of Contact 's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on thi s plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. 

The Performance Requirements are listed below. The Government will use these standards to 
determine Contractor performance and sha ll compare Contractor performance to the standard and 
ass ign a rating. At the end of the perfonnance period, these ratings wi ll be used, in part, to establish 
the past perfornlance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfonnance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 

Metric Unit of i\leasure Minimum AQL 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24171365 

Scheduled downtime </= 4 hours per month 

Meant ime between fa ilure (MTBF) 4,000 operating hours 

Overa ll Support Service Support availability 24171365 

Results of LPR Query Result of LPR query after entered in </= 5 seconds after submission 
end-user-computing device 
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Table 2: Performance Standards Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics will be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-pcrfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 

2018-ICLI-00035 601 



(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venture. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affi rmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMS 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Suy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 

2018-ICLI-00035 606 



award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi lity; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MA R 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate J (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate J (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate J (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Pri vacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 20 14) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 2014) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Pri vate Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FE B 2002) 

D 52.232-30 Installment Payments for Commercial1tems (JAN 2017) 

[ZJ 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (J UL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 20 13) 

o 52.232-36 Paymcnt by Third Party (MA Y 20 14) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 201 7) 

D 52.247-64 Preference for Private ly Owned U.S.-Flag Commercial Vessels (FE B 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in thi s contract by reference to impl ement provisions of 
law or Executive orders app licable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 2014) 

D 52.222-4 1 Service Contract Labor Standards (MAY 201 4) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 201 4) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 201 4) 

2018-ICLI-00035 615 



D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 
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FAR 52.217-9 OPTION TO EXTEN D TH E TERM OF THE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days ; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 C LA USES I.NCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a c lause may 
be accessed electronically at this address: https:l/www.acgui sition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHOR IZED OBUGATIO NS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING AC CE LERATED PAYMENTS TO SMALL. BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVE RTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverled domestic corporation" means a fo reign incorporated enti ty that meets the definit ion of an inverted 
domestic corporation under 6 U.S.C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer wi thin five business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION O F GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but fo r subsection (b) of section 835 of tile Homeland 
Security Act, 6 V.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related Iransact ions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constilut ing a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the enti ty is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 
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Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rulefol' related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror under this solicitation represents that [Check one]: 
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_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CON DITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Primc Contractor Participation in the DHS Mcntor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Di sclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Small Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MAR 2015) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss ofSensitivc PH 
PRI V 1.3: Victim Remediation Provision 
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REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise ofScnsitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remcdiate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submittcd to ICE) an intcrnal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must rcport the suspectcd loss or compromisc of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromiscd or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the futu re, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromisc of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Remcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PII, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dclivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 
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(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contai ning any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches, Hotli st, etc.) Notwithstanding the above, no title 
to Vigilant 's LEA RN database or software wi ll transfer to ICE in the performance of the contract. 

(End of clause) 

REC 1.5: Comply with All Records Management Policies: The Contractor agrees to comply with Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors are responsible 
for preventing thc alienation or una uthorized destruction ofrccords, including all forms of mutilation. Will fu l and 
unlawful destruction, damage or alienation ofFedcra l records is subject to the fi nes and pcnalties imposed by 18 
USc. 270 1. Records may not be removcd from the legal custody of the Agency or destroyed without rcgard to thc 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary info rmation. 

(End of clause) 

ICE Information Governance and Pr ivacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) P/'ivacy Ac( lnJol'malion 
In accordance with FA R 52.224-1 Privacy Act Notification (APR 1984), and FA R 52.224-2 Privacy Act (A PR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) app licable to this Privacy 
Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agenc ies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hup:llwww.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) P/,ohibition 011 Performing Work Outside a Government FacifitylNetworklEquipmelll 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work 
Government informa tion shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifical ly authorized with in this contract, the Contractor shall perform all tasks described in this 
document at authorized Government facilities; the Contractor is prohibi ted from performi ng these tasks at or 
removi ng Government-furnished information to any other faci lity; and Government information shal l remain withi n 
the confi nes of authorized Government fac il ities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless oftelework authorizations. 
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(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi tive and proprietary information. 

(4) Separation Checklist/or COllfractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of cert ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creafioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and are considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 
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(c) The Contractor shall not re tain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representat ive. The Agency and its contractors are responsible fo r prevent ing the alienat ion or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 I. Records may not be 
removed from the legal custody of the Agency or destroyed wi thout regard to the provisions of the Agency 
records schedules. 

D. Data Pri"acy and Oversight 

(I) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive Pll from any source for testing ortraining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the usc of real data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and ClSO and complete any required documentation. 

(2) Resen 'ed - Deleted ill accordallce with dause prescription 

(3) Reqlliremelllto Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modificat ions thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedu les include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, incl udi ng PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets fort h when a PIA will be required at DHS, and the Privacy Impact Assessment 
Guidance and Template outline the requirements and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procurc a Pri vacy Lead, to bc listed undcr "Kcy 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to cnsure DHS can 
complete any rcquircd PTA, PIA, SORN, or other supporting documcntation to support pri vacy compliance. Thc 
Pri vacy Lead shall work with pcrsonnel from the program office, the ICE Privacy Officc, the Office of the Chief 
Information Officcr, and the Records Managcmcnt Branch to ensure that the pri vacy documcntation is kept on 
schcdule, that the answers to questions in the PIA arc thorough and complete, and that questions asked by the 
ICE Pri vacy Office and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writi ng 

PIAs fo r DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 

(c) Ifa Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the exist ing Privacy Lead coordinate with and support the ICE Pri vacy POC to ensure privacy 
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concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired. The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 -

b}(4) 
01/31/2018 1.4 • 
CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 12 MO 

CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 12 MO 

CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 8 MO 

Total 

Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 

Thomson Reuters Response to DHS ICE 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLl-00035 634 

Page 5 

December 2017 



Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interactive maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 
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• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 

Page 16 
Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 
December 2017 

2018-ICLI-00035 645 



e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/titl e of contact person Contracting Officer: ~b)(6); (b)(7}(C) I 
Management/Program Analyst:~!(6); (b)(7}( I 
~b)(6); (b)(7}(C) I 

Customer Contact Phone (202) 732- ~b)(6); (bX7)(C) I 
Customer Contact Emai l Address ~b)(6); (b}(7)(C) I 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value (including all options) I f b)(4) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records , and World-Check (HSI onl y) 

Client Manager (or person reaching out to gb)(6);(b)(7}(C) I 
customer) 443-622-iiillill 

i b)(6):(b)(7}(C) I 
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From: ~b)(6); (b)(7}(C) 

Sent: Wed, 28 Feb 2018 17:05:57 +0000 
To : i b)(6) (b)(7)(C) I 

Subject: 
Attachments: 

70CDR18P0000017 mod 1 
70CDCR18P00000017 POOOOl.pdf, smime.p7s 

iiilliil 
Attached please find signed Mod 1. 

Please let me know if you have any questions. 

Kind regards, 
kb)(6):(b)(7}( I 

................................ ... 
Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-622l'b)(6Hb}(7)(C} 

This email contains information Irom Thomson Reuters Special Services, LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipient. II you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are lurther requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender il this is an erroneous transmission. Your cooperation is appreciated. 

Fro m : kb )(6):(b )(7)(C) 

Sent : Wednesday, February 28, 2018 12:00 PM 
To: Kb)(6);(b)(7}(C) I 
Subject: DHS- ICE-ERO/HSI LPR mod 
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ORDER IKl IN ITEM lOA 
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IIEFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18POOOOOO I7/POOOOI 

NAM E OF OFFEROR OR CON TAACrOR 

WE ST PUBLIS HI NG CORPORATI ON 

ITE M NO 

(AI 

0001 

Emd il: b){6),(b)(7){C) 

SUPPLI ES/SERVICES 

(8) 

There is one (1) r equis i tion associated with t his 
modif ication : 1921 18FUGOPS120S7 . 1 

The 
l( 

purpose of t his modification is a s follows: 

21 
0001 

Exe r cise Option Pe~iod 1 (2/1/2018-1()1( 2019 ) 
Move the total funding IihV4) I from CLIN 
to CLIN 0002 

33l~~A~d~d~f~u~n~d~i~n~g~"~·n~~t~h~e~,~mo~u~n~t~o~f~t~b~<~41~~~~I::J 
~-I;>\I4\ I t 
Indus trial Security SOP 
5) Add the follow ing language to the SOW. 

C . 9 Reporting 
In the event tha t TRSS o r i ts par tners discove r 
or suspect misll se o f t he se rvi c e by an 
individual , i t shoul d be r epor ted to the COR or 
Contrac ting Office r as soon as practicable after 
the d iscove ry but in no event later t han 24 hours 
after discovery . 

All other pr ices , terms and condit i o ns rema i n t he 
s ame. 
Exempt Action : Y Sensitive Award: PIr 
Di scount Te r ms : 

Net 30 
FOB: Des tination 
Period of Performance: 12/22/2017 to 09/21/2020 

Change Item 0001 to read as follows(amoun t shown 
is the obligated amount) : 

Bas e Per iod - 12(22 (2017 - 01/31/ 201 8 
ACCES S TO LICENSE PLATE SYSTEM (Al l ICE Users) 
This is a firm-fixed Price ( fFP ) CLIN. 
Fully funded Obligat ion Amount : 1(b){4) I 
Product /Se r vice Code: 0317 
Product/Service Desc ription : IT ANO TELECOM
WEB -BASED SUB SCRIPTION 

b}(4 );(b }(7}(E) 

Continued . .. 

aUNlTlTY UNIT 

(CJ (OJ 
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~EFERE t;C E HO. OF OOCUI.4Eh'T BE~ CO/{f It; UEO 

CONTINUATION SHEET 70CDCR18POOOOOO! 7/POOOOl 

NAME Of' Of'FEROR OR CON1 RAC f OO 

WEST PUBLISH ING CORPORAT I ON 

ITE M NO 

{AI 

000 2 

SUPPliES/SERVICES 

(B) 

b}( 4 );(b }(7}(E) 

Pe r iod o f Performance: 12/22/20 17 to 01/31/2018 

Cha nge I t €m 0002 to read a s f o 1 1ows (a mou n t shown 
is the o b l i g ated amoun t ) : 

Option Per iod 1 - 02 / 01/2 0 18 - 01 / 31/20 1 9 

ACCESS TO LICENSE PLATE SYSTEM (Al l I CE Users ) 
This i s a Firm-FiKed Pr ice (FFP ) CLIN. 

f ully Funded Obliga ti o n Arnoun'tt~'~Fb~X~4~'==J==:::J1 
Increme ntally Funded Amou nt : k'b'll'41 i 
Product/Se rvice Code: 0317 
Produc t /Se rv i ce Desc r iption: IT AND TELECOM
WEB - BASE D SUBSCRI PTION 

b}( 4 ),(b }(7}(E) 

aUAAnTY~NIT 
( C ) (D ) 

12 MO 
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Enclosure 1 - SBU Security Language to Industrial Security SOP 

GENERAL 

REQUIRED SECURITY LANGUAGE FOR 
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS 

SECURITY REQUIREMENTS 

The United States Immigration and Customs Enforcement (ICE) has detennined that 
perfonnance of the tasks as described in Contract 70CDCR18P00000017 requires that the 
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have accesS to 
sensitive DHS infonnation, and that the Contractor will adhere to the following. 

PRELIMINARY DETERMINATION 
ICE will exercise full control over granting; denying, withholding or tenninating 
unescorted government facility andlor sensitive Government information access for 
Contractor employees, based upon the results ofa background investigation. ICE may, as 
it deems appropriate, authorize and make a favorable expedited pre-employment 
determination based on preliminary security checks. The expedited pre-employment 
detennination will allow the employees to commence work temporarily prior to the 
completion of the full investigation. The granting of a favorable pre-employment 
detennination shall not be considered as assurance that a favorable full employment 
detennination will follow as a result thereof. The granting ofa favorable pre-employment 
detennination or a full employment determination shall in no way prevent, preclude, or 
bar the withdrawal or termination of any such access by ICE, at any time during the term 
of the contract. No employee of the Contractor shall be allowed to enter on duty andlor 
access sensitive information or systems without a favorable preliminary fitness 
determination or final fitness detennination by the Office of Professional Responsibility, 
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed 
unescorted access to a Government facility without a favorable pre-employment 
determination or full employment detennination by the OPR-PSU. Contract employees 
are processed under the ICE Management Directive 6-8.0. The contractor shall comply 
with the pre-screening requirements specified in the DHS Special Security Requirement
Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 3052.204-
70, Security Requirements for Unclassified Information Technology (IT) Resources; 
andlor 3052.204-7 I, Contractor Employee Access are included in the Clause section of 
this contract. 

BACKGROUND INVESTIGATIONS 
Contract employees (to include applicants, temporaries, part-time and replacement 
employees) under the contract. needing access to sensitive information, shall undergo a 
position sensitivity analysis based on the duties each individual will perform on the 
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contract. The results of the position sensitivity analysis shall identify the appropriate 
background investigation to be conducted. Background investigations will be processed 
through the Personnel Security Unit. Prospective Contractor employees, whether a 
replacement, addition, subcontractor employee, or vendor employee, shall submit the 
following security vetting documentation to OPR-PSU, in coordination with the 
Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU 
of nomination by the COR and initiation of an Electronic Questionnaire for Investigation 
Processing (e-QIP) in the Office of Personnel Management (OPM) automated on-line 
system. 

1. Standard Fonn S5P (Standard Fonn 85PS (With supplement to 85P 
required for anned positions)), "Questionnaire for Public Trust Positions" 
Fonn completed on-line and archived by applicant in their OPM e-QIP 
account. 

2. Signature Release Fonns (Three total) generated by OPM e-QIP upon 
completion of Questionnaire (e-signature recommended/acceptable -
instructions provided to applicant by OPR-PSU). Completed on-line and 
archived by applicant in their OPM e-QIP account. 

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original 
Cards sent via COR to OPR-PSU) 

4. Foreign National Relatives or Associates Statement. (This document 
sent as an attachment in an e-mail to applicant from OPR-PSU - m~st 

be signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reporting Act" (This document sent 
as an attachment in an e-mail to applicant from OPR-PSU - must be 
signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

6, Optional Fonn 306 Declaration for Federal Employment (This document 
sent as an attachment in an e-mail to applicant from OPR-PSU - must 
be signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

7. Two additional documents may be applicable if applicant was born abroad 
andlor if work is in a Detention Environment. If applicable, additional 
fonn(s) and instructions will be provided to applicant. 

2 

2018-ICLI-00035 654 



Prospective Contractor employees who currently have an adequate, current investigation 
and security clearance issued by the Department of Defense Central Adjudications 
Facility (000 CAF) or by another Federal Agency may not be required to submit a 
complete security packet. Information on record will be reviewed and considered for use 
under Contractor Fitness Reciprocity if applicable. 

An adequate and current investigation is one where the investigation is not more than five 
years old, meets the contract risk level requirement, and applicant has not had a break in 
service of more than two years. 

Required information for submission of security packet will be provided by OPR~PSU at 
the time of award of the contract. Only complete packages will be accepted by the aPR· 
PSU as notified via the COR. 

Be advised that unless an applicant requiring access to sensitive information has resided 
in the US for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation. In such cases, DHS retains the right to deem an 
applicant as ineligible due to insufficient background information. 

The use of Non· U.S. citizens, including Lawful Permanent Residents (LPRs), is not 
permitted in the performance of this contract for any position that involves access to DHS 
liCE IT systems and the information contained therein, to include, the development and I 
or maintenance of DHS/ICE IT systems; or access to information contained in and I or 
derived from any DHS/ICE IT system. 

TRANSFERS FROM OTHER DHS CONTRACTS: 

Personnel may transfer from other DHS Contracts provided they have an adequate and 
current investigation (see above). If the prospective employee does not have an adequate 
and current investigation an eQip Worksheet will be submitted to the Intake Team to 
initiate a new investigation. 

Transfers will be submitted on the COR Transfer Form which will be provided by aPR· 
PSU along with other forms and instructions. 

CONTINUED ELIGIBILITY 
If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COR will advise the Contractor that the employee shall not continue to 
work or to be assigned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time andlor when 
the contractor independently identifies, circumstances where probable cause exists. 

The OPR·PSU will conduct reinvestigations every 5 years, or when derogatory 
information is received, to evaluate continued eligibility. 
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ICE reserves the right and prerogative to deny and/or restrict the facility and information 
access of any Contractor employee whose actions are in conflict with the standards of 
conduct, 5 CFR 2635, or whom ICE determines to present a risk of compromising 
sensitive Government infonnation to which he or she would have access under this 
contract. 

REQUIRED REPORTS; 

The Contractor will notify OPR-PSU, via the COR, of terminations/resignations of 
contract employees under the contract within five days of occurrence, The Contractor 
will return any ICE issued identification cards and building passes, ofterminatedl 
resigned employees to the COR, If an identification card or building pass is not available 
to be returned , a report must be submitted to the COR, referencing the pass or card 
number, name of ind ividual to whom issued. the last known location and disposition of 
the pass or card, The COR will return the identification cards and building passes to the 
responsible ID Unit 

The Contractor will report any adverse infonnation coming to their attention concerning 
contract employees under the contract to the OPR-PSU. via the COR, as soon as possible. 
Reports based on rumor or innuendo should not be made. The subsequent termination of 
employment of an employee does not obviate the requirement to submit this report. The 
report shall include the employees' name and social security number, along with the 
adverse information being reported. 

The Contractor will provide, via the COR, a Quarterly Repon containing the names of 
personnel who are active, pending hire. have departed within Ihe quarter or have had a 
legal name change (Submitted with documentation). The list shall include the Name, 
Position and SSN (Last Four) and should be derived from system(s) used for contractor 
payroll/voucher processing to ensure accuracy. 

CORs will submit reports to ~j(b~X@6iJ): (~bX1!7'ilX£C)C========:J 

EMPLOYMENT ELIGIBILITY 
The contractor will agree that each employee working on this contract will successfully 
pass the DHS Employment Eligibility Verification (E-Verify) program operated by 
USCIS to establish work authorization. 

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibi lity 
verification Program, is an Internet-based system operated by DHS USCIS, in partnership 
with the Social Security Administration (SSA) thai aIlO\-\,s participating employers to 
electronically verify the employment eligibility of'heir newly hired employees. E-Verify 
represents the best means currently available for employers to verify the work 
authorization of their employees. 

The Contraclor must agree that each employee working on this contract will have a 
Social Security Card issued and approved by the Social Security Administration. The 
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Contractor shall be responsible to the Government for acts and omissions of his own 
employees and for any Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of this contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor will ensure that this provision is expressly incorporated into any and all 
Subcontracts or subordinate agreements issued in support of this contract. 

SECURITY MANAGEMENT 
The Contractor shall appoint a senior official to act as the Corporate Security Officer. 
The individual will interface with the OPR-PSU through the COR on all security matters, 
to include physical, personnel, and protection of all Government information and data 
accessed by the Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in complying with the security requirements under 
this contract. Should the COR determine that the Contractor is not complying with the 
security requirements of this contract, the Contractor will be informed in writing by the 
Contracting Officer of the proper action to be taken in order to effect compliance with 
such requirements. 

The following computer security requirements apply to both Department of Homeland 
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the 
former Immigration and Naturalization Service operations (FINS). These entities are 
hereafter referred to as the Department. 

INFORMATION TECHNOLOGY 
When sensitive government information is processed on Department 
telecommunications and automated information systems, the Contractor agrees to 
provide for the administrative control of sensitive data being processed and to adhere 
to the procedures governing such data as outlined in DHS IT Secur;ty Program 
PubUcation DHS MD 4300. Pub. or its replacement. Contractor personnel must have 
favorably adjudicated background investigations commensurate with the defined 
sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having 
their access to Department IT systems and facilities terminated, whether or not the failure 
resuhs in criminal prosecution. Any person who improperly discloses sensitive 
information is subject to criminal and civil penalties and sanctions under a variety of laws 
(e.g., Privacy Act). 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 
In accordance with Chief Information Office requirements and provisions, all contractor 
employees accessing Department IT systems or processing DHS sensitive data via an IT 
system will require an ICE issued/provisioned Personal Identity Verification (PIV) card. 
Additionally. Information Assurance Awareness Training (lAAT) will be required upon 
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initial access and annually thereafter. IAAT training will be provided by the appropriate 
component agency ofDHS. 

Contractors, who are involved with management, use, or operation of any IT systems that 
handle sensitive information within or under the supervision of the Department, shall 
receive periodic training at least annually in security awareness and accepted security 
practices and systems rules of behavior. Department contractors, with significant 
security responsibilities, shall receive specialized training specific to their security 
responsibilities annually. The level of training shall be commensurate with the 
individual's duties and responsibilities and is intended to promote a consistent 
understanding of the principles and concepts of telecommunications and IT systems 
security. 

All personnel who access Department information systems will be continually evaluated 
while performing these duties. Supervisors should be aware of any unusual or 
inappropriate behavior by personnel accessing systems. Any unauthorized access, 
sharing of passwords, or other questionable security procedures should be reported to the 
local Security Office or Information System Security Officer (ISSO). 

6 
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From: kb)(6);(b)(7}(C) 

Sent: 15 Dec 2017 14:57:45 -0500 

To: ~b)(6); (b}(7)(C) I 
Subject : FW: Draft OPA statement on LPR solicitation 

See OAQ request 

Fb)(6);(b}(7)(C) 

Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

Fr om: kb)(6);(b)(7}(C) 

Date: Friday, Dec 15 2017 2:51 PM 
b)(6);(b)(7}(C) 

Subj ect: FW: Draft OPA statement on LPR sohcltation 

Cleared by KiillIDJ as edited. Also-kb)(6); I suggest that OAQ clear the l anguage regarding the price 

negotiations. 

From: Kb)(6);(b)(7}(C) I 
Sent: Friday, December 15, 2017 2:29 PM 
b)(6);(b)(7}(C) 

Subject: FW: Draft OPA statement on LPR solicitation 

All - please find below the final RTQ as cleared by Privacy. OPA plans to lise this in 
response to media inquiries. Please advise of any edits/changes NL T 3pm. 

Thanks, 
~ 
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Statement: 
U.S. Immigration and Customs Enforcement (ICE) is issuing a solicitation (provide 
link to SOW) to obtain query-based access to a commercially available license plate 
reader database, and anticipates awarding a single source, firm-fixed price contract 
for this service. Like most other law enforcement agencies, ICE uses information 
obtained from license plate readers as one tool in support of its investigations. ICE 
conducts both criminal investigations and civil immigration enforcement 
investigations. ICE is not seeking to build a license plate reader database, and will 
not collect nor contribute any data to a national public or private database through 
this contract. 

Due to privacy concerns during a previous solicitation, in 201S, ICE completed a 
privacy impact assessment, which was used to create a frame\\'ork for use of the 
technology. The privacy impact assessment will be updated prior to ICE's use of 
any license plate reader database, to reflect how the contract meets the established 
privacy requirements. The contract must comply with established privacy 
requirements outlined in the privacy impact assessment. These are the most 
stringent requirements known to have been applied for the use of this technology. 

Additional background: 

In 20 14, ICE issued a similar solicitation that was cance lled over privacy concerns about 
the use of the technology. In 20 15, ICE completed a privacy impact assessment and 
issued a second solicitation that was cancelled due to failed price negotiations. 

ICE's Homeland Security lnvestigations (HSI) conducts criminal investigations into 
various forms of illicit activity, including human smuggling and trafficking; the 
smuggling of drugs, weapons and other contraband; transnational gangs; and child 
exploitation. ICE's Enforcement and Removal Operations (ERO) conducts targeted 
immigration enforcement in compliance with federa l law and agency policy, focusing on 
individuals who pose a threat to national security, public safety and border securi ty. 
However, all of those in violation of the immigration laws may be subject to immigration 
arrest, detention and, if found removable by final order, removal from the United States. 

Q&A: 
Q: What is the name of the service provider that ICE anticipates providing the service? 
A: Vigilant 

Q: What are the privacy requirements, in general? 
A: As detailed in the SOW, the privacy requirements include: use of a logon splash 
sc reen that describes the agency's permiss ible uses of the system and data - with a 
requirement for users to consent to these rules before proceeding; auditing requirement 
for users to input a li cense plate number, a reason code, and identification number for the 
law enforcement case the query is assoc iated with before making a query; limitations on 
the timeframe of the data that can be queri ed, in compliance with the PIA; guaranteed 
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accuracy of data with a margin of two percent; and assurance that ICE queries will not be 
provided to other system users or used for commercial purposes. 

kb)(6):(b)(7XC) 

Public Affairs Officer/Spokesperson 
U.S. Immi ration and Customs Enforcement (I CE) 
202-732 :m (desk) 
813-230 ., (cell) 
www.lce .gov 
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From: 
Sent: 
To: 
Subject: 
Attachments: 
(Signed(.pdf 

FYI 

Bill Weinberg 

Weinberg, Bill 
27 Dec 2017 14:58:08 -0500 
kbl(6HblI,7}(Cl I 
FW: ICE LPR PIA 
PIA, ICE - License Plate Reader Update, 20171227, PRIV Final 

Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

All- The License Plate Reader PIA Update has been signed by the DHS Chief Privacy 
Officer. (It will be published on the DHS webs ite soon.). I have distributed to HSI and 
ERO leadership, as we ll. 

Please let me know if you have any questions. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 

Main: (202) 732- X7)(C 

Sent with BlackBerry Work (www.blackberry.com) 
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Privacy Impact Assessment Update 
for the 

Acquisition and Use of License Plate Reader (LPR) 
Data from a Commercial Service 

D HSII CEIPIA -039( a) 

December 27, 2017 

Contact Points 
Matthew T. Albence 

Executive Associate Director 
Enforcement and Removal Operations 

U.S. Immigration and Customs Enforcement 
(202) 732~(b)(6); (b I 

Derek N. Benner 
Acting Executive Associate Director 
Homeland Security Investigations 

U.S. Immigration and Customs Enforcement 
(202) 73z.j(b)(6);( I 

Reviewing Official 
Philip S. Kaplan 

Chief Privacy Officer 
Department of Homeland Security 

(202) 343·illii1r 
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Homeland 
Security 

Abstract 

Privacy Impact Assessment Update 
[CEJLPR 

Page 2 

The Department of Homeland Security, U.S. lmmigration and Customs 

Enforcement (ICE) has procured query-based access to a vendor-owned commercial 
License Plate Reader (LPR) data service that stores recorded vehicle license plate data from 

cameras equipped with li cense plate reader technology. ICE uses LPR data from thi s 

service in support of its criminal and administrati ve law enforcement missions. In March 

2015, ICE published a Privacy Impact Assessment (PIA) announc ing ICE's intention to 

procure access 10 a commercial LPR database and describing the controls ICE would put 

in place to ensure the agency complies with privacy and civil liberties requirements when 

using the service. This PIA Update explains ICE's operational lise of the service it has 

procured and describes the privacy and civil liberties protections that have been 

implemented by the agency and the vendor. 

Overview 

In March 2015, ICE published the DHS/ICEIPIA- 039 "Acquisition and Use of 

License Plate Reader Data from a Commercial Service" PIA, I announcing its intention to 

procure access to a vendor-owned commercial LPR data service to be used by the ICE 

Offices of Enforcement and Removal Operations (ERO) and Homeland Security 

Investigations (HSI). That PIA described the protecti ve provisions that would be included 

in any executed contract to ensure privacy and civi l liberties requirements would be 

implemented. ICE has now entered into a contract with a vendor to provide ERO and HSI 

with access to a commercial LPR database operated by a commercial partner. Under the 

terms of the contract, the primary vendor has clear accountability and oversight 

responsibility to ensure the commercial partner adheres to the requirements di scussed 

throughout thi s PIA Update. (Hereinafter, the vendor and commerc ial partner are referred 

to collectively as "vendor" .) 

LPR data assists ICE in developing and validating criminal and administrati ve law 

enforcement leads based on the location of vehicles that are associated with ICE criminal 

and administrative investigations. 2 ICE does not take any enforcement action against an 

individual based solely on the results of a query. Rather, ICE uses infonnation from the 

1 See hups:1 iwww.dhs.gov/sites/defaultiiiles/puolicationsipri vacy -pia-ice- lpr -march20 15 .pdf. 
2 The principles and pract ices ICE adheres to when accessing and using LPR data are described in agency 
guidance titlcd, "Privacy Guidance: Agency Access to and Use of License Plate Reader Data and 
Technology", issucd December 2017, from the ICE Office of Informat ion Governance & Privacy. 
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LPR database 10 develop and corroborate other investigati ve in fonnation, including 
infomlation from government systems. The commercial LPR database stores vehicle 
li cense plate numbers that are recorded from cameras equipped with LPR technology. The 
commercial database receives data from a variety of governmental and private sources, 
including: 

• Toll road cameras; 

• Parking lot cameras; 
• Vehicle repossess ion companies; and 

• Law enforcement agencies. 3 

The vendor compiles LPR records from at least 25 states and 24 of the top 30 most 
populous metropolitan stati stical areas4 within the United States, to the ex tent that 
collection of LPR data is authori zed by law in those jurisdictions. ICE does not contribute 

data to the commercial LPR database. Further, under the terms of the Contract, the 
commercial LPR vendor is not pemlitted to use any of ICE's query data, including 
photographs, for it s own purposes or share infomlation from ICE queri es with other 
customers, business parties, or any other individual or entity without express permiss ion 
from ICE. 

Logging into the Database 
ICE users (ERO officers, HSI agents, and certain support staft)5 access the 

commercial LPR database via a web-based system. Before gaining access to the LPR 
service, ICE users must obtain a unique usemame and password and choose security 

challenge questions to assist in password recovery. Upon access ing the service, ICE users 
log in with their credentials and must agree to rules of behav ior presented to them on a 
splash sc reen before they are permitted to query the database. ICE users must enter their 
usemame and password each time they access the LPR service, whether access ing via a 
computer or the mobile application. 

J For a discussion of the information that the LPR database stores, see the 2015 LPR PIA, p. I. 
4 A metropol itan statistical area is defined in the contract as: "a geographical region with a relatively high 
population density at its core and close economic tics throughout the area as defined by the Office of 
Management and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
statist ical purposes." 
~ Support staff incl udes Law Enforcement Specialists, En forcement and Removal Assistants, Mission 
Support Special ists, and Management and Program Analysts . 
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All ICE queri es of the commerc ial LPR database are based on known li cense plate 

numbers. The data returned is limited to matches of that li cense plate number within a 

defined time period. For ERO queri es, all LPR queries are limited to a maximum 5-year 

timeframe, which is the approximate average length of time for vehicle ownership.6 For 

HSI criminal investigations, the maximum timeframe will depend upon the statute of 

limitations for the parti cular crime being investi gated. The service will n OI process any 

queries that do not specify a timeframe. The query interface also includes a mandatory 

drop-down field for ICE to se lect a "reason code" for the query from a pre-populated li st 

(e.g., criminal investi gation). 

To query the commercial LPR data service, authorized ICE users must provide a 

li cense plate number, the state of the li cense plate, a reason code, and the timeframe that 

ICE wants to query (e.g., prev ious 90 days) . ICE users must also complete a mandatory 

free-tex t field to reference the specific case for which the query was performed. This 

provides information for the user and, if applicable, an auditor, to determine what led to 

the particular query. ICE users enter identifying information about the subject into thi s field 

(e.g., name and ali en number), as well as any other helpful information. Finall y, users must 

indicate whether they are entering data for themselves or for another individual. Because 

not all HSI agents or ERO officers have access to the commercial LPR data service, those 

without access may request that an ICE user query the database on their behalf. If so, the 

ICE user must enter the name of the agent or officer for whom the query is being entered. 

An example of a query may be as foll ows : 

• License plate number: ABC J 23 

• State: Pennsylvania 

• Reason code: Criminal investi gation 

• Querying for self or other person: Self 

• Free-text: Subject name John Doe, case number 12345678 

• Time frame: Previous 60 days 

Based on the above query, the commercial LPR service searches its records for 

license plate related information (i.e., photographs and location information) on the queried 

li cense plate number over the past 60 days. No other law enforcement agency or 

" See hnps:llwww.kbb.com/car-nc wslall-thc-latcstlavcra gc-lcngth-of-us-vchiclc-owncrship-hit -an-all timc
highl20000078S4/. 
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commercial entity will have access to ICE query information. Furthennore, the vendor only 

retains ICE query information (including any PH) to maintain the audit log. 

The commercial LPR service's mobile application also allows rCE users to query 

the database using photographs to auto-populate the li cense plate and state of registration 

fields. When rCE users conducting an investigation in the fie ld encounter a vehicle for 

which they need to query the LPR database, they can take a picture of the license plate 

from within the mobi le application and submit the photograph as part of the query. The 

commercial LPR service then uses Optical Character Recognition technology to translate 

the license plate number and the state of the license plate, and auto-populates these two 

fields within the query interface. ICE users still must manually enter the other required data 

elements (e.g., reason code, timeframe) to complete the query. Pursuant to the temlS of the 

Contract, the vendor only retains these pictures for audit purposes, and is not permitted to 

include them in its database for search purposes. Additionally, data within the mobile 

app li cation is automatica lly deleted from the user's phone after 60 days if not manually 

deleted sooner. 

LPR Service Search Results 

The search results contain two photographs of the vehicle, the nearest address of 

where the LPR captured the license plate, Global Positioning System (GPS) coordinates, 

web-based interactive maps, the nearest intersection , date and time the license plate was 

captured, and source of the record. The vendor reports 100% accuracy on query matches 

to indexed data . For example, a search for plate XYZ- 1234 wi ll always return records 

tagged as XYZ-1234. There is a poss ibility that environmental or logistical factors (e.g., 

snow on plates, angle of camera) may cause an error in tagging. However, the requirement 

for two photographs in each search result serves to make any errors more readily apparent 

to users. Further, ICE personnel are alerted to these possibilities in training and have the 

ability to notify the vendor of any mistakes they di scover during searching. Finally, ICE 

personnel are trained to verify any data they receive during the course of investigations 

before relying on it for enforcement purposes. 

Alert lists 

The Contract for the commercial LPR service requires the vendor to provide an 

"alert li st" feature that enables users to save license plate numbers to be automatica ll y 
queried against new records as they are loaded into the vendor's LPR data serv ice.? Users 

7 The commercial LPR data service refers to license plates that have been added to alert lists as "Hot 
Plates." 
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may add a license plate to an alert list in one of two ways : I) A user may batch upload up 
to 2,500 license plates to a single alert li stS and 2) a user may ass ign an alert to a single 

li cense plate query, essentiall y creating a single plate alert li st. For batch uploads, users 
must include, at minimum, the license plate number, state of registration, reason code, and 

free-tex t field, as in single-query searches. 

Users may search an alert li st for a parti cular license plate and share alert li st 
notifications between other ICE users involved in a case. When ICE users add a li cense 

plate 10 an alert li st with multiple license plates or create a single plate alert li st, they choose 
who will be noti fied of any pos itive matches (i.e., single user, group of users, or agency
wide), with the default option being single user notifi cation. When a new record in the 
database matches a li cense plate on an alert li st, the commercial LPR data service sends a 
near real-time notification via email to the user originating the alert li st and to any ICE user 
that has been included by the original user in the notification group. 

The LPR data service also automati cally fl ags li cense plates on ICE users' alert li sts 
fo r de-confliction. The service will send an email alert to an ICE user who attempts to add 

a license plate to an alert li st if the li cense plate number, state of registration, and reason 
code are an identical match to an entry on another ICE user's alert list. For example, if 
Officer Smith wants to add license plate number XYZ- 1234, registered in Wisconsin , with 
"criminal investigation" as a reason code to his alert list, and Agent Jones has an alert li st 
that contains an exact match for this search, the LPR service will send an email alerting 
Officer Smith that Agent Jones already has this plate on his alert list.9 This ensures that 
users are appropriately coordinating on cases and not duplicating effo rts. 

Each license plate number on an alert li st is valid for one year unless the user 
removes the query before its expiration. The service prompts users two weeks prior to the 

expiration of a li cense plate number and requires the user to affirmatively indica te that 
there continues to be an operational need to keep the parti cular license entry on the alert 
list acti ve, or be given the option to delete the license plate from the alert li st. The service 

8 The system is being customized to limit ICE users to a max imum of 2.500 to comport with ICE policy. 
This upper limit supports operational efficiency by enabling one user to upload a large number of plates at 
the onset of accessing the database and/or related to d iffe rent investigat ions at one time, and also supports 
larger operations, such as those run through ICE -led task forces. Alert list data is retained in audit logs, 
which are available to ICE personnel charged with ensuring proper use of the vendor database. 
9 There could be a valid reason why a license plate appears on more than one alert list. For example. O fficer 
Smith may query the plate for immigration enforcement reasons. while Agent Jones is researching the plate 
for a criminal investigation. 
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grants the user one additional week after expirati on to renew the entry in the alert list. If 

the user does n OI renew, the service removes the license plate number from the alert li st. 

All alert li st activity is audited to capture: user name, date and time of the query, 

reason code, and user note associated with the query, as well as li cense plate number entry, 

del etion , renewal, and expiration from the alert list. Once the entry has either expired or an 

ICE user has removed it from the al ert li st, the data is no longer reta ined, except as part of 

the audit log.lO 

Web Access and Mobile Application 
Under the terms of the Contract, ICE is able to access the LPR servIce via the 

vendor 's web interface and via an iOS-compatible mobile application . Both the web 

interface and mobile application incorporate appropriate technical, admini strati ve, and 

physical security control s to protect the confidentiality, integrity, and availability of the 

shared data. J J 

The mobile application allows authorized ICE users in the field to: 

• Query the LPR data service by entering the license plate number and state of 

registration (or photograph, as described above), reason code, and other 

required data elements; 

• Add returned positive matches into the alert li st; 

• Have quick access and recall of any queri es and al ert li sts associated with the 

user or designated user group; and 

• Share alert list notifications between authorized ICE users involved in a case. 

l() The audit logs referenced in the contract with the vendor are considered "records" under the Federal 
Records Act. The vendor is req uired to maintain these records on behalf of ICE throughout the life of the 
contract or for a maximum of seven (7) years, whichever is sooner. At the end of the contract, the vendor 
will extract, transfer, and load these records in a readable format to another storage med ium or location 
specified by ICE. This transfer of records will occur no later than 30 days after the contract ends. After 
successful trans fer, the vendor will ensure that all copies of the records (including any still -active alert list 
data) are securely deleted from all networks and storage media under its control, to include those belonging 
to its subcontractors, if applicable. 
11 The vendor is certified ISO 9001 :2008, the internationally recognized standard for Quality Management 
Systems. 
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The vendor's application deletes any saved data on the mobile dev ice after 60 days, 

ifnol already deleted manually by the user. Additionally, the mobile application confonns 

to all other privacy and perfonnance requirements outlined in the Contract. 

Individual Rights and Liberties 
In the 20 15 LPR PIA, ICE included a di scussion of civil liberties concerns rai sed 

by the public, such as racial profiling, use of the technology at sensitive locations, and 

verifying the accuracy of LPR data before taki ng enforcement action. 12 ICE continues to 

value and abide by the relevant policies described in the 20 15 PIA, as well as the December 

20 14 U.S. Department of Justice policy guidance entitled , "Guidance for Federal Law 

Enforcement Agencies Regarding the Use of Race, Ethnicity, Gender, National Origin, 
Religion, Sexual Orientation, or Gender Identity. ,,1 3 

rCE does not use the LPR data service to locate or track individual s who have no 

connection to rCE investigatory or enforcement activities. As discussed previously, rCE 

users may only submit queri es using known li cense plate numbers to find information about 

vehicles connected to its law enforcement activities. If ICE determines that a queried 

li cense plate number does not relate to someone of interest in an ICE investigation, ICE 

personnel do nOI record , save, or print the search result s for thaI vehicle. Furthermore, if a 

li cense plate on an alert list is detennined to have no relation to a current ICE investi gation, 

the ICE user who owns the alert list is required by policy to remove the plate. 

Finally, rCE does not take enforcement action against any individual based solely 

on the information obtained from the vendor 's LPR service. rCE personnel check the 

information against other investi gati ve information, including information from 

government systems, before taking any action against the individual. It is cri ti cal for ICE 

users to compile the most accurate information in conducting a law enforcement 

investi gation or enforcement activity, and in preparation for a criminal or administrative 

proceeding. Therefore it is necessary, as described below, to corroborate the LPR data prior 

to taking any action. 

11 For a full discussion of the individual rights and liberties issues raised in the original LPR PI A, see the 
2015 PIA, pp. 4, 7-9. 
13 See hups:1 Iwww.iustice. gov/sites/defaul t/fil es/ag/pages/auachmcnts120 141 12/OS/usc-of -racc-pol icy .pd f. 
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This PIA is being updated for two reasons: (1) to inform the public that ICE has 

procured access to a commercial LPR data service; and (2) to describe the privacy and civil 

li berties protections in ICE's contract with the vendor. 

Privacy Impact Analysis 

Authorities and Other Requirements 

Legal AlIlllOrities 
ICE is permitted to collect commercial LPR data in furtherance of its investigati ve 

and enforcement missions under numerous authoriti es, including various criminal and civil 

provisions in Titles 8, 18, 19,2 1, and 3 1 of the United States Code (USC), and associated 

DHS regulations. 

System of Records Notices (SORNs) 

LPR records protec ted by the Privacy Act of 1974 that are obtained in support of 

ERO's immigration enforcement mission are covered by the DHS/lCE - 011 Criminal 

Arrest Records and lmmigration Enforcement Records (CARlER) SORN.l4 This SORN 

notifies the public that data is obtained from commercial and public sources, among other 

sources, and prescribes permissible routine uses for the information. 

LPR records protected by the Privacy Act of 1974 that are obtained in support of 

an HSI criminal investigation are covered by the DHSIICE - 009 External Investigations 
SORN .ls The SORN notifies the public that data is obtained from commercial data 

aggregators, among other sources, and prescribes permissible routine uses for the 

infomlation. 

Data Retention 
ERO Hard Copy Records: ERO users can print relevant infomlation from the commerc ial 

LPR data service and store hard copy files in the appropriate target folder. These hard copy 

14 See DI-ISflCE - 011 Criminal Arrest Records and Immigration Enforcement Records (CARIER) (8 1 FR 
72080, Oct. 19,2016), amilable a/: https:llwww.dhs.gov/system-records-notices-sorns. 
15 See DHS/ICE - 009 External Investigations (75 FR 404, Jan. 5, 2010), a )lailable at: 
https:llwww.dhs.gov/systcm-records-notices-sorns. 
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files are maintained fo r three years from the time the record was created, but longer 

retention is authorized if there is a j ustified business need (e.g., ongoing investigation, 
pending liligati on).16 The cutoff point is the end of the calendar year in which the record 

was created, and the records are destroyed three years after the cutoff date. 17 

ERO Electronic Records: ERO users also enter relevant information into the narrati ve 

fie ld in the Enforcement Alien Removal Module (EARM), a subset of the Enforcement 

Integrated Database (ElD).18 Records in EARM are maintained for 75 years. 19 

HSI Hard Copy Records: HSr stores hard copy records inside the relevant investigati ve 

case fil e. These files are retained onsite for 10 years, after which they are transferred to the 

Federal Records Center, and destroyed when they are 20 years 01d.2o Longer retention may 

be authori zed if there is a justified business need or if records are identifi ed as permanent 
(e.g. , because they have histori cal significance). 

HSI Electronic Records : HSI enters LPR-related in fonnation into the Investigati ve Case 

Management OCM) system. 21 rCM records are in the process of being scheduled. Until 

there is a records schedule approved by National Archives and Records Administration 

(NARA), ICE will treat these records as permanent. 

Papenvork Reduction Act 

Not applicable. 

Characterization of the Information 

With the acquisition of LPR data access from a commercial service, authorized ICE 

users can query the service by entering a known license plate number believed to be 

16 ERO proposed the three-year retention period because records maintained in target folde rs are 
compilations of records from other sources (e.g .. Alien Files, public databases. on line searches) that can be 
recreated as needed, and are also freq uently updated. As information from these sources is updated. there is 
an operational need for the target folders to have the most recent information to support the process of 
locating and arresting the target alien. 
17 NARA Records Control Schedule DAA-0567-2015-0016-000L 
18 See DHSfICE/PI A - OI5(b) Enforcement Integrated Database, available at: 

fb}(7)(E) 

19 NARA Records Control Schedule DAA-0563-201 3-0001-0006. 
2() NARA Records Control Schedule Nl-036-86-001 (Item 16 1/3, INV-7b). 
21 See DHSflCEfPlA - 045 ICE Investigative Case Management (lCM), available at 

kh\(7)(F\ r. 
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associated with a person of interest to ICE. If the li cense plate number entered by ICE 
matches a li cense plate in the LPR data service, a report is generated containing two 
photographs, allowing ICE to verify the li cense plate number and make/model of the 
vehicle. The vendor repon also includes a map of where the vehicle was located, a satellite 
image, GPS coordinates for the closest address, nearest intersection of the vehicle's 
location, date and time the license plate was captured, and the source of the record (e.g. , 
Delaware toll road camera). Any information contained in these report s can be manually 
entered into EARM, leM, or a hard copy file - in other words, incorporated into the 
appropriate subject or case file with other relevant infonnation. ICE does not take any 
action on an individual based solely on the results from an LPR query. 

All LPR information that ICE uses in it s investigative and enforcement operations 
is obtained from the commercial vendor described in thi s PIA The vendor obtains the LPR 
data through the sources described above. 22 

The vendor reports 100% accuracy of matches between queries and indexed results. 
However, the following factors could result in errors during the indexing process: 

• The angle of the LPR camera; 

• Impacted snow on a plate; 

• The scan of a bent and/or damaged plate; 

• Plates that are partially obstructed; 

• Heavy snow or rain; or 

• Other items outside of the vendor 's controL 

To ensure ICE personnel are able to determine whether query results are relevant , 
the temlS of the Contract require that the response to a query must include at least two 
photographs on all hit s, and must meet the following requirements: 

• Photos must be of sufficient quality to allow the user to visually confirm the 
license plate and vehicle make/model in the photo are the same as what is 
represented in the vendor system. 

• Query results must seamlessly integrate with web-based interactive maps. The 
printable report must show two different map views, the coordinates for nearest 

address and the nearest intersection. 

22 This includes toll road cameras, parking lot cameras, vehicle repossession companies, and law 
enforce ment agencies. 
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• The vendor must provide a notifi cation mechani sm in the event ICE users 

identify photographs that do not match the data in their system (i.e., license 

plate numbers or make/model mismatches) . 

Privacy Risk : There is a ri sk that the LPR commercial database could contain 
inaccurate information. 

Mitigation: As di scussed above, the vendor, which has provided similar services 
on a continual basis to other law enforcement agencies fo r more than fi ve years, reports 

100% accuracy or matches between queri es and indexed results. For example, a search fo r 

plate XYZ- 1234 will always return records tagged XYZ- 1234. The vendor has also 
provided a mechanism for ICE to eas il y noti fy vendor personnel from within the query 

result if the results returned contain errorsY Finall y, ICE does not take any enforcement 

action against an individual based solely on the commercial LPR data. ICE agents and 

officers are trained to verify all data and assess its relevance to the ir investi gati ve and 

enforcement acti vities in light of other avail able data. 

Privacy Risk: There is a ri sk that ICE collects more in fonnation than is necessary 

to fulfill its mission. 

Mitigation : To detennine whether infonnation obtained from the commercial LPR 

data service is relevant to an investigation or enforcement matter, ICE users review all 

search results returned upon querying the database. If ICE users determine that certain 

records are not relevant , those records are no t printed , saved , or stored. For example, some 

LPR images may display the environment surrounding a vehicle, which may include other 

dri vers and passengers. ICE will not record any in formation or images of such individuals 

if they are not relevant to an investi gation. As di scussed below, ICE users must complete 

training to ensure that they use the LPR service appropriately, and are trained as law 

enforcement personnel to only consider and record relevant , accurate information. 

Uses of the Information 

ICE uses information from the commercial vendor to further its investi gati ve and 

enforcement missions. ICE ERO and HSI use the infonnation to identi fy , arrest, and 

23 For example, the LPR data service indicates that it found a match for New York license plate number 
ABCl23 on a Toyota Camry. However. the photographs returned to ICE show a Nissan Altima with a 
d iffe rent license plate. 
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remove aliens from the United States who pose a ri sk 10 public safety or national security 
(e.g., aliens with a criminal record, fugitive aliens, illegal fe-entrants) . HSI also uses the 

infomlation 10 support it s criminal investigations into national security threats, illegal amlS 

exports, financial crimes, commercial fraud, human traffi cking. narcotics smuggling, child 
pornography or exploitation, and immigration fraud. LPR data helps ICE develop viable 
leads based on the location of vehicles that are associated with ICE criminal and 
administrative law enforcement investigations. 

ICE does not use the LPR data service to conduct electronic searches to discover or 
locate a predictive pattern or anomaly (i .e., for purposes of data mining), and no other DHS 
components have assigned roles, responsibilities, or access to the vendor' s LPR data 
service. 

Privacy Risk: There is a ri sk that individual s may use information from the 
commercial LPR data service for purposes beyond what is described in thi s PIA. 

Mitigation: All ICE authorized users must complete training on the appropriate use 
of the service and LPR data before accessing the commercial LPR database. Additionally, 
all rCE employees are required to take mandatory training for data security, privacy, 
information assurance, and records management on an annual basis. In addition, the vendor 
provides training to ICE personnel on the use of the LPR data service. 

Further, each time that ICE authorized users log into the LPR data service, they 
must agree to ICE tenns and conditions set forth in a splash screen before perfonning a 
query. The splash screen describes the agency's permiss ible uses of the system and data, 
and requires the user to affinnatively consent to these rules by clicking an online button 
before proceeding. The following rules apply to the splash screen: 

• The splash screen appears at each logon event ; 

• The text on the splash screen is avai lable to the user via a hyperlink within the 
main system interface (including the mobile application interface); and 

• ICE users must affirm their understanding of the rules of behavior before they 
are able to complete the login process and commence a query. 

The rules of behavior as presented to ICE users are as follows (paraphrased): 
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• ICE users must perform all queries using a license plate number and must 
provide certain information within the query to reference the specific criminal 

or administrat ive investigation for which the query was performed; 

• ICE users must corroborate the information obtained from the commercial LPR 
database before taking enforcement action; 

• ICE users are permitted to add license plates to alert li sts only when they pertain 
to an ongoing criminal or administrati ve investigation ; 

• ICE users must remove li cense plates from alert li sts when they no longer relate 
to a criminal or administrati ve investigation; and 

• ICE users who violate the rules of behavior wi ll be subject to penalties In 

accordance with ICE policy. 

Fina lly, the vendor maintains immutable user-level audit logs on behalf of ICE that 

are made ava ilable to ICE Agency Managers, supervisors, or the ICE Office of Profess ional 

Responsibility (OPR) upon request. Agency Managers are federal employees responsible 

for: 

• Adding, deleting, and managing users; 

• Sending registration keys to new users; 

• Maintaining user access request forms (electronic or hard copy); and 

• Running usage reports within their Area of Responsibility (AOR).24 

If ICE determines that personnel have used the system in an unauthori zed manner, 

the user may be di sciplined in accordance with ICE policy. Depending on the offense, such 

di sc ipline could include revoking access to the commercial LPR database, a written 

reprimand, suspension, or termination of employment with ICE. 

Privacy Risk: There is a ri sk that the commercial LPR database does not protect 
against unauthorized use, access, or loss of data. 

Mitigation: ICE limits the number of users who are able to access the LPR data 

service and ensures that only those who need LPR data for their mission-related purposes 

are able to query the database. An Agency Manager must approve access before a user 

account is provisioned. Access to the LPR data service requires each user receive unique 

credentials for the web interface and mobile application . If users forget their password, 

24 Each AOR (e.g., New York City, Chicago) has a separate Agency Manager. 
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they must correctl y answer a securit y question before getting a temporary password to 
access the LPR data service. This helps to ensure that onl y authorized users are able to 
query the database. 

Additionall y, all authori zed users must complete the trainings discussed previously 
before being granted access to the service. If the vendor di scovers that an individual has 
used the service in an unauthori zed manner, it is required to notify ICE as soon as 
practi cable after the di scovery. ICE may also request user-level audit logs if there is an 
indicator of unauthorized acti vity. Any ICE personnel who have accessed the system 
without authorization or who used the database in an inappropriate manner may be 
di sc iplined, which may include revoking access to the database, suspension, or termination 
of employment. 

Further, the vendor is required to report the suspected loss or compromise of rCE 
data (e.g., rCE user identities, audit trail data, rCE alert li st data) including sensitive 
personall y identifiable information (PII)25 in a timely manner and cooperate with ICE's 
inquiry into the incident and efforts to remediate any harm, including any harm to rCE 

users. Specifically, the vendor must report any suspected loss or compromise of ICE data 
to the ICE Contracting Officer's Representati ve (COR) or Contracting Officer within one 
hour of the initial di scovery, and must provide a written report to ICE within 24 hours. 

Finally, the vendor is required to terminate user accounts within 24 business hours 
ofreceiving a request from ICE. 

Notice 

rCE previously provided notice of its intention to use a commercial LPR service in 
the 2015 LPR PIA, and now in thi s PIA Update provides a more detailed description to the 
public about the LPR data to which it has access using the vendor data service. 

Additionally , ICE SORNs provide public notice of broad categories of information that 
ICE co llects in connection with miss ion-related acti vities. 

2~ Sensi tive PII is Personally Identifiable In fo rmat ion, which if lost, compromised, or disclosed without 
authorization, could resul t in substantial harm, embarrassment. inconvenience, or unfairness to an 
individual. See the OHS Handbook for Safeguarding Sensiti ve Pit , at: 
hups:/ /www.clhs.gov/sitcs/clef au[t/filcslpublications/dhs'%20po[ icy%2Od irectivc%2004 7 -0 [ -
007'%20handbook'%20for%.20saf eguarding%.20scnsiti vc%20PI 1%20 12 -4-20 1 7. pd f. 
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ICE users conducting queries may retain only the results they detennine have 

relevance to their investigati ve and enforcement activities in the appropriate ICE 

investigative case file andlor target folder for the length of time prescribed by the applicable 

records schedule for that file . Once LPR data is incorporated into the appropriate ICE case 
fi le, it and other case file data may be queried and anal yzed in other systems establi shed to 

perform analysis in order to develop leads, such as locating targets and linking cases using 

location infomlat ion. These capabilities are described in the EID and reM PIAs, c ited to 

earlier in thi s document. Also, the vendor does nOI relain any ICE query information, 

except to maintain the audit log. 

ERO Retention 
If the LPR data service di splays results that are useful to ERO in its immigration 

enforcement mission, ERO users can print thi s information and store hard copy fil es in the 

appropriate target folder. These hard copy records are maintained for three years from the 
time the record was created, at which point they are destroyed, in accordance with the 

applicable records schedule approved by the NARA. Longer retention may be authorized 

if there is a just ifiable bus iness need. If ERO users enter any of this information into 

EARM, those electronic records are retained in ElD for 75 years. 

HSf Retell/ion 

LPR records stored in HSI hard copy case fil es are retained onsite for 10 years, after 

which they are transferred to the Federal Records Center, and destroyed when they are 20 

years old. Longer retention may be authorized if there is a justified business need or if 
records are identified as permanent (e.g., because they have hi stori cal significance). LPR 

records stored in ICM are in the process of being scheduled. Until there is a records 

schedule approved by NARA, ICE wi ll treat these records as permanent. 

This update does not pose any new privacy ri sks related to data retention. 

Information Sharing 

ICE may share information obtained from the commercial LPR data service in a 

manner consistent with the Privacy Act of J 974 and DHS policy. Specificall y, ICE may 

share thi s information with other entities such as the Federal Bureau of Investigation, U.S. 

Marshals Service, and state and local police departments in furtherance of criminal law 
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enforcement investigations conducted as pan of a multi -agency task fo rce in which those 

entities are partic ipating. ICE may also share with other law enforcement agencies under 

the routine uses descri bed in the applicable SORNs li sted herein . The Contract explicitly 

prohi bit s the vendor from sharing any in fonnation provided by ICE fo r it s own purposes, 

or to share the infonnation with other customers, business panners, or any other entity. 

This update does not pose any new pri vacy ri sks related to information sharing. 

Redress 

The right to request amendment of records under the Privacy Act of 1974 (5 U.S.c. 

§552a) is limited to United States citizens and lawful pemlanent res idents. Executive Order 

No. 13,768 Enhancing Public Safety in the Interior of the United States (January 25, 20 17) 

states: "Agencies shall , to the extent consistent with applicable law, ensure that their 

privacy policies exclude persons who are not United States citizens or lawful permanent 

res idents from the protections of the Pri vacy Act regarding personally identifi able 

infomlation. 26 This Executive Order precludes DHS from extending such rights by policy. 

Additionally, the Judicial Redress Act of201 5 (5 U.S.c. §552a note), which amended the 

Privacy Act, provides citi zens of certain countri es with access, amendment, and other 

redress rights under the Privacy Act in certain limited situations. 27 

As a result of Executi ve Order 13,768, DHS's "M ixed Systems Policy,,28 was 

resc inded by the DHS Privacy Office in its Pri vacy Policy Guidance Memorandum (April 
25, 20 17).29 This changes the ability of aliens 10 access and correc t their record maintained 

26 The full text o f Exec uti ve Order 13,768 can be found here: hltps:llwww.whitehouse.gov/the-press
ortice/20 I 7/0 1125/presidential-executi ve-order -enhanc ing -public-sa fet y-interior-united. 
27 The foreign countries and regional organizations covered by the Judicial Redress Act, as of February I . 
2017, include the European Union (EU) and most of its Member States. For the full list of foreign countries 
and regional organizations covered by the Judicial Redress Act, please visit the U.S. Department of Justice 
website https:llwww.justice.gov/opc l/judicial -redress-act-20 15. 
28 The DHS' "Mixed Systems Policy" extended most Privacy Act protections to visitors and aliens whose 
information was collected, used, maintained, or di sse minated in connection with a mixed system of records 
(i.e .. contains PI[ on U.S. citizens and lawful permanent residents, and non-U.s. citizens and non -legal 
permanent residents). Memorandum Number 2007- I, DHS Policy Regarding Collection, Use, Retention, 
and Dissemination of Informat ion on Non-U.S . Persons. 
29 DHS Memorandum 2017-0 1: DHS Privacy Policy Regarding Collection, Use, Retention, and 
Dissemination of Personally Identifiable Information (Apri l 25 , 20 17) (DHS Privacy Po licy), available at 
https:llwww.dhs.gov/publication/dhs-privacy-pol icy-guidance-memorand um-20[ 7-0[. As the DHS Privacy 
Pol icy notes, Execut ive Order [3768, does not affect statutory or regulatory privacy protections that may be 
afforded to al iens, such as confident iality rights for asylees and refugees, and individuals protected under 8 
U.s.c. § 1367. These laws operate independently of the Privacy Act to restric t federa l agencies' ability to 
share certain infonnation about visi tors and al iens, regardless ofa person's immigration status. 
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in a system of records at DHS, such as EARM or reM. Individuals n OI covered by the 

Privacy Act or the Judicial Redress Ac t may request access to their records by filing a 
Freedom of Information Act (FOIA) request. 

The DHS Privacy Policy Guidance Memorandum makes clear that DHS has an 

obligation as a data steward, separate and apart from the Privacy Act, to maintain accurate, 

relevant, timely, and complete records. Collecting, maintaining, using, and disseminating 

accurate infonnation helps DHS to efficiently meet its operational goals, prevent waste, 

and improve outcomes. Failure to maintain accurate records serves to undermine effic ient 

dec ision making by DHS personnel, and can create the ri sk of errors made by DHS and its 

personnel. To that end, the Privacy Division in the ICE Office of Information Governance 

& Privacy accepts records amendment requests from individuals not covered by the 

Privacy Ac t of 1974. 

Privacy Risk: There is a ri sk that individuals will be unable to participate 

meaningfully in the use of their data as maintained in thi s system, or determine whether 

the system maintains records about them. 

Mitigation : Because data obtained from the LPR data service is maintained for a 

law enforcement purpose, individuals' ri ghts to be notified of the ex istence or non

existence of data about them, and to direct how that data may be used by ICE, are limited. 

Notifi cation to affected individuals could compromise the ex istence of ongoing law 

enforcement activities and alert individuals to previously unknown investigations of 

criminal or otherwise illegal acti vity. This could cause individual s to alter their behavior 

in such a way that certain investigati ve tool s, such as wiretaps or surveillance, will no 

longer be useful. Permitting individuals to direct the agency's use of their information 

would similarl y interfere with the intended law enforcement use of the system. 

Nevertheless, the publication of thi s PIA Update and assoc iated SORNs provides general 

notice about ICE's co llection ofinfonnation, and how that infonnation is used. 

Auditing and Accountability 

Auditing ofICE's use of the commercial LPR database is done in two ways : (I ) the 

vendor maintaining comprehensive audit trail s; and (2) audits performed by the Agency 

manager, an ICE supervisor, or OPR. 

The Audit Process 
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Any activity on the vendor's web interface or mobile application is full y auditable 

by ICE and cannol be di sabled by the user. This includes all alert li st acti vit y. Under the 

terms of the Contract, the vendor must provide user-level audit report s to ICE upon request 

that include the foll owing data: 

• Identity of the user initi ating the query or the person on whose behalf the query 

is initi ated, if different ; 

• Exact query entered, to include license plate number, date limitations, 

geographic limitations (if applicable), reason code, and any other data selected 

or input by the user; and 

• Date and time of query, 3D 

The vendor provides the audit log in electronic form via secure transmission to ICE 

promptly upon request. The fonnat of the audit log allows for ICE to retrieve user activity 

by user name (or ID), query entered (e.g., particular license plate), and date/time. ICE is 

able to ex port all audit reports in electronic PDF or Excel. 

The vendor does not use audit trail data for any purpose other than those spec ified 

and authorized in the Contract. Furthermore, the vendor provides quarterl y, or upon 

request, stati sti cs based on positi ve hit s against the number of requested searches and hit 

li st. These reports can be run for any timeframe. The vendor maintains the audit logs for 

seven years. The vendor does not share the audit logs with any outside entities, including 

other law enforcement agencies. At the end of the Contract, the vendor will export/transfer 

any alert li st data in machine-readable fonnat to a storage medium or location specified by 

ICE within 30 days of the Contract's tennination. Under the terms of the Contract, after 

successful transfer of these records, the vendor is required to delete all ICE data (including 

any audit log and still -active alert li st data) from all networks and storage media under its 

control. 

Training 
Before being granted access to the vendor 's LPR data service, authori zed ICE users 

must complete training on the appropriate use of the service and LPR data. This 

supplements ex isting mandatory training required of all ICE personnel on data security, 

data privacy, infonnation assurance, and records management. 

30 While resul ts returned in response to the query arc not retained in the aud it logs, resul ts would generally 
be able to be recreated by replicating the search using the logged query data. 
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The vendor prov ides initial training to authorized ICE users 10 orient personnel 10 

the use of the ir system, including the "Help Desk" support related to the use, access , and 
maintenance of the system. The vendor also provides system training and "Escalation 
Procedures" for the Agency Manager, and will include procedures fo r resetting passwords. 
Finally, the vendor provides unlimited technical support to each user. Additionally, ICE 
requires all of its personnel who are permitted to access the commercial LPR data service 
to be trained on the nondiscriminatory use of the system containing the LPR data, and the 
agency's rules for acquiring and using the data, as described in the 2015 LPR PIA. 

The vendor is required to support the comparison of user lists against training 
records to ensure the tra ining requirement is met for all users. Regarding the alert li st, users 
receive tra ining on the importance of promptly removing license plate numbers from alert 
li sts to avo id gathering LPR data without adequate justi fica tion. Finally, ICE personnel are 
trained to validate the LPR data against in fonnation in other government databases to 
which they have access. ICE authorized users do not take enforcement action solely based 
on the infomlation they receive from the commercial LPR data service. 

Access 

ICE has agreed to limit the number of individuals who are able to access the 
commercial LPR database. Agency Managers ensure that only those who need LPR data 
for their mission-related purposes are able to query the data service. Any ICE personnel 
who have accessed the system without authorization or who used the database in an 
inappropriate manner may be di sc iplined, which includes revoking access to the database. 
Additionally, in the event that an authorized ICE user no longer requires access to the 
commercial database (e.g., the user has left the agency), an administrator in the user's AOR 
will promptl y request deletion of the user's account and the vendor is required to comply 
within 24 business hours. 

Illfo rmation Sharing Agreements 

ICE onl y shares information with agencies outside of DHS consistent with the 
Pri vacy Act, the routine uses it has published in the relevant SORNs (External 
Investigations and CARlER), and pursuant to information sharing agreements that specify 
permiss ible uses of the data. Any agreements by which ICE may share in fo rmation 
received from the commercial LPR data service are reviewed by the program's lnformation 
Systems Security Officer, the ICE Privacy Division, the Office of the Principal Legal 
Advisor, key program stakeholders, the Program Manager, and when required by DHS 
Policy, to DHS for formal review. ICE Memoranda of Understanding (MOUs) clearly 
articulate who will access the shared information and how it will be used. If the terms of 
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ex isting MOUs are changed, addenda will be established and reviewed in the same manner 

as described above. 

Responsible Officials 

Amber Smith 

Pri vacy Officer 
U.S. Immigration and Customs Enforcement 

Department of Homeland Security 

A pproval Signature 

Original, signed copy on file with the DHS Privacy Office. 

Philip S. Kaplan 

Chief Pri vacy Officer 

Department of Homeland Security 
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From: 
Sent: 
To: 
Subject : 

Good to go! 

Bill Weinberg 

Weinberg, Bill 
13 Dec 2017 15:28:09 -0500 
kb )(6):(b )(7}(C) 

FW: license Plate Reader (LPR) database access solicitation/award 

Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry .com) 

From: kb}(6);(b}(7)(C) P. 
Date: Wednesday, Dec 13,2017,2:35 PM rb)(6),(b)(7Xc) 

Subj ect: RE: License Plate Reader (LPR) database access solic itation/award 

Green light to proceed per C05Kb)(6);(bl Thank you for running this up first! 

From: tb)(6):(b)(7}(C) I 

Sent: Wednesday, December 13, 2017 1:30 PM r6);(b)(7Xc) 

Subject: license Plate Reader (LPR) database access solicitation/award 

For transmitta l to i b)(6Hb)(7)( I we are checking to see if there is any pre-confirmation hearing 

sensitivity to our posting the synopsis below regarding our acqu isition of LPR access. We are 
trying to execute this order before a potential price increase from the vendor on December 22. 
We have funds from the program offices (ERa and H51) to fund the order. Please advise 
soonest, as we wou ld have to submit the required congressional notification by tomorrow to 
make the pricing deadline. 

"Immigration and Customs Enforcement (ICE) is hereby issuing a combined synopsis/solicitation 
to obtain query-based access to a commercially available License Plate Reader (LPR) database. 

ICE is neither seeking to build nor contribute to a national public or private LPR database. 

The NAICs code is 519190. ICE intends to award a firm-fixed price contract for this effort utilizing 

FAR Part 13 procedures. ICE expects to award a single contract as a result of the solicitation. The 
RFQ is anticipated to be a sole source procurement. 

2018-ICLI-00035 684 



Due to the law enforcement sensitive nature of this requirement, a solicitation will not be made 
publically available; however, interested offerors may contact ICE with questions or concerns. 
All responsible interested offerors will be permitted an opportunity to demonstrate their ability 
to provide the required service." 

Bill Weinberg 
Chief Acquisition Officer 
US Immigration and Customs Enforcement 
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From: Wb)(6) (b)(7)(C) I 

Sent: 21 Feb 2018 16:02:12 -0500 

To: 
Cc : 

fb)(6);(b}(7)(C) 

Subject: Consolidated NPR Responses 
Attachments: Consolidated l PR Responses for NPR Questions (IGP JAH 02 21 2018).docx 

Hikb)(6):(b)(7)(C) I 

Attached is the latest version of the NPR responses for lPR information. There are a few outstanding 
questions in the comments section before we finalize everything. Please let me know if you have any 
questions in the meantime. 

Mb)(6Hb)(7)(C) I 
Senior Privacy Compliance Special ist 
Office of Information Governance and Privacy 
U.S. Immigration and Customs Enforcement 
Desk: 202-732-Yh"",·1 
Mobile: 202-701-¥b)(6); I 
Main: 202-732¥b)(6);1 

Questions? Please visit our website at https:ljinsight. ice.dhs.gov!mgtligp!privacylPages!index.aspx 
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From: kb)(6):(b)(7XC) 

Sent: 5 Dec 2017 13:20:59 -0500 
To: 

Cc : 

rb)(6);(bX7)(C) 

Subject: ERO Can Fund 3 Months - TRSS-LPR 

Hi BJ 

At this time, ERO can fund 3 months of the license plate reader contract at the "before 8 Dec 17" rate to 

get the effort started (70% of the monthly cost since HSI will cover the remaining 30%). Questions: 

Is HSI ready to fund as well? 

Who is/will be the COR for this contract (addition) so we have someone to reach out to for the 
G-S14? 

As I'm out this afternoon, Nicole Walker is copied above for cognizance and possible action. 

Thanks! 

w/r 
b)(6);(b)(7XC) 

(A) Deputy Assistant Director, Fiscal Management 

Chief, Budget Execution 
Enforcement and Removal Operations 
Immigration and Customs Enforcement 
(202) 732-K6)(6);1 

Sent: Monday, November 27, 20174:01 PM 
To: i h\IRHh\I7\Ir.\ I 
Subject: FW: TRSS-LPR 

Please advise ... thanks! 

From: kb)(6l:1b}(71(C) 

Sent: Monday, November 27, 2017 3:48 PM 
To: Kb)(6):(bX7)(C) 

Subject: FW: TR$S-LPR 

I know the vendor is going to increase the price on this LPR data, but there is simply no funding available 

for this correct? 

From: kh\IR,Hh\I7\Ir.\ 

Sent: Monday, November 27, 20173:44 PM 
To: kh\IflHh\I7\IG\ I 
Subject: FW: TRSS-LPR 
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Sent with BlackBerry Work 
(www.b lackberry.com) 

From: Kb)(6);(b}(7)(C) 

Date: Monday, Nov 27 , 201 7, 15: 13 
To : ~b)(6); (b}(7)(C) 

Cc: L 
Su~"·c~ct~:~T~R~S~S~-L~P~R~--------------------------------------------------~ 

Good Afternoon, 
We wanted to provide you with an update on the LPR data through TRSS. TRSS has informed us that the 
price for subscription will go up if we cannot award before December 8. Please see the pricing 
comparisons below. 

OAQ has been told by Privacy that we cannot use the service until January 1, however we can make 
award prior to January 1 to meet the pricing listed below. My understanding is that they believe the PIA 
will be approved sometime near 1/1/18. 

In order for OAQ to make award by 12/8 we wou ld need funding as soon as possible. We must send the 
notice to Congress by Thursday 11/30. Please let us know if you believe funding can be obtained by that 
time. 

If ICE can award before 12/8 

Period of Performance Month Iy Rate 
I 

Total Rate 

10/01/2017 - 01/31/2019(16 b}(4) 

month period of 

performance) 

02/01/2019 - 01/31/2020 (12 

month period of 

performance) 

02/01/2020 - 09/30/2020 (9 

month period of performance) 

After 12/8 

Period of Performance Monthly Rate Total Rate 
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01/01/2017 - 01/31/2019(13 
b}(4) 

month period of performance) 

02/01/2019 - 01/31/2020 (12 
month period of performance) 

02/01/2020 - 09/30/2020 (9 
month period of performance) 
.. 

Pricing covers all ICE users and departments, including but not limited to, Enforcement and Removal 
Operations (ERO) and Homeland Security Investigations (HSI). Access to LPR data is available as an 
open market item. lEARN/LPR data access is dependent upon the maintenance of the ClEAR 
subscription (contract ends September 30,2020.) 

If you have any questions please let us know. 

Tha nks, 

L1bc.)(6.c);("b).'-(7c.XC-') _____ --'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (CAO) 
Phone: 202-732-lli@J Mobile : 202-345-llh\(Rl I 
Emait: ~b)(6); (b)(7}(C) I 

NOT ICE: Th is communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 
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From: 
Sent: 
To: 
Cc: 
j(b)(6);(b)(7}(C) 

Subject: 

kb)(6);(b}(7)(C) 

22 Feb 201817:54:17 -0500 
rb)(6);(b}(7)(C) 

FINAL consolidated answers to NPR Questions on license plate readers 

Hello a ll - below are the (hopefully) final consolidated answers for NPR on the LPR contract. I 
plan to send thi s to the reporter tomorrow (Friday) at noon unless there are any 
objections. 

Thank you all for your input and coordination. Dani 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

From: Kb)(6);(b}(7)(C) I 
Sent: Saturday, February 17, 20188:47 PM 
To: r b)(6);(b}(7)(C) 

Cc: _ 
Sub~ject~":'R~E': ·N"P"R~Q~ue~~~i~o~n~s~o~n'li~c~en~se~p~1~at"e~r~e~a"de~r~s------------------------' 

OAQ has one recommendation. The answer to question 6 should match the answer to question 9, "The 
audit logs will be provided to the ICE managers quarterly and the ICE OPR upon request." 

Otherwise OAQ is good with the language in the attachment. 

Thanks, 

LFb_)(6_);_(b-,-)(7_XC_)_---,,----_---,---'1 CPPB, CFCM 
Detention, Compliance and Removals (DCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~lh\IR\ 1 Mobile: 202-34S-iiillfiI] 
Email: ~b)(6); (b)(7}(C) I 
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NOT[CE: This communication may contain privileged or otherwise confidential infonnation. [fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissem ination, distribution , 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kb)(6);(b}(7)(C) 

Sent: Friday, February 16, 2018 11:39 PM 
To: b)(6);(b)(7}(C) 

Cc: 
SUb~Ject~":'R~E":'NITp~R~~ueo.~~i~o~nosoo~n'i~c~en",se~p~at~e~r~e~a~eo.r~s------------------------' 

ERO addressed their additional comments on the attached. HSI and OAQjust have a couple to 
clear/provide input on. 

From: Kb)(6);(b)(7}(C) I 
Sent: Friday, February 16, 20186:36 PM 
To: ~b)(6); (b)(7}(C) 

Cc: L 
Sub~ject~c:cR~E': 'N"P"R~Q~ue=~=i~o=n=s=o=n'li~c=en=se~p~1=at"e~r=e=a"de=r=s--------------------------------~ 

A few additional (minor) edits and comments . HSI, ERO, and OAQ - for awareness, some of my 
comments are asking for your input. 

f h\IRHh\l7\lr. I 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-1li:i:lill 
Mobile: (202) 487-QhllR l 
Main: (202) 732·QhllR l 

Questions? Please visit our website at https:ljinsightice.dhs.gov!mgtloop!Pages!index.aspx . 

From: Kb)(6);(b)(7}(C) 

Sent: Friday, February 16, 2018 5:43 PM 
To: ~b)(6); (b)(7}(C) 

Cc: L 
SUb~ject~c:cR~E":'N"P"R~Q~ue=~=i~o=n=s=o=n'li~c=en=se~p~l=at"e~r=e=a"de=r=s--------------------------------~ 

HSI input 

kh\IRHh\I7\Ir.\ I 

Acting Chief of Staff 
ICE-Homeland Security Investigations 
Cell: (347) 992-ibX6):<I 

From: kh\IRHh\I7\Ir.\ I 
Sent: Friday, February 16, 2018 1:50 PM 
To: kb)(6Hb)(7)(C) 
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Cc: ~b)(6); (b}(7)(C) 
kb)(6l:(b}(7)(C) i 
Subject: RE: NPR Questions on license plate readers 

Adding QPA input to the attachment 

From: i b)(6):(b)(7)(f ) I 
Sent: Friday, February 16, 20181:46 PM 

[ b)(6);(b)(7Xc) 

Subject: RE: NPR Questions on license plate readers 

Adding ~~~~J please include him in yo ur consolidated version with the questions in the attached 
when you forwa rd. 

Thanks. 

From: kb)(6);(b}(7)(C) 

Sent: Friday, February 16, 20181:43 PM 
To: rb)(6);(b)(7}(C) 

Cc: _ 
SubJ~'ect~-: ~R~E-: ~N~P~R~Q'u~e~~~io~n~s~o~n~lic~e~n~se~p7la~t~e-r~ea~d7e~r~s ----------------------------------" 

Sorry, kb)(6 1- Would you mind re-sending with the input I just provided incorporated? 

kh \I"'· /h \l7\1r I 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-Vh\1R 1 
Mobile: (202) 487.ffiEJ 
Main: (202) 732iih\(RlI 

Questions? Please visit our website at https:ljinsight. ice.dhs.gov!mgtloop!Pages!index.aspx . 

From: kb)(6);(b}(7)(C) 

Sent: Friday, February 16, 2018 1:41 PM 
To: rb)(6);(b}(7)(C) 
Cc: _ 
SUb~ject~~:'R~E': ~N"P~R~Q~ue~~~'~lo~n~s~o~n'l i~c~en~se~p~I=at~e~r~e=a·de~r~s----------------------------------" 

Thank you, all! This is where we are with the responses I have received so far (OAQ and ERO), with OPA 
recommended edits, suggestions and questions highlighted : 

b}(5);(b}(7)(E) 
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b)(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 
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b)(5);(b}(7)(E) 

From: kb)(6):(b}(7)(C) 

Sent: Friday, February 16, 2018 1:20 PM 
To: rb)(6);(b)(7}(C) 

Cc: _ 
Sub~j~ect~:~RN"'~: ~N~P~R'Q~u~e~s~ti=on~s~o=n~1ic=e~n~s~e~p~la~t~e~r~ea~d~e~ffi=---------------------------------~ 

Good afternoon all -

Enforcement has reviewed the questions and provides the attached responses, with the concurrence of 
AD Price. 

Please let me know if you require any follow up to the attached. 

~b)(6); (b}(7)(C) 

Detention and Deportation Officer / (a) DCoS 
Enforcement Division 
Criminal Alien Program 
ICE Headquarters 
Immigration and Customs Enforcement 
Department of Homeland Security 
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202-345¥b)(6); I 

ar oeument is UNCLASSIFIEDl/FOR OFFICIAL USE ONLY (UI/FOUO). It contains 
infonnation that may be ex ubl ie release under the Freedom of Information Act (5 U.S.c. 
552). It is to be controlled, stored, hand led, trans "buted, and disposed of in accordance with 
DHS policy relating to FO UO infonnatian and is not to be release 0 other personnel who 
do not have a valid "need-ta -know" w ithout prior approval of an authorized DHS officia . 
this report should be furnished to the media, either in written or verbal form. 

From: Kb)(6);(b)(7}(C) I 
Sent: Friday, February 16, 2018 12:48 PM 
To: r b)(6);(b)(7}(C) 

Cc: _ 
Sub~ject~~:~R~E~:~N~P~R~Q~ue~~~'~,o~n~s~o~n~li~c~en~se~p~I~at~e-r~e~a~de~r~s----------' 

Hi all-~ asked me to handle for IGP. If the plan is to respond to each question, I recommend we get 
draft responses together and walk through as a group. I'm copying Kb)(6);(b l so he can assist with 
providing proposed language on those we have information about. 

kh\IRHh\l7\( I 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732.J1hllfnl 
Mobile: (202) 487-kh\1R 1 
Main: (202) 732·lZiilifJ 

Questions? Please visit our website at https:U insight.ice.dhs.gov/mgt/oop/Pages/index.aspx . 

From: kb)(6):(b)(7}(C) 

Sent: Thursday, February 15, 2018 5:05 PM 
To: Kb)(6);(b)(7)(C) 

CC: LL ~~~~ __ ~> __ ~~ __ ~ __ ~ ________ ~ 
Subject: RE: NPR Questions on license plate readers 

kh \IRHh \17\( I 
Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-1iJilliiJ 
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Main: (2021732~lh\1R I 

Quest ions? Please visit the Information Goyernance & Privacy Office website at 
https:Uinsight.ice.dhs.goy/mgt/igp/Pageslindex.aspK. 

From: kh\IRHh\I7\Ir.\ I 
Sent: Thursday, February IS, 2018 10:26 AM 
To: rb)(6);(b}(7)(C) 
CC: L ___ ~~~~ ______ ~ ____ ~ __ ~ 
Subject: OPA: NPR Questions on license plate readers 

kb)(6l:(b)(7)(C) I despite my best efforts to talk this NPR reporter down from this story, she is 
pursuing it and has a number of questions (see below). I recommend we respond to the questions but 
decline the recorded interview as I see nothing to gain by doing this interview. I'll remind her that NPR 
did an extensive sit-down interview on ERO's enforcement priorities with EAD Albence that never aired. 

What's the best way for me to get responses to these questions? Some of these are for contracting and 
some should have HSI weigh-in but the majority are ERO related or at least more interested in admin 
arrests. 

Copying I!1illIDJ for HSI since I'm not sure who is the HSI POC on this. 

Her deadline is tomorrow/early next week but I'm going to let her know that we'll need more time to 
respond and that we don't conduct interviews about law enforcement tools and techniques. 

Thanks, 

I!iillIDJ 

From: kh\IRHh\I7\(G\ c ] 

Sent: Wednesday, February 14, 2018 8:37 PM 
To: ih\IRHh\(~ \(r.\ 

Subject: NPR Questions 

Hi F6)(6);1 

I finally had an opportunity to read through the DHS statement and the two sets of Privacy 
Impact Assessments (2017 & 2015) you sent along last week. 

After going through them, I have a series of questions which I am including below but wou ld 

ideally like someone to answer in a recorded radio interview. This is, after all, a story that will 
be broadcast across one of NPR's national flagship programs and having ICE equally 

represented in the story is imperative. Perhaps you can arrange for a conversation with 
Executive Associate Director Matthew Albence or Chief Privacy Officer Philip Kaplan? I'm happy 

to come either one of them at their earliest availabi lity. 

Here are some questions I've begun thinking about: 
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1. How much is DHSjlCE paying for access to the services and database provided by 
Vigilant Solutions? And, what is the length of the contract? When did it go into effect? 

2. Page 11 of the 2017 PIA says: "users must complete training on the appropriate use of 
the service and LPR data before accessing the commercial LPR database ... " When did 
agents receive this training? How long is the training? Is it still ongoing? On what date 
did it start? ("the vendor provides training to ICE personnel on the use of the LPR data 
service.") 

3. How many ICE users have been authorized to access lPR data? And under what 
circumstances can a HIS or ERa officer have an ICE user query the database on their 
behalf? 

4. Page 12 of the 2017 PIA says: wlCE users who violate the rules of behavior will be 
subject to penalties in accordance with ICE policy." What are those penalties? 

5. Page 11 of the 2017 PIA says: wEach time that ICE authorized users log into the LPR 
data service, they must agree to ICE terms and conditions set forth in a splash screen 
before performing a query .... The text on the splash screen is available to the user via a 
hyperlink within the main system interface (including the mobile application interface) .. . 
Are ICE users actually presented with the language before being required to "affirm their 
understanding of the rules of behavior before they are able to complete the login process 
and commence a query?" Or do they simply click a box and move on? 

6. Page 13 of 2017 PIA says: "If the vendor discovers that an individual has used the 
service in an unauthorized manner, it is required to notify ICE as soon as practicable 
after the discovery." How soon is that? 

7. Page 14 of 2017 PIA says: "If the LPR data service displays results that are useful to 
ERO in its immigration enforcement mission , ERO users can print this information and 
store hard copy files in the appropriate target folder. These hard copy records are 
maintained for three years from the time the record was created , at which point they are 
destroyed, in accordance with the applicable records schedule approved by the NARA 
Longer retention may be authorized if there is a justifiable business need. If ERO users 
enter any of this information into EARM , those electronic records are retained in EID for 
75 years ." How often does this happen? In what cases will this be true? 

8. Page 6 of the 2015 PIA says: "the training will also encourage ICE personnel to 
reexamine their entire alert list on a regular basis, but at least annually ." Is this true for 
the current version of the PIA? 
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9. How often will managers conduct audit trails? The 2105 report said quarterly if not more 
often but it's not clear if this was specified in the 2017 report. 

10. Can ICE users upload license plate numbers into their "alert list" that belong to people 
whose documented status is about to change? For instance, the license plate numbers 
belonging to DACA recipients whose permits are about to expire? 

11. Can DHS/ICE access data uploaded by local law enforcement agencies if they have 
opted out of the system? Are there any circumstances under which ICE can gain 
access? 

12. How many local law enforcement databases does ICE have permission to access? 

That's alii can think of for now. 

Let me know if you need any additional information from me. I'd love to speak with someone 

by the end of the day Friday, though early next week would work too. 

Best regards, 
~b)(6); (b}(7)(C) 

From: ~b}(6); (b}(7)(C) 

Sent: Wednesday, February 07,20181:15 PM 
To: ~b)(6); (b}(7)(C) I 
Subject: License plate reader contrat statement 

Kb)(6);(b)(7}(C) I 

"u.S. Immigration and Customs Enforcement (ICE) has issued an award of a single source, firm
fixed price contract to obtain query-based access to a commercially available license plate 

reader database. Like most other law enforcement agencies, ICE uses information obtained 

from license plate readers as one tool in support of its investigations. ICE conducts both 

criminal investigations and civil immigration enforcement investigations. ICE is not seeking to 
build a license plate reader database, and will not collect nor contribute any data to a national 

public or private database through this contract. 

"Due to privacy concerns during a previous solicitation, in 2015, ICE completed a privacy impact 

assessment which was used to create a framework for use of the technology. The privacy 
impact assessment was updated prior to ICE's use of any license plate reader database, to 

reflect how the contract meets the established privacy requirements. The contract must comply 

with established privacy requirements outlined in the privacy impact assessment. These are the 
most stringent requirements known to have been applied for the use of this technology." 
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Additional background: 

In 2014, ICE issued a simi lar solicitation that was cancelled over privacy concerns about the use 
of the technology. In 201S, ICE completed a privacy impact assessment and issued a second 
solicitation that was cance lled due to failed price negotiations. 

ICE's Homeland Security Investigations (HSI) conducts criminal investigations into various forms 
of illicit activity, including human smuggling and trafficking; the smuggling of drugs, weapons 
and other contraband; transnational gangs; and child exploitation. ICE's Enforcement and 
Removal Operations (ERO) conducts targeted immigration enforcement in compliance with 
federal law and agency policy, focusing on individuals who pose a threat to national security, 
public safety and border security. However, all of those in vio lation of the immigration laws 
may be subject to immigration arrest, detention and, if found removable by final order, removal 
from the United States. 

Q: What is the name of the service provider that ICE anticipates providing the service? 
A: Our contract is with West Publishing (TRSS) who has partnered with Vigi lant to provide the 
service. 

Q: What are the privacy requirements, in general? 
A: As detailed in the SOW, the privacy requirements include: use of a logon splash screen that 
describes the agency's permissible uses of the system and data - with a requirement for users 
to consent to these rules before proceeding; auditing requirement for users to input a license 
plate number, a reason code, and identification number for the law enforcement case the 
query is associated with before making a query; limitations on the timeframe of the data that 
can be queried, in compliance with the PIA; guaranteed accuracy of data; and assurance that 
ICE queries will not be provided to other system users or used for commercial purposes. 

Q: Has ICE already begun to use Vigilant's database? 
A: Yes 

Dani Bennett 
National Spokesperson 
Office of Public Affairs 
U.S. Immigration and Customs Enforcement (ICE) 
Desk: 202-73Ub)(6);(i 

Mobile: 813-230-I(b)(6);(1 

kb)(6l:(b)(7)(C) 
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From: 
Sent: 6 Jun 2017 13:14:10 -0400 

To: kb)(6):(bX7)(C) 1 

Subject: FW: LPR PIA Update 

As discussed. 

From: Ilh)(flHh)(7)Ir:) 1 

Sent: Thursday, June 01, 2017 12:25 PM 
To: b)(6);(bX7)(C) 

Ce: L-~~-----' 
Subject: RE: LPR PIA Update 

Hi t')(');( I 

kb)(6):(b)(7XC li the AD for IGP) and kb)(6):(bX7)(C) I(ICE Privacy Officer) recently spoke with kb}(6Hb}(71IC) 1 

about this initiative. We're putting together a schedule right now to see if we can get the PIA published 
right before the end of FY17. We're not sure whether it's feasible, but we will be in touch throughout 

this process and will do our best to meet your deadline. In the meantime, I wanted to bring 2 issues to 
your attention that we've identified in this PIA. 

(1) Could you go into detail about how ERO supervisors will audit officers' use of Vigilant? We want to 

make sure that ERO is using the database appropriately in accordance with the contract. 
(2) When ERO personnel access the Vigilant database, there is a "splash screen" that pops up, where 
users must agree to certain terms before they can use the database. We want to confirm that ERO 
officers agree to these terms each time that they access Vigilant itself; simply agreeing to the CLEAR 
terms wouldn't be sufficient. 

Thanks very much in advance, and please reach out with any questions. 

kb)(6):(bX7)(C) 1 

Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6); 
Main: (202) 732 bX7)( 

Questions? Please visit the Privacy & Records Office website at https:UinsighUce.d hs.gov{mgtloop{Pages{index.aspx. 

From: kb)(6):(bX7)(C) 1 

Sent: Wednesday, May 24,20173:13 PM 
To: kb}(6Hb}(71IC) 1 

Subject: RE: LPR PIA Update 

What can we do to get the PIA fast-tracked? Our EAD wants t o get thi s functionality added 

to the contract as soon as funding is dropped. 

From: kb)(6):(b)(7)(C) 1 

Sent: Wednesday, May 24,20172:55 PM 
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To: kh\IRHh\I7\Ir.\ I 

Subject: RE: lPR PIA Update 

Thank you Fb)(6);(b)q 

Sent w ith B lackBerry Work 

( www.blackberry.com ) 

From: kb\16Hb\(7)IC\ 
Date: Wednesday, May 24, 2017,14:53 
To :llb \l6Hb \ll\IC\ 

SUbject: RE: LPR PI A Update 

Hi kb)(6);(b l 

I discussed this with iji"illiDjiJ and she said that the contract negotiations can continue, but that we 

cannot execute the contract until the PIA update has been published. I hope that helps. 

kh\IRHh\I7\Ir.\ I 

Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGPI 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6); 
Main: (2021 732. b)(l)( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 

From: kb)(6);(b)(l)(C) I 
Sent: Monday, May 22, 2017 2:42 PM 
To: kb)(6Hb)(7)(C) I 
Subject: RE: lPR PIA Update 

T hank you, greatl y appreciated! 

Sent w ith BlackBerry Work 
(www.blackbeny.com) 

From: kb)(6Hb)(7)(C) 
Datc: Monday, May 22, 2017, 14:32 
To: kh\IflHh\I7\IG\ 

Subjcct: LPR PIA Update 

Hi Fb)(6);(b l 

I'm also going to confer with my superviso r (kb)(6);(b D just to make sure that I gave you the correct 
information. I' ll be in touch as soon as possible. 

kh\IRHh\l7\lr. I 
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Senior Privacy Compliance Specialist 
Information Governance and Privacy JIGP) 
U.S. Immigration & Customs Enforcement 

Direct: (202) 131b:J'(1 
M ain: (202)732 

Questions? Please visit the Privacy & Records Office website at https:/linsight.ice,dhs.gov/mgt/oop/Pages/indeK.aspK. 
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From: ~b)(6); (b}(7)(C) 

Sent: 8 Dec 2017 16:13:33 -0500 

To : kb)(6):(b)(7}(C) I 

Subject: 

Attachments: 

FW: Please Approve - 192118FUGOPS12087 

192118FUGOPS12087.pdf 

BJ ... ERO funded requisition for the TRSS LPR contract was sent to OAQ this afternoon. 

w/r 
b)(6);(b)(7}(C) 

(A) Deputy Assistant Director, Fiscal Management 

Chief, Budget Execution 

Enforcement and Removal Operations 

Immigration and Customs Enforcement 
(202) 732 .Ji'b)(6H I 

From: kb)(6);(b)(7}(C) IOn Behalf Of MSD-FMU 
Sent: Friday, December 8, 2017 2:33 PM 
To: ICE Requisition Processing DC tb)(6);(b}(7)(C) 

Subject: RE: Please Approve - 19211BFUGOPS12087 

Good Afternoon, 

Please process the attached G514: 

From: kh\IflHh\(7)(G\ 

Sent: Friday, December DB, 2017 12:21 PM 
To: MSD-FMU 
Cc:i(b )(6);(b }(7)(C) 

Subject: Please Approve - 192118FUGOPS12087 

Please Approve. 

Thallk YO", 

0kblll(il:6lu(iijblQaj£\(C[ IL::::Jl M PA 
Budget ExeClllion Unit (BEU) 
Enj;'rament & Remoral Operatiom' (ERO) 
Immigration & Cu.,·tom~ Enforcement (ICE) 
Departmellf of Home/alld Security (DHS) 
Office: (101) 73l-fiilliiJ 
Email: IthllRl-lhll7ltrl I 
SOO 12th Street SWI Washington, DC 20024 

OSD Fisca l Manaecmcnt Sharcpoint Site 
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REQUISITION - MATERIALS-SUPPLIES-EQUIPM ENT 

SEE INSTRUCTIONS ON REVERSE 

4. TO: HAMEAtclADORESS _. PROCUReJlENTSECTlON(ORSTOREJIOOM) 
U.S-IMM IGRATION AND CUSTOMS EN'OACBlENT 
OFFICE OF ACQUISITION MANAGBI ENT 
801 I STREET, PIoN 
Wh\IRl-lh I 
WASItHGTON, DC 20536 

5.FROU: HAMEAtclAOORESS 
ICE.OROiERO-FHO-C8l 

~b)(6); (b}(7)(C) 

202~ 732t!bi!El 
SOD 12TH STRE£!" SW 
WASHNGTON, IX: 20536 

"' 

1. NUMBER 
192118FUGOPS12067 

2. DATE 

08-0EC-2017 

3. ACTIVITY SYMBOl 

See Attachment A 

RBlUSITIONEA 

STOCK NOM BER DESCRIPTION OF ARTICLE QUANTITY ~, 

~FtCEl~ST (MAK£, MODB., TYPE, SIZE, COLOR, MFGR, ETC) lINT PFtCE 

• , • , 
" II 

AMOOO-- ACTION 
,~ 

" " 
TRS5-LPR UUIAL 3 MONTH FlHlIHG CUETO CR , 

'" 1')(4) 
1----1 TRS5-LPR !lUIAl 3 MONTH FUNlIHG CUETO CR , 

'" -

Justification : 
TASS·LPR FOR 16 WDNTH PEROD OF PERFORMANCE; PROV IDI'IIG INrr~L 3 tvONTH FUNDtJG DUE TO CR. 
SOLCIT A lION #70COCR18ROOOOOOOI. 
CONTRACT pop 12/18/17·03117/18 FUNDED FOP 12/18117 - 03117/18 

Recommended Vendor: 411426973 
WEST, A THOMSON RBlTERS BUStJE 
POBOX 64833 

SAM PAUL, t.f\I55164 
Phone: 651244WhliR I 
ContacUh\IflHh\(7)(;\ I 

13. SIGNATURE OF APPROVING OFFICIAL Date 7 =r. TITLEOf'APPOOVINGOFFICIAL 

i~\(~\:(~\(7)(~\ 1 08· DEC·2017 MGMT & PROG ANAL 

124. SIGNA TIJIE OF Fl.tIDiNG. OFFICIAL ~,. 25. TITLEOF FLtONG OFFICIAL ". 
Wb)(Sl:Ib)(7 1 08-DEC-2017 MGMT & PROG ANAL TOTAL kh)(4) I 

16 KEY TO ACTIOO CODE 

S SU8STITUTEITEM EI).·~TSTOCKEll , CANCB.L 17. DATE RECBVED 

B BACK ORDSlED EI).·HI)T A8I.ETO lDENT,fY , CANCB.L 

o PI.JfCHASED FOR DIRECT SHPM 'IDC ATED "" 
, OTHER·· AS 

=~~'~'~NC.ELLE!)..STOCK EXHAUSTED 

18. APPROVED 

PROCUREMENT SECTION (ORSTOIEROOM) 

~, """~"o",,," 
~ M*B~ 

I CB'lTIFY THAT Ti'£ABOVE ARTICLES·· COU .... NS 3, 9 AI'I) 12· H.WE BEEN RECBVED. 

20. lOCATION 21. DATE 

lkIited States Department Of Homeland Security 

Immigration And Customs Enforcement 

FORM G-514 (REV. 8-1-5 

22. SIGNATURE 

2018-ICLI -00035 710 

23. TITLE 

"'9' of 3 



INSTRUCTIONS 

Use 
Use Form G-514 - continued on Form G-514.1 -- To requisition materials , supplies , and equipment through the 
Procurement section of the Regional (or Central) Office; or from a Service-operated Storeroom. 

Copies - Distributio n 

Prepared by requistioner in an original and tw 0 copies , sending original (w hite) and Copy 1 (pink) to: 
Procurement Section (or Storeroom), and retaining Copy 2 (green). Procurement Section (or Storeroom) shall, 
as a rule, pack Copy 1 with shipment, or return it to requisitioner with appropriate advice. 

Entries 

By reguisitioner : 

1. Nurrber consecutively, beginning with nurrber one each fiscal year , and pref ix w ith alphabetic location 
syrrbol and lasl tw 0 digits of fiscal year (e.g., MIA-58- ! , MlA-58-2, MIA-56-3, etc ., MIA-59- t, MIA-59-2, 
MIA-59-3, etc .). Nurrtler continuation sheets with numerical suffix(e.g. , MIA-56-t .t , MIA -56-t .2, MIA-58-
t .3, etc) . 

2. Enter date of preparation. 
3. Enter numerical syrrtlol of activity which w ill benefit from use of articles. 
4. Enter name and address of Procurement section (or Storeroom)(e.g., Procurement Section, Immigration 

and Naturalization Service, Richm::md, VA). 
5. Enter M name, title, and address so that shipping label may be prepared without reference to address 

directory . K cons ignee is other than requisitioner , enter shipping instructions under Entry 7. 
6. Enter form nurrtlers; stock nurrtler show n in ~Stores Stock Catalog" and "Federal Supply Schedules ." 
7. Enter full description of article; attach sketches, plans , salllJles, etc . K consignee is other than requisitioner , 

enter shipping instructions. 
6. Enter issue - unit quantity. 
9. Enter unit of issue (e.g ., each, doz. , C, gross, ream, M; lb. , cw t, ton: bag, ball, bbl. , bot. , box , can , pkg. , roll, 

tube ; pt. , qt. , gal. , etc.) 
13. Signature of approving official. 
14. Enter title of approving offic ial. 
24. Signature of funding official. 
25. Enter title of funding official. 

By Procurement Section (or Store room) : 

10. Enter unit price. 
11. Enter product of Entries 8 and 10. 
12. Enter syrrtlol of action taken. See Entry 16. 
15. Enter total of amounts under Entry 11. 
17. Enter date requisition received . 
18. Signature of approving officer. 
19. Enter, if issued, date and nurrtler of purchase order. 

By consignee: 

20. Enter address · city and state. 
21. Enter date shipment received. 
22. Signature of elllJloyee authorized to accept delivery. 
23. Enter title of receiving elllJloyee. 

lkIited State s Departm e nt Of Hom e land Se curity 

Immigration And Cus tom s Enforce m e nt 

FORM G-514 (REV . 8,,·5 
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Form G-S14 

REQUISITION - MATERIALS-SUPPLIES-EQUIPMENT 
Acti vity Symbols 

ATTACHMENT A 

REQUISITION NUMBER : 192118FUGOPS12087 

PROJECf TASK FUND PROGRAM 

NONEDOO 

NONEDOO 

000 

000 

El 

E2 

34-31-00-000 

35-49-00-000 

ORGAN IZATION 

18-06-0400-30-10-00-00 

18-06-0400-40-10-00-00 

OBJECT UDF 

GE-2S-14-00 000000 

GE-2S-14-00 000000 

APPROPRIATION SYMBOL CROSSWALK: 

FUND ;:::;F~\~'=+== 
E3 2018 
E2 2018 

TAS 
7080540 
7080540 

lkIiled States Department Of Homeland Security 

Immigration And Customs Enforcement 

FORM G-514 (REV. 8-1-5 

TITLE 

2018-ICLI-00035 712 

AMOUNT 

rb}(4) 

AMOUNT 

~ 
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From: ~b)(6); (b}(7)(C) 

Sent: 22 Dec 201714:24:12 -0500 

To: 

Cc: 
rb)(6);(b)(7}(c) 

Subject: 70CDCR18P00000017 

Attachments: 05.0 1_70CDCR 18 P00000017. pdf 

TRSS/West, 

Please see attached award document 70CDCR18P00000017. Please review, sign, and send back to 

myself and~for full execution. 

Please contact me if there are any questions. 

Thank you, 
kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732-Qhl/R I 
Mobile: (202) 878-~ 

Fb)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS I ~' REOUISITION NUMBER I PA~ ~ 
OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, oS 30 See Schedule I 52 

2. CONTRACT~. 
EFFECTIVE CATE 70CDCR18QOOOOOO05 ISSUE CATE 
I:·AWAA~ r7 ~DER NU~BER 

70CDCR18POOOOOO17 

I~' SOliCITATION NUMBER rf~SOI.ICITAnoN 
12/15/20 17 

,. FOR SOUCITATION 

~ 
•. NAME I~' TELEPHONE NUMBER (,*,_1_.) r' OFFER 0lJE CATEA.OCAL. TIME 

INFORMATION CALL: I<b)(6);(b)(7}(C) 2027322120 ES 
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There are two (2) r equisitions associated with 

t hi s award : 192118FUGOPS12 087 and 

192 11 8FLMURQ0008 . 

This purchase order is for West Publishing 

Corporat i on to provide constant (24 hour , seven 

days per week) access to a commercially 

avai lab le , query-based LPR database for ICE law 

enforcement personne l at ICE offices across the 

Uni ted States . The specific requirements are 

detailed in t he Statement o f Work attached . 

All services shall be performed in accordance 

with the attached Statement of Work (SOW), West 

Publishing ' s Technical Quote (dated 12/22/2017), 

and West Publishing ' s Price Quote . West 

Publishing Corporation ' s price quote and 

technica l quote are included as an attachme nt to 

t his purchase order . 
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EFER ENCE NO. OF DOCUMENT SEING CONTINUED 

CONTINUATION SHEET 70COCR18P00000017 

NAME Of OfFEROR OR CONTFV.CTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0001 

0002 

0003 

SUf>P\.IESiSEIMCCS 

( B ) 

apply only to t he purchase order resulting for 
ICE solici t ation 70COCR18Q00000005 . 

Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/2017 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 
Product/Service Code : 0317 

Product/Service Descript ion : IT AND TELECOM
WEB-BASED SUBSCRIPTION 
Requisi t ion No : 192118FLMURQ0008 , 

192118FUGOPS12087 

b)(4);(b)(7)(E) 

Per~od of Performance : 12/22/2017 to 01/31/2018 

Option Period 1 - 02/01/2018 - 01/31/2019 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amount : ~Fb~XB4~) ========:JI (opt io n Line Item) 
02/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Accoun t ing Info : 
Funded : ~ 
Period of Performance : 02/01/2018 to 01/31/20 1 9 

Optio n Period 2 - 02/01/20 1 9 - 01/31/2020 
ACCESS TO LI CENSE PLATE SYS TEM (Al l ICE Users) 

Cont inued 

NSN 7S4()..()t · t52-8067 

QUANTITY UNIT 

(e) (D) 

12 MO 

12 MO 
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UNIT PRICE 

(E) 

kb)(4) 

i h\(4 \ 

52 

AMOUNT 

(F) 

OPTIONAl. FORM:J.3Il (H I6) 

Sponsored b\' GSA 

FAR (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLISHING CORPORAT I ON 

ITEM NO_ 

(A) 

0004 

SUPPUESiSERVlCES 

(8) 

This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : kh\(4\ Uoption Line Item) 
OS/20/2018 
Product/Service Code : D317 
Product/Service Descriptio n : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Optio n Period 3 - 02/01/2020 - 09/30/2020 
ACCESS TO LICENSE PLATE SYS TEM (Al l I CE Users) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : kb)(4) HOptio n Line Item) 
08/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 
I nvoice Ins t ructions : 
ICE - ERO/ HSI Con t rac t s 

Service Providers/Cont ractors shall use t hese 
procedures whe n submi t ti ng an invoice . 

1 . I nvo i ce Submission : Invoices s ha l l be 
submitted in a " . pdf " format i n accorda nce with 
t he contract te rms a nd conditions [Contract 
Special i st and Con t rac t ing Officer to d i sc l ose if 
o n a mo n th l y basis or other agreed to terms " ] via 
e mai l , United States Posta l Service (USPS) or 
facs imi l e as follows : 

a) Email : 

• i h\(flHh\(7)(G\ 

• Cont ract ing Off i cer Representat i ve (COR) or 
Gover nme n t Poi n t of Contact (GPOC) 
• Con tract Specia l ist/Contracting Officer 

Each email sha l l contain o nl y (1) invoice a nd the 
i nvo i ce number shall be indicated on the subject 
l i ne of the email . 

b) USPS : 
Cont inued 

NSN 7540-01·152-8067 

QUANTITY UNIT 

(e) (D) 

8 MO 
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UNIT PRICE 

(E) 

kb}(4) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 
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FERENCE NO.OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO. 

(A) 
SU PPUESiSERVlCES 

(8) 

DHS , ICE 
Fina nc ia l Operations - Burlington 
P . O. Bo x l620 
Williston , VT 05495-1620 

ATTN : I CE-ERO-FHQ-CED 

The Con t rac t o rs Data Un iversal Numbering System 
(DUNS) Number mus t be registered and ac tive i n 
the System f o r Award Man agemen t (SAM) at 
h t t p s : //www . sam.gov prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e ns ure 
p rompt payment provis i o ns are met . The I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alternative Invoices shall be submitted t o : 
{802)-288-7658 

Submi ssions by facsimi le shall include a cover 
sheet , point o f contact and the n umber of total 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
and Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he System for Award Mana geme nt 
(SAM) at h ttps : //www . sam . gov prior to award and 
shall be no tated on ever y invo i ce submitted to 
e ns ure prompt payment p rovis ion s are me t . Th e I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Content of I nvo ices : Each i nvoice shall 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

( i ) . Name and address of t he Serv i ce 
Provider/Contractor . Note : the name , address and 
DUNS number on the invoice MUST matc h t he 
i nformati o n in both the Contract/Ag reeme n t and 
t he information in t he SAM . If payment i s 
remitted to another entity , the name , address and 
DUNS information of that entity must also be 
provided which wil l require Governme n t 
Continued .. . 

NSN 7S4ll-Ot·t52-8067 

QUANTITY UNIT 

(e) ( D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 
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FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLIS HI NG CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

verifica t ion before payment can be processed ; 

(ii) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii) . I nvoice da t e a nd invoice number ; 

(iv) . Ag reemen t /contrac t number , con t rac t line 
item number and , if applicable , the order n umber ; 

(v) . Description , qua ntity , unit of measure , unit 
price , extended price a nd period of pe r for mance 
o f the i t e ms or services delivered ; 

(vi) . If applicable , shipping number and da t e of 
shipment, i ncluding the bill of lading n umber and 
weight of shipmen t if shipped on Governmen t bill 
o f lading ; 

(vii) . Terms o f a n y discount for prompt paymen t 
offered ; 

(vii i ) . Remit to Address ; 

( i x) . Name , title , a nd phone number of person to 
reso l ve invoicing issues ; 

( x ) . I CE program office designated o n 
order/contract/agreement a nd 

( x i) . Mark invoice as "Interim" (Ongoing 
performa nce and addi t ional bil l ing e xpected) a nd 
" Final" (performa nce complete and no additiona l 
billing) 

( x ii) . Electronic Fu nds Tra nsfer (E FT ) ban king 
i nformation in accordance with 52 . 232 - 33 Payme n t 
by El ectronic Funds Tra nsfer - System for Award 
Manageme n t or 52 - 2 32- 34 , Payme n t by Electronic 
Funds Transfer - Other than System for Award 
Manageme n t . 

3 . I nvo i ce Supporting Documentation . To ens ure 
payme n t , t he vendor must submit support ing 
documentat i on which provides s ubstantiation for 
t he invoiced costs to t he Contracting Of f icer 
Represe n tative (COR) or Poi n t of Contact (POC) 
identif i ed in the contract . Invoice charges must 
Cont inued .. . 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT 

(e) (D) 
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(F) 
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FERENCE NO_OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO_ 

(A) 
SU PPUESiSERVlCES 

(8) 

align with t he con tract CLINs. Supporting 
documen t ation is required when guaranteed 
minimums are exceeded and when allowable costs 
are incurred . 

(i ii ) Fi rm Fixed-Price CL INs . Supporting 
documenta t io n is not re qu ired f or charges for FFP 
CLINs . 

4 . Safeguarding I n formati o n : As a contractor or 
vendor conducti ng business with Immi g ra tio n and 
Customs Enforcement (ICE) , you are required to 
comply with DRS Policy regarding t he sa f egua rding 
o f Sensitive Personally Ide nti f iable In format io n 
(PIl ) . Sensitive PIl is info rmation t ha t 
identi f i es an i ndividual, includ i ng an alien , and 
could result i n harm , e mbarrassme n t , 
i nco nve ni e nce or unfa irness . Examples o f 
Sensitive PI I i nc l ude i nformat i on such as : Socia l 
Security Numbers , Al i en Re gistrat i on Numbers 
(A-Numbers), or combinat ions o f i n forma tio n such 
as the individua ls name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra t ion status . 

As part of your obliga t io n t o safeguard 
i nformati o n , the fol low precautions are re qu ired : 

(i) Email s upport i ng doc ume nts containing 
Sensitive PI I i n an e nc r ypted attachmen t with 
password sent separate l y to the Contracting 
Officer Representative assigned to the con t rac t . 

Iii) Never leav e paper documents con ta i ni n g 
Sensitive PI I u na t te nded and u nsecure . Whe n no t 
i n use , t hese doc ume nts will be l ocked in 
drawers , cabinets , desks , e t c . so the i nformation 
is no t accessible to t hose without a need to kno w. 

(iii) Use s h redders whe n discarding paper 
documents contain i ng Sensitive PI I . 

(iv) Refer to the DHS Ha ndboo k for Safeguarding 
Sensitive Pe rson a l ly Iden t i f i able In f orma t ion 
(Marc h 20 12) found at 

fb){7)(E) 

Continued 

NSN rS4ll-Ot·t52..aoor 

QUANTITY UNIT 

(e) ( D) 
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AMOUNT 
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FERENCE NO_OF DOC UMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAME OF OFFE ROR OR CONTRACTOR 

WEST PUBL I SHING CORPORAT I ON 

ITEM NO_ 

(A ) 
SUPPUESiSERVlCES 

( 8 ) 

f for mo re information on a nd /or examp les of 
Sens it ive PIr. 

5 . I nvoice Inqu i ries . I f yo u hav e q uest i ons 
regardi ng p a yment , please contact ICE Fina ncia l 
Ope r a t io n s at 
1-877- 4 91-6521 or b y e-mai l at 

Kb)(6);(b)(7}(C) 

The t ota l a mou n t of a ward : j(b)(4) The 
obli gat i on f o r th i s a ward i s s h o wn i n bo x 26 . 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

( e ) ( D) (E) ( F ) 

NSN 7S4ll-Ot · t52-8067 OPTIOI'W. FORM:J.3Il (H I6 ) 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based aeccss to a commcrcially avai lable Liccnsc Platc Rcadcr (LPR) databasc to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from camcras cq uippcd with liccnsc platc rcadcr technology. Rccords arc uploadcd into thc systcm 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot camcras, vchiclc rcposscssion companics, and law cnforccmcnt agencics. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determinc whcre and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ili tate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency managcr and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Pcriodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integri ty, availabili ty, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service sha ll provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 
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• The LPR data service Alert Li st wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an emai l 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LP R system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record information) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law cnforcement officers involved in the speci fi c 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a si ngle comma separated 
variable (CSV) fi le with data fields to include, but not li mited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fi eld, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that fl ags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be va lid for one year unless the user removes it before 
expira tion. The system wi ll prompt users two weeks prior to expiration and require the user to a ffirmati vely 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audi ted to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform to all other performance, pri vacy, and fu nctional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile applicat ion 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be aud ited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor sha ll promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activi ty on the vendor system, for purposes of the agency's internal investigations and oversight . 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of 
requested searches and hit li st. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties incl uding other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (incl uding any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1ctnc l lnit of Mcasurc l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Schedu led downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror ' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received fro m the contracting offi cer and the ICE Office of Public Affairs. 

c.s. License Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population fa lls within its purchased entitlements. The Vendor sha ll not 
provide a named user license. 
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Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance 
for the stated contract. This QASP explains the following: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the monitoring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and quality control actions to meet the 
terms of the contract. It is the Government 's responsibility to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a valid, useful , and enforceable document. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities. 

2. GOVERNMENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveillance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effcctive 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor' s performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affcct contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Hcadquartcrs Staff or Fedcral employees as designatcd by the COR and/or CO. 

All Point of Contact 's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on thi s plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. 

The Performance Requirements are listed below. The Government will use these standards to 
determine Contractor performance and sha ll compare Contractor performance to the standard and 
ass ign a rating. At the end of the perfonnance period, these ratings wi ll be used, in part, to establish 
the past perfornlance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfonnance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 

Metric Unit of i\leasure Minimum AQL 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24171365 

Scheduled downtime </= 4 hours per month 

Meant ime between fa ilure (MTBF) 4,000 operating hours 

Overa ll Support Service Support availability 24171365 

Results of LPR Query Result of LPR query after entered in </= 5 seconds after submission 
end-user-computing device 
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Table 2: Performance Standards Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics will be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-pcrfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 

2018-ICLI-00035 733 



(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venture. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affi rmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMS 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Suy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi lity; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regarding Responsibil ity Matters (JUL 201 3) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (Na Y 2011) 

D 52.2 19-4 Notice of Price Evaluation Preference for HUBZone Smal l Business Concerns (OCT 20 14) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.2 19-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (Na Y 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MAR 2004) 

C8J 52.219-8 Utilizat ion of Small Business Concerns (NaY 20 16) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.2 19- 13 Notice ofSel-Aside of Orders (Na Y 20 11) 

C8J 52.2 19- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.2 19-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Pri vacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 20 14) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 2014) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Pri vate Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FE B 2002) 

D 52.232-30 Installment Payments for Commercial1tems (JAN 2017) 

[ZJ 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (J UL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 20 13) 

o 52.232-36 Paymcnt by Third Party (MA Y 20 14) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 201 7) 

D 52.247-64 Preference for Private ly Owned U.S.-Flag Commercial Vessels (FE B 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in thi s contract by reference to impl ement provisions of 
law or Executive orders app licable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 2014) 

D 52.222-4 1 Service Contract Labor Standards (MAY 201 4) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 201 4) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 201 4) 
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D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 
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FAR 52.217-9 OPTION TO EXTEN D TH E TERM OF THE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days ; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 C LA USES I.NCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a c lause may 
be accessed electronically at this address: https:l/www.acgui sition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHOR IZED OBUGATIO NS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING AC CE LERATED PAYMENTS TO SMALL. BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVE RTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverled domestic corporation" means a fo reign incorporated enti ty that meets the definit ion of an inverted 
domestic corporation under 6 U.S.C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer wi thin five business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION O F GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but fo r subsection (b) of section 835 of tile Homeland 
Security Act, 6 V.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related Iransact ions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constilut ing a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the enti ty is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 
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Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rulefol' related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror under this solicitation represents that [Check one]: 
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_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CON DITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Primc Contractor Participation in the DHS Mcntor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Di sclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Small Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MAR 2015) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss ofSensitivc PH 
PRI V 1.3: Victim Remediation Provision 
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REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise ofScnsitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remcdiate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submittcd to ICE) an intcrnal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must rcport the suspectcd loss or compromisc of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromiscd or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the futu re, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromisc of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Remcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PII, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dclivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 
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(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contai ning any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches, Hotli st, etc.) Notwithstanding the above, no title 
to Vigilant 's LEA RN database or software wi ll transfer to ICE in the performance of the contract. 

(End of clause) 

REC 1.5: Comply with All Records Management Policies: The Contractor agrees to comply with Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors are responsible 
for preventing thc alienation or una uthorized destruction ofrccords, including all forms of mutilation. Will fu l and 
unlawful destruction, damage or alienation ofFedcra l records is subject to the fi nes and pcnalties imposed by 18 
USc. 270 1. Records may not be removcd from the legal custody of the Agency or destroyed without rcgard to thc 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary info rmation. 

(End of clause) 

ICE Information Governance and Pr ivacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) P/'ivacy Ac( lnJol'malion 
In accordance with FA R 52.224-1 Privacy Act Notification (APR 1984), and FA R 52.224-2 Privacy Act (A PR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) app licable to this Privacy 
Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agenc ies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hup:llwww.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) P/,ohibition 011 Performing Work Outside a Government FacifitylNetworklEquipmelll 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work 
Government informa tion shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifical ly authorized with in this contract, the Contractor shall perform all tasks described in this 
document at authorized Government facilities; the Contractor is prohibi ted from performi ng these tasks at or 
removi ng Government-furnished information to any other faci lity; and Government information shal l remain withi n 
the confi nes of authorized Government fac il ities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless oftelework authorizations. 
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(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi tive and proprietary information. 

(4) Separation Checklist/or COllfractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of cert ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creafioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and are considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 
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(c) The Contractor shall not re tain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representat ive. The Agency and its contractors are responsible fo r prevent ing the alienat ion or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 I. Records may not be 
removed from the legal custody of the Agency or destroyed wi thout regard to the provisions of the Agency 
records schedules. 

D. Data Pri"acy and Oversight 

(I) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive Pll from any source for testing ortraining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the usc of real data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and ClSO and complete any required documentation. 

(2) Resen 'ed - Deleted ill accordallce with dause prescription 

(3) Reqlliremelllto Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modificat ions thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedu les include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, incl udi ng PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets fort h when a PIA will be required at DHS, and the Privacy Impact Assessment 
Guidance and Template outline the requirements and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procurc a Pri vacy Lead, to bc listed undcr "Kcy 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to cnsure DHS can 
complete any rcquircd PTA, PIA, SORN, or other supporting documcntation to support pri vacy compliance. Thc 
Pri vacy Lead shall work with pcrsonnel from the program office, the ICE Privacy Officc, the Office of the Chief 
Information Officcr, and the Records Managcmcnt Branch to ensure that the pri vacy documcntation is kept on 
schcdule, that the answers to questions in the PIA arc thorough and complete, and that questions asked by the 
ICE Pri vacy Office and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writi ng 

PIAs fo r DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 

(c) Ifa Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the exist ing Privacy Lead coordinate with and support the ICE Pri vacy POC to ensure privacy 
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concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired. The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 - b}(4) 

01/31/2018 1.4 • 
CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 12 MO 

CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 12 MO 

CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 8 MO 

Total 

Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLl-00035 773 

Page 5 

December 2017 



Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interactive maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 

it ;:~·~·: THOMSON REUTERS' 
'.'::; .~. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

201 8-ICLI-00035 780 

Page 12 

December 2017 



• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLI-00035 785 

Page 17 

December 2017 



Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/titl e of contact person Contracting Officer: Kb)(6);(b}(7)(C) I 
Management/Program Analyst: Anthony 
~b)(6); (b)(7}(C) I 

Customer Contact Phone (202) 732- i b)(6);(bX7)(C) . I 
Customer Contact Emai l Address I ~b)(6); (b)(7}(C) I 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value (including all options) Kb}(4) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records , and World-Check (HSI onl y) 

Client Manager (or person reaching out to Kb)(6l:(b)(7}(C) I 
customer) 443-622-[iilllli] 

Kb )(6l:(b )(7}(C) I 
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From: kb)(6);(b}(7)(C) 

Sent: 14 Dec 2017 10:27:03 -0500 
To: Kb)(6);(b)(7}(C) I 
Subject: FW: LPR info 

Taking some of what Privacy drafted but trying to make it more plain language for OPA use. Please let 
me know if this is accurate. Thank you. ~b)(6) 1 

Draft statement: 
U.S. Immigration and Customs Enforcement (ICE) is issuing a solicitation to obtain query-based access to 
a commercia lly available license plate reader database, and anticipates awarding a single source, firm
fixed price contract for this service. ICE is not seeking to build a license plate reader database, and wi ll 
not contribute any data to a national public or private database through this contract. Due to the law 
enforcement sensitive nature of this requirement, a solicitation will not be made publically available. 

In 2014, ICE issued a similar solicitation that was cancelled in order to conduct a privacy impact 
assessment on the use of the technology. That assessment was completed in March 2015 and will be 
updated prior to the use of any commercial license plate reader database, to reflect how the contract 
meets the establi shed privacy requirements. 

Like most other law enforcement agencies, ICE uses informat ion obtained from license plate readers as 
one tool in support of its investigat ions. ICE conducts both crimina l investigations and civil immigration 
enforcement investigations. 

Additional background: 
ICE's Homeland Security Investigations (HSI) conducts criminal investigations into various forms of illicit 
activity, including human smuggling and trafficking; the smuggling of drugs, weapons and other 
contraband; transnational gangs; and child exploitation. ICE's Enforcement and Removal Operations 
(ERO) conducts targeted immigration enforcement in compliance with federal law and agency policy, 
focusing on individuals who pose a threat to national security, public safety and border security. 
However, all of those in violation of the immigration laws may be subject to immigration arrest, 
detention and, if found removable by final order, removal from the United States. 

kb)(6);(b}(7)(C) 

Public Affairs Officer/Spokesperson 
U.S. Immigration and Customs Enforcement (ICE) 
202-732 b)(6); (desk) 
813-230 E,}(7)( (cell) 

www. ice.gov 
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From: HSI-Requisitions 

Sent: 7 Dec 2017 18:03:10 -0500 

To: ICE Requisition Processing DC; ICECFORequisitionReview 
Cc: kb)(6);(b}(7)(C) I 

Subject: FW: Requisition 192118FLMURQ0008 - TRSS-LPR 

Attachments: 192118FlMURQ0008.pdf, Privacy and lAD Exemption Checkl ist (05 19 
2016).docx, ICE Form 13-015 - HSllPR Database - ITSR Request - 12.07.17.pdf 

Good Day: 

OAQ DC/CFO - For review and processing. ITSR pending; requirement is for Vendor database which will 
not touch the ICE Network. ~E.l(6); (b)(7)( land Team assisted with obtaining the database for joint ERO and 
HSI use. 

1. Contract and Task Order Number: New Requirement 
2. Period of Performance - 10/01/17 - 01/31/2019 (16 months) 
3. Anticipated Period Funded by the Requisition - 10101117-12131117 
4. Description of the Procurement - New Database Service 
5. Justification of the Procurement - HS1 Requirement for License Plate Reader (LPR) 
Database with Thomson Reuters Special Services, LLC (TRSS. The LPR will be provided via 
the currellf TRSS CLEAR Platform as a separate contract. This Database, like CLEAR, lvill 
lIot touch the ICE Network. 
6. Product Service Code (PSC) - D317 

Thank you. 

Kb)(6);(b)(7}(C) I 
Unit Ch ief, Acquis i t ion Management Unit (AMU) 
HSI Miss ion Suppor t Division 
Homeland Securi ty Investigations (HSI) 
Immigration and Customs Enforcement (ICE) 
Ph: 202 73 U b)(6l:( I Mobile: 202-32 H b)(6H I 
Email : fb)(6);(b)(7}(C) I 

. s email and any attachments are UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (UI/FOUO). It contains 
information that may m ublic release under the Freedom of Information Act (5 U.S.C. 552). It is to be 
controlled, stored, handled, transmitte " d disposed of in accordance with DHS policy relating to FOUO 
information and is not to be released to the public or other do not have a valid "need-to-know" without 
prior approval of an authorized DHS official. No portion of this email should be e media, either in written or 
verbal form. If you are not an Intended recipient or believe you have received this communication I , do not 
print, copy, relransmil , disseminate, or olherwise use this informalion. Please inform the sender that you received I I 
message in error and delete the message from your system. 

From: kb)(6);(b)(7}(C) 
Sent: Thursday, December 07,20175:46 PM 
To: HSI -Requisitions 
Cc: ~b)(6); (b)(7}(C) I 
Subject: Requisition 192 118FLMURQ0008 - TRSS-LPR 

Good Day: 

Please process the attached requisition for OAQjDCEiEb~)(@:6)!;l; (~bXl!7"E)(CS)C==::::J1 Thank you. 
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1. Contract and Task Order Number: New Reqlliremell1 
2. Period of Perfonnance - 10/01117 - 0113112019 (16 months) 
3. Anticipated Peri od Funded by the Requisition - 101011/7 - 1213}117 
4. Description of the Procurement - New Database Service 
5. Justification of the Procurement - HS} Reqlliremell1/or License Plate Reader (LPR) 
Database with Thomson Rellters Special Services, LLC (TRSS. The LPR will be provided via 
the current TRSS CLEAR Platform as a separate contract. This Database, like CLEAR, will 
1I0t touch the ICE Network. 
6. Product Service Code (PSC) - D317 

Thank you. 

kb)(6):(bX7)(C) 

Unit Ch ief, Acq uis ition Management Unit (AM U) 
HSI Miss ion Support Division 
Homeland Security Investigations (HSI) 
Immigration and Customs Enforcement (ICE) 
Ph: 202 Mobile: 202-321-i!illilll 

may under the Freedom of Information Ac:' ::.- .-:c. 
controlled , stored, handled, transmitted, i , with 
information and is not to be released to the public or ' without 
prior approval of an authorized DHS official. No portion of , 
verbal form. If you are not an intended recipient or believe you have received this communication in error, 
print, copy, retransmit , disseminate, or otherwise use this information. Please inform the sender that you received this 
message in error and delete the message from your system. 
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INSTRUCTIONS 

Use 
Use Form G·514 - continued on Form G-S14.1 •• To requis~ian materials, supplies, and equiprrent through the 
Procurerrent section of the Regional (or Central) Office; or from a Service-operated Storeroom_ 

Copies - Distribution 

Prepared by requistioner in an original and tw 0 copies, sending original (w hila) and Copy 1 (pink) to: 
Procurerrent Section (or Storeroom), and retaining Copy 2 (green). Procurement Section (or Storeroom) shall, 
as a rule, pack Copy 1 with shipment, or return it to requisitioner w ith appropriate advice. 

Entries 

By requisltloner: 

1. Nurrber consecutively, beginning w ith number one each fiscal year, and prefix with alphabetic location 
syrrbol and last tw a digits of fiscal year (e.9., M~-5B-1, M~-5B·2, MIA-58-3, elc., MIA.-59-1. MIA-59-2, 
MlA.-59-3, etc .J. Nurrber continuation sheets w rth numerical suffix( e.g., MLA.-58-1.1, MV\-58-1.2, MLA.-58-
1.3, etc). 

2. Enter date of preparation. 
3. Enter numerical syrrbol of activity which will benefrt from use of articles. 
4. Enter name and address of Ptacurement section (or Storeraom)(e.g., Procurement Section, Inmigratian 

and Naturalization Service, Richrrond, VA). 
5. Enter full name, trt1e, and address so that shipping label may be prepared w rthoul reference 10 address 

directory. If consignee is other than requisitioner, enter shipping instructions under Entry 7. 
6. Enter form nurrbers; stock number shaw n in "Stores Stack Catalog" and "Federal Supply Schedules." 
7. Enter full description of article; attach sketches, plans, samples, etc. If consignee is other than requisrtioner, 

enter shipping instructions 
8. Enter issue - unrt quantity. 
9. Enter unrt of issue (e.g., each, doz., C, gross, ream, M, Ib, cwt, tan: bag, ball, bbl., bot., box. can, pkg., roll, 

tube; pt., qt., gal., etc.) 
13. Stgnature of approving official. 
14. Enter trtle of approving official. 
24. Signature of funding official. 
25. Enter trtle of funding official. 

By Procurement Section (or Storeroom): 

1 D. Enter unrt price. 
11. Enter product of Entries 8 and 10. 
12. Enter syrriJot of action taken. See Entry 16. 
15. Enter total of arrounts under Entry 11. 
17. Enter date requisrtion received. 
18. Stgnature of approving officer. 
19. Enter, if issued, date and nurrber of purchase order. 

By consignee: 

20. Enter address - crty and state. 
21. Enter date shipment received. 
22. Signature of employee authorized to accept delivery 
23. Enter title of receiving ellllloyee. 

United Slates Department Of Homeland Security 

Immillration And Customs Enforcement 

FORM G-S14 (REV. 8-1-5 
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Fonn 0-514 

REQUISITION - MATERIALS-SUPPli ES-EQUIPMENT 
Activity Symbols 

ATTACHMENT A 

REQUISITION NUMBER: '.2,18Fl..MURQODD8 

PROJECT TASK FUND PROGRAM ORGANIZATION ODJECT L'DF 

n.MUCTR ODD to-SS-oo-ooo 15-06·0000·00.00· 00-00 O&25-U-00 OODGOD 

APPROPRIATION SYMBOL CROSSWALK: 

ruSD n " 
D1 201B 

T,\S 

7080540 

United Stat .. Deplrtment Of Homllind S.r;I,Irlly 

ImmigratIon And Customs Enforcemlnt 

FORM G-S14 (REV. 1,,·5 

'l"ITU: 
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ICE Office of Acquisition Management ICE Information Governance and Privacy (lGP) and ICE Information 
Assurance Division (lAD) have determined that the nature of the 

procurement categories listed below do not represent a specific privacy 
and/or security risk ond thus do not require review by IGP or lAD, 

Privacy and Information Security Procurement Review 
Exempt Categories Checklist 

Instructions 
If your procurement fits into an e~emption, include this completed page in your acquisition package, No further IGP/IAO submissions are required. 
If your procurement does NOT fit into an exemption, you must complete the Privacv and Information Security Checklist, 

CONTACT INFORMATION 

Procurement POC: kb)(6);(b)(7}(C) I Program POC: First and Last Name 

Phone: (202) 732..fbE6Il 

Email: fb}(6);(b}(7)(C) 

Phone: Click here to enter text. 

Email: Click here to enter text. 

Class A: Admin 

Class B: Goods 

Cla ss C: Services 

o 

o 

Administrative modifications (e.g., add funding, change address, appoint new COR, change the POC, change or 
extend Periods of Performance or delivery date, etc.) 

This exemption only applies if you check the box above AND the SOW/PWS was previously reviewed by 
the ICE Privacy Office after May 201S. 

De-obligation of funds 

D Non IT equipment (e.g., uniforms, furniture, paper, filing cabinets, safes, etc.) 

I:8J IT hardware (e.g., on-site servers, laptops/desktops for general office use, cell phones, SIM cards, radios, etc.) 

D Multi-function devices (e.g., fax, copy machine, scanner, printer, etc.) 

D Forensic Software and Hardware (tools used to image, unlock, retrieve or analyze data from mobile devices 
and computer workstations for the purposes of collecting and analyzing forensic evidence) . In addition : 

• there is not a corresponding SOW/PWS for the purchase, 
• the vendor will not have t he ability to view any personally identifiable information (PII) associated 

with the use of the technology/service, and 
• the purpose for the software/hardware aligns with current and exist ing uses of the technology. 

D Multi-function device maintenance 

D Building maintenance (e.g., antennas, HVAC, etc.) 

D Firing range services 

D Parking 

D Conference space 

D Training when no employee information or other PII is provided to the vendor 

D Bandwidth or network connectivity 

If your procurement fits into an exemption, complete and print this page and include it in your Acquisition Package. 
You do not need to submit any documents for Privacy or Information Assurance Division (lAD) review. 

If your procurement does NOT fit into an exemption category, you must complete the Privacy and Information Security Checklist, The Checklist 
and the response from Privacy and lAD must be included in your acquisition package. 
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DEPARTMENT OF HOMELAND SECURITY 
U.S. Immigration and Customs Enforcement 

NON-STANDARD REQUEST FORM 

The purpose of the ICE OCIO Customer Support Branch (CSB) Non-Standard Request Form is to enable ICE employees to request non-standard 
equipment for purchase. 

Instructions on how to complele each item are listed al the end of the document. 

PRODUCT INFORMATION 

I I 

H5I FAAM AMU LPR 

wi 

LPR Database N/A REQUESTED 1 

HSI Requirement for License Pla t e Reader (L PR) Da t abase wi t h Thomson Reuters Special 
Services , LLC (TRSS . The LPR will be provided via t he curren t TRSS CLEAR Plat f orm. 

Wi ll no t touch ICE Network . 

• WILL THE 

UNKNOWN 

HAVE THE 

UNKNOWN 

THE 

14. THE (IBM) REVIEWED 

Maintained TRSS 

D YES [BJ NO IF YES, SPECIFY BELOW WHY THE IBM PRODUCT DOES NOT MEET THE NEEDS OF THIS ReQUEST 

CHECK I BM HERE 
Only one vendor ava ilable - TRSS 

FOR THIS 

• PLEASE INCLUDE THE NAME OF THE PROJECT 

Database more benef i c ial 

19. WEAKNESSES OF PROPOSED 

None . 

20. NAME 

i i 

ITEMS? 

(If applicable) 

. , 
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PRODUCT LICENSING INFORMATION 

22. ARE YOU REQUESTING HARDWARE (Server, Desk.top. Laptop) OR SOFTWARE? 

D HARDWARE (Go to 23) [8J SOFTWARE (Go to 24) 

23. IS THIS A REPLACEMENT OF EXISTING HARDWARE? 

D YES (Once the software on the old equipment has been removed , transfer the license to the new equipment) (Go to 25) 

IRI NO (A license must be purchased, upload and include copy of the license Purchase Order) (Go to 26) 

24. IS THIS AN UPGRADE OR NEW PURCHASE? 

D UPGRADE (Go to 25) [8J NEW PURCHASE (Go to 26) 

25. IS ONE OF THESE OPTIONS TRUE? 

(A) IS THERE A MAINTENANCE CONTRACT IN PLACE? IB] YES (Go to 26) D NO (STOP: contact lCE.Licensing@icedhs.gov tofind 

(B) THE LICENSE UPGRADE HAS ALREADY BEEN PURCHASED FOR THIS ITEM) oul what to do next. ) 

IRI YES (Upload and include a copy of the maintenance contract or license Purchase Order) 

D NO (A license must be purchased. upload and include copy of the license Purchase Order) 

26. IF THIS IS A NEW PURCHASE A LICENSE MUST BE PURCHASED. PLEASE UPLOAD AND INCLUDE A COPY OF THE LICENSE PURCHASE 
ORDER (Go to 28) 

27. HOW IS THE LICENSE BEING DEPLOYED? 

D DESKTOP (Go to 29) IRI LAPTOP (Go to 29) D SERVER (Go to 28) 

28A. LIST THE SERVER NAME (If known) I 28B. LIST THE SERVER LOCATION (Whether or not the name is known: please list the fu ll physical 
TRee street address) Vendor 

29A. POINT OF CONTACT NAME \ 29B . POINT OF CONTACT PHONE NUMBER [ 29C. POINT OF CONTACT E-MAIL 

Not Requ i red - Vendor N/A - Vendor Ma i nta i n 0 

SECURITY INFORMATION 

30A. TRUSTED AGENT FISMA (TAF) ID ANDIOR INFORMATION SYSTEMS NAME I 30B. FISMA RATING 

n/a n/a 
31. NAME OF YOUR INFORMATION SYSTEM SECURITY OFFICER (ISSO) 

n/a 
32. WILL THE PRODUCT INVOLVE THE USE OF PI! OR OTHER SENSITIVE INFORMATION? 

D YES - USE OF PI! D YES- USE OF OTHER SENSITIVE INFORMATION IRI NIA 

33. WILL THIS PRODUCT FUNCTION IN A CLOUD ENVIRONMENT? 

D YES IRI NO 

NETWORK CONNECTIVITY INFORMATION 

34A. TYPE OF NETWORK CONNECTIVITY [34B . IS NETWORK STORAGE REQUIRED? 

D ICE NETWORK IRI NON - ICE NETWORK DYES IRI NO D UNKNOWN 

35. WEB ADDRESS (URL) FOR ADDITIONAL ANDIOR RELEVANT PRODUCT INFORMATION 

ANY ADDITIONAL INFORMATION I Add Attachments I 

Mos t o f these questions do no t apply fo r se r vices requested . Th i s is a vendo r Law 
Enforcement Sys t em that does no t touch any IC E Ne t wor ks . 

REQUESTOR INFORMATION (The Requestor must be an ICE employee) 

REQUESTOR'S NAME AND TITLE [ TELEPHONE NUMBER 
~b}(6l:(b}(7)(C} I 202 732 Wb}(6ti 

E-MAIL ADDRESS I PROJECT MANAGER/OFFICER IN CHARGE 
~b}(6l:(b}(71(C} I ~b}(6l:(b}(7}(C} I 

TECHNICAL POINT OF CONTACT (POC) 

POC NAME AND TITLE I POC TELEPHONE NUMBER 
Kb}(6}:(b)(7)(C} I 202 732-~ 
POC E-MAIL ADDRESS 

b)(6);(b}(7)(C) 

Submit Form 
ICE Form 13-015 (5/16) Page 2 of 4 
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INSTRUCTIONS ON HOW TO COMPLETE THE NON-STANDARD REQUEST FORM 

1. Date Submitted 
2. Program/DivisionfBranch/Project 

3. Title 

4. Product name, version/model number, and lotal number of 
products requested 

5. Product vendor 

6. Product vendor 

7. Justification for the request (Brief description of the reason for 
the request) 

8. If the item is software , will the program be accessed by a 
mobile device? 

9. How will the product be maintained? How will updates 
be applied? 

10. Does the ICE Service Desk have the capabi lity to provide 
ongoing support of the product? If not, who will be providing 
technical support? 

11. How many years is this product expected to be used? 

12. What is the exacllocalion this product will be used? 

13. Willlhe Requestor be the only user of the product? (If no, how 
many others will be using the product?) 

14. Was the Technical Reference Model (TRM) reviewed for a 
comparable product? (Yes/No) 

15. Was this product previously purchased? (Yes , No) 

16. Is there an associated project? (If yes, please include the 
name of the project and its SLM phase) 

17. Description of business use including details regarding 
mission requirements 

18. Strengths of proposed product compared to comparable items? 

19. Weaknesses of proposed product compared to comparable 
items? 

ICE Form 13-015 (5/16) 

Provide the date the request is submitted . 

Provide the following program related information: Program, 
Division, Branch, and Project. 

Provide the title by which this request is referred (Example: 
Oracle 10g for ICE). 

Include the product or standard name and the version/model 
number (Example : Mercury Software Test Director 8.0). 

If the recommendation is for a proprietary product, identify the 
name of the vendor. 

List the date by which the equipment would most ideally be 
purchased. 

Provide a description explaining why this change is being 
proposed (Example: To avoid having to develop additional 
software compliant with the FBI's NCIC System, to facilitate the 
exchange of electronic documents, to provide capacity planning 
capability on the UNIX platforms , etc.). 

Briefly describe the background of the request and any specific 
requirements. 

If the item is software, indicate whether the program be accessed 
by a mobile device. 

Please explain how the product will be maintained and how 
relevant updates will be applied. 

Please confirm if the ICE Service Desk is prepared to support the 
requested product. If the Service Desk is not able to support, who 
will be providing the required technical support? 

What is the expected life-span of the product? How many years 
will it be used? 

Provide the physical address where the product will be used. If it 
is required for field work, please provide detailed information. 

Provide detailed information as to whom exactly wi ll be using the 
product. If there are more users than just the Requestor, please 
provide that information. 

If you know of any individuals who will use this equipment in the 
next few years , please include that information. 
The TRM on Share Point must be checked for a comparable 
product prior to the submission of a Non-Standard Request. 
If there is not a comparable product, then proceed with 
submitting a Non-Standard Request. 

Was this product previously purchased by your Team or 
Program Office? If yes, please provide the IT approval request 
number that was approved for this purchase. 

Provide the name of the associated project that used 
this product (Example: SEVIS II , TECS MOD). 

Provide what SLM development phase the associated project 
is in, if applicable (Example: Requirements, Design). 

Provide a description of business use and how the equipment 
helps to fulfill mission requirements. 

Describe the major advantages of the product or process 
compared to other comparable products. 
Include compatibility benefits, vendor support, help desk support 
requirements, facilities operations support (FOS) requirements, 
trends and anticipated changes in technology, start-up and 
implementation times. 
Describe the major disadvantages of the product or process 
compared to other comparable software products, if any . 

Include compatibil ity issues; vendor support, help desk support 
requirements, FOS requirements , trends and anticipated changes 
in technology, start-up and implementation times. 

Page 3 of 4 
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20. Name of replaced or discontinued product that was listed on a 
previous version of the Approved Hardware List (AHL)? 

21. Test reports or attachments (identify contents of attachments if 
any) 

22. Are you requesting hardware (Server, Desktop, Laptop) or 
software? 

23. Is this a replacement of existing hardware? 

24. Is this an upgrade or new purchase? 
25. Is one of these options true? 

26. If this is a new purchase a license must be purchased, please 
upload and include a copy of the license purchase order. 

27. How is the license being deployed? 
28. List the server name and its location 

29. Point of contact name, phone number, and email. 

30. Trusted Agent FISMA (TAF) ID and/or Information Systems 
name. Provide the current FISMA rating. 

31. Name of your System Security Officer (ISSO) 

32. Will the product involve the use of PII or other sensitive 
information? 

33. Will this product function in a Cloud environment? (Yes 
or No) 

34 . Type of network connectivity 

35. Web Address (URL) for additional and/or relevant information 

Give name of product replaced or upgraded. (End of LifefEnd of 
Sale information). 

Provide all relevant information to facilitate this review. 

Attach electronic documents and submit them with the Non
Standard Request. If the electronic documents are accessible 
through the Internet or ICEIICE Intranet, attach a list of the URL(s). 
Identify what type of request is being made. 

Is the equipment you are requesting a replacement for current 
equipment? 
Is the requested item an upgrade or a new purchase? 
Identify if there is a maintenance contract in place and/or if a 
license upgrade has already been purchased for this item. Will 
the license be deployed on a desktop, laptop, or server? Please 
choose one. 
For your information. 

Choose which equipment is utilizing the license. 

What is the name of the server on which the license will be used? 
List the futl physical street address where the server is located 
including numerical street address, city, state , and zip code. 

Please list the POC's name, phone number, and email address. 
The POC is the individual responsible or licensing maintenance. 

Provide your Trusted Agent FISMA (TAF) ID and/or Information 
Systems Name. Contact your localiSSO for this information 
(contact your SysAdmin to identify your ISSO). 

Provide the current FISMA rating. 
Provide the name and contact information for your Information 
System Security Officer (ISSO). 

Provide information as to whether or not Pll or other sensitive 
information will be used. 

Indicate whether or not the requested product will function in a 
Cloud environment. 

Will this product require ICE Network connectivity, Non-ICE 
connectivity, or no connectivity with any network? 
Indicate whether network storage will be required. 
Provide the Internet address(es) where supplemental information 
related to this product or process can be found. 

NON-STANDARD REQUEST PROCESS 
(Please send any questions tol(b)(6):(bX7)(C) t if assistance is needed) 

Submitting a Non-Standard Request Only ICE employees may submit Non-Standard Request forms. 

Processing the Non-Standard Request 

Receiving Non-Standard Request Disposition 

ICE Form 13-015 (5/16) 

All Non-Standard Request forms must be fully complete. 
Incomplete forms will be returned to the requestor for completion. 

All Non-Standard Request forms must be submitted to the 
following email address: kb)(6):(bX7)(C) I. 
After submitting a Non-Standard Request, requestors will receive 
an acknowledgement e-mail that the request has been received 
and is under review. 

The request will be forwarded for adjudication to the appropriate 
approvers and will also be distributed to other stakeholders. 

The ICE employee will receive an e-mail notification of the 
request disposition with explanatory notes and stipulations, as 
appropriate , after the request has been adjudicated. 
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From: kb)(6);(b)(7}(C) 

Sent: 
To: 

15 Feb 2018 11:13:51 -0500 
~b)(6); (b)(7}(C) I 

Subject : ICE Inquiry license Plate Reader 
Attachments: AA National Capability Statement-20l7.pdf 

Dcar Fb )(6);(b }(7)(C) I 

I hope I find you well today. 

1 am contacting you from AceApplications. LLC in regards to a recent initiative announced by ICE, to begin to 
help fight crimc by querying licensc plate databases. For refcrence 1 have includcd links to thc press release and 
contract notice below: 
Press Release: https:llwww.fedscoop .comlice-bcgin-tracking-vehicle-license-plates! 
Contract 
Notice: https:llwww.fbo. gov lindex?s=opportunity&mode=fonn&id=5629706f57 36d22bd 17 4b 11965 fSac4c&tab 

core&tabmode list& 

We are a small business software company with capabilities in the relevant NA rcs codes (see below) that can 
provide a solution to add value to this project and contract by providing real-time alerts to intcrested parties upon 
license platc matchcs. 
We have completed a similar project here in Florida for use by the Florida Highway Patrol, and can add value to 
this project through teaming with the prime vendor on this project. Our solution utilizes both web based as well 
as mobile technologies to managc the system oftargct liccnse plates, as well as for scnding real-time alert 
messages. We undcrstand the prime contract awardee may already have a solution, and we arc seeking to add 
value to this project as a certified small and minority-owned business. 

Please find attached a copy of our Capability Statement providing an overview of our offerings and capabilities. 
We are a small, certified minority-owncd business, including certified as a Disadvantaged Busincss Enterprise 
(DBE) and Minority Business Enterprise (M\WBE). 
We would like an opportunity to speak with someone about this project and to gain an opportunity to join the 
contract team. 

Please advise if you are able to assist us, or point us in the right direction for who to speak with. We can provide 
any additional documentation needed. and can speak more about our past work in this area. 

For more infommtion, wc can be reached at: 
Ilh\IRHh\I7\IO:\ 1(407) 35 Hb)(6Hb)(7)(C) 
Marketing and Sales Department (407) 499-17iill6'51 

NAICS Codes: 

541330 - Engineering Services 
541511 - Custom Computer Programming Services 
541512 - Computer Systcms Design Scrvices 
541519 - Other Computer Related Scrvices 
561311 - Employment Placement Agencies 
561320 - Temporary Help Services 
611430 - Professional & Mgmt. Dev. Training 
611710 - Educational Support Services 

As an addit ional refcre nce, in this video you may fi nd the project previously completed for the Central Florida 
Expressway Toll System Upgrade 
https:llvimeo.com/227639191 
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Best regards, 

~b)(6); (b}(7)(C) 

Marketing and Sales Department 
AceApplications, LLC 
kb)(6):(b)(7}(C) 
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I~ Acel\pQlications W Technology 50luOons for Business Success 

AceApplications, LLC 
CAPABILITY BRIEFING 

CAGE CODE: 58RE4 DUNS#: 025743530 

CORE COMPETENCIES 
"Translating your business needs intoso!tware applications and technology solutions" 

We special ize in helping your 

business become more 
productive, profitable, and 
efficient by providing these 
services: 

OUR COMPANY 

Courtney Powell 
President & CEO 
8.5. Electrical Engineering 

M.S. Computer Science 

MBA Finance 

PAST PERFORMANCE 

• Custom Applicat ion & Mobile Development 
• Web sites and Online Marketing 

• Cloud ComputingSolutions 

• CRM and ERP Solutions 

• Interactive Technology for Classrooms & Busi nesses 
• IT Staffing • Soft ware Training 

• IT Consulting • IT Equipment Sourcing 

Staffed by professionals with over 150 years of combined industry experience, w e de liver high

quality, reliable solutions, and great customer service. Ourfirm is a minority owned business, 
certified through Orange County, The City of Orlando, The City of Tampa, The State of Florida Office 
of Supplier Dive rsity, The Greater Orlando Aviation Authority, and the National Minority Supplier 
Development Council. A partial listing of our satisfied customers include: Florida Turnpike Enterprise, 
Flo rida Department of Health, University of Florida, University of Central Florida, Greater Orlando 
Aviation Authority, Wayne County Airport Authority and the Central Florida Expres sway Authority. 

Since 2001, our mission is to empower our clients through the use of technology solutions and 
softwa re applications in order to become more productive and efficient. achieving higher results. 

Our vision is to be the leading provider of business-driven information technology products and 
services 

CODES 
Successfully serving clients in various 
industries including: 

Website : WWoN .aceapplications.com 
Email : info@aceapplications.com 
Call: 877-499-ACEl (2231) ext 2 
Fax: 407-442-2657 

NAICS: 
423430 - Computer & Computer Peripheral 

Equipment & Software Merchant 
Wholesale rs 

- Small Businesses 
- Healthcare 
- Financial Services 
- Commercial Real Estate 
- Department of Defense 
- K-12 Education 
- Higher Education 
- Non-Profit Organizations 

= IAnlJl\}lE.\T .. ~ .... 

Orlando Headquarters: 
3259 Progress Drive, Suite # 152 
Orlando, Florida 32816 

I\IMSD 

Certified MBE, LOB, DBE 

541330 - Engineering Services 
541511- Custom Computer Programming 

Services 
541512 - Computer Systems Design Services 
541519 - Other Computer Related Services 
561311- Employment Placement Agencies 
561320 - Temporary Help Services 

611430 - Professional & Mgmt Dev. Training 
611710- Educational Support Services 

611420 - Computer Training 

SIC: 7371 • 7375 • 7373 • 7379 

OBE Certified in: California, Florida, Georgia, Maryland, Michigan Mississippi, Virginia 

AceApplications, llC. Tel. 877-499-ACE1, ext 2 . projects@aceapplications.com • www.aceapplications.com 

Offices: Orlando. 12124 High Tech Ave. Suite # 160, ~8ig~ICCn-ObW5 -Bd8 mpa . 3802 Spectrum Blvd, Suite#125, Tampa, Fl33612 



From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Kill 

kb }(6l:(b }(7)(C) 

Thu,9 Nov 2017 15:44:13 +0000 
rb)(6);(b}(7)(C) 

ICE LPR - splash screen privacy language 
smime.p7s 

As we wa it to hear about pricing, I wanted to ensure something else was brought to your attention. In 
the RFI over the summer, t he following requirement was listed: 

C.Z.l . Query Capabilities 

Requirement: Before a user is able to perform a query from the main system or mobile application, 
the system must display upon logon a splash screen that describes the agency's permissible uses of 
the system and data, and requires the user to affirmatively consent to these rules before 
proceeding further. The splash screen will appear at each logon event. The text on the splash screen 
shall also be available to the users via a hyperlink within the main system interface (including any 
mobile app interface). The agency will provide the language for the splash screen content. 

Vigilant has told me it will require about 2 weeks to get any specific language in, so I'd appreciate if 
privacy could make that language known to us to ensure an on-time implementation. 

Please let me know if you have any quest ions . 

... ... .... .... . .. .... ....... .... .. . 
kb)(6l:1b}(71(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622,fb}(6l:(b}(7)(C) 

www.trssllc.com 

TRSS We provide critical mission support in the face of evolving threats, by 
integrating data, technology and subject matter experts, to solve customer 
challenges. Click here for more information regarding TRSS Services. 

This email (ootains information Irom Thomson Reuters Spedal Servi(es. LLC. that may be sensitive and (onfidential. This message is to be used 
solely by the intended re(ipient. II you are not the intended re(ipient. then you re(eived this message in error and a re requested to delete it 
(and all copies). You are lurther requested to neither reproduce nor share the contents of this message with anyone except the intended 
retipient and are to notify the sender il this is an erroneous transmission. Your (ooperation is appredated. 
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From: 

Sent: 

To : 
Kb)(6):(b}(7)(C) 

Subject: 

Hi Kb)(6):1 

Kb)(6);(b)(7}(C) 

7 Dec 2017 23:11:24 +0000 
Kb)(6);(b)(7}(C) 

I 
ICE Access to TRSS LPR 

I wanted to send you an email to advise on the status of ICE Access to the LPR data. We have a 

commit ment to fund from the ICE components. We are currently working on the fina l solicitation to 

send to TRSS. Given the sensitivity and the dollar amount we wi l l need to notify Congress. Barring any 

unforeseen circumstance we believe that we wi l l be able to make award sometime before 12/18. 

Thanks for your help. Please let us know if you need anything. 

Thanks, 

fbX6);(bX7)(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 

DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-1!lilliiIl Mobile: 202-345tb)(6):(b l 
Email kb)(6):(b)(7}(C) I 

NOTICE: Th is communication may contain privi leged or otherwise confidential information. I f you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 
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From: Wb)(6) (b)(7)(C) I 

Sent: 14 Dec 2017 06:57:35 -0500 
To: Fb)(6);(b}(7)(C) 

Subject: 
procurement 

FW: heads-up: urgent CN forthcoming for a Law Enforcement Sensitive 

FYI. 

Sent with BlackBerry Work 
(www.blackberry.com) 

From: Kb)(6);(b)(7}(C) 

Date: Wednesday, Dec 13,2017, 8: 25 PM 

Subj ect: RE: heads-up: urgent eN forthcoming for a Law Enforcement Sensitive procurement 

Thank you for the heads up. 

kb }(6l:(b }(7)(C) 

DHS OLA 
Desk: (202) 4471b)(6)(1 
Mobi le: (202) 839-Kb)(6):<1 

From: Kb)(6);(b}(7)(C) 

Sent: Wednesday, December 13, 2017 6:43 PM 
rb)(6);(b}(7)(c) 

Subject: heads-up: urgent CN forthcoming for a Law Enforcement Sensitive procurement 
Importance: High 

Good evening. 

I just spoke with my HCA and learned that ICE has an urgent law enforcement sensitive (lES) 
requirement that is currently undergoing a short-turn solicitation, with a needed award date of 
as soon as possible next week. Our contracting office is awaiting the green light from ICE 
Management to provide notice, due to the sensitive nature of the procurement. We anticipate 
receiving ICE Management's approva l tomorrow, and we will submit the Congressiona l 
Notification as soon as possible . 

Thank you in advance for your assistance. 

Vir, 
b)(6);(b)(7}(C) 

SenIOr Policy Advisor 
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DHS I ICE I Office of Acquisition Management (OAO) 
Quality Assurance Oi~ision (QAD) 
Phone: 202-732-1i1i)(l 
Mobile: 202-760-miJ 

IlhllRl-lhll7llrl 

AWS - znd Fridays; Telework - most Wednesdays 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

Hi ibj(l 
I!i..UJ 

Kb)(6);(b}(7)(C) 

21 Jun 2017 15:01:38 -0400 
Kb)(6);(b)(7}(C) I 
FW: License Plate Reader PIA Update 
License Plate Reader PIA Update (IGP JAH 06 12 20l7).doc 

I got the fo llowing question in the PIA that I hope you can answer: 

Finally, the descri ption of the commercial LPR vendor that ICE has procured will be 

published in appropriate federa l procurement portals, such as FedBizOpps, as requi red by 
law.(lCEICPjah1 1 

Is this cor rect? 

Thank you, 

Kb)(6);(b)( I 

From:kb\(6Hb\(7\(C\ 

Sent: Monday, June 12, 2017 2:51 PM 
To: GhllRl-lhll7llf-1 I 
Subject: License Plate Reader PIA Update 

Hi Kb)(6);([ 

Attached is the first draft of the LPR PIA update for your review. You can ignore any formatting issues 
wit h the document; I'll sort those out before it's reviewed by OPLA and DHS HQ. You should note t hat 
this PIA will likely be reviewed not only by DHS Privacy, but also by DHS Civi l Rights and Civil Liberties 
(CRCL) . Therefore, it's very important that we fully describe how ICE's use of the database protects 
individual rights and liberties (I discuss this on pgs. 7-8). Please adhere to the following instructions 
during your review: 

• Review the document in its entirety for cla ri ty, completeness, and accuracy (we're expecting 
significant feedback/questions from DHS on t his PIA) 

• Use "track changes" to make any edits to the document 
• Respond to all comment bubbles with a new comment underneath (note: all comments 

addressed to you say "ERO") 

• To the extent that you coordinate with other ERO officers (e.g., ~tbill)(~6)~: (b~xiI7ii')(C:J)C:::C:::C:::C:::C::::J 
etc.), please send me back one master copy with all edits 

• Please return the document to me no later than COB Friday June 23 

Thanks again for the information that you provided in last week's meeting, and please don' t hesitate to 
call/email me if you have any questions. 

Kb}(6);(b}(7)(C I 
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Senior Privacy Compliance Specialist 
Information Governance and Privacy JIGP) 
U.S. Immigration & Customs Enforcement 

Direct: (202) 132~)I:6)' 1 
M ain: (202)732- b,)(7)( 

Questions? Please visit the Privacy & Records Office website at https:/linsight.ice,dhs.gov/mgt/oop/Pages/indeK.aspK. 

[ICEIGPjahlJ ERO: Is this accurate? 
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WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 
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From: 
Sent: 
To: 
Cc : 

Kb)(6);(b}(7)(C) 

11 Dec 201714:57:20 -0500 
# MAST A F F ;kb )(6):(b )(7)(C) 

~b)(6); (b}(7)(C) 

Subject: FYSA -- license Plate Reader Database Access Procurement 
LES Memo - l PR database access. pdf Attachments: 

Good Afternoon 

This purpose of this email is to provide situational awareness with regards to a procurement for license 
Plate Access that OAQ is working on. The details are provided below: 

U.S. Immigration and Customs Enforcement (ICE) intends to issue a contract to Thomson 
Reuters Special Services (TRSS) to obtain query-based access to a commercially available license 
Plate Reader (l PR) database. A commercial l PR database stores recorded vehicle license plate 
numbers from cameras equipped with license plate reader technology. Records are uploaded 
into the system from a variety of governmental and private sources including, but not limited to, 
access control systems such as toll road or parking lot cameras, vehicle repossession compan ies, 
and law enforcement agencies. Licenses to access the commercial database are sold to 
commercial consumers as well as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private l PR database. ICE will use 
LPR information obtained in response to queries of the commercial database to further its 
criminal law enforcement and civi l immigration enforcement missions. ICE law enforcement 
personnel will query the LPR database using known license plate numbers associated with aliens 
for immigration enforcement purposes, based on leads, to determine where and when the 
vehicle has traveled within a specified period of time. The results ofthe queries can assist in 
identifying the locat ion of aliens to further ICE's immigration enforcement mission. 

ICE will also use l PR information obtained from the commercial database to further its criminal 
law enforcement mission, which includes investigations related to national security, illegal arms 
exports, financial crimes, commercia l fraud, human trafficking, narcotics smuggling, child 
pornography, and immigration fraud. For example, use of l PR data in th is context could help to 
identify the location of an investigative target or person of interest, or help track a vehicle that 
may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and public safety by allowing arrests to be 
planned at locations that minimize the potentia l for injury (e.g., away from a subject's residence 
if there are suspected to be children or weapons in the home). Use of this data is also expected 
to create a cost savings to the government by reducing the work-hours required for physical 
surveillance. 

Period of Performance : 

The anticipated period of performance will include a base period of three (3) months, one three 
(3) month option period, one three (3) month and eleven (11) day option period, and two 
twelve (12) month option periods. 
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Vir 

kb)(6);(b}(7)(C) 

Chief of Staff 
Office of Acquisition Management (OAO) 
U.S. Immigration and Customs Enforcement 
Desk Phone: 202-732-1!iillIDJ 
Cell Phone: 202-906.j{b)(6);(j 

Email: Kb)(6);(b}(7)(C) 
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MEMORANDUM r-DR: 

FROM: 

SUBJECT: 

December 7, 2017 

fb)(6);(b)(7)(C) 

Unit Chief b)(6),(b)(7)(C) 

omcc of Acq 

Kb}(6);(b}(7)(C) I 
CA) Unit Chic 
Transnational 

Office o/En/orcement (md Remol'al Operations 

U,S. Dt panmt n\ orUomdand St('urity 
500 12th Street. SW 
Washington, D,C, 20536 

u.s. Immigration 
and Customs 
Enforcement 

mions Unit 

Law Enforcement :';SC'l1Sl tl ve Memorandum - License Plate Reader 
Database Access 

Publica ll y posting that ICE is utilizing access to a License Plate Reader database would almost 
immediately diminish it s effecti veness as a law enforccment tool. Onec those individuaJs who 
arc already attcmpting to evade law enforcement become aware of addi tional surve illance 
capabilities they are much more li kely to take proactive measures to avo id detection. This is 
especially true for people who engage in criminal activ ity. gang members and aliens who are 
removable, This awareness would substant iall y increase the risk to offi cer safety by altering the 
behavior of the crimi na ls be ing investigated. This could include acqu iri ng state registration 
under a relative or an alias, altering method of travel , or temporarily switching plates while "' in
and-out" of residential or employment ranges, substantiall y hi ndering enforcement actions and 
increas ing surve illance and invest igati ve man hours, In states where onl y a rear license plate is 
req uired , subjects may opt to park in such a way that lheir plate in 110t visible frollli he street if 
they became aware of the lise of thi s technology. 

If a subject becomes aware that ICE officers and agents Illay have located their vehicle they are 
more likel y to be menta ll y and physically prepared to negatively engage or evade the officers. 
Arresting an unsuspecting criminal al ien at a predetermined locat ion minimizes the potential of 
injury to both the officers and aliens invo lved. Public awareness of the LPR system would 
substantiall y increase the ri sk to of1icer safety by altering the behavior of criminals being 
investigated and reduc ing the officer's tactical advanwge. 

ICE already ballies challenges pertaining to the amount of information that has been made public 
about our arrest mcthodology and limitat ions. Publi ca ll y posti ng that ICE is utili zing LPR 
technology could cause harm to law enforcemen t activit ies by j eopardizing investigat ions, 
compromising operations. or causing life-threatening situations for confidential infonnants, 
sources of infomlation, wi tncsses, or law enforcement personnel. As such, thi s acquisition should 
be considered law enforcement sensitive and not posted to J&A, 

www.ice.gov 
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From: kb)(6l:fb)(7)(C) I 

Sent: 
To: 

3 Oct 2017 14:00: 10 -0400 
kb)(6);(b}(7)(C) 

Subject: lP R Alert li st Issue 

Good aftern oon, 

I spoke with kb)(6):(b l th is afternoon and to ld her that acco rd ing to the SOW, ICE cou ld upload a maximu m 
of 2,500 records in a "batch upload" to the Alert list. Based on our conversation, we don' t t hink it's 
necessary to include any specific nu mbers in the final contract abo ut how many records are on the Alert 
list at o ne ti me, given that operationa l needs can change. However, we want to make it clear in the 

fina li zed contract t hat ICE users will continuously update the Alert list to remove/delete records that no 
longer need to be the re. As long as that 's spelled out, we sho ul d be a ll set o n that question. 

Fee l free to ca ll or email me if yo u need more clarification. 

Fb)(6);(b)(7}(C) I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct : (202) 73 (b)(6);( 

Main: (202) 732- )(7)( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 
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From: Kb)(6);(b)(7}(C) 

Sent: 2 Oct 201713:51:04 -0400 
To: 
Cc: 

rb)(6);(b)(7}(c) 

Subject: lPR records needs 

H~b}(6); (b}(7)(C) 

Could you give us an estimate on how many license plates any single user might actually have a need for 
on the alert list at any given time? We want to specify in the PIA (and the SOW) the number of license 
plate numbers that can be on the alert list, and we want to make sure it meets (but does not overly 
exceed) the operationa l need. 

kb)(6):(b}(7)(C) I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGPI 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6); 

Main: (2021 732- ,~,(7) 

Questions? Please visit the Privacy & Records Office website at https:ljinsight.ice.dhs.gov{mgt{oop{Pages{index.aspx. 
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From: kb)(6);(b)(7}(C) 

Sent: 24 Oct 2017 10:55:03 -0400 
To: 
Cc : 

rb)(6);(b)(7}(C) 

Subject: lP R SOW 

Hi ~b )(6);(b )(7}(C) 

Do you know when we could expect to see the revised SOW/contract before it's fin alized? Thanks. 

kh\IflHhV7\( I 
Senior Privacy Compliance Specialist 

Information Governance and Privacy (IGP) 

U.S. Immigration & Customs Enforcement 
Direct : (202) 732 b)(6); 

Main: (202) 732- l'!u}( 

Questions? Please visit the Privacy & Records Office website at https:ljinsighUce.dhs.gov{mgtloop{Pages{index.aspx. 
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From: kb)(6l:(b)(7)(C) 

Sent: 14 Dec 201715:04:34 -0500 

To: 
Cc: 

fb)(6);(b}(7)(C) 

Subject: lPR Splash Screen language 
Attachments: Splash Screen l anguage (IGP JAH 12 14 2017).docx 

Good afternoon kh\(flHh\I7\(C\ 

Attached is a draft of the splash screen language (Rules of Behavior) that w ill appear when ICE users log 

on to the lPR database. Please review and provide any edits via track changes . 

Deadline: COB Monday December 18 

Please call me with any questions. 

kh\(flHh\I7\(C I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct : (202) 732 b)(6); 

Main: (202) 732- b)(7}( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 
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Splash Screen Language (DRAFT December 14,2017) 

Welcome to Vigilant's LEARN LPR Database . Before using the database, you must agree to the 
following: 

(1) Law Enforcement Pumose: ICE will access, collect, and/or use LPR data and technology only for 
authorized criminal and civil law enforcement purposes. Authorized law enforcement purposes mean that 
ICE's use must be associated with an ongoing investigation, target of investigation, and/or targeted 

enforcement activit ies. 

(2) Querying the Commercial LPR Data Service: ICE personnel will only conduct searches of the 

commercial LPR data service using spec ific license plate numbers; geographic-based searches are not 
permitted at this time. 

(3) Use of Commercial LPR Data: IC E wi ll not take enforcement action based solely on data collected 
from Vigilant 's LEARN database. LPR data must be supplemented with other investigative infomlation 
before enforcement action is taken. 

(4) Auditing User Activity: All actions that you take while logged into the database wi ll be recorded in an 

audit log. This audit log will be available to DHS Agency Managers quarterly, and upon request. 

(5) Adding License Plate Numbers to Alert Lists: ICE personnel may only add license plate numbers to 
an Alert List that re late to an ongoing criminal investigation or immigration enforcement matter. ICE 

personnel will not gather and add license plate numbers to Alert Lists based solely on race, ethni city, 
nationality, religious affi liation, sex, sexual orientat ion, or other protected status, unless authorized by 
law. 

(6) Removing License Plate Numbers from Alert Lists: ICE personnel must remove license plates from 
Alert Lists once they no longer relate to an ongoing criminal investigation or immigration enforcement 
matter. 

(7) Free-Text Field: ICE personnel must complete the free-text field to reference the specific case for 
which a query was performed. At a minimum, users must enter the subject's name, and either the 

corresponding case number or Alien Registration Number (A-number). 

(8) Data Retention: ICE will not build or host an LPR system or database. License plate matches wi ll be 
mai ntai ned in the relevant case file or IT system accord ing to the correspond ing records retention periods. 
ICE will not retain LPR data that is not related to an ongoing law enforcement investigat ion or 

immigration enforcement matter. 

(9) Penalties: Impenn issible use of the system wi ll subject you to disc ipline, in accordance with ICE 
policy. 
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Acknowledgment: I acknowledge receipt of, understand my responsibilities, and wi ll comply with the 
rules of behavior for Vigi lant's LEARN LPR data service. 

Name/Signature/Date 
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From: kb)(6);(b)(7}(C) 

Sent: 27 Sep 2017 14:51:08 -0400 
To: ~b)(6); (b)(7}(C) 

Subject: Operational Question for EROjHSI 

H~b)(6); (b}(7)(C) 

One of the issues we discussed on the phone yesterday was how many records can be maintained in the 
Alert Li st. The SOW previously said 2,500, but the TRSS Response said that Vigi lant can provide up to 10 
million. Would you be able to coordinate with the program offices to see how many Alert List records 
they'd need record of (on a per person basis)? We want to make sure they're able to fulfill their 
missions whi le at the same t ime limiting the Alert List to those cases t hat are truly mission necessary. 

I know that there are already some questions that you're going to clarify with ERa and HSI, so if you 
could add this to the list that would be great, and we can amend the SOW as necessary. 

Please feel free to reach out with any questions. 

~b)(6); (b)(7}(C) 1 

Senior Privacy Compliance Specialist 
Privacy & Records Office 

U.S. Immigration & Customs Enforcement 
Direct : (202) 73 b)(6);( 
Main: (202) 732- ~7)( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.govlmgtloopIPages/index.aspx. 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

~b)(6); (b)(7}(C) 

17 Nov 2017 08:16:09 -0500 
b)(6);(b}(7)(C) 

LAW ENFORCEMENT SENSITIVE, TRSS LPR 
Ol .Ol_Market Research.docx, 01.02_APFS P2017040214.pdf, 

01.0S_S0W_License Plate Readers.docx, 01. 12_Sma II Business Review Form.pdf 
Importance: High 

Hi t~!l%( 1 

Please see attached for review. I was not sure if lES procurements should be posted in Sharepoint or 
not. If they can, I wi ll upload them t here for your review. Please advise. 

Thank you, 
Kb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office : (202) 732{iillill 
Mobile: (202) 878-fiilllill 
kb)(6):(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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I. Authority 

Market Research for 
Immigration and Customs Enforcement (ICE) 

Access to National License Plate System 
November 1511", 2017 

This market research memorandum is in accordance with FAR 7. 102, Acquis ition Planning 
Policy, and FAR 10.001, Market Research Policy. lAW with FAR Part 8.002, FAR 8.6 
Acq uisition from Federal Prison Industries (FPIIUNICOR) and FAR Part 8.7, Acquisition from 
Nonprofit Agencies Employing People Who Are Blind or Severel y Disabled (Ability One), 
research was conducted to determine if this item is available from these required sources. This 
service was not avai lable from either FPI or Abi lity One. 

II . Background Information 

The U.S. Department of Homeland Security (DHS)lOffice of Enforcement and Removal 
Operations (ERO) and Homeland Security investigations (HSI) have a requirement to obta in 
query-based constant (24 hour, seven days a week) access to a commerc ia lly ava ilable 
nationwide License Plate Reader (LPR) that includes mobile application requirements and is ab le 
to meet ICE privacy requirements. The LPR database will be provided fo r ICE law enforcement 
personnel at ICE offices across the Un ited States in the execution of their official law 
enforcement duties. ICE wi ll use LPR information obtained from the commercial database to 
further its criminal law enforcement mission, which includes investigations related to national 
security, illegal arms exports, financial crimes, commercial fraud, human trafficking, narcotics 
smuggling, chi ld pornography, and immigration fraud. 

The Contracting Office anticipates awarding a sole source standalone contract in accordance 
with FAR 6.302- 1 "Only One Source" to Thomson Reuters Special Services (TRSS). The 
NAICs code for thi s type of serv ice is 519190 - All Other Information Services. The Product 
Service Code is 0317 - IT and Telecom - Web-Based Subscription. The expected dollar va lue 
for this procurement isFb}(4) IThe following details the acquisition team dedicated to 
this procurement: 

Name Title Office Telephone E-mail Address 
b)(6);(b)(7}(C) Contracting OAQ/DCR 202-732- b)(6);(b)(7}(C) 

Officer ~ 

Contract OAQIDCR 202-732-
Specia li st b)(6);q 

Section Chief ERO 202- 732-
R')(6);t I 

r-

Market research for thi s requirement has been ongoing since 20 12. In 2012, a requirement for 
access to a National Vehicle Location Services (NVLS), a product that was offered by Vigilant 
Video, was submitted by the ERO Dallas Field Office. At the time, access to li cense plate 
databases for ICE law enforcement personnel was done at the Field Office level with small so le-

b/\ U' ~/)JFORC~) tHJT SEPJSITI't' [ 
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source purchase order to Vigilant Video for limited access over a short period of time. As a result 
to of a FBO post of notice of intent to award a sole source contract, award HSCECR·12·P·00037 
posted on FBO on July 4, 2012, ICE received an email from Locator Technologies dba Portfo lio 
Recovery Associates (PRA), that their system had similar capabilities. The sole source was not 
awarded and further market research was conducted. After speaking with Andy Robinson of 
PRA, add itional vendors were discovered in the license plate camera industry that had 
connections to vendors that compiled data. MVTRAC, Platenet, Elsag and NLETS were 
contacted in addition to PRA and Vigilant Video about their specific databases. 

ERO had multiple internal meetings about using ERO using thi s software nationwide. ERO set 
as ide money so that each of the fie ld offices could have access to one of the license plate 
databases. A fter additional research it was determined that other components within DHS would 
have interest in the products offered by the license plate companies. ICE OAQ reached out to the 
DHS library services group, who handle the acquisition of subscriptions for DHS requesting that 
they hand le the acq uisition of a License plate database for DHS. The DHS Library Services 
Group declined citing that the majority of the users were from ICE and CBP and not DHS as a 
whole. They would support one of the agencies taking the lead and strategically sourcing the 
contract. ~b)(6); (b)(7}(C) Isent an email to the DHS strategic sourcing inbox to find out whether 
or not this was a viab le option. Kb)(6);(b)(7}(C) Icontacted folks within other DHS components 
to gauge interest. Once it was determined that there was interest in the software an IPT was 
formed. The IPT consisted of Acq uisition personnel from ICE and U.S. Marshall Service as well 
as technical personnel from the Secret Service, CBP, ICE, Federal Protective Service and U.S. 
Marshall Service. 

Research was done in the market place in late 20 12 and early 2013 (Jan-Mar) to determine other 
possible vendors. This was done via internet searches and talking to vendors about their 
competition in the industry. It was discovered that CBP issued an RFI in earl y January 2013 for 
License Plate Recognition Infrastructure. Even though the requirements were not the same the 
possible vendors responding would most likely be similar. ICE was able to obtain the names and 
responses from each of the vendors. ICE OAQ reached out to each of the vendors directly via 
telephone and email. An Industry Day was held on May 15, 20 13. 

As a result of the market research described above, ICE issued a competitive solicitation for 
subscription access to a license plate database for approximately kbX4) LICE received three 
proposals. One from Vigi lant Video, One from LexisNexis which proposed access to Vig ilant 
Video and PRA which submitted a proposal that did not meet the technical requirements listed in 
the solicitation. Vigilant Video was determined as the highest technical proposal. LexisNexis 
offered a proposal that combined their law enforcement database along with Vigilant License 
plate data. PRA also submitted a response but their proposal did not meet the technical 
requirements of the proposal. Following the evaluation it was determined that the pricing was too 
expensive both for the ICE budget at the time and the pricing Vigilant offered to state and local 
governments. 

In the summer of2017, ICE examined the possibility of utilizing CLEAR the law enforcement 
data service currently utilized by HSI and ERO under contract HSCEMD- 17-F-00008, to obta in 
access to license plate data. Since the agents and officers already used TRSS to perform their law 
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enforcement searches, it would be very convenient to add the license plate module to services 
already used in the field. Meetings between ICE and TRSS took place to determine whether or 
not that would be a viab le solution. TRSS offered not onl y their license plate data but also 
discussed the possibility ofpartnering with Vigilant Video to add their data capabilities as we ll. 
Furthermore, pricing was offered for not only 1-500 subscriptions, but rather a subscription for 
an unlimited amount of ICE law enforcement personnel users. The determination was made that 
since the CLEAR contract was written aga inst the TRSS GSA Schedule and the current license 
plate data was not included on their GSA schedule, that this service could not be added via this 
contract vehicle. ICE would need to procure these services through another method. 

Ill. Initial Requirements 

The requirements development process was more complex than for a typical commercial product 
due to the privacy concerns and political sensitivity of the requirement. As mentioned above, the 
government held an industry day in 20 13, where vendors were able to meet with ICE and 
representatives from other DHS and DOJ components in a small setting to preset the capabilities 
of their current systems and where the industry was heading in the next 5-10 years. These 
requirements were fine tuned to meet the law enforcement standards required by ICE. In 
addition, due to the sens itivity, the ICE privacy office has become integra ll y involved in writing 
the privacy section of the requirement. 

The government has examined many different scenarios to ensure cost effectiveness. ICE has 
evaluated whether to have an agency wide subscription or super users which could conduct 
searches on behalf of ICE agents. Based on the anticipated pricing proposed by TRSS, the most 
price advantageous option would be the agency wide subscription. Additionally, many of the 
privacy concerns are all eviated when each user is directly responsible for defending the law 
enforcement back up fo r their requested search rather than a super user search. 

In order to ensure maximum usage, ICE would like a mobile search capability that would be 
capable with iOS. The database must have a significant number of scans in the most important 
geographic areas in order for it to be considered effective tool for the ICE agents. The agents 
should have some reasonable expectation that the scans are reliable. There needs to be a plan to 
ensure that the company can provide the service moving fo rward. Since the majority of state and 
local law enforcement is already using this service, a demonstration that other law enforcement 
customers should be mandatory. 

It must have audit and reporting capabilities. Additionally, many of the search requirements must 
be tracked back to either a user log or a law enforcement justification to ensure that the privacy 
concerns are adequately addressed. 

Each of these requirements ensures that ICE is obtaining access to a reliable and effective license 
plate subscription service. 

The performance requirements, as per the SOW, include: 

Data Service Content/Scope: 
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o The LPR data service shall contain LPR records from a variety of sources across 
the United States, such as toll road or parking lot cameras, veh icle repossess ion 
companies, and law enforcement agenc ies . 

o The LPR data service shall compile LPR from at least 25 states and 24 of the top 
30 most populous metropolitan stati stical areas to the extent authorized by law in 
those locations 

o The LPR data service shall make availab le at least 30 million new unique LPR 
data records each month 

User Management and Support 
o Automatic verification of accounts with the ability to audit by using the use r's 

Originating Agency Identifier (ORI) to be matched against a current real-time li st 
of acti ve ORJ numbers provided directly or indirectly by the National Law 
Enforcement Telecommunication System (NLETS). 

o The ability to add new users or delete existing users within 24 business hours of 
ICE's request. 

o Unlimited technical support to each user. 

Functiona l Requirements: 
o Query Capabilities 
o Alert List Capabilities 
o Mob ile Device Capabi lities 
o Audit and Reporting Capabilities 

The proposed action will result in the award of a contract for a total potential period of two (2) 
years and eight (8) months; 12/5/20 17 - 09/30/2020. An Advanced Planning Forecast System 
(APFS) record was sent to OAQ from ERO on November 8, 2017. The record was claimed by 
OAQ but not posted as the requirement is law enforcement sensitive. 

IV. Participants in Market Research 

The fo llowing individuals have been instrumental in the Market Research effort: 

Role/Responsibility 
Name, Title Office Telephone Email Address in Market 

Research 
b)(6);(b}(7)(C) ERO 202-732- b}(6);(b}(7)(C) Program Office 

Kb)(6);( I 

OAQIDCR 202-732- Contracting Officer 

! b2(6Ybl 

OAQIDCR 202-732- Contract Spec ialist 
Kb)(6);(b l 
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Contract 
Specialist 
b)(6);(b}(7)(C) OAQ/Small 202-732- b)(6);(b}(7)(C) Small Business 

Business Kiillill Specialist 
Office 

ICE/Privacy 202-732- Privacy Specialist 
K6)(6);( I 

ICE/Privacy 202-732- Privacy Specialist 
K6)(6);( I 

V. Market Research Methods and Sources 

As di scussed above, access to license plate databases has been previously accomplished through 
small purchase orders for a limited amount of time for individual field offices. In 2012, ERO had 
multiple internal meetings about using ERO using thi s software nationwide. As a result of the 
market research described above, ICE issued a competitive solicitation for subscription access to 
a license plate database for approximately 1-500 users. Following the eva luation it was 
determined that the pricing was too expensive both for the ICE budget at the time and the pricing 
Vigilant offered to state and local governments. 

In accordance with the FAR, a search ofNIBINISH, FPIIUN ICOR, GSA Federal Supply 
Schedules, SBA Database, Department-Wide Vehic1es/DHS Strategic Sourcing Vehicles, and 
Commercial Databases yielded that the type of services was not avai lable through these sources. 
License plate databases are commercially available; however the privacy and data controls 
required are not current ly commercially ava ilable and will require a large amount of 
customization. The Contracting Officer views the privacy requirement as an entirely separate 
part of the requirement that is almost entirely a requirement on its own. 

In the summer of 20 17, ICE examined the poss ibility of utilizing CLEAR the law enforcement 
data service currently utilized by HSI and ERO under contract HSCEM D-17-F-00008, to obtain 
access to license plate data. Since the agents and officers already used TRSS to perform their law 
enforcement searches, it would be very convenient to add the license plate module to services 
already used in the field. Meetings between ICE and TRSS took place to determine whether or 
not that would be a viable solution. TRSS offered not only their license plate data but also 
di scussed the possibility ofpartnering with Vigi lant Video to add their data capabilities as we ll. 
Furthermore, pricing was offered for not only 1-500 subscriptions, but rather a subscription for 
an unlimited amount of ICE law enforcement personnel users. The determination was made that 
since the CLEAR contract was written against the TRSS GSA Schedule and the current license 
plate data was not included on their GSA schedule, that thi s service could not be added via thi s 
contract vehicle. ICE would need to procure these services through another method. 
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On July Jrd, 2017, a Request for Infonnation was sent to TRSS to obtain query-based constant 
( 24 hour, seven days a week) access to a commercially ava ilable nationwide License Plate 
Reader (LPR) that includes mobile application requirements, is able to meet ICE privacy 
requirements, and is available for an unlimited number ofERO and HSI users. TRSS responded 
stating they could meet the requirements by partnering with Vigilant Video and presenting 
access to the license plate reader database through a hyperlink in their CLEAR application. 

Accessing Vigilant data through TRSS enables ICE users to limit the number of sources agents 
need to query for investigati ve purposes. Adding thi s functionality is critical to ensuring that ICE 
is using all ava ilable tools to further its criminal law enforcement and civil enforcement 
miss ions. Allowing all searches to occur in one system increases the likelihood that the data will 
be used by the offi cers to more effectively carry out the ICE mission. It also ensures uniformi ty 
across the search process increasing the likelihood of successful outcomes for arrests that rely on 
thi s information. Additionally, it holds one vendor accountable for all information acquired by 
law enforcement. This increases the likelihood that in formation reli ed on by two diffe rent 
systems will be accurate and sustain any legal challenges. 

Multiple meetings between OAQ, Privacy, and TRSS were held which confirmed that the 
proposed solution would meet privacy needs and offe r additional operational benefits unforeseen 
previously. The Contracti ng Officer has determined that the onl y solution that meets the 
requirement is the proposed solution from TRSS as they partner with Vigilant Video to provide 
li cense plate reader data access through a current law enforcement database used by ICE. 

VI. Identify Product/Services and Sources Able to Meet the Requirement 

The vendor found able to meet thi s requirement is Thomson Reuters Specia l Services (TRSS) 
located at 1410 Spring Hill Rd., McLean, VA 22 102-3058. TRSS is a large business. The POC 
for thi s company is 4(b)(6);(b}(7)(C) 1, 443 -622- f b)(6);(b}(7)(C) I 

VII. Description of the Commercial Marketplace 

License plate databases are commercially ava ilable; however the privacy and data controls 
required are not currently commercially ava ilable and will require a large amount of 
customization. TRSS has entered into a partnership with Vigilant Video whereby they will 
provide license plate reader data provided by Vigilant Video through the current law 
enforcement database used by ICE. The proposed solution meets all privacy, functionality, and 
compatibility requirements in order to meet ICE's mission and obtain the best va lue. 

VHf. Pricing and Market Issues 

There are no known pricing or market issues. The price is expected to be found fair and 
reasonable through an analysis of previous contracts for a similar requirement. 

IX. Other Considerations 

, AU! El>I fOIi'C~~ 4 ~T> IT £I3PJ£ITIV[ 

201 8-ICLI -00035 841 



The contracting officer has determined that thi s requirement is exempt from the posting 
requirements of FA R Part 5. 101 . 

J. FAR Part 5. J 02(a)(5)(i) The contracti ng offi cer need not make a solicitation ava ilable 
through the GPE, as required in paragraph (a)(4) of thi s section when-

(i) Disclosure would compromise the national security (e.g. , would result in 
di sclosure of class ified infonnation, or information subject to export controls) or 
create other securi ty ri sks. 

Due to these circumstances and the fact that access to PRI SM is available to contractor 
employees the "Law Enforcement Sensitive" Documents for thi s procurement action will not be 
posted in PRISM . Access to these procurement documents can be requested from the 
Contracting Speciali st/Contracting Offi cer li sted in the contract. 

X. Market Analysis Summary 

Based on the information obtained from GSA, System for Award Management (SAM), previous 
acquisition history, and privacy requirements, thi s requirement will be so lic ited as a sole source 
requirement to TRSS. Market research has yield that there are no other sources that can meet the 
privacy requirements, provide nationwide license plate data subscription at an agency-wide level, 
and meet the current functionali ty requirements with current ICE capabilities. No other sources 
can sati sfy agency requirements. The Contracting Officer determines that the anticipated price is 
expected to be fair and reasonable through an analysis of previous contracts for a similar 
requirement. 

kb)(6):(bX7)(C) , Date 
Contract Specialist, OAQ (OCR) 

~b)(6); (bX7)(C) Date 
Contracting Officer, Unit ChiefOAQ (DCR) 
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System 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

November 1, 2017 

c.l. INTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's law enforcement offices operational 

requ irements to obtain query-based access to a commercially available License Plate Reader (LPR) database. A 
commercial LPR database stores recorded vehicle license plate numbers from cameras equipped with license 

plate reader technology. Records are uploaded into the system from a variety of governmental and private 

sources including, but nOI limited 10, access control systems such as toll road or parking lot cameras, vehicle 
repossession companies, and law enforcement agencies. Licenses to access the commercial database are sold to 

commercial consumers as well as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE will use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civil immigration enforcement missions. ICE law enforcement personnel will query the LPR database using 
known license plate numbers associated with aliens for immigration enforcement purposes, based on leads, to 

determine where and when the vehicle has traveled within a specified period of time. The results of the queries 
can assist in identifying the location of aliens 10 furthe r ICE's immigration enforcement mission. 

ICE wi li al so use LPR information obtained from the commercial database to further its criminal law 
enforcement mission, which inc ludes investigations re lated to national security, illegal arms exports, financial 

crimes, commercial fraud, human trafficking, narcotics smuggling, child pornography, and immigration fraud. 
For example, use of LPR data in this context could help to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and public safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g., away from a subject's residence if there are suspected to be ch ildren 

or weapons in the home). Use of this data is also expected to create a cost savings to the government by 
reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially avai lable, query-based LPR 
database fo r ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service Content/Scope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
loli road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substantial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized by law in those locations. 
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o A metropolitan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
of Management and Budget (OM B) and used by the Census Bureau and other federal government 
agencies for statistica l purposes. 

• The LPR data service provider shall demonstmte the number of new unique records that wcre added to the 
commercially available LPR database each month for the last consecutive twelve (12) months. 

• The LPR data service shall make available at least 30 million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing simi lar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instmctions and guidance to faci litate use of system. 

• The ability to compare new user requests with lists of personnel authorized by ICE to use the vendor 
system. 

• Automatic verification of accounts wi th the abi lity to audit by using the user 's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (NLETS). 

• The ability to add new users or delete exist ing users within 24 business hours of ICE 's request. 

• Initial training to orient personnel to the use of their system, including "Help Desk" support related to the 
usc, access, and maintenance of the system. 

• System training and "Escalation Procedures" for agency manager and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Periodic or as needed updates to the web interface and mobi le application. The vendor will employ 
appropriate technical, administrative, and physical security control s to protect the integrity, availabi lity, and 
confidentiali ty of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile application, the system must 
display upon logon a splash screen that describes the agency' s pennissible uses of the system and data, and 
requires the user to affinnatively consent to these mles before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be available to the users via a hyperl ink within the main 

system interface (including any mobile app interface). 
o The agency wi ll provide the language for the sp lash screen content. 

Pagc 2 0f6 
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• All queries of the LPR data service shall be based on a license plate number queried by the user only, and 
the data returned in response must be limited to matches of that license plate number only within the 
specified period of time. 

• The system will not penn it user queries of the data serviee unless a license plate number is entered. A 
query can only be conducted by entering a license plate number. 

• The query interface wi ll include a drop-down fi eld for users to select a reason code for the query from a 
pre-populated list. The specific reason codes wi ll be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface will require a user to identify whether the user is entering data for him or herself or for 
another indi vidual. If the user is entering data for another indi vidual, the query interface will require the 
user 10 enter the name of the other individual. 

• The query interface must include a free-text field of at least 255 characters for user notes. This wi ll allow 
for additional infonnation that wi ll assist ICE in referencing the specific case for which the query was 
performed. Comp leting this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe for 
the query. 

o The system wi ll display results only for LPR detection records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets, with a margin 
of error not more than 2%. 

• To ensure accuracy of information, the response to a query must incl ude alleast two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually eonfinn the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection and coordinates. 

o The vendor shall provide a notification mechanism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users infonned of corrections to erroneous data. 

• The vendor wi ll not use any information provided by the agency (query data) for its own purposes or share 
the infonnation wi th other customers, business partners, or any other entity. 

• The vendor will not use ICE's queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

• The vendor wi ll ensure ICE user queries are conducted anonymously to ensure other individuals or entities 
that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) are not ab le 
to identify that ICE is investigating a license plate. 

Alert List Capabilities 
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• The LPR data service shall provide an "Alert List" feature that wi ll save license plates numbers to query 
them against new records loaded into the vendor's LPR database on an on-going basis. Any matches will 
result in a near real-time notification to the user who queried the license plate number. 

• The LPR data service Alert List wi ll provide capabi lities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Li sts containing the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LPR system for download a PDF case file report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record inforntation) for each emai l alert notification. The notification must 
be able to be limited to the user or a user group of ICE law enforcement officers involved in the specific 
investigation. The notification will comply with all applicable laws, inc luding the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service will allow specifically designated users to batch upload a maximum of2,500 license 
plate records into the "Alert Li st". The batch upload will be in the form of a single comma separated 
variable (CSV) file with data fields to include, but not limited to the following: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fie ld, of at least 255 
characters, for a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was perfonned. 

• The vendor will provide the ability to establish Alert List submissions, flag license plates for deconfliction, 
and perfonn searches, all conducted anonymously, to ensure other indi vidual s or entiti es that use the LPR 
service (whether a law enforcement agency, commercial entity, or otherwise) are not able to identify that 
ICE is investigating a license plate. 

• License plate pictures taken with the automated Optical Character Recognition (OCR) plate number 
translation shall be submitted to the LPR data service system for matching with license plates on any 
cutTent ICE Alert List. Any positive matches shall return to the iOS appl ication (identified be low) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory infonnation needed for a nonnal qucry. 

• Each license plate number on an Alert List will bc valid for one year unless the user rcmoves it before 
expiration. If detemtined to be cost feasible, the system wi ll prompt users two wecks prior to expiration and 
require the user to affimtativcly indicate that there continues to be an operational requ irement to keep the 
particular license plate entry on the Alert List active, or be given the option to delete the license plate from 
the Alert List. Prompts should continue periodically until the expiration date is reached. The systcm will 
grant the user an additional week after expiration to rcnew the entry in the Alert List. If the uscr does not 
renew, the system shall remove the license plate number from the Alert List. 

• All Alert List act ivity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expirat ion from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 
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Mohile Device Ca"ahilities 

• The LPR data service shall femure an iDS-compatible mobile application that allows aUlhorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add retumed positive matches into the Alert List. 

o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application will delete any saved data on the mobi le device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application will confonn to all other perfonnance, privacy, and funct ional requirements 
ident ified in the SOw. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fonn that chronicles thc fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

different; 
o Exact query entered, to include license plate number, date limitat ions, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert lis!. 

• The vendor shall provide to ICE user audit reports upon request. Audit reports shall contain the audit log 
infomwtion of a given user(s) for the specified period of time. The vendor shall provide the audit log in 
electronic form via secure transm ission to ICE promptly upon request. The format of the audit log shall 
allow for ICE to retrieve user activity by user name (or 10), query entered (e.g. , particular license plate) 
and date/time. The exact technical requirements and fonnat for the audit log wi ll be negotiated after 
contract award. 

• The vendor shall promptly cooperate wi th an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activi ty on the vendor system, for purposes of the agency' s intemal investigations and oversight. 

• The vendor shall not use audit trai l data for any purpose other than those specified and authorized in this 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of 
requested searches and hit lis!. 

• The audit logs speci fi ed in this statement of work are records under the Federal Records Act. The vendor 
shall maintain these records on behalf of IC E throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
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entities including other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (including any sti ll-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the following Key PerfoTn1ance Parameters (KPPs): 

l\lctric Unit ofl'1casurc l\linimum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24/7/365 

Scheduled downtime </- 4 hou rs per month 

Meantime between failure (MTBF) 4,000 operating hours 

Overall Support Service SUppOri availability 24/7/365 

Results of a single LPR query Resu lts ofa single LPR query </= 5 seconds after submission 

C.6. Guaranteed Minimums 
The minimum that the Government agrees to order during the period of th is contract is $10,000.00 for the base year 
only. 

C.7. Promotion of the Cont ract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror's goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all avai lable 
products and services; and (c) assist cuslOmers in creating timely and accurate delivery order/purchase orders. 

c.s. News Releases 
News releases pertaining to th is contract shall not be made without ICE approval, as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

C.9. License Type 
The Vendor shall provide a license that will perm it ICE to add or remove users without purchasing additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 
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APFS Reference # F P201704214 LES 

RF I/Sources Sought # (if applicable) ________ _ 

DEPARTMENT OF HOMELAND SECURITY 
SMALL BUSINESS REVIEW FORM 

Execution of the DHS small business program requires coordination and participation from all members of the acquisition team. 
The appropriate acquisition personnel to complete this form [i.e., Contracting Officer, Requesting Office (consultation) and the 
Small Business Specialist (consultation)] are identified by item. After appropriately excluding the mandatory sources for the 
Federal Prison Industries (FAR 8.6) and the Ability One program (FAR 8.7), contracting offices shall use thi s form for all 
procurement actions greater than the SAT except when : a) issuing orders/calls under single award IDIQ contracts and under 
single award BPAs, and b) issuing orderslcalls under multiple award 10lQ contracts or BPAs when the initial vehicle was 
awarded under a single Small Business program under FAR Part 19. The form shall be completed prior to synopsis or 
solicitation release. 

Items (1-8) Request - Completed by the Contracting Officer in consultation with the Requesting Office 

(1) Requisitioner NamelTelephone Number (2) Office/Organization (3) Requisition Number 

kb)(6);(b)(7}(C) I ICE!ERO!FUGOPS 

+1 ( 20 2 I 732 b)(6);(b TSD 
(4) Contract Specialist NamelTelephone Number (5) Contracting Officer NamelTelephone Number 
[ b)(6l:(b)(7}(C) I b)(6l:(b)(7)(C) 

+1 (202 I 732 b)(6);(b +1 (202) 732- fb )(6);[l 
(6) Description of Product or Service 
Law En f orcement Sensit ive . Access to License Plate Readers da t abase . 

(7) Estimated dollar value: Base Period: $ ' bX') I Total Estimated Value Include Options $ kb)(4) I 

(8) Period of Performance: Base Period FROM: 12/05/20 17 TO: 09/30/20 1 8 
Option Periods 2 FROM: 10/0 1 /20 1 8 TO: 09/30/2020 

Items (9-12) - Procurement Information/History - Completed by the Contracting Officer 

(9) NAICS Code (10) Small Business Size Standard (11) Synopsis Requirement 

Employees 0 D YES 
519190 Average annual receipts N/A ~ NO, exceptions [FAR 5.202(a)1 

(12) New Requirement 181 YES D NO 

If new requirement (If [yes] , proceed to items 13-17) 
If priOf procurement history exists (If [no]. comp(ete prior procurement history below; consult with SBS as necessary) 
ContracUDelivery or Task Order Number I Period of Performance 

Contractor Name & Address 

Total Amount: I Contractor Size/Preference Status: 

Number of Offerors: -- L8 -- S8 -- HUBZ. -- SOB. _ 8(a) 
-- WOSB -- SDVOSB 

Remarks: 

DHS Form 700-22 (6/16) 
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Items (13-17) - Proposed Procurement Strategy/Method - Completed by the Contracting Officer 
All procurement actions (Open MarkeUMAS (FSS)-GSA, MAC, GWAC, DWAC, BPA, C/OWAC, etc.) greater than the SAT, ~omplete 
items (13-16). Please choose ONLY one of the items (13-15) for your procurement strategy. If the action is unrestricted and b}(4) I 
or more, also complete item (17) for Substantial Bundling Review. 

FOR ALL PROCUREMENT ACTIONS GREATER THAN THE SAT (See FAR 2.101), 
(Except for exclusions identified on this form) 

(13) First Consideration : Consider the following socio-economic programs. See FAR 19.203, 19.502-4, and 8.405-5 for reference. 

Select Open Market or Pre-Existing Contract Vehjcle: 

0 Open Marnet OR D Pre-Existing Contract Vehicle 

Competitive Sole SQ\,m;;:e e[e-e:xistiog CQotract Utilizing a Set-Aside 
D 8(a) Set-Aside 0 8(a) D Multiple Award schedule - MAS(FSS), BPA-GSA 
D HUB20ne Set-Aside 0 HUB20ne D Multi-Agency Contract- MAC 
D SDVOSB Set-Aside 0 SDVOSB D Gov't-Wide Acquisition Contract- GWAC 

0 EDWOSB Set-Aside 0 EDWOSB D Department-Wide Acquisition Contract- DWAC 

0 WOSB Set-Aside 0 WOSB D ComponenUOffice-Wide Acquisition Contract- C/OWAC 

(Attach proposed list of vendors, including size status) 
Type of Set-Aside: 

Note: D Attach supporting documentation (market research) validating your proposed strategy. 

(1 4) Second Consideration: Consider the general Small Business Set-Aside. 

Select Open Markel or Pre-Exjsting Contract Vehjcle: 

0 Open Market OR D Pre-Existing Contract Vehicle 

Competitive Sole SQ\.m;;:e e[e::e:xistiog CQot!:act Utilizing a Set-Aside: 
D Tota l SB Set-Aside NiA D Multiple Award schedule - MAS(FSS), BPA-GSA 
D Partial SB Set-Aside NiA D Multi-Agency Contract- MAC 

D Gov't-Wide Acquisition Contract - GWAC 
D Department-Wide Acquisition Contract - DWAC 
D ComponenUOffice-Wide Acquisition Contract - C/OWAC 

(Attach proposed list of vendors, including size status) 
Type of Set-Aside: 

Note: D Attach supporting documentation (market research) validating your proposed strategy. 

(15) Third Consideration: If the first and second considerations have been ruled out based on market research, then consider an 
approach where an ~other than small business" concern is expected to serve as the prime contractor. Small business participation in 
an open market scenario will be critical through subcontracting and the DHS Mentor Protege Program; for pre-existing contract vehicles 
awarded to large businesses follow the terms and conditions of the contract that have already been established, including the 
subcontracting plan. If no subcontracting opportunities exist, attach the associated documentation, in accordance with FAR 19.705-2(c) 
and HSAM 3019.705-2, determining the need for a subcontracting plan. 

Select Open Market or Pre-Exjsting Contract Vehjcle: 

129 Open Market OR D Pre-Existing Contract Vehicle 

Competitive: SQIe: SQ!.m;;:e (F8a 6.3Q3) e[e:::e:xisting CQotract Ve:hicle 

0 Unrestricted ~ Attach J&A D Multiple Award schedule - MAS(FSS), BPA-GSA 
(Full and Open) 

Limited SQ!.!(ces (FAa 1:!'~Q5-6) 
D Multi-Agency Contract- MAC 

D Attach Limited Sources 
D Gov't-Wide Acquisition Contract - GWAC 
D Department-Wide Acquisition Contract - DWAC 

Justification D ComponenUOffice-Wide Acquisition Contract - C/OWAC 

Fair QpRod!.!nit~ (F8a 16,5Q5(b)(2:)(ii)) 
(Attach proposed list of vendors, including size status) D Attach Justification for an 

Exception to Fair Opportunity 

0 Subcontracting Plan Discussion with SBS D Mentor-Protege Program Discussion with SBS, HSAR 
(Open Market Only) 3052.219-71 (Open Market Only) 

Note: D Attach supporting documentation (market research) validating your proposed strategy. 

DHS Form 700-22 (6/16) 
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(16) Reason for Unrestricted Procurement 

D No reasonable expectation that offers will be obtained from at least two 8(a), HubZone small, Service Disabled Veteran 
Owned Small, Economically Disadvantaged Women-Owned Small Business, Women-Owned Small Business, or general 
Small Business concerns offering the products of different small business concerns. 

[g] No reasonable expectation that award will be made at a fair market price. 

D Requirement not severable into two or more production runs or lots. 

(17) Substantial Bundling Review (Completed for all unrestricted procurement actions of kbX4) l or more) 

D YES [g] NO Does the procurement meet the definition of a Bundled Contract (FAR Part 7.107 and 13 CFR 
Part 125.2 (d)(1 )(i»? If YES continue, if NO proceed to item (18). 

[g] YES D NO Did procuring activity coordinate acquisition strategy with the small business specialist and the Small 
Business Administration (SBA) Procurement Center Representative (PCR) (FAR Part 7.104(d)(1) and 
FAR Part 19.202-1(e)(1)? 

D YES [g] NO Was requirement to notify the affected incumbent small business concerns of the Government's intention to 
bundle the requirement performed, at least 30 days before release of the solicitation 
(FAR Part 10.001(c)(2)(i)? 

DYES [g] NO If procuring activity believes bundling is necessary and justified, was proper analysis submitted to CPO 
(HSAM 3007.107(b))? 

SUBMISSION AND REVIEW SIGNATURES 

Items (18-21 ) Submission and Reviews (Completed by appropriate officials) 

(18) Contracting Officer D Concurrence 

Signature of Contracting Officer: Date: 

(19) Small Business Specialist D Concurrence D Non-Concurrence (Attach justification) 

Signature of Small Business Specialist: Date: 

(20) Contracting Officer response to SBS Non-Concur D Concurrence D Non-Concurrence (Attach justification) 

Signature of Contracting Officer: Date: 

(21) Completed for all unrestricted actions of $2,500,000 or more (including sole source procurements to other than small business). 

SBA Procurement Center Representative D Concurrence D Non-Concurrence 

Signature of SBA PCR: Date: 

DHS Form 700-22 (6/16) 
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INSTRUCTIONS FOR DHS FORM 700-22, SMALL BUSINESS REVIEW 

FOR ALL PROCUREMENT ACTIONS GREATER THAN THE SAT (See FAR 2.101), 
(Except for exclusions identified on this form) 

Execution of the DHS small business program requires coordination and participation from all members of the acquisition team. 
The appropriate acqu isition personnel to complete this form [i.e., Contracting Officer, Requesting Office (consultation) and the 
Small Business Specialist (consultation)] are identified by item. After appropriately excluding the mandatory sources for the 
Federal Prison Industries (FAR 8.6) and the Ability One program (FAR 8.7), contracting offices shall use this form for all 
procurement actions greater than the SAT except when : a) issuing orders/calls under single award IOIQ contracts and under 
single award BPAs, and b) issuing ordersfcalls under multiple award IOIQ contracts or BPAs when the initial vehicle was 
awarded under a single Small Business program under FAR Part 19. The form shall be completed prior to synopsis or 
solicitation release. 

1. The following provides instructions for the completion of each item on the OHS Form 700-22: 

Request - Items (1-8) are self explanatory. 
Procurement Information/History - Items (9-12) are self explanatory. 
Proposed Procurement MethodfStrategy -Items (13-17): 

If planning an open market procurement or use of a pre-existi ng contract vehicle greater than the SAT, complete items (13-16). 
If the action is unrestricted and $2,500,000 or more, also complete item (17) for Substantial Bundling Review. 

Item (13) Indicate the socioeconomic program planned for the requirement, after proper market research. 
Item (1 4) Indicate SB Set-Aside, after proper market research . 
Item (15) Indicate the full and open/unrestricted contracting method along with Subcontracting Plan and Mentor Protege involvement. 
Item (16) Indicate reason for unrestricted procurement. 

Item (17) Complete Substantial Bundling Review for all unrestricted procurement actions of 0kbllXi!4IC=Jlor more. 

Submission and Review Signatures 

Items (18-21) Submission and Reviews (completed by appropriate officials). 

Item (18) Signature of Contracting Officer. 
Item (19) Signature of Small Business Specialist (SSS) to indicate concurrence or non-concurrence. 
Item (20) Signature of Contracting Officer to indicate concurrence or non-concurrence in the event the SBS non-concurs. 
Item (21) Signature of Small Business Administration (SBA) Procurement Center Representative (peR) to indicate concurrence or 
non-concurrence. 

2 Review and Required Signatures' 
Types of Reviews Contracting Small Business 
x - indicates review and signature unless noted otherwise. Officer Specialist 

All procurement actions (set-aside, unrestricted, open Market, and pre-existing contract 
X X 

vehicles) greater than the SAT. 

All procurement actions of kb}(4) l or more (unless set-aside). This review will also 
X X 

include the Substantial Bundling Review, Item (17). 

3. Additional Requirements for Substantial Bundling : Whenever substantial bundling is contemplated for any requirement over 
$2,500,000, a separate justification is to accompany the Small Business Review Form. This justification shall be prepared in 
accordance with HSAM 3007.107 and 3019.202-271 (b)(2). 

4. Standard timeframes for completion of form by review officials. The SBS shall complete the review process within 2 
business days. The SSA peR shall complete the review process within 2 business days. 

5. The completed OHS Form 700-22 shall be placed in the solicitation file. 

SeA 
PCR 

X 
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From: 
Sent: 
To: 
Cc : 
~b)(6); (b) 1 

Subject: 
Attachments: 

1b)(6);(bX7) 1 

kb)(6);(b)(7)(C) 

Fri, 22 Dec 2017 15:11:10 +0000 
t )(6);(b)(7)(C) 

LEARN platform clarification questions (answers to both emai ls) 
smime.p7s 

Our answers to your LEARN platform clarification questions are in bold. 

Ql. P. 8, the proposa l states "If awarded, Vigilant will make this a mandatory audit screen that the user 
must populate prior to any query." Can you confirm the "audit screen" is the free-text f ie ld? 
At . The audit screen includes the name of the requestor, the case number, the reason code and the 
free text f ield. 

Q2. P. 8 the proposa l states "Vigilant will provide the abi lity for a user to indicate who is requesting the 
query. All information will be stored in the aud it logs." The query interface requi ring a user to identify 
themselves is a requirement. Please confirm t hat this will be a requirement in the system rather than 
made "available ." 
A2.Yes, this will be a requirement. 

Q3.P. 10 the proposa l states "Vigi lant wi ll not modify data owned by third parties," and "Vigilant cannot 
edit or modify these records should there be a misread ." Please confi rm this is reference to third party 
queries. 
A3. This particular reference is to the images of the plates themselves which are unable to be 
changed, but in addition, no third party queries w ill be changed. 

Q4. P. 11 the proposal states " Included with access to the LEARN platform, Vigi lant will allow an alert l ist 
of up to 50 million plates to be uploaded in a CSV format that can include plate number, state of 
registration, year, make, model, color, and a reason code as a custom field and comments section of up 
to 255 characters or less." Can the f ie lds that are mandatory for a single query (plate number, state, 
reason code, and free-text f ie ld) also be made mandatory for the alert list? Th is was the intent of the 
requi rement. 
A4. YES 

Q5. P. 11 the proposal states "Vigi lant will add an option for other agencies to allow their uploaded hot
plates to be used for deconfliction purposes by ICE, based solely on License Plate and State 10." While 
ICE may have access to state/local law enforcement plates, please confirm the converse will not be true; 
state/local LEAs wi ll not know that ICE has a plate on an Alert List. 
AS. THIS IS CORRECT 

Q6. P. 12 the proposa l states "Vigi lant will preserve commercia l data indefinitely." Please confi rm that 
none of the queries including photo queries would fa ll under this. 
Q6. THIS IS CORRECT; COMMERCIAL DATA DOES NOT INClUDE QUERY AUDIT INFORMATION WHICH IS 
PROPERTY OF THE GOVERNMENT 
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Q7. P. 12 the proposa l states " Included with access to the LEARN platform, Vigi lant will not retain any 
alert list data except for audit reports. The alert list wi ll also be removed once it expires or a user 
manually removes it from the list. Please advise if this is meant to say that alert list data is only retained 
in audit logs once removed by the user or expired. Please confirm. 
A7. AUDIT RECORDS ARE NOT ALTERED WHEN AN ALERT PLATE EXPIRES. 

Q8. P. 13 - the proposal states "Vigilant mainta ins a complete audit record of every transaction, 
including date, time, user, IP Address, and query parameters sufficient to reproduce the exact query. 
Audit records are property of ICE." Please confirm that the logs will also contain the results of the query. 
It is a part of the requirement but not of the response. 
AS. THE AUDIT RECORD CONTAINS INFORMATION SUFFICIENT TO REPRODUCE THE QUERY BUT THE 
DATA RETURNED BY THE QUERY AT A LATER TIME MAY PRODUCE DIFFERENT RESULTS DUE TO LEA 
RETENTION POLICIES. LPR DETECTION DATA BElONGING TO VIGILANT IS HElD INDEFINITElY AND 
WILL ALWAYS BE RETURNED BY THE QUERY. 

Q9. Please confirm what the user must enter for a batch query. Is it license plate only? Or license plate + 
state of registration + reason code? 
A9. license Plate + Stat e of Registration + Alert Type + (Upload Reason Code on Audit) 

Q10. If ICE wants to add requirements (such as reason code or free text) is that possible? 
A10. Yes. 

Please let me know if you have any additional questions . 

.................................. . 

This email containsinformationfromThomsonReutersSpeciaI Services.llC.tha t maybesensiti~eandconfidentiaI.This message is to be used 
solely by the intended recipien t. If you are not the intended recipien t, then you recei~ed this message in error and a re requested to delete it 
(and all copies). You a re furthe r requested to neithe r reproduce nor share the contents of this message with anyone except the in tended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 
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From: 
Sent: 
To: 
Cc: 

Subject: 
Attachments: 
Importance: 

b)(6);(b 

Fb)(6);(b)(7}(C) 

17 Nov 2017 14:08:18 -0500 
rb)(6);(b)(7}(C) 

l ES: TRSS l PR J&A 
01.06_JandA TRSS l PR.DOC 
High 

Please see attached J&A for your review. 

Thank you, 
Fb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office : (202) 732..!/h'''''1 
Mobile: (202) 878-kh'''' I 
kb)(6):(b)(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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Office of the Acqui~'itioll Management 
U.S. DCllartmcn l of Homcland SC{:urity 
801 1 StrC{:t, NW 
Washington, DC 20536 

JUSTIFICATION FOR OTHER THAN FULL AND OPEN COM PETITION 
41 USC §§ 3301-3311 

Pursuant to the requirements of the Competition in Contracting Act (CICA) as implemented by 
the Federal Acquisition Regulation (FAR) Subpart 6.3 and in accordance with the requirements 
of FAR 6.303-1 , the justification for the use of the statutory authority under FAR Subpart 6.3 is 
justified by the fo llowing facts and rationale required under FAR 6.303-2 as fo llows: 

1. Agency and Contracting Activity 

The U.S. Department of Homeland Security (OHS)/ Office of Enforcement and Removal 
Operations (ERO) and Homeland Security lnvestigations (HSI), and Immigration and Customs 
Enforcement (ICE) Office of Acquisitions Management (OAQ)/Oetention Management Division 
(OCR), proposes to obtain query-based access to a commercial available License Plate Reader 
(LPR) database under other than full and open competitive procedures utilizing the exception 
specified under FAR Subpart 6.302- 1 "Only One Source". 

2. Nature and/or Description of the Action Being Approvcd 

This Justification and Approva l (J&A) approves the issuance of a so le source contract for access 
to a nationwide query-based License Plate Reader for ICE users. The proposed contract wi ll be a 
firm fixed price contract and the total potential period of performance of thi s effort is two (2) 
years eight (8) months, consisting of one ( I) eight-month base period and two (2) one year 
option periods. The total potential va lue of this requirement is estimated at $6,270,232.00. 

The government seeks to acquire the requi red services from Thomson Reuters Special Services 
(TRSS), LLC located at 1410 Spri ng H ill Road, McLean, V A 22102-3058. 

3. Description of Supplies/Services 

DHS ICE/ ERO/HSI have a unique requirement to obtain query-based access to a commercial 
availab le License Plate Reader (LPR) database. The LPR data service must provide constant (24 
hour, seven days a week) access to a commercial ava ilable, query-based LPR database for ICE 
law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. ICE wi ll use LPR information obtained in response to queries of 
the commercial database to further its criminal law enforcement and civil immigration 
enforcement miss ions. ICE will also use LPR information obta ined from the commercial 
database to further its criminal law enforcement mission, which includes investigations related to 
national security, illegal arms exports, financial crimes, commercial fraud, human trafficking, 
narcotics smuggling, child pornography, and immigration fraud. 
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4. Identification of Statutory Authority Permitting Other Than Full and Open 
Competition 

The statutory authority permitting other than full and open competition is 41 U.S.c. §3304(a)( I), 
implemented by Federal Acquisition Regulation (FAR) Subpart 6.302-1 entitled "Only One 
Responsible Source". 

5. Demonstration that the Contractor' s Unique Qualifications or the Nature of the 
Acquisition Requires the Use of the Authority Cited 

The use of thi s authori ty is necessary because of the unique requirements of the Government that 
only TRSS, through their partnership with Vigilant Video, can meet. The Government requires a 
nationwide searchable access with 2417/365 availability to a license plate database that includes 
mobile application access and is able to meet ICE privacy requirements. TRSS has entered into a 
partnership with Vigilant Video, whereby li cense plate reader data will be provided by Vigilant 
Video through the current law enforcement database , CLEAR, provided by TRSS. 

The use of TRSS would allow for ease of use access to the agents and officers. TRSS currently 
holds ICE law enforcement database contract (Contract Number HSCEM D-17-F-00008). 
Through this contract ICE is able to access numerous law enforcement databases which enable 
law enforcement in the field to more effecti vely identi fy, investigate and locate individuals 
suspected of criminal acti vity. Adding thi s functionali ty is criti cal to ensuring that ICE is using 
all ava ilable tools to further its criminal law enforcement and civil enforcement missions. 
Allowing all searches to occur in one system increases the likelihood that the data will be used 
by the offi cers to more effecti vely carry out the ICE mission. It also ensures uniformity across 
the search process increasing the likelihood of successful outcomes for arrests that rely on thi s 
infonnation. 

Additionally, it holds one vendor accountable fo r all in fonnation acquired by law enforcement. 
This increases the likelihood that in fonnation relied on by two diffe rent systems will be accurate 
and sustain any legal challenges. 

Further, not having access to a query-based LPR database would severely limit an extremely 
successful method and system of locating and apprehending targets. The number of man hours 
required to locate targets would increase and the number of targets arrested would decrease 
dramatically. Early indications are that the arrest rate would decline by as much as 20%. Access 
to license plate reader databases has allowed the fugitive operations units to open cases thought 
to have been cold and resulted in actual arrest. Furthermore, the mobile application will give 
offi cers the ability to search plates anywhere, anytime, and includes all the same functionality as 
the web-based application. 

Historically, investigators have not been able to locate a fugitive's vehicle for months at a time. 
However, using LPR databases, officers were able to locate a fugitive's vehicle, location, and 
make the arrest. Numerous fugitives and other immigration violators have not only been 
apprehended in a fa r shorter period of time, but several cases have been apprehended that might 

2 
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have otherwise been closed due to lack of further evidence. Access to a query-based nationwide 
LPR database allows officers to track vehicles, establi sh timelines, and locate the subject's 
vehicle. 

TRSS, through their partnership with Vigilant Video, is the only contractor that can provide a 
query-based access to a nationwide LPR database that includes mobile app lication and can meet 
ICE privacy requirements. Accessing the LPR database through CLEAR's system enables ICE 
to limit the number of sources an agent needs to query fo r investigative purposes and increase 
efficiencies in meeting the DHS and ICE mission. The period of performance for thi s acquisition 
was altered to ten (10) months for the base year to align with offered CLEAR pricing and period 
of perfonnance. 

6. Description of Efforts Made to Ensure that Offers are Solicited from as Many 
Potential Sources as is Practicable. 

Due to the unique functional capabilities and privacy concerns of thi s requirement, no other 
vendors are capable of meeting the Government's requirements. A notification wi ll not be posted 
publicly on Federal Business Opportuniti es (FBO) as thi s requirement involves technology and 
software that are law enforcement sensitive and legally protected from public disclosure as a 
matter of national security (reference FAR 5.202(a)( I). 

In accordance with HSAM 3005. 102, DHS Management Directive 11042. 1 and ICE Policy 
Manual 4003.1 Safeguard ing Law Enforcement Sensitive lnformation (directi ve 5-2.0), access to 
the query-based li censed plate reader has been des ignated as For Offic ia l Use Only/Law 
Enforcement Sensitive (FOUO/LES. The publicizing of information describing thi s 
requirements, its components, and the nature of the relationship between the company and its 
subcontractors could reasonably be expected to interfere with law enforcement investigations by 
revealing technical capabilities which hinder the objectives of DHS, and would compromise a 
technological advantage or countenneasure, thereby providing our adversaries with suffic ient 
infonnation to circumvent our processes and investigations. 

7. Determination by the Contracting Officer that the Anticipated Cost to the 
Government Will be Fair and Reasonable 

The fo llowing chart detail s the total cost to obta in query-based access for all ICE users to a 
commerciall y ava ilable License Plate Reader (LPR) database: 

Unit of Estimated 
Estimated Fixed 

Item Description Quantity Price Per Line 
Issue Unit Cost It, 

CLiN 0001 Access to License 10 MO 
b}(4) 

Plate System (All ICE Users), Base 
Year - POP: 12/5/2017 -
09/30/20 18 
CLlN 1001 Access to License 12 MO 
Plate System (All ICE Users) , I 
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Option Year I - POP: 1011/20 18 -
I 09/30/20 19 

CLiN 1002 Access to License 12 MO b}(4) 

Plate System (All ICE Users) , 
Option Year 2 - POP: 1011/2019 -
09/30/2020 

f--
Total Estimated Price 

The price to provide these services to the Government will be determined fair and reasonable 
based on price analysis, including comparison to previous prices paid under similar contracts 
prior to contract award. Further detail s can be found in the fair and reasonableness document for 
thi s proposed action. 

8. Description of Market Research 

Every reasonable attempt was made to locate alternate sources. Market research currently shows 
that the vendor is the only source capable of providing these unique capabilities to meet the 
Government's requirements. 

9. Any Other Facts Supporting the Usc of Other than Full and Opcn Competition. 

The acqu isition for access to a query-based commercially ava ilable License Plate Reader (LPR) 
database from Vigilant Video through TRSS would best serve ERO's immediate need and be the 
most cost effecti ve method for thi s acquisition. These database services are essential to the 
function of ERO as they strive to meet their miss ion. These tools assist ERO in the tracking of 
fugitive criminal aliens. The impact to ERO and ICE would be profound if the database services 
are procured from other vendors that do not fully meet the requirements and could poss ibly 
compromise the miss ion. 

10. A Listing of the Sources, if Any, That Expressed, in Writing, an Interest in the 
Acquisition. 

Not app licable. 

11. A Statement of the Actions, if Any, the Agency May Take to Remove or Overcome 
Any Barriers to Competition Before Any Subsequent Acquisition for Supplies or 
Services Required. 

The Government will continue to monitor the market for sources that may be able to meet the 
Government's requirement for access to a license plate reader database that meets the 
Government's functional and privacy requirements. 

12. Certifications 

I certify that the facts and representations under my cognizance, which are included in this 
justification, meet the Government's minimum need and that the supporting data , which forms a 
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bas is fo r thi s justifi cation, is complete and accurate. 

Requirements/Technical Personnel : 

~b)(6); (b}(7)(C) Date 
ERO Section Chief 

Contracting Officer: 

I certify that the justification is accurate and complete to the best of my knowledge and belief. 

kb)(6);(b}(7)(C) Date 
Contracting Offi cer 
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From: kb)(6):(b)(7)(C) 

Sent: 20 Jun 2017 15:28:17 -0400 

To: 
~b)(6); (b}(7)(C) 

Kb)(6);(b}(7)(C) 

Subject: license Plate Reader Contract Discussion 

Good afternoon, 

I wanted to notify everyone that I'll be setting up a meeting at kb)(6):(b)( I request to make sure that 

everyone is in sync on the direction and time line for the acquisition and privacy documentation of 
l icense plate reader technology. We' ll reserve a room at peN for everyone in the building and will also 
provide a conference line for those who can't make it in person. The invite will be sent shortly. 

Kb)(6);(b}(7)(C) I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGPI 
U.S. Immigration & Cust oms Enforcement 
Direct : (202) 732 b)(6);( 
Main: (2021 732- )(7}(C 

Questions? Please visit the Privacy & Records Office website at https:ljinsight.ice.dhs.gov{mgt{oop{Pages{index.aspx. 
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From: kb)(6):(b)(7}(C) 

Sent: Wed, 10 Jan 2018 21:46:40 +0000 
b)(6);(b}(7)(C) To: 

Cc : 
Subject: Proposed Timelines for ICE l PR 

smime.p7s Attachments: 

Fb)(6) 1 

Great to connect with you this afternoon. 

Per our discussion, there are some anticipated delays in the lPR system being 100% compliant wit h the 
SOW. Please see the estimated deadlines for each SOW requirement. 

Estimated date of 2/2/18 
• input of 255 character free-text field -exists now, but not mandatory unti l 2/2/18 

• Logon splash screen 
• 60-day retention on mobile app 

• Deconflict ion opt-in 
• Update Hot-List/Hot-Plate Audits to include Renewal and Expi ration separate f rom Upload and 

Deletion (some functionalit y exists now, but ICE has a specific request re: renewal/expiration 
that requires additional build) 

2/28/18 
• Maximum 2,500 records for hot-list entry (currently exist s, but user could potentially upload 

more than 2,500 records) 
• Misread button on detections 
• Quarterly reports (delayed explained as "no data, so we can't provide reports .") 

TBO - mid-March (Engineering will continue with the below upon completion of the above) 

• Key performance parameters 

• Quarterly reports cont'd 

Given these limitations, please discuss with your operations team how to proceed . Please let me know 
what remedy, if any, ICE would like to seek. 

I look forward to seeing you tomorrow afternoon. 

Thank you! 
l(b)(6Hb)(7) 1 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
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T R S S We provide critica l mission support in the face of evolving threats, by 
integrat ing data, technology and subject matter experts, to solve customer 
challenges . Click here for more information regarding TRSS Services. 

This email contains iflformation from Thomson Reuters Special Services. LLC. tha t may be sensitive and confidential. This message is to be used 
solely by the intended recipien t. If you are not the intended recip ien t, then you received this message in error and a re requested to delete it 
(and all copies). You are further requested to neither reproduce nor share Ihe contents of this message wi th anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 
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From: kb)(6Hb)(7)(C) 

Sent: 8 Aug 2017 12:58:57 +0000 

To: kb)(6):(b}(7)(C) I 
Subject: quick call 

Sir, 

Would you have a few minutes for a quick call? 

!b)[6)cl 
Vigilant Solutions 
202-906-Riilli] 
www.vigilantso lutions.com 

2018-ICLI -00035 866 



From: i b)(6):(b}(7)(C) 

Sent: 20 Nov 201714:12:17 -0500 
To: 
Cc : 

t )(6);(b)(7}(C) 

Subject: 
Attachments: 

OPLA Review: LES: TRSS LPR J&A 
01.06_JandA TRSS LPR(cald1).doc 

Kb)(6);(b}(7)1 

Please see my comments and ed its attached. Please revise and return for further review. 

Some larger scope concerns: 
a. Have you considered using simplified acquisition procedures lAW FAR part 13.57 This 

procurement is for a commercial item below the SAT for certain commercial items. 
b. What do you have in the way of support from the Program concerning the law enforcement 

sensitive designation 7 We (OPLAj aren't convinced that an exception to disclosure (synopsis & J&Aj is 
applicable. 

Thanks. 

Vir, 
rb)(6);(b}(7)(C) 

Associate Legal Advisor 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
Department of Homeland Security 
Desk: (214) 905-kb)(6l:1 
Email : kb)(6):(b)(7}(C) 

ning"· Attorney/Client Privilege ••• Attorney Work Product ••• 
This communi and any attachments may contain confidential and/or sensitive attorney/client 
privileged information or e work product and/or law enforcement sensitive information. It is not 
for release, review, retransmission, . ation, or use by anyone other than the intended recipient . 
Please notify the sender if this email has been ml ed and immediately destroy all originals and 
copies. Furthermore do not print, copy, re-transmit, disseml r otherwise use this information. 
Any disclosure of this communication or its attachments must be approv he Office of the Principal 
Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for IN 
GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Informatio 
USC §§ SS2(bIlS), (bIl7). 

From: kb)(6);(b)(7}(C) 
17, 2017 1:08 PM 

To: 

Cc: '---,,.--,.::::-c==-:-'. 
Subject: LES: TRSS LPR J&A 
Importance: High 
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Please see attached J&A for your review. 

Thank you, 
kb)(6):(b)(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732-kb)(6)1 

Mobile: (202) 878-1iliRIDJ 
~b)(6); (b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this comm unication in error, any review, disseminat ion, 
distribut ion, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 
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_ ... 
WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

kb)(6):(bX7)(C) 

13 Dec 2017 16:40:42 -0500 
b)(6);(bX7)(C) 

Please Sign 
01.06_55J TR55 LPR.pdf 

Please see document for signature. 

Thanks,~ 

2018-ICLI -00035 874 



Sole Source Justification (SSJ) 

Office of the Acquisition Managem ent 
U.S. Department of Homeland SC{:urily 
801 ( Street, NW 
Washington, DC 20536 

u.s. Immigration 
and Customs 
Enforcement 

Test Program for Certain Commercial items for procurements exceeding the Simplified 
Acquisition Threshold (> $150,000) pursuant to FAR Subpart 13.5, including Brand Name 

41 U s.c. § 1901 

Date; 12/1 1/20 1 7 PR Numbec: 70CDCR 18Q00000005 

Pursuant to the requirements under the authority of the test program for commercial items at 41 
U.S.c. 1901 or the authority of 4 1 U.S.c. 1903 Special emergency authority as implemented by 
Federal Acquisition Regulation (FAR) Subpart 13.501 and consistent with the content 
requirements of FAR 6.303·2. 

I. Agency and Contracting Activity 

The Department of Homeland Security (DHS), U.S. lmmigration and Customs Enforcement 
(ICE) Offi ce of Acquisitions Management (OAQ)/Detention Management Division (DCR), on 
behalf of the Office of Enforcement and Removal Operations (ERO), Homeland Security 
Investigations (HSI)" proposes to obtain query·based access to a commercially ava ilable 
License Plate Reader (LPR) database under other than full and open competiti ve procedures 
utilizing the exception specified under FAR Subpart 13.501 (a)( I)( ii) "Only One Responsible 
Source". 

2. Nature and/or Description of the Action Being Approved 

This Sole Source Justification (SS1) approves the issuance of a sole source contract for access to 
a nationwide query-based License Plate Reader fo r ICE users. The proposed contract will be a 
fi rm fi xed price contract and the total potential period of performance of thi s effo rt is two (2) 
years and nine (9) months, consisting of one (1) 41 -day base period, two (2) twelve· month 
option periods, and one ( I) eight. month option periods. The total potential value of thi s 
requirement is estimated at $6,093,488.00. This action is being taken pursuant to FAR 13.50 I. 

The government seeks to acquire the required services from Thomson Reuters Special Services 
(TRSS), LLC located at 1410 Spring Hill Road. McLean, VA 22 102·3058. 

3. Description of Supplies/Services 

DHS ICE/ ERO/HSI has a unique requirement to obtain query-based access to a commerciall y 
available License Plate Reader (LPR) database that meets ICE privacy requirements. The LPR 
data service must provide constant (24 hours, seven days a week) access to a commercially 
available, query-based LPR database for ICE law enforcement personnel located at ICE offices 
across the United States for the purpose of executing their official law enforcement duties. ICE 
requires LPR information, obtained in response to queri es of the commercial database, to further 
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its criminal law enforcement function, including investigations related to national security, 
illegal arms exports, fi nancial crimes, commercial fraud, human trafficking, narcotics smuggling, 
child pornography, and immigration fraud , and civil immigration enforcement miss ions. 

4. Identification of Statutory Authority Permitting Other Than Full and Open 
Competition 

This action is being taken under the authority of the Test Program for Commercial Items, 41 
U.S.C. 1901 implemented by Federal Acquisition Regulation (FAR) Subpart 13.501. 

5. Demonstration that the Contractor's Unique Qualifications or the Nature of the 
Acquisition Requires the Use of the Authority Cited 

The use of thi s authority is necessary because only one vendor, TRSS, is able to sati sfy ICE's 
unique requirement through TRSS' s Partnership with Vigilant Video. The Government requires 
a nationwide, searchable, li cense plate reader database with 24/7/365 access, including mobile 
application access, that is able to meet ICE privacy requirements and is integrable into an 
existing ICE investigation tool. TRSS has entered into a Partnership with Vigilant Video, 
whereby license plate reader data will be provided by Vigilant Video through CLEAR®, TRSS 's 
law enforcement database. 

Access to LPR data through the CLEAR® portal allows agents and offi cers to access LPR data 
through their current suit of electronic investigative tools. TRSS currently holds ICE law 
enforcement database contract (Contract Number HSCEM D-1 7-F-00008). Through this contract 
ICE is able to access numerous law enforcement databases which enable law enforcement in the 
field to more effecti vely identify, investigate and locate individuals suspected of criminal 
acti vity. Adding LPR functionality is criti ca l to ensuring that ICE is using all available tools to 
further its criminal law enforcement and civil enforcement miss ions. Allowing all searches to 
occur in one system increases the likelihood that the data will be used by the offi cers to more 
effectively carry out the ICE mission. It also ensures uni formity across the search process 
increasing the likelihood of successful outcomes for arrests that rely on thi s information. The 
mobile application will give officers the ability to search plates anywhere, anytime, and includes 
all the same functionality as the web-based application. 

Additionally, it holds one vendor accountable for all information acquired by law enforcement. 
This increases the likelihood that in fo rmation relied on by two di ffe rent systems will be accurate 
and able to withstand any legal challenges. Finally, adding thi s functionality to a current ICE 
system allows ICE to timely obtain the required se rvices and avoid transition, start-up, and on
going administrative costs associated with acquiring LPR data through a separate access portal. 

TRSS, through their Partnership with Vigilant Video, is the only known contractor that can 
provide query-based access to a nationwide LPR database, including mobile application that can 
meet ICE privacy requirements and operational needs. Access ing the LPR database through 
CLEAR®'s system enables ICE to limit the number of sources an agent needs to query for 
investigati ve purposes and increases operational efficiencies in meeting the DHS and ICE 
miss ion. The period of performance for thi s acquisition was altered to align with offered 
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CLEAR® pricing and period of performance. 

6. Description of Efforts Made to Ensure that Offers are Solicited from as Many 
Potential Sources as is Practicable. 

This requirement will be synopsized in FedBizOpps as required by FAR Subpart 5.30 1. In 
add ition, thi s justification wi ll be made available for public inspection after award, in accordance 
w ith FAR 6 .305(a). 

7. Determination by the Contracting Officer that the Anticipated Cost to the 
Government Will be Fair and Reasonable 

The following chart details the total cost to obtain query-based access for all ICE users to a 
commercially avai lable License Plate Reader (LPR) database: 

Unit 
Estimated Unit Estimated Fixed Price Per 

Item Description Quantity of 
Cost Line Item 

Issue 
CLIN 0001 Access to 
License Plate System (A ll 
ICE Users), Base Period-
POP: 12/2 1/2017-

b}(4) 
0113 112018 1.4 MO 
CLIN 0002 Access to 
License Plate System (All 
ICE Users), Option Period I -
0210 1/2018 - 0 1/31 /2019 12 MO 
CLIN 0003 Access to 
License Plate System (All 
ICE Users), Option Period 2-
0210 1120 19 - 01/3112020 12 MO 
C LJN 0004 Access to 
License Plate System (All 
ICE Users), Option Period 3 -
PO P: 0210 1/2020-
09/30/2020 8 MO 

Tota 

The price to provide these services to the Government will be determined fai r and reasonable 
based on price analysis, including comparison to previous pri ces paid under similar contracts 
prior to contract award. Further detai ls can be found in the priee reasonableness document 
prepared for thi s proposed action. 

8. Description of Market Research 

ICE is aware of other companies who offer access to a commercial license plate reader database 
that meet ICE privacy requirements. However, those vendors' databases are not availab le to be 
purchased as one license for all ICE law enforcement personnel , and are not integrated into 
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ICE's current system. If ICE was to purchase access to an alternati ve commercial li cense plate 
reader database, ICE would be fo rced to buy individual licenses for all ICE law enforcement 
personnel who would need access to the database. This would range up to 2,000 individual 
li censes per year. The management of individual licenses fo r all ICE law enforcement would be 
extremely burdensome administrati vely. TRSS has entered into a Partnership with Vigilant 
Video, whereby li cense plate reader data will be provided by Vigilant Video through the current 
law enforcement database, CLEAR®, provided by TRSS. This service is being offered to cover 
all ICE users and departments. The CLEAR® database is offe red as one li cense to all ICE users. 
The current solution offe red by TRSS seamlessly integrates access to LPR database that meets 
ICE law enforcement requirements and privacy requirements. 

9. Any Other Facts Supporting the Use of Other than Full and Open Competition. 

Based on the market research above, the acquisition for access to a query-based commerciall y 
available License Plate Reader (LPR) database from TRSS through Vigilant Video is onl y 
available through the proposed vendor and is the most cost effecti ve and effi cient method for thi s 
acquisition. These database services are extremely beneficial to the function of ERO and HSI as 
they stri ve to meet their mission. TRSS, through their Partnership with Vigilant Video, is the 
onl y contractor that can provide a query-based access to a nationwide LPR database that includes 
mobile application and can meet ICE privacy and operational requirements. Accessing the LPR 
database through CLEA R®' s system enables ICE to limit the number of sources an agent needs 
to query for investigati ve purposes and increases effi ciency in meeting the DH S and ICE 
miss ion. Based on the benefits of the TRSS and Vigilant Video Partnership in offering the 
services through one system and one li cense, the Government is receiving a unique requirement 
that is unavailable in the current market. 

10. A Listing of the Sources, if Any, That Expressed, in Writing, an Interest in the 
Acquisition. 

The requirement fo r thi s contract will be synopsized. TRSS is the onl y established source to 
express interest in thi s contract. 

II. A Statement of the Actions, if Any, the Agency May Take to Remove or Overcome 
Any Barriers to Competition Before Any Subsequent Acquisition for Supplies or 
Services Required. 

The Government will continue to monitor the market fo r sources that may be able to meet the 
Government 's requirement fo r access to a license plate reader database that meets the 
Government 's functional, operational , and privacy requirements. 

12. Certifications 

I certi fy that the facts and representations under my cognizance, which are included in thi s 
justification, meet the Government's minimum need and that the supporti ng data, which forms a 
basis for thi s justification, is complete and accurate. ICE intends to post the requirement pursuant 
to FAR 13.501 (a)(I)(;;; ) and 6.305(a). 
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Requirementsrreehnieal Personnel: 

I certi fy thi s requirement meets the Government ' s minimum need and that the supporting data, 
which fo rms a basis for this justification, is complete and accurate. 

Kb)(6);(b}(7)(C) Date 
ERO Section Chief 

Xb)(6):(b}(7)(C) Date 
HSI Section Chief 

Contracting Officer: 

I certify that the justification is accurate and complete to the best of my knowledge and belief. 

~b)(6); (b}(7)(C) 

Contracting Officer 

Deputy Chief Acquisition Officer/Competition Advocate: 

¥b)(6);(b}(7)(C) Date 

Deputy Head of Contracting Activity 
ICE Competition Advocate 
DHS l iCE I Office of Acquisition Management (OAQ) 
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From: fb)(6);(b)(7}(C) 

Sent: 1 Mar 2018 14:58:01 +0000 

To : Kb)(6);(b}(7)(C) I 
Subject: 

Attachments: 

RE : 70CDR18P0000017 mod 1 

70CDCR18P00000017 POOOOl.pdf 

Hi ¥b)(6);(b)(7}( I 
Attached please find a fully executed version of the modification. 

Also, how did you want to handle the demo for the App? I know Privacy still wants to see that. 

Please let me know when you have chance. 

Thanks, 

~tb")(6,,);::(b:::)(7,,XC:.:) _____ -,1 CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 

DHS I ICE I Office of Acqu isition Management (OAO) 
Phone: 202-732~ Mobile: 202-345-kb)(6):1 
Emai l :Kb)(6);(b)(7}(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution , 
or copyi ng of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: kb)(6Hb)(7)(C) 

Sent: Wednesday, February 28, 2018 12:09 PM 
To: kb)(6):(b}(7)(C) I 
Subject: 70CDR18P0000017 mod 1 

Kill] 
Attached please find signed Mod 1. 

Please let me know if you have any questions. 

Kind regards, 
kh\IRHh\l7\( I 

.............. . ...... ....... ....... 
kb )(6):(b )(7}(C) 

Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-62Ub)(6Hb)(7)(C) 

This ema il containsinformationfromThomsonReutersSpeciaIServices.llC.thatmaybesensiti~eandconfidentiaI.This message is to be used 
solely by the intended recipient. If you are not the intended recipient, then you recei~ed this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission, Your cooperation is appreciated. 
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From* b)(6);(b)(7)(C) 

Sent: Wednesday, February 28, 2018 12 :00 PM 
To ~(b)(6); (b)(7)(C) I 
Subject: DHS-ICE-EROjHSI LPR mod 
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AMENDMENT OF SOUCITATIONIMODIFICATION OF CONTRACT 

2. AMENOMEHTIMOOIfICAT1ON NO. 1. EfFECTIVE DATE 

POaaOI See Block 16e 
1I. ISSUEoav 000' ICE/OCR 

ICE/Detention Compliance , Removals 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I Street , NW FhIIRI-IMl7llr\ I 
WASHINGTON DC 20536 

e. NAME Ant) ADDRESS OF CONTRACTOR rHO.. _ ......,.. $I.,. _llP Codoj 

w 
p 

S 

EST PUBLISHING CORPORATION 
o BOX 64833 
AINT PAUL MN 55164 

I' CONTRACT III COO£ rA7 i PAGES 3 

" REOUISITlON.f>1JRCHASE REO. NO 15 PROJECT/'tO. I/f~J 

19211BFUGOPS12087.1 
7. ADMINISTERED BY (IIotherlNnllllm dl 000' 

. , 9A. AMENOMENT(lf SOUCITATION NO . 

lIB. DATED (SEE ITEN '" 

x lOA. MODIFICAWc 8'( CON'TRACTIORDER NO. 
10CDCRIBP 0 00011 

108. DATED (SEE ITEM 13) 

000' 1485082860000 I FACIt.ITY CODE 1212212017 

". , ~ ,,~ ~~ ITAnoH 

o.~ O .noIe><lended. 
~ ...... -.......,.;pt of II'IiI __ pnor 10 nt racu _ <1M spocifi..:J i'I ... IiOIiciIation Of .. __ , by ...... of ... fI>IIIIwFog _ : I_I Ely c:ompletng 

,*"" _ IS. _ ~ __ 01 ... __ II; Ib) 8y~~aI_-an ..... <:neldl copy 01 ... orr.. "*""~ ; or (e) 8)1 

__ I _ Of ~.....,;a, ...-- • ..-..- 10 .. IiOIicitD:n _ .".-.,;....-... F ..... URE OF YOUR ACKNO'M.EOGEMENT TO 8E RECEIVED AT 

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND [)ATE SP£CIfIED MAY RE5a.T IN REJECTION OF YOUR OFFER "bjI 
wtue a/ .... _ )IOU dotsA 10 dW'igof .., .,.,. I<.twnilled • pnMdood ..." ~ or _...-. 

See Schedule 
U . THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTSlMDER8. rr MODIFIES TH£CONTRACTiOROER NO. AS OESCRI8ED IN ITEM 14. 

A.. THIS CHANGE ORDER IS ISSUED PURSUAHTTO. ($pedfyItU/tOolily) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONlRACT 
ORDER NO. IN ITEM lOA. 

8. THE ABOVE HlM8l:RED COHTRACTIOADE.R IS MODifIED TO REFLECT THE AOMINISTRATM CHAHGES fwd! .. o'IwIpn in prjing OIIQ. 
~fIiona.lIt. 1«:.) serFORTH IN rrEM 14. PURSUAHTTO THEAUTHORrTYOF FAR43. 10l(b~ 

C. THIS SUPPLEMENTALAGREEMENT IS ENTERED INTO PURSUAHT TOAUT 

Eo IMPORTAHT: Contractor o. nol. @II'~ to Iign Ihio docum.-.t _ NIUm 1 

14. OESCRIPTK»I OF AMENDMENTIMOOIFICATION (OtpMllz.a by UCF JIICtIiM hHdo"llS, ~ ao/iicil.lIioM::onlnlCl ~""'tt.r~ ,..",*.) 

~UNS Number; 148508286 
Gove rnment POC: k hIlRl-lhll7l/r1 

Phone ; 202-132-kb~61: 1 
Email: kb)(6),(b)(7)(C) 

Government POe : l(b)(61:(b)(7)(C) 
Phone: 2 02- 1 32~ 

Email: kb)(6),(b)(7)(C) 

Contracting Officer : Kb)(6),(b)(7)(C) 

Phone: 202-132~ 

Continued ... 
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IIEFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18POOOOOO I7/POOOOI 

NAM E OF OFFEROR OR CON TAACrOR 

WE ST PUBLIS HI NG CORPORATI ON 

ITE M NO 

(AI 

0001 

Emil. il: b)(6),(b)(7)(C) 

SUPPLI ES/SERVICES 

(8) 

I 

There is one (1) r equis i tion associated with t his 
modif ication : 1921 l8FUGOPSI20 S7 . l 

The 

l( 

purpose of t his modification is as follows: 

21 
0001 

3J 

Exe r cise Option Pe~iod 1 (2/1/2018-1()1( 2019 ) 
Move the total funding rb)(4) I from CLIN 
to CLIN 0002 

Add funding in the amount o f f~h;;.~'!iJ===:::J1 
41 Add the Enclosure 1 - SBU Security La nguage t 
Indus trial Security SOP 
5) Add the follow ing language to the SOW. 

C . 9 Reporting 
In the event tha t TRSS o r i ts par tners discove r 
or suspect misuse o f t he se rvi c e by an 
individual , i t shoul d be r epor ted to the COR or 
Contrac ting Office r as soon as practicable after 
the d iscove ry but in no event later t han 24 hours 
after discovery . 

All other pr ices , terms and condit i o ns rema i n t he 
s ame. 
Exempt Action : Y Sensitive Award: PI! 
Di scount Te r ms : 

Net 30 
FOB: Des tination 
Period of Performance: 12/22/2017 to 09/21/2020 

Change Item 0001 to read as follows(amoun t shown 
is the obligated amount) : 

Bas e Per iod - 12(22 (2017 - 01/31/ 201 8 
ACCES S TO LICENSE PLATE SYSTEM (Al l ICE Use rs) 
This is a firm-fixed Price ( ffP ) CLIN. 
Fully funded Obligat ion Amount : 1!b'l/4\ I 
Product /Se r vice Code: 0317 
Product/Servi ce Desc ription : IT AND TELECOM
WEB -BASED SUB SCRIPTI ON 

b)(4 );(b )(7}(E) 

Continued . .. 

aUNlTlTY UNIT 

(C) (0) 
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~EFERE t;C E HO. OF OOCUI.4Eh'T BE~ CO/{f It; UEO 

CONTINUATION SHEET 7 0CDCR1 8 POOOOOO! 7 / POOOOl 

NAME Of' Of'FEROR OR CON1 RAC f OO 

WEST PUBLISHI NG CORPORAT I ON 

ITE M NO 

{AI 

000 2 

SUPPliES/SERVICES 

(B) 

(b)( 4 );(b }(7}(E) 

Pe r i od o f Per fo r ma nce : 12/2 2 / 2 0 17 t o 01/ 31/20 18 

Cha nge I t €m 00 02 to read a s f o 1 1ows (amou nt s hown 
is the o b l i g a t e d amoun t ) : 

Option Per iod 1 - 02 / 01/ 2 0 18 - 01/ 31/20 1 9 

ACCESS TO LICENSE PLATE SYSTEM (Al l I CE Us ers ) 
This i s a Firm- Fi Ked Pr i c e (FFP ) CLIN. 

f ully Funded Ob l i ga ti o n Amoun'tt~'~k~bX~4~'~~j=:::J1 
Inc rementally Funded Amount : k'bX41 I 
Product / Se rvi c e Code: 0 317 
Pr oduc t / Se rv i ce Desc r i p tio n: IT AND TELECOM
WEB - BASE D SUBSCRI PTION 

b}( 4 );(b }(7}(E) 

Pe riod of Pe rformance : 02/01 /2018 t o 01/31/ 20 19 

aUAAnTY~NIT 
( C ) (D ) 

12 MO 
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Enclosure 1 - SBU Security Language to Industrial Security SOP 

GENERAL 

REQUIRED SECURITY LANGUAGE FOR 
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS 

SECURITY REQUIREMENTS 

The United States Immigration and Customs Enforcement (ICE) has detennined that 
perfonnance of the tasks as described in Contract 70CDCR18P00000017 requires that the 
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have accesS to 
sensitive DHS infonnation, and that the Contractor will adhere to the following. 

PRELIMINARY DETERMINATION 
ICE will exercise full control over granting; denying, withholding or tenninating 
unescorted government facility andlor sensitive Government information access for 
Contractor employees, based upon the results ofa background investigation. ICE may, as 
it deems appropriate, authorize and make a favorable expedited pre-employment 
determination based on preliminary security checks. The expedited pre-employment 
detennination will allow the employees to commence work temporarily prior to the 
completion of the full investigation. The granting of a favorable pre-employment 
detennination shall not be considered as assurance that a favorable full employment 
detennination will follow as a result thereof. The granting ofa favorable pre-employment 
detennination or a full employment determination shall in no way prevent, preclude, or 
bar the withdrawal or termination of any such access by ICE, at any time during the term 
of the contract. No employee of the Contractor shall be allowed to enter on duty andlor 
access sensitive information or systems without a favorable preliminary fitness 
determination or final fitness detennination by the Office of Professional Responsibility, 
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed 
unescorted access to a Government facility without a favorable pre-employment 
determination or full employment detennination by the OPR-PSU. Contract employees 
are processed under the ICE Management Directive 6-8.0. The contractor shall comply 
with the pre-screening requirements specified in the DHS Special Security Requirement
Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 3052.204-
70, Security Requirements for Unclassified Information Technology (IT) Resources; 
andlor 3052.204-7 I, Contractor Employee Access are included in the Clause section of 
this contract. 

BACKGROUND INVESTIGATIONS 
Contract employees (to include applicants, temporaries, part-time and replacement 
employees) under the contract. needing access to sensitive information, shall undergo a 
position sensitivity analysis based on the duties each individual will perform on the 
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contract. The results of the position sensitivity analysis shall identify the appropriate 
background investigation to be conducted. Background investigations will be processed 
through the Personnel Security Unit. Prospective Contractor employees, whether a 
replacement, addition, subcontractor employee, or vendor employee, shall submit the 
following security vetting documentation to OPR-PSU, in coordination with the 
Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU 
of nomination by the COR and initiation of an Electronic Questionnaire for Investigation 
Processing (e-QIP) in the Office of Personnel Management (OPM) automated on-line 
system. 

1. Standard Fonn S5P (Standard Fonn 85PS (With supplement to 85P 
required for anned positions)), "Questionnaire for Public Trust Positions" 
Fonn completed on-line and archived by applicant in their OPM e-QIP 
account. 

2. Signature Release Fonns (Three total) generated by OPM e-QIP upon 
completion of Questionnaire (e-signature recommended/acceptable -
instructions provided to applicant by OPR-PSU). Completed on-line and 
archived by applicant in their OPM e-QIP account. 

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original 
Cards sent via COR to OPR-PSU) 

4. Foreign National Relatives or Associates Statement. (This document 
sent as an attachment in an e-mail to applicant from OPR-PSU - m~st 

be signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reporting Act" (This document sent 
as an attachment in an e-mail to applicant from OPR-PSU - must be 
signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

6, Optional Fonn 306 Declaration for Federal Employment (This document 
sent as an attachment in an e-mail to applicant from OPR-PSU - must 
be signed and archived into applicant's OPM e-QIP account prior to 
electronic "Release" of data via on-line account) 

7. Two additional documents may be applicable if applicant was born abroad 
andlor if work is in a Detention Environment. If applicable, additional 
fonn(s) and instructions will be provided to applicant. 

2 

2018-ICLI-00035 887 



Prospective Contractor employees who currently have an adequate, current investigation 
and security clearance issued by the Department of Defense Central Adjudications 
Facility (000 CAF) or by another Federal Agency may not be required to submit a 
complete security packet. Information on record will be reviewed and considered for use 
under Contractor Fitness Reciprocity if applicable. 

An adequate and current investigation is one where the investigation is not more than five 
years old, meets the contract risk level requirement, and applicant has not had a break in 
service of more than two years. 

Required information for submission of security packet will be provided by OPR~PSU at 
the time of award of the contract. Only complete packages will be accepted by the aPR· 
PSU as notified via the COR. 

Be advised that unless an applicant requiring access to sensitive information has resided 
in the US for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation. In such cases, DHS retains the right to deem an 
applicant as ineligible due to insufficient background information. 

The use of Non· U.S. citizens, including Lawful Permanent Residents (LPRs), is not 
permitted in the performance of this contract for any position that involves access to DHS 
liCE IT systems and the information contained therein, to include, the development and I 
or maintenance of DHS/ICE IT systems; or access to information contained in and I or 
derived from any DHS/ICE IT system. 

TRANSFERS FROM OTHER DHS CONTRACTS: 

Personnel may transfer from other DHS Contracts provided they have an adequate and 
current investigation (see above). If the prospective employee does not have an adequate 
and current investigation an eQip Worksheet will be submitted to the Intake Team to 
initiate a new investigation. 

Transfers will be submitted on the COR Transfer Form which will be provided by aPR· 
PSU along with other forms and instructions. 

CONTINUED ELIGIBILITY 
If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COR will advise the Contractor that the employee shall not continue to 
work or to be assigned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time andlor when 
the contractor independently identifies, circumstances where probable cause exists. 

The OPR·PSU will conduct reinvestigations every 5 years, or when derogatory 
information is received, to evaluate continued eligibility. 
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ICE reserves the right and prerogative to deny and/or restrict the facility and information 
access of any Contractor employee whose actions are in conflict with the standards of 
conduct, 5 CFR 2635, or whom ICE determines to present a risk of compromising 
sensitive Government infonnation to which he or she would have access under this 
contract. 

REQUIRED REPORTS; 

The Contractor will notify OPR-PSU, via the COR, of terminations/resignations of 
contract employees under the contract within five days of occurrence, The Contractor 
will return any ICE issued identification cards and building passes, ofterminatedl 
resigned employees to the COR, If an identification card or building pass is not available 
to be returned , a report must be submitted to the COR, referencing the pass or card 
number, name of ind ividual to whom issued. the last known location and disposition of 
the pass or card, The COR will return the identification cards and building passes to the 
responsible ID Unit 

The Contractor will report any adverse infonnation coming to their attention concerning 
contract employees under the contract to the OPR-PSU. via the COR, as soon as possible. 
Reports based on rumor or innuendo should not be made. The subsequent termination of 
employment of an employee does not obviate the requirement to submit this report. The 
report shall include the employees' name and social security number, along with the 
adverse information being reported. 

The Contractor will provide, via the COR, a Quarterly Repon containing the names of 
personnel who are active, pending hire. have departed within Ihe quarter or have had a 
legal name change (Submitted with documentation). The list shall include the Name, 
Position and SSN (Last Four) and should be derived from system(s) used for contractor 
payroll/voucher processing to ensure accuracy. 

CORs will submit reports to kijb~X6~)Ci!: (bilxi!:7Xi!!c~)=========J 

EMPLOYMENT ELIGIBILITY 
The contractor will agree that each employee working on this contract will successfully 
pass the DHS Employment Eligibility Verification (E-Verify) program operated by 
USCIS to establish work authorization. 

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibi lity 
verification Program, is an Internet-based system operated by DHS USCIS, in partnership 
with the Social Security Administration (SSA) thai aIlO\-\,s participating employers to 
electronically verify the employment eligibility of'heir newly hired employees. E-Verify 
represents the best means currently available for employers to verify the work 
authorization of their employees. 

The Contraclor must agree that each employee working on this contract will have a 
Social Security Card issued and approved by the Social Security Administration. The 
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Contractor shall be responsible to the Government for acts and omissions of his own 
employees and for any Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of this contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor will ensure that this provision is expressly incorporated into any and all 
Subcontracts or subordinate agreements issued in support of this contract. 

SECURITY MANAGEMENT 
The Contractor shall appoint a senior official to act as the Corporate Security Officer. 
The individual will interface with the OPR-PSU through the COR on all security matters, 
to include physical, personnel, and protection of all Government information and data 
accessed by the Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in complying with the security requirements under 
this contract. Should the COR determine that the Contractor is not complying with the 
security requirements of this contract, the Contractor will be informed in writing by the 
Contracting Officer of the proper action to be taken in order to effect compliance with 
such requirements. 

The following computer security requirements apply to both Department of Homeland 
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the 
former Immigration and Naturalization Service operations (FINS). These entities are 
hereafter referred to as the Department. 

INFORMATION TECHNOLOGY 
When sensitive government information is processed on Department 
telecommunications and automated information systems, the Contractor agrees to 
provide for the administrative control of sensitive data being processed and to adhere 
to the procedures governing such data as outlined in DHS IT Secur;ty Program 
PubUcation DHS MD 4300. Pub. or its replacement. Contractor personnel must have 
favorably adjudicated background investigations commensurate with the defined 
sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having 
their access to Department IT systems and facilities terminated, whether or not the failure 
resuhs in criminal prosecution. Any person who improperly discloses sensitive 
information is subject to criminal and civil penalties and sanctions under a variety of laws 
(e.g., Privacy Act). 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 
In accordance with Chief Information Office requirements and provisions, all contractor 
employees accessing Department IT systems or processing DHS sensitive data via an IT 
system will require an ICE issued/provisioned Personal Identity Verification (PIV) card. 
Additionally. Information Assurance Awareness Training (lAAT) will be required upon 
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initial access and annually thereafter. IAAT training will be provided by the appropriate 
component agency ofDHS. 

Contractors, who are involved with management, use, or operation of any IT systems that 
handle sensitive information within or under the supervision of the Department, shall 
receive periodic training at least annually in security awareness and accepted security 
practices and systems rules of behavior. Department contractors, with significant 
security responsibilities, shall receive specialized training specific to their security 
responsibilities annually. The level of training shall be commensurate with the 
individual's duties and responsibilities and is intended to promote a consistent 
understanding of the principles and concepts of telecommunications and IT systems 
security. 

All personnel who access Department information systems will be continually evaluated 
while performing these duties. Supervisors should be aware of any unusual or 
inappropriate behavior by personnel accessing systems. Any unauthorized access, 
sharing of passwords, or other questionable security procedures should be reported to the 
local Security Office or Information System Security Officer (ISSO). 

6 
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From: Kb)(6);(b)(7}(C) 

Sent: 6 Feb 2018 14:50:15 -0500 
To: 
Cc: 
Subject: 

Hi I(ii}(l 
I!itL.I 

rb)(6);(b)(7}(c) 

RE : Credentia ls 

Any updates on clearance from lAD? 

Thank you, 

Fb)(6);(bX7)(C) II (A) Unit Chief 

Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigra tion & Customs Enforcement 
(202) 732- b)(6);( (desk) 
(202) 905- )(7X (cell) 
b)(6);(b)(7}(C) 

a ... UNCLASSIFIED/ / FOR OFFICIAL USE ONLY (U/ /FOUO). It contains information that may be exempt from 
puhlic re lease under the Freedom 0 n or . It is to be controlled, stored, handled, transmitted, distributed, and 
disposed of in accordance with DIIS policy relating to FOUO information an he ublic or other personnel who do 
not have a valid -need·to ·know- without prior approval of an authorized DHS official. No portion ofthis repor . 0 
the media, either In wri tten or ve rbal fonn. 

HeyfbX6);1 

Looping in~ from Tech Op's but from my perspective; we went decades without it so we should be 
alright during this initial transition time. 

Fb)(6);(b}(7)(C) 
• 

Section Chief - Management and Program Analyst 
Acquisition Management Unit 
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Finance, Acquisition, Asset Management Division 
fCE/Hameland Security Investigations (HSJ) 
202· 732· b)(6) (Office) 
202-421 :~~y (Mabile) 

t b)(6);(b)(7)(C) 

email and any attachments are UNCLASSIFIEDIIFOR OFFiCiAL USE ONLY 1UI!FOUOf. It contain~ information that may be exempt from 
public relea~ under t e 'on Act lS U.S.c. SS2f. It is to be controlled. stored, handled, transmitted. dist ributed. and disposed of in 
accordance with DHS policy relating to FOUO information ~d to the public or other personnel who do not have a yalid "need-to· 
know" without prior approval of an authorized DHS official. No port ion of this emai l ~ ou media, either in wr itten or yerbal fo rm. If 
you are not an intended recipient or be lieye you ha~e received this communication in error, please do not pr int, cOPY. re or 
otherwise use this informat ion. Please inform the sender that you received this message in errOr and delete the message f rom your ~ystem. 

From: Fb)(6);(b)(7)(C) 

Sent: Thursday, February 1, 2018 1:10 PM 
To: kb)(6):(b)(7)(C) I 

Subject: Credentia ls 

Hi Guys, 
We are still waiting for clearance from lA D to issue the credentials for LPR access 

Are there any operations upcoming where you would need access to the data thi s weekend? We 
may be able to issue credentials on a smaller scale. 

Please let me know. 

Thanks, 

1b)(6);(bX7)(C) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DH S I ICE I Office of Acquisition Managemen( (OAQ) 
Phone: 202-732-1(bX6);<I Mobile: 202-345-Kb)(6); I 
Email : Kb)(6);(b)(7)(C) I 

NOTICE: This communication may contain privileged or othelWise confidential information. If 
you are not an intended recipient or believe you have received thi s communication in error, any 
review, di ssemination, di stribution, or copying of thi s message is strictly prohibited. Please 
infonn the sender that you received thi s message in error and delete the 
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From: ~b)(6); (b}(7)(C) 

Sent: 26 Jan 2018 17:32:33 -0500 
To: ~b)(6); (b)(7}(C) I 
Subject: RE: A journalist seeks ... 

Got it thanks 

From: kb)(6]:(bl(7}(C) 

Sent: Friday, January 26, 2018 5:32 PM 
To: ICEMedia 
Subject: FW: A journal ist seeks ... 

Please see below. 

tb)(6);(b)(7Xc) I, CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Office of Acquis ition Management (OAQ) 
Phone; 202-732-Eiillill Mobile; 202-345-Kb)(6);(1 
Email: Fb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If 
you are not an intended recipient or believe you have received thi s communication in error, any 
review, dissemination, distribution, or copying of this message is strict ly prohibited. Please 
inform the sender that you received this message in error and delete the 

From: i h\(flHh\I7\(G\ 

Date: Friday, Jan 26, 20 18, 5:22 PM 
To: kh\IRHh\I7\(r.\ 

Subject: A journalist seeks .. 

... more information on the DHS contract to obtain license plate photographs. How can I find out 
more? Please contact me ASAP. Thanks. 

kb)(6):(b}(7)(C) • 

Technology Reporter 
Boston Globe 
I Exchange Place 
Boston, MA 02109 
617-929-1£iill![] voice 
617-929-3183 fax 
617-744-kb)(6);( IGoogJe Voice--reaches me anywhere 
kb)(6):(b)(7)(C) I 
Twitter: @globetechlab 
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From: 
Sent: 
To : 
Subject: 
Attachments: 

Hi~ 

kb)(6Hb)(7)(C) 

Wed, 16 Aug 2017 20:10:19 +0000 
i h)(flHhV7)(G) 

RE: CLEAR contract questions 
smime.p7s 

We had a chance to speak this week and I want to assure you that West will ensure that Vigilant is held 
to the same performance standards and terms/condit ions as any of our other third party providers. 

As stated in our response, TR/TRSS is able to respond to the requirements outlined in the RFP. 

Please let me know if you have any addit ional questions or specific concerns. 

Thank you, 
Kb)(6):(b)(7}(C) I 

... .. ..... .. .. ... .. .. .... ... ....... 

This email (or.tains information Irom Thomson Reuters Spe(ial Servi(es. LLC. that may be sensitive and (onfidential. This message is to be used 
solely by the intended recipien t. II you are not the intended recipient. then you received this message in error and a re requested to delete it 
land all copies). You a re lurther requested to neither reproduce nor share the contents of this message wi th anyone except the intended 
retipient and are to notify the sender if this is an erroneous transmission. Your (oopera tion is appreciated. 

From: kb)(6Hb)(7)(C) 
Sent: Monday, August 14, 20174:10 PM 
To: kh)(flHh\(7)(G\ 
Subject: RE: CLEAR contract questions 

Understood . Yes, I do. Could we talk tomorrow? I am exploring one other issue with our privacy folks 
that I would like to be able to provide a comment to you . 

fb)(6);(b)(7Xc) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-Fb)(6);1 Mobile: 202-34S.j(b)(6):n 
Email: kbV6HbV71(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have reccived this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please info rm the sender that you received this message in error 
and delete the message from your system. 

From: kb)(6):(b}(7)(C) 
Sent: Monday, August 14, 20174:04 PM 
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To: Kb)(6);(b)(7}(C) 
Subject: RE: CLEAR contract questions 

~ 
Do you have some time this afternoon or tomorrow to discuss? I've got a few questions for you that I 
think we might best answer over the phone - just to prevent a lot of back and forth. 

Let me know what works for you and I'll make myself available . 

.................................. . 

This email contains information from Thomson Reuters Special Services. LLC. tha t may be sensitive and confidential. This message is to be used 
solely by the intended recipien t . If you are not the intended recipien t . then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message wi th anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 

Fro m: ~b )(6);(b )(7}(C) 

Sent: Monday, August 14, 2017 3:57 PM 
To: Kb)(6);(b}(7)(C) 

Subject: RE: CLEAR contract quest ions 

Hi Kb)(6l:(b)(7}(C) I 

I finally received some feedback from our privacy office on your Q&A. On the prime/subcontractor point 
- TRSS is not unequivocally stating that they understand their responsibility to monitor and enforce the 
requirements of the contract. Would you be willing to sign a contract that makes these responsibilities 
clear? 

When I checked with our privacy office, the audit log issue seems to be resolved. However one of the 
specific comments I received was that we still cannot use the LPR database because it does not provide 
alert list functionality and it provides a search capability that is much too broad. Is there any additional 
information that you could provide to address these questions? 

Thanks, 

fb)(6);(bX7)(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-kb)(6):dMobile: 202-345.j(b)(6td 
Email: Fb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or othenvise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
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or copying of this message is strictly prohibited. Please in form the sender that you received th is message in error 
and delete the message from your system. 

Subject: RE: CLEAR contract questions 

Hi~ 
Per my voicemail, I'll answer your questions below: 

b)(5);(b}(7)(E) 

The information below might be helpful, but please don't consider it an "official response." 

b}(5);(b}(7)(E) 

I hope this email has clarified some things, but I'm always available if you have any additional questions. 
Please don't hesitate to call as these questions may be easier to discuss over the phone. 

Kind regards, 
Kb)(6);(b)(7}( I 
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Kb)(6l:(b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-62H'b)(6l:1b)(7}(C) 

This email contains information from Thomson Reuters Special Services, LLC. that may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

From: l(b)(6):(b)(7)(C) 

Sent: Wednesday, August 09,20174:37 PM 
To: kb)(6);(b)(7}(C) 

Subject: RE: CLEAR contract questions 

Hi kb)(6):(b)(7}( I 
The concerns from our privacy office center on two main issues. The first is an acknowledgement from 
TRSS that as the prime, you all would be responsible for ensuring that Vigilant meets the requirements 
of the SOW. The second is a concern over some of the language in the response where TRSS indicated it 
would not be able to meet the requirements . The biggest example ofthis is the audit records. It looks 
like via Vigilant we would be able to obtain audit logs for internal investigations on use of the system. 
However, it is unclear to me on whether or not the CLEAR platform would allow this to happen. 
Additionally, if there are any other areas where TRSS could not meet our SOW, we obviously would like 
to know why? 

Thanks, 

Lt b")(6c:);,,(bXcc7,,)(C-') _____ ----'l cpPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~Mobile: 202-34S.j(b)(6);(1 
Email : kb)(6):(b}(7)(C) I 

NOTICE: Th is communi cation may contain privileged or otherwise confi dential infonnation. If you arc not an 
intended rec ipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received th is message in error 
and de lete the message from your system. 

From: Kb)(6);(b)(7}(C) 
Sent: Wednesday, August 09,20179:14 AM 
To: Kb)(6);(b}(7)(C) I 
Subject: RE: CLEAR contract questions 

Good morning~ 
I received your voicemail yesterday and am standing by to answer any questions regarding the Vigilant 
LEARN platform/audit controls. 

Please let me know if you have any questions. 
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Kind regards, 
i b)(6Hb)(7) f 

....................... . ...... . .... 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient. then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 

Fro m : kb )(6);(b )(7}(C) 

Sent: Wednesday, July 1 9, 20171:10 PM 
T 0 :~b )(6);(b }(7)(C) 

Subject: RE: CLEAR contract questions 

Hi kb)(6Hb)(7)(C I 

II 

Thank you for the information. At this time the answer to your question is yes. I am meeting with our 
privacy office next week to go over their remaining issues with the CLEAR integration. As we discussed 
yesterday, I believed that the remaining issues was the inability to log queries. It looks like that was one 
of a few oftheir concerns . I will be sure to share any information as soon as it becomes available. 

Please let me know if you need any additional information. 

Thanks, 

fb}(6);(b}(7)(C) CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732..lih\(RI-1 Mobile: 202-34S-kb)(6l: ri 

Email: kb)(6):(b)(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If you arc not an 
intended recipient or believe you have reccived this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kh\IRHh\I7\(r.\ 

Sent: Wednesday, July 19, 2017 1:07 PM 
To: i~ )(6J (b l,l? )(C) I 

Subject: RE: CLEAR contract quest ions 

~ 
As suspected, it is acceptable to procure LEARN via Thomson Reuters on a contract separate from the 
CLEAR contract. 
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Per my note below, can you please confirm DHS is interested in pursuing the LEARN platform only and 
NOT the integration of the data into CLEAR? 

Please let me know if you have any other questions. 

Thank you, 
kb)(6):(b)(7) I 

....................... . ...... . .... 
i h\IRHh\I7\Ir.\ I 
Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622-kb)(6Hb)(7)(C) 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipien t . If you are not the intended recip ien t . then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message wi th anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 

From: Kb)(6Hb)(7)(C) 

Sent: Tuesday, July 18, 2017 10:53 AM 
To: kb)(6);(b)(7}(C) 

Subject: RE: CLEAR contract quest ions 

Kb)(6 1 

Nice to speak with you this morning. 

b}(5);(b}(7)(E) 

I have calls into our contracts specialists who can answer the outstanding questions about the sole 
source award of the information via the LEARN platform. 

Can you please confirm that DHS is interested in pursuing the LEARN platform only and NOT the 
integration of the data into CLEAR? 

I'm sure we'll talk again shortly. 

Thank you, 
kb)(6l:(b)(7)( I 
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....................... . ...... . .... 
kb)(6Hb)(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-62 2-kb)(6);(b}(7)(C) 

This email contains information from Thomson Reuters Special Services, LLC. tha t may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 

From: kb)(6);(b}(7)(C) 

Sent: Tuesday, July 18, 2017 8:15 AM 
To: kb)(6);(b}(7)(C) 

Subject: RE: CLEAR contract questions 

Good morning, 
I left you a voicemail thi s morning. 

Please see my contact information below. 

Thanks, 

tb)(6);(bX7)(C) IC PPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Office of Acquisition Management (OAQ) 
Phone: 202·732·~ Mobile: 202·345 ..\(b)(6HI 
Email: ~b)(6); (b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If 
you are not an intended recipient or believe you have received thi s communication in error, any 
review, di ssemination, di stribution, or copying of thi s message is strictly prohibited. Please 
inform the sender that you received thi s message in error and delete the message from your 
system. 

From: kb)(6Hb)(7}(C) 

Date: Tuesday, Ju l \8,201 7, 7:59 AM 
To: Kb)(6);(b}(7)(C) 

Subject: CLEAR contract questions 

Good morning ~b)(~ 
I received your message but your phone number got cut off. Please ring me at 443-622 
when you have a moment. 

Kind regards, 
kb)(6);(b)(7}(C I 
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....................... . ...... . .... 
kb)(6):(bX7)(C) 

Client Relationshi p Manager 
Thomson Reuters Special Services, LLC 
M 443-62 2-kb)(6Hb}(7)(C) 

This email contains information from Thomson Reuters Special Services, LLC. tha t may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 
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From: 
Sent: 
To: 
Cc : 
Subject: 
Attachments: 

Kb)(6);(b)(7) I 

kb)(6l:(b)(7)(C) 

Mon, 18 Dec 2017 19:13:45 +0000 rb)(6);(b)(7)(c) I 
RE : ICE LPR - functionality clarificat ion 

smime.p7s 

Per your request, here are the answers to your questions. 
b)(5);(b)(7)(E) 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
kh\(flHh\(7)(G\ 

Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-622-kb\(fl)-(b\(7)(q 

This email containsinformationfromThomsonReutersSpeciaIServices.llC.thatmaybesensiti~eandconfidentiaI.This message is to be used 
solely by the intended recipient. If you are not the intended re<ipient, then you recei~ed this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the in tended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

From: kb)(6l:(b)(7)(C) 

Sent: Monday, December 18, 2017 12:59 PM 
To: tb)(6);(b)(7)(C) 

Cc: L ___________________________________________________________ ~ 

Subject: RE : ICE LPR 

kb)(6l:(b)(7)(C I 

rb)(5);(b)(7)(E) 
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Thank you, 
Kb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 732-kh\1fl 1 

Mobile: (202) 878- flilliD 
Kb)(6l:(b)(7)(C) 

NOTICE: This com munication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this comm unication in error, any review, dissemination, 
distri bution, or copying of t his message is strictly prohibited. Please inform the sender t hat you received t his 
message in error and delete the message fro m your system. 

From: Kb)(6l:(b)(7)(C) 

Sent: Friday, December 15, 2017 1:20 PM 

~~~ fb)(6);(b)(7}(C) I 
Subject: RE: ICE LPR 

Kb)(6);(b)(7}(C) I 
Here are the answers to the questions posed: 

b}(5);(b}(7)(E) 
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Automated . 

................................ .. . 

Fro m : kb )(6);(b )(7}(C) 

Sent: Thursday, December 14, 2017 5:06 PM 
To: I b)(6);(b)(7}(C) 

Cc: _ 
subLje-c~t:~R~E~:~IC~E~l~P~R-----------------------------------------------" 

Hi kb)(6);(b)(7}(cl 

Barring any setbacks we wi ll send you the fry tomorrow. 

Please see the questions below: 

b)(5);(b}(7)(E) 

Thanks, 

~Rb~)(6~);~(bX~7~)(C~)========~I'CPPB , CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Office of Acquis ition Management (OAQ) 
Phone: 202-732-1<b)(6); I Mobile: 202-345-i!b)(61 <l 
Email: Kb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If 
you are not an intended recipient or believe you have received this communication in error, any 
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review, dissemination, distribution, or copying of this message is strictly prohibited. Please 
infonn the sender that you received this message in error and delete the 

From: 4(b)(6Hb)(7)(C) 
Date: Thursday, Dec 14,2017, 4:34 PM 
To: ~b)(6); (b)(7}(C) 

Cc: ~l~~~~~~ ________________________________________________ ~ 
Subject: Re: ICE LPR 

Hi Kb)(6);(b)(7}(C) 

As ~b)(6); ( bnentioned I' m availab le and ready to answer any questions you may have . 
Kind regards 
Kb)(6);(b)(7}(C I 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . 
Kb)(6);(b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443 -622~~b~)(6~);~(bX8!7~)(C~)~~==:=:==::;;==:J 
This email contains information from Thomson Reuters Special Services, LLC. that may be 
sensiti ve and confidential. The message is to be used solely by the intended recipient. If you are 
not that recipient, you received this message in error and are requested to delete it (and all 
cop ies) . You are further requested to neither reproduce nor share the contents of this message 
with anyone except the intended rec ipient and to notify the sender of the erroneous transmission. 
Your cooperation is appreciated. 

On Dec 14, 20 17, at 13 ;04, L1b.::)(6.:.);c:.(b"-X7.::)(..:C) _____________ -'1 wrote: 

Thanks !~!l%LI 
Is there someone we should be working with at TRSS to finalize this while you are 
away? 

We expect a few questions that we wi ll need to send to TRSS as a result of this 
meeting. 

kb)(6):(b)(7)(C) • L CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS liCE I Office of Acquisition Management (OAQ) 
Phone: 202-732~Mobile: 202-345j(b)(6);(bl 
Email : .Fb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or othetwise confidential 
information. If you are not an intended recipient or believe you have received thi s 
communication in error, any review, di ssemination, distribution, or copying of this 
message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the 
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From: kb)(6Hb)(7)(C) 

Date: Thursday, Dec 14, 2017, 2:59 PM 
rb)(6),(bX7)(c) 

Subject: RE: ICE LPR 

Hi ! b)(6 1 

Thank you for the update, very much appreciated. I know you are doing all you can. Just 
an FYI, I'm heading out of country tomorrow morning but will have access to email and 
phone if needed. I w il l be back 12/21. Kb)(6);(b)(7}(C) Iwill be running pOint on the 

response. 

Thanks again, talk soon . 

.................................. . 
i b)(6Hb)(7)(C) I 
Director, Homeland Security & Federal Law Enforcement Programs 
Thomson Reuters Special Services, LLC 
M 571.205\(b)(6):(b)(7)(C) 

From: Kb)(6);(b)(7}(C) 

Sent: Thursday, December 14, 2017 2:53 PM 

rb)(6);(bX7)(C) 

Subject: ICE LPR 

Hi I b)(6); 1 

We have a call this afternoon at 4:00pm. I will hopefully be able to provide the way 
forward after that call. For the current time I do not have any information other than 
what has already been shared. We hope to be able to send you the final fry sometime 
thi s evening, and to try to award the contract sometime next week. We have made 
preliminary contact with the office of leg islative affairs so we hope that the 
congressional notification process will go smoothly. We are waiting on the final go 
ahead from ICE Leadership. 

If there is anything I can do to speed up the process please let me know. 

Thanks, 

tb)(6);(b)(7XC) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS liCE I Office of Acquisition Management (OAQ) 
Phone: 202-732-1!b}(6t l Mobile: 202-345-KbK6H 

Email: kh)(flHh)(7)(;\ 
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NOTICE: This communication may contain privileged or otherwise confidential 
information. If you are not an intended rec ipient or believe you have received thi s 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is stri ctl y prohibited. Please inform the sender that you received thi s 
message in error and delete the 
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From: 

Sent: 

To : 

Cc : 

Kb}(6);(b}(7)(C) 

14 Dec 2017 23 :28 :10 +0000 

rb)(6);(b)(7}(C) 

Subject: Re: ICE l PR 

If you can send what you've got, we can likely do a Monday AM return . There's some heartburn 
around the QASP. 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
Kb)(6);(b)(7}(C) 

Client Relationship Manager 

Thomson Re~I~lt~e~rs~s§p~eC=i=a::l ::s::e::rv::i::c::es::,: L: L::C===J 
M 443-622-i<b)(6);(bX7)(C) 

This email contains in formation from Thomson Reuters Special Services, LLC. that may be 
sensitive and confidential. The message is to be used solely by the intended rec ipient. Tfyou are 
not that recipient, you received thi s message in error and are requested to delete it (and all 
copies) . You are further requested to neither reproduce nor share the contents of this message 
with anyone except the intended recipient and to noti fy the sender of the erroneous transmission. 
Your cooperation is appreciated. 

On Dec 14, 201 7, at 16:25, ~KbiE)(~6)ill; (biEXD7)~(CI) ==============Jlwrote: 

Hi Fb)(6l:1b)(7)( I 
How soon could they put a response together? Wed like as soon as possible. Perhaps the 

latest we could receive it would be Monday AM. We can send the finalish version tonight if 

that would help. 

Thanks 

L1b,,)(6c:);:...(bX'-7,,)(C-') __ -,---__ -,--Jl cpPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 

OHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732.@Rill Mobile: 202-34S.j(b)(6);Q 
Email: kb)(6):(b)(7)(C) I 

NOTICE: This communication may comain privileged or othenvise confidential infonnation. If you 
are nOI an imended recipient or believe you have received th is communication in error, any review, 
dissemination, distribution, or copying of this message is strictly prohibited. Please infonn the sender 
that you received this message in error and delete the message from your system. 

From: Kb)(6);(b}(7)(C) 
sent: Thursday, December 14, 2017 5:27 PM 
To: Kb)(6);(b)(7}(C) I 
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Cc: kb)(6);(b)(7}(C) 

Subject: Re: ICE LPR 

Hopefully my vo ice will have returned by then ! 

I've sent thi s questions to the product spec ialist and will provide you with the 
answers as soon as I've got them. 

If released tomorrow, when wou ld you expect a response? (Just want to inform 
contracts team) 

Thank you, 
kbX6);( I 

tlh\IRHh\I7\Ir.\ I 

Client Relationship Manager 

Thomson R"e~utie~rs~s~p~etC~i a~l ~s~e~rv~i~c~e~s,~L~L~C~=:J M 443_622*b)(6);(b)(7XC) 

This email contains information from Thomson Reuters Special Services, LLC. that 
may be sensitive and confidential. The message is to be used solely by the intended 
recipient. If you are not that recipient, you received thi s message in error and are 
requested to delete it (and a ll copies). You are further requested to neither 
reproduce nor share the contents of thi s message with anyone except the intended 
recipient and to notify the sender of the erroneous transmiss ion. Your cooperation is 
apprec iated. 

On Dec 14, 2017, at 1 5:06, ~Fb:8')(6~);l;;:(bX8!7~)(cc:!)=============::::J 
wrote: 

Hi l(b)(6);(b)(7}(C I 

Barring any setbacks we will send you the rfq tomorrow. 

Please see the questions below: 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

Thanks, 

tb)(6);(bX7)(C) ICPPB, CFCM 
Detention, Compliance and Removals (DCR) I Section Chief 
DHS l iCE I Office of Acquisition Managemen( (OAQ) 
Phone: 202-732-l b)(6); I Mobile: 202-345 -1<b)(6);<1 
Email: Kb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or otheIWise 
confidential information. If you are not an intended recipient or believe 
you have received thi s communication in error, any review, 
di ssemination, di stribution, or copying of thi s message is strictly 
prohibited. Please inform the sender that you rece ived thi s message in 
error and delete the 

From: k hllRl-lhll7ltrl 

Date: Thursday, Dec 14,20 17,4:34 PM rb)(6);(bX7)(c) 

SUbject : Re: ICE LPR 

Hi Kb)(6);(b}(7)(C) 

As Eb)(6)j mentioned I' m available and ready to answer any questions you 
may have. 
Kind regards 
kbl(6):(bl(7}(Cl l 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
Kb)(6);(b)(7}(C) 

Cl ient Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622-i(~b~)(6IT);~(bm)(7~XC9);::==::::;:=::;==:::J 
This email contains information from Thomson Reuters Special 
Services, LLC. that may be sensitive and confidential. The message is 
to be used so le ly by the intended recipient. !f you are not that recipient, 
you rece ived thi s message in error and are requested to delete it (and all 
copies). You are further requested to neither reproduce nor share the 
contents of thi s message with anyone except the intended recipient and 
to notify the sender of the erroneous transmiss ion. Your cooperation is 
appreciated. 
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On Dec 14, 201 7, at 13 :04, b)(6);(b}(7)(C) 

b)(6);(b)(7}(C) wrote: 

Thanks FbX6);( I 
Is there someone we should be working with at TRSS to 
finalize thi s while you are away? 

We expect a few questions that we will need to send to 
TRSS as a result of thi s meeting. 

Fb)(6);(b)(7XC) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section 
Chief 
DHS liCE I Office of Acquisition Management (OAQ) 
Phone: 202- 732~Mobil e: 202-345-kb)(6); I 
Email : tb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or 
otherwise confidenti al in fo rmation. If you are not an 
intended rec ipient or believe you have received thi s 
communication in error, any review, di ssemination, 
di stribution, or copying of thi s message is strictl y 
prohibited. Please inform the sender that you received thi s 
message in error and delete the 

From: kb)(6):(b}(7)(C) 

Date: Thursday, Dec 14, 2017, 2:59 PM rb)(6);(b)(7Xc) 

Subject: RE: ICE LPR 

Hi Kb)(61 

Thank you for t he update, very much appreciated. I know you 
are doing all you can. Just an FYI, I'm heading out of country 
tomorrow morning but will have access to email and phone if 
needed. I will be back 12/21. kb)(6);(b}(7)(C) Iwill be running 
point on the response. 

Thanks again, talk soon . 

... . ............. . ................ . 
kb)(6):(b)(7)(C) I 

Director, Homeland Security & Federal law Enforcement Programs 
Thomson Reuters Special Services, llC 
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M S71.20S.Kb)(6);(b)(7}(C) 

From: kb)(6l:(b)(7}(C) 

Sent: Thursday, December 14, 2017 2:53 PM 
rb)(6),(b)(7Xc) 

Subject: ICE LPR 

Hi 1b)(6);( 1 

We have a ca ll this afternoon at 4:00pm. I will hopefull y be 
able to provide the way forward after that call. For the 
current time I do not have any information other than what 
has already been shared. We hope to be able to send you 
the final rfq sometime this evening, and to try to award the 
contract sometime next week. We have made preliminary 
contact with the office of legislati ve affairs so we hope that 
the congressional notifi cation process will go smoothly. We 
are waiting on the final go ahead from ICE Leadership. 

If there is anything I can do to speed up the process please 
let me know. 

Thanks, 

tb)(6);(bX7)(C) I CrrB, CFCM 
Detention, Compliance and Removals (OCR) I Section 
Chief 
DHS I ICE I Office of Acquisition Mana~emrt (OAQ) 
Phone: 202 -732~ Mobile: 202-345- ~!!!!: 
Email : tb)(6);(b)(7XC) I 

NOTICE: This communication may contain privileged or 
otherwise confidential in fo rmation. If you are not an 
intended recipient or believe you have received thi s 
communication in error, any review, di ssemination, 
di stribution, or copying of thi s message is strictl y 
prohibited. Please in form the sender that you received thi s 
message in error and delete the 
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From: 

Sent: 

To : 

Cc : 

Subject: 

Fb)(6);(b)(7}(C) 

17 Nov 201711:31:39 -0500 
b)(6);(b)(7}(C) 

RE: LAW ENFORCEMENT SENSITIVE: TRSS LPR 

Form has been signed and uploaded onto Sharepoint. 

Thank you, 
kb)(6Hb)(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732-kh\1R I 
Mobile: (202) 878-Wh\1R I 
~b)(6); (b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: Kb)(6);(b}(7)(C) I 
Sent: Friday, November 17, 2017 10:29 AM 

~~~ fb)(6);(b)(7}(C) I 
Subject: RE: LAW ENFORCEMENT SENSITIVE: TRSS LPR 

tbl(6);(b)(7 1 

The CO needs to sign the S8 Review Form DHS 700-22 before I sign it. I will then complete the review 

and enter the information in APO Share Point. 

Thanks, 

Fb)(6);(b}(7)(C) 

Small Business Specialist/Procurement Analyst/Industry Liaison/MARC Secretary 
DHS l ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732 { b)(6);( I 
Fax: 202-732-7368 
Emai l: kb)(6):(b)(7)(C) 

From: Kb)(6);(b)(7}(C) 

Sent: Friday, November 17, 20179:26 AM 

~~~ I(b}(6); (b}(7)(C) I 

Subject: RE: LAW ENFORCEMENT SENSITIVE: TRSS LPR 
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Thank you. I have posted the documents in APO Share point. 

Thank you, 
kb)(6):(bX7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732-khllfnl 
Mobile: (202) 878-kh\(R\1 

Kb)(6);(bX7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, 
distribut ion, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 

From: kb)(6Hb)(7)(C) I 
Sent: Friday, November 17, 20178:40 AM 
To: b)(6);(bX7)(C) 

Cc: "-~~_-' 
Subject: RE: LAW ENFORCEMENT SENSITIVE: TRSS LPR 

Hi Kb)(6);(bX7 1 

You can post the requirement in APO Share Point, not in APFs. I'm waiting for a final determination if it 
will or will not be posted in APO sharePoint as well. 

Regards, 

Kb)(6);(bX7)(C) 

Small Business Specialist/Procurement Analyst/Industry Liaison/MARC Secretary 
DHS l ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-fiillIDl 
Fax: 202-732-7368 
Email: Kb)(6);(b)(7XC) 

From: Kb)(6);(b)(7XC) 

Sent: Friday, November 17, 20178:16 AM 
To: b)(6);(b)(7XC) 

Cc: 
sub?'ject= :"LA=W"E"N"'FOci'RCEMENT SENSITIVE: TRSS LPR 
Importance: High 

H i t b)(6);(b l 
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Please see attached for review. I was not su re if LES procurements should be posted in Sharepoint or 

not. If they can, I wil l upload them there for you r review. Please advise. 

Thank you, 

Kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (DCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 73U h\IflHI 
Mobile: (202) 878-kh\(Rl I 
Kb)(6l:(b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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From: 

Sent: 

To : 

Cc : 

Subject: 

Attachments: 

l....pdf 

kb)(6);(b}(7)(C) 

~b)(6); (b}(7)(C) 

22 Dec 201711:30:40 -0500 

rb)(6);(b}(7)(C) 

RE: LEARN platform clarification questions (answers to both emails) 

Thomson Reuters Technical Response for ICE RFQ 70CDCR18Q00000005 - rev 

TRSS was also able to update their technical proposal to include the clarifications as listed below. Please 

see attached. 

Thank you, 
kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (DCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732_kb)(6)1 
Mobile: (202) 878-kb)(6)1 
kb)(6l:1b)(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: kb)(6);(b}(7)(C) I 
Sent: Friday, December 22, 2017 10:37 AM 

~~: tb)(6);(b}(7)(C) I 
• C ., II 

Subject: FW: LEARN platform clarification questions (answers to both emails) 

Kb)(6);(b}(7)(C) 

Please see below clarifications from TRSS. 

Thank you, 
kb )(6):(b )(7)(C) 

Detention, Compliance & Removals (DCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732-S'hl/R I 
Mobile: (202) 878-kh\(RlI 
kh\IflHh\(7)(;\ 

NOTICE : This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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From: Kb)(6);(b)(7}(C) 

Sent: Friday, December 22, 2017 10:12 AM 
To: r b)(6);(b}(7)(C) 

Cc:_ 
SUb·~ject=":'LrEA=R;:;NC:p"la::;tf7o"r=m:-:CCI;::a"rifi"lc"a:::ti=o=n-:q"u=e=st"io"n=s"(=a=n=sw=ers=t=O'b"o:::thc-::e=m"a"'iI"S).------------' 

Fb)(6);(b}(7)(C I 

Our answers to your LEARN platform clarification questions are in bold. 

b)(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

Please let me know if you have any additional quest ions . 

.................................. . 

This email containsinformationfromThomsonReutersSpeciaI Services.llC.tha t maybesensiti~eandconfidentiaI.This message is to be used 
solely by the intended recipien t. If you are not the intended recipient. then you recei~ed this message in error and are requested to delete it 
(and all copies). You a re furthe r requested to neithe r reproduce nor share the contents of this message with anyone except the in tended 
retipient and are to notify the sender if this is an erroneous transmission. Your coopera tion is appreciated. 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 

it ;:~·~,: THOMSON REUTERS' 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interactive maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 

it ;:~'~·: THOMSON REUTERS· 
'.'::; .~. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLI-00035 932 

Page 11 

December 2017 



nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 
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• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/titl e of contact person Contracting Officer: ~b)(6); (b)(7}(C) I 
Management/Program Analyst: ~E)(6); (b}(7)( I 
Kb)(6);(b)(7}(C) I 

• 
Customer Contact Phone (202) 732- !b)(6);(bX7)(C) . I 
Customer Contact Emai l Address kb)(6);(b}(7)(C) I 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value (including all options) gb}(4) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records , and World-Check (HSI onl y) 

Client Manager (or person reaching out to kb)(6);(b)(7}(C) I 
customer) 443-622-1(b)(6);<1 

b}(6);(b}(7)(C) 
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From: kb)(6):(b)(7}(C) 

Sent: 15 Dec 2017 15:51:14 -0500 

To: kb)(6):(b}(7)(C) I 

Subject : RE: Draft OPA statement on LPR solicitation 

It's true, perhaps "unsuccessful negotiations" or "unaffordable pricing"? 

kb)(6):(b}(7)(C) I 
u 

Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: kb)(6Hb)(7)(C) 
Date: Friday, Dec 15, 2017, 3:47 PM 
To: kb}(6):(b}(7)(C) 
Subject: RE: Draft OPA statement on LP R solic itation 

I spoke with Kb)(6);(b}(7)(C) lin drafting this statement. The best we could come up with was 
"failed price negotiations." I am ok with that language. We couldn't come up with anything 

better. Neither of us thought that saying the vendor refused to lower their price and ICE did not 
want to pay what they were asking. 

"f
b
:-)(6-,-);(_

bX
-C
7
:-)(C_) -;:-----,o-_----;-::'ICPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DH5 I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-IiliRillMobile: 202-345f'hIIRI·tj 
Email: Kb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or othenvise confident ial infonnation. If you are not 
an intended recipient or believe you have received this communication in error, any review, dissemination, 
distribUlion, or copying of this message is strictly prohibited . Please infonn the sender that you received 
this message in error and delete the message from your system. 

From: kb)(6Hb)(7)(C) 
sent: Friday, December 15, 2017 3:45 PM 
To: kh\lnHh\I7\I(":\ I 
Subject: FW: Draft OPA statement on LPR solicitation 

Language about price negotiation? 

Kb)(6);(b)(7}(C) 

Chief Acqu isition Officer 
US Immigration and Customs Enforcement 
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Sent with BlackBerry Work (www.blackberry.com) 

from: i h)(flHh)(7)(G ) 

Date: Friday, Dec 15, 20 17,2:51 PM 
b)(6);(b}(7)(C) 

Subject : FW: Draft OPA statement on LPR sohcltatJOn 

Cleared by ~as edited. Also. kb}(6): Isuggest that OAQ clear the language regarding the price 

negotiations. 

FrOm~(b)(6Hb)(7)(C) I 

Sent: Friday, December 15, 2017 2:29 PM 
b)(6);(b)(7}(C) 

Subject: FW: Draft OPA statement on LPR solicita tion 

All - please find below the final RTQ as cleared by Privacy. OPA plans to use thi s in 
response to media inquiries. Please advise of any editS/changes NL T 3prn. 

Thanks, 
b)(6) 
Ih\l7 

Statement: 
U.S. Immigration and Customs Enforcement (ICE) is issuing a solicitation (provide 
link to SOW) to obtain query-based access to a commercially available license plate 
reader database, and anticipates awarding a single source, firm-fixed price contract 
for this service. Like most other law enforcement agencies, ICE uses information 
obtained from license plate readers as one tool in support of its investigations. ICE 
conducts both criminal investigations and civil immigration enforcement 
investigations. ICE is not seeking to build a license plate reader database, and will 
not collect nor contribute any data to a national public or private database through 
this contract. 
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Due to privacy concerns during a previous solicitation, in 2015, ICE completed a 
privacy impact assessment, which was used to create a frame\\'ork for use of the 
technology. The privacy impact assessment will be updated prior to ICE's usc of 
any license plate reader database, to reflect how the contract meets the established 
privacy requirements. The contract must comply with established privacy 
requirements outlined in the privacy impact assessment. These are the most 
stringent requirements known to have been applied for the use ofthis technology. 

Additional background: 

In 2014, ICE issued a similar solicitation that was cancelled over privacy concerns about 
the use of the technology. In 201 5, ICE completed a privacy impact assessment and 
issued a second solicitation that was cance lled due to failed price negotiations. 

ICE's Homeland Securi ty Investigations (HSI) conducts criminal investigations into 
various forms of illicit acti vity, including human smuggling and trafficking; the 
smuggling of drugs, weapons and other contraband; transnational gangs; and child 
exploitation. ICE's Enforcement and Removal Operations (ERO) conducts targeted 
immigration enforcement in compliance with federa l law and agency policy, focusing on 
individuals who pose a threat to national security, public safety and border securi ty. 
However, all of those in violation of the immigration laws may be subject to immigration 
arrest, detention and, if found removable by final order, removal from the United States. 

Q &A: 
Q: What is the name of the service provider that ICE anticipates providing the service? 
A: Vigilant 

Q: What are the privacy requirements, in general? 
A: As detailed in the SOW, the privacy requirements include: use of a logon splash 
sc reen that describes the agency's permiss ible uses of the system and data - with a 
requirement for users to consent to these rules before proceedi ng; auditi ng requirement 
fo r users to input a li cense plate number, a reason code, and identi fication number fo r the 
law enforcement case the query is assoc iated with before making a query; limitations on 
the timeframe of the data that can be queri ed, in compliance with the PIA; guaranteed 
accuracy of data with a margin of two percent; and assurance that ICE queries will not be 
provided to other system users or used fo r commercial purposes. 

kb)(6):(bX7)(C) 

Public Affa irs Officer/Spokesperson 
U.S. Immigration and Customs Enforcement (ICE) 
202-732- (b)(6); (desk) 
813-230- bXl)( (cell) 
www.lce.gov 
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From: 
Sent: 
To: 
Subject: 

kb)(6):(b}(7)(C) 

13 Dec 2017 10:28:05 -0500 
kb)(6):(b)(7)(C) 

RE: FYSA -- License Plate Reader Database Access Procurement 

Headed to PCN now - will check 

Kb)(6);(b)(7}(C) 

Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: kb)(6):(b)(7}(C) 

Date: Wednesday, Dec 13,2017,8:47 AM rb)(6);(b)(7}(C) 

Subject: RE: FYSA -- License Plate Reader Database Access Procurement 

Thanks lliRIDl We do have Privacy approval to award but not begin to utilize the service 
before the PIA is approved ifit results in the agency saving money. Ifwe cannot award 
by 12/21 then the vendor has stated that the price will be increased. We were able to 
negotiate an extension from 12/8 to 12/21 but I am not sure we would be able to negotiate 
another extension. Privacy has indicated they did not think it would be approved by DHS 
until the last week in December. 

Would you be ok with us awarding before PlA approval ifprivacy is ok with it? 

Thanks, 

j 6)(6);(6)(7Xc) l CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202,73216)(6);( IMobile: 202-345-1i!illilll 
Email: Kb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential 
infonnation. If you are not an intended recipient or believe you have received thi s 
communication in error, any review, dissemination, distribution, or copying of thi s 
message is strictl y prohibited. Please inform the sender that you received thi s message in 
error and delete the 

From: kb)(6);(b)(7}(C) 

Date: Tuesday, Dec 12, 201 7, 7:43 PM 
rb}(6);(b}(7)(C) 
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Subject: RE: FYSA -- License Plate Reader Database Access Procurement 

I have to check with front office to see if there is any confirmation hearing sensitivity on 
this topic. Please hold . Also, PIA is not back yet from DHS. 

~b)(6); (b)(7}(C) I 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: Kb)(6);(b}(7)(C) 
Date: Tuesday, Dec 12, 2017, 5:44 PM rb}(6);(b}(7)(C) 

Subject: RE: FYSA -- License Plate Reader Database Access Procurement 

H; !b)(~ 
I hope you guys all had a great time at the party. Did you hear anything back from M&A front 
office with regard to License Plate Access? 

We are ready to post the synopsis whenever we get the approval. We argued with OPLA-CALD 
over the law enforcement sensitivity, but in the interest of getting it done we decided to post, 
but remove the LES information. 

Our draft synopsis language is below. 

b}(5);(b}(7)(E) 

Thanks, 

,=f
b_)(6,-);(_b),-;(7_XC_)-::-_::-__ -,-:1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6):IMobile: 202-345~ 
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Email : kb)(6);(b)(7}(C) 

NOTICE: Th is communication may contain privileged or otherwise confidential infonnat ion. If you are not 
an intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strict ly prohibited. Please infoml the sender that you received 
this message in error and delete the message from your system. 

From: Weinberg, Bill 
Sent: Tuesday, December 12, 2017 11:24 AM 
To: kb}(6Hb)(7}(C} I 
Subject: RE: FYSA -- License Plate Reader Database Access Procurement 

I am checking - may be affected by confi rmation hearing schedule. 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: kh\lnHh\I7\Ir.\ 

Date: Tuesday, Dec 12, 201 7, 10:38 AM 
fb}(6);(b}(7)(C) 

Subject: RE: FYSA -- License Plate Reader Database Access Procurement 

Good morning, 
Has there been any feedback from M&A on the award ing of LPR? We believe we are 
close to being ab le to publically post the synopsis. It wi ll be TOuted through the public 
posting for front office review but I was curious to find out whether or not M&A was ok 
with OAQ proceeding. 

Thanks, 

Fb)(6);(bX7)(C) I CrrB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS liCE I Office of Acquisition Man~gemrt (OAQ) 
Phone: 202-732-~ Mobile: 202-345 b)[6);! 

Emai l: tb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential 
infonnation. If you are not an intended recipient or believe you have received thi s 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is strictly prohibited. Please inform the sender that you received thi s message in 
error and delete the 

From: kb)(6):(b}(7)(C) 
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Date: Monday, Dec 11,2017, 2:57 PM 
[ b)(6);(b)(7Xc) 

SUbject: FYSA -- License Plate Reader Database Access Procurement 

Good Afternoon 

This purpose of this email is to provide situational awareness with regards to a procurement for 
License Plate Access that OAQ is working on. The details are provided below: 

U.S. Immigration and Customs Enforcement (ICE) intends to issue a contract to Thomson 
Reuters Special Services (TRSS) to obtain query-based access to a commercially available 
License Plate Reader (lPR) database. A commerciallPR database stores recorded 
vehicle license plate numbers f rom cameras equipped with license plate reader 
techno logy. Records are uploaded into the system from a variety of governmental and 
private sources including, but not limited to, access cont ro l systems such as toll road or 
parking lot cameras, vehic le repossession companies, and law enforcement agencies. 
Licenses to access the commercial database are sold to commercia l consumers as we ll 
as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE 
will use lPR information obtained in response to queries of the commercial database to 
further its criminal law enforcement and civil immigra tion enforcement missions. ICE 
law enforcement personnel will query the lPR database using known license plate 
numbers associated with aliens for immigration enforcement purposes, based on leads, 
to determine where and when the vehicle has traveled within a specified period of 
time. The results ofthe queries can ass ist in identifying the location of aliens to further 
ICE's immigration enforcement mission. 

ICE w ill also use lPR information obtained from the commercial database to further its 
crim inal law enforcement mission, which includes investigations related to national 
security, i llegal arms exports, financia l crimes, commercial fraud, human t rafficking, 
narcotics smuggling, child pornography, and immigration fraud. For example, use of lPR 
data in thi s context could help to identify the location of an investigative target or 
person of interest, or help track a vehicle that may be involved in illegal activit y, such as 
smuggling. 

Use of this data is expected to enhance officer and public safety by allowing arrests to 
be planned at locations that minimize the potential for injury (e.g., away from a 
subject's residence if there are suspected to be children or weapons in the home). Use 
of this data is also expected to create a cost savings to the government by reducing the 
work-hours required for physica l surveillance. 

Period of Performance: 
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The anticipated period of performance w ill include a base period of three (3) months, 
one three (3) month option period, one three (3) month and eleven (11) day option 
period, and two twelve (12) month option periods. 

Vir 

k b)(6)-(b)(])(C ) 

Chief of Staff 
Office of Acquisition Management (OAQ) 

U.S. Immigration and Customs Enforcement 
Desk Phone: 202-732-kb)(6H 
Cell Phone: 202-906-ktilliiD 
Email: kb)(6);(b)(7)(C) 
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From: Kb}(6);(b}(7)(C) 

Sent: 9 Nov 2017 13:47:33 +0000 
To: 
Subject: 
Attachments: 

Good Morning, 

kb}(6l:(bl(7)(C) I 
RE: HSI Access to license Plate Database (Vigilant) 
Ol.OS_SaW_license Plate Readers.docx 

I have attached the draft SOW. We attempted to keep the language plain enough so that both ERO and 
HSI would be ok with it. 

Please let me know if you have any further questions. 

Thanks, 

L1b")('c:);("b)cc(7,,XC-') _____ ---'lcPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732.j(b)(6l: I Mobile: 202-345-!i'b)(6l:( 1 
Email: kb)(6l:(b)(7)(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: kb)(6l:(b)(7)(C) 
Sent: Thursday, November 09,20178:43 AM 
To: Ilb)16l:1b)(7)IC) I 
Subject: RE: HSI Access to License Plate Database (Vigilant) 
Importance: High 

Morning Sir, 

Yes we are interested. Would you mind sending me the information pertaining to the contract? Thank 
you for keeping us in mind. 

Best, 
kb)(' 1 

From: kb)(6l:(b)(7)(C) I 
Sent: Wednesday, November 08, 2017 5:35 PM 
To: kb)(6);(b)(7}(C) I 
Subject: RE: HSI Access to License Plate Database (Vigilant) 

Good Evening, 
I wanted to follow up on whether or not HSI is interested in being part of the ICE contract for access to 
license plate data with TRSS through Vigilant. 

Please let me know if you need any additional information. 
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Thanks, 

~tb--,)(6,--); (--,b)-;-(7X_C_) ::----;; __ ---;-:'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DH5 I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6H Mobile: 202-345-~ 
Email: kb)(6);(b)(7)(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential information. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kh\IfJ,Hh\I7\Ir.\ I 
Sent: Monday, November 06, 2017 1:00 PM 

~~~ tb)(6);(b)(7)(C) I 
Subject: RE: HSI Access to License Plate Database (Vigilant) 

Hi @j 

Good afternoon sir. 

Thanks for reaching out. 

I'm looping in Acting AD kb)(6Hb)(7}(C) I as his team worked this issue previously. 

From: kb)(6Hb}(7)(C) 

Sent : Monday, November 06, 2017 12:36 PM 
To: Kb)(6);(b)(7)(C) 

Subject: HSI Access to License Plate Database (Vigilant) 

Good Afternoon, 
I had previously been working with kb)(6Hb}(7)(C) Ion obtaining access to a license plate scan database for 
ICE, both HSI and ERa. kh\IR)lwas obviously the HSI point of contact. Given the changes within HSI, I was 
wondering who the new HSI pac should be for this program. 

The previous effort fai led due to privacy concerns and the budget situation. However, the privacy 
concerns have been resolved and OAQ has been told that ERO may have funding for this effort. This is 
currently an ERa driven project, however based on the feedback I have received from the field, H51 
would benefit significantly from this effort as well . The expectation is that we would be obtaining ICE
wide access to license plate data. 

Any information you can share would be helpful. 
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Please let me know if you need anything from me. 

Thanks, 

L'b_X6_);_(bX_7_)(C_)~~ ___ ~ .... J CPPB, CFCM 

Detention, Compliance and Removals (OCR) I (A) Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-~ Mobile: 202-34S-KiillillJ 
Email: Kb}(6);(b}(7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential informat ion. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

November 1, 2017 

c.l. INTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's law enforcement offices operational 
requ irements to obtain query-based access to a commercially available License Plate Reader (LPR) database. A 
commercial LPR database stores recorded vehicle license plate numbers from cameras equipped with license 
plate reader technology. Records are uploaded into the system from a variety of governmental and private 
sources including, but nOI limited 10, access control systems such as toll road or parking lot cameras, vehicle 
repossession companies, and law enforcement agencies. Licenses to access the commercial database are sold to 
commercial consumers as well as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE will use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 
and civil immigration enforcement missions. ICE law enforcement personnel will query the LPR database using 
known license plate numbers associated with aliens for immigration enforcement purposes, based on leads, to 
determine where and when the vehicle has traveled within a specified period of time. The results of the queries 
can assist in identifying the location of aliens 10 furthe r ICE's immigration enforcement mission. 

ICE wi li al so use LPR information obtained from the commercial database to further its criminal law 
enforcement mission, which inc ludes investigations related to national security, illegal arms exports, financial 
crimes, commercial fraud, human trafficking, narcotics smuggling, child pornography, and immigration fraud. 
For example, use of LPR data in this context could help to identify the location of an investigative target or 
person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and public safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g., away from a subject's residence if there are suspected to be ch ildren 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 
reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially avai lable, query-based LPR 
database fo r ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service Content/Scope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
loli road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substantial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized by law in those locations. 
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o A metropolitan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
of Management and Budget (OM B) and used by the Census Bureau and other federal government 
agencies for statistica l purposes. 

• The LPR data service provider shall demonstmte the number of new unique records that wcre added to the 
commercially available LPR database each month for the last consecutive twelve (12) months. 

• The LPR data service shall make available at least 30 million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing simi lar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instmctions and guidance to faci litate use of system. 

• The ability to compare new user requests with lists of personnel authorized by ICE to use the vendor 
system. 

• Automatic verification of accounts wi th the abi lity to audit by using the user 's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (NLETS). 

• The ability to add new users or delete exist ing users within 24 business hours of ICE 's request. 

• Initial training to orient personnel to the use of their system, including "Help Desk" support related to the 
usc, access, and maintenance of the system. 

• System training and "Escalation Procedures" for agency manager and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Periodic or as needed updates to the web interface and mobi le application. The vendor will employ 
appropriate technical, administrative, and physical security control s to protect the integrity, availabi lity, and 
confidentiali ty of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile application, the system must 
display upon logon a splash screen that describes the agency' s pennissible uses of the system and data, and 
requires the user to affinnatively consent to these mles before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be available to the users via a hyperl ink within the main 

system interface (including any mobile app interface). 
o The agency wi ll provide the language for the sp lash screen content. 

Page 2 of 6 

2018-ICLI-00035 952 



• All queries of the LPR data service shall be based on a license plate number queried by the user only, and 
the data returned in response must be limited to matches of that license plate number only within the 
specified period of time. 

• The system will not penn it user queries of the data serviee unless a license plate number is entered. A 
query can only be conducted by entering a license plate number. 

• The query interface wi ll include a drop-down fi eld for users to select a reason code for the query from a 
pre-populated list. The specific reason codes wi ll be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface will require a user to identify whether the user is entering data for him or herself or for 
another indi vidual. If the user is entering data for another indi vidual, the query interface will require the 
user 10 enter the name of the other individual. 

• The query interface must include a free-text field of at least 255 characters for user notes. This wi ll allow 
for additional infonnation that wi ll assist ICE in referencing the specific case for which the query was 
performed. Comp leting this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe for 
the query. 

o The system wi ll display results only for LPR detection records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets, with a margin 
of error not more than 2%. 

• To ensure accuracy of information, the response to a query must incl ude alleast two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually eonfinn the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection and coordinates. 

o The vendor shall provide a notification mechanism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users infonned of corrections to erroneous data. 

• The vendor wi ll not use any information provided by the agency (query data) for its own purposes or share 
the infonnation wi th other customers, business partners, or any other entity. 

• The vendor will not use ICE's queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

• The vendor wi ll ensure ICE user queries are conducted anonymously to ensure other individuals or entities 
that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) are not ab le 
to identify that ICE is investigating a license plate. 

Alert List Capabilities 

Page 3 of 6 

2018-ICLI-00035 953 



• The LPR data service shall provide an "Alert List" feature that wi ll save license plates numbers to query 
them against new records loaded into the vendor's LPR database on an on-going basis. Any matches will 
result in a near real-time notification to the user who queried the license plate number. 

• The LPR data service Alert List wi ll provide capabi lities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Li sts containing the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LPR system for download a PDF case file report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record inforntation) for each emai l alert notification. The notification must 
be able to be limited to the user or a user group of ICE law enforcement officers involved in the specific 
investigation. The notification will comply with all applicable laws, inc luding the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service will allow specifically designated users to batch upload a maximum of2,500 license 
plate records into the "Alert Li st". The batch upload will be in the form of a single comma separated 
variable (CSV) file with data fields to include, but not limited to the following: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fie ld, of at least 255 
characters, for a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was perfonned. 

• The vendor will provide the ability to establish Alert List submissions, flag license plates for deconfliction, 
and perfonn searches, all conducted anonymously, to ensure other indi vidual s or entiti es that use the LPR 
service (whether a law enforcement agency, commercial entity, or otherwise) are not able to identify that 
ICE is investigating a license plate. 

• License plate pictures taken with the automated Optical Character Recognition (OCR) plate number 
translation shall be submitted to the LPR data service system for matching with license plates on any 
cutTent ICE Alert List. Any positive matches shall return to the iOS appl ication (identified be low) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory infonnation needed for a nonnal qucry. 

• Each license plate number on an Alert List will bc valid for one year unless the user rcmoves it before 
expiration. If detemtined to be cost feasible, the system wi ll prompt users two wecks prior to expiration and 
require the user to affimtativcly indicate that there continues to be an operational requ irement to keep the 
particular license plate entry on the Alert List active, or be given the option to delete the license plate from 
the Alert List. Prompts should continue periodically until the expiration date is reached. The systcm will 
grant the user an additional week after expiration to rcnew the entry in the Alert List. If the uscr does not 
renew, the system shall remove the license plate number from the Alert List. 

• All Alert List act ivity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expirat ion from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 
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Mobile Device Capabilities 

• The LPR data service shall femure an iDS-compatible mobile application that allows aUlhorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the abili ty to add returned positive matches into the Alert List. 

o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application will delete any saved data on the mobi le device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application will confonn to all other perfonnance, privacy, and funct ional requirements 
ident ified in the SOw. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporling Capabilities 

• The vendor shall generate an immutable audit log in electronic fonn that chronicles the fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

different; 
o Exact query entered, to include license plate number, date limitat ions, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be audited to capture uscr name, date and time, reason code, and uscr note 
associated with the query, as well as license plate number entry, dcletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user audit reports upon request. Audit reports shall contain the audit log 
infonnation of a given user(s) for the specified period of time. The vendor shall provide the audit log in 
electronic form via secure transmission to ICE promptly upon request. The format of thc audit log shall 
allow for ICE to retrieve user activity by user name (or 10), query entered (e.g. , particular license plate) 
and date/time. The exact technical requirements and fonnat for the audit log wi ll be negotiated after 
contract award. 

• The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activi ty on the vendor system, for purposes of the agency' s internal investigations and oversight. 

• The vendor shall not usc audit trai l data for any purpose other than those specified and authorized in this 
contract. 

• The vendor is to provide quarterly, or upon req uest, statistics bascd on positi ve hits against thc number of 
requested searches and hit list. 

• The audit logs speci fi ed in this statement of work are records under the Federal Records Act. The vendor 
shall maintain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
entities including other law enforcement agencies. At the end of the contract, the vendor shall extract, 
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transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location speci fied by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (including any sti ll-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the following Key Perfonnance Parameters (KPPs): 

Metric Unit ofl'1easure l\linimum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24/7/365 

Schedu led downtime </- 4 hou rs per month 

Meantime between failure (MTBF) 4,000 operating hours 

Overall Support Service SUppOri availability 24/7/365 

Results of a single LPR query Resu lts ofa single LPR query </= 5 seconds after submission 

C.6. Guara nteed Minimums 
The minimum that the Government agrees to order during the period of th is contract is $10,000.00 for the base year 
only. 

C.7. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror's goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all avai lable 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

c.s. News Releases 
News releases pertaining to th is contract shall not be made without ICE approval, as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

C.9. License Type 
The Vendor shall provide a license that will perm it ICE to add or remove users without purchasing additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 
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From: 
Sent: 
To : 
Cc : 

' lh\IRHh\I7\Ir.\ 

8 Dec 2017 04:02:45 +0000 rb)(6);(b)(7}(C) 

Subject: Re: ICE Access to TRSS l PR 

Thank you fo r the update, Kb)(6);(b)(7}(C) land I are traveling a bit in the coming two 
weeks but we' ll make ourselves available to ass ist. 

I was in HSI Salt Lake City today and there ' s a lot of excitement about the possibility of this new 
content. 

Talk soon, 
!"X6);(bX7)( I 

............................... .. .. . 
kb)(6);(b)(7}(C) 

Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443_622{"b"-)(6");",(b,,-X7,,,)(,,C,--) _---:-_,-_-:-_---' 
This email contains information from Thomson Reuters Special Services, l l C. that may be sensitive and 
confidential. The message is to be used solely by the intended recipient. If you are not that recipient, 
you received this message in error and are requested to delete it (and all copies) . You are further 
requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and to notify the sender of the erroneous transmission . Your cooperation is appreciated. 

On Dec 7, 20 J 7, at 18: 1 J, i"(b"X6");,,(b,,X7,,)(,,,C,--) _____________ -----'1 wrote: 

Hi Eb)(6);1 
I wanted to send you an email to advise on the status of ICE Access to the lPR data . We 
have a commitment to fund from the ICE components . We are currently working on the 
final solicitation to send to TRSS. Given t he sensitivity and the dollar amount we will need 
to notify Congress. Barring any unforeseen circumstance we believe that we wi ll be able to 
make award sometime before 12/18. 

Thanks for your help. Please let us know if you need anything. 

Thanks, 

fb)(6);(b)(7}(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6t IMobile: 202-345-tb)(6)1 
Email: kb)(6):(b)(7)(C) I 

NOTI CE: This communication may contai n privileged or otherwise confidential infonnation. ' fyou 
are not an intended rec ipient or believe you have received this communication in error, any review, 
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dissemination, distribution, or copying of th is message is strictly prohibited. Pl ease infonn the sender 
that you received this message in error and delete the message from your system. 
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From: ~b)(6); (b)(7}(C) 

Sent: 14 Dec 2017 09:23:48 -0500 
To: kb)(6l:(b}(7)(C) I 
Subject: RE: ICE Contract for access to Li cense plate database 

Thank you. I have a call w Privacy about this at 9:30 that may answer all my questions, but if not and you 
are able to call after about lOam that would be great. I'm at 813-230.fb)(6l: I. Thank you. 

From: kb)(6);(b)(7}(C) 

Sent: Th ursday, December 14, 2017 9:22 AM 
To: kb)(6);(b}(7)(C) I 
Subject: RE: ICE Contract for access to License plate database 

Hi kb)(6);(b)(7}( I 
I am in training but happy to give you a call. What number should I call? 

~fb_)(6_); (_bX77)_(C_) ~ __ ~~lcPPB , CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Office of Acquis ition Mana ement (OAQ) 
Phone: 202-732-l b)(6); I Mobile: 202-345- b)[6);[ 
Email: kb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If 
you are not an intended recipient or believe you have received this communication in error, any 
review, dissemination, distribution, or copying of this message is strictly prohibited. Please 
inform the sender that you received this message in error and delete the 

From: Kb)(6);(b}(7)(C) 

Date: Thursday, Dec 14,201 7, 8:34 AM 
To: { b)(6);(b)(7}(C) 

SUbject: RE: ICE Contract for access to License plate database 

~~~(~I do you have time to talk this morning? Just want to clarify a few things. Thanks, 

Sent with BlackBerry Work 
(www.blackbeny.com) 

From: kb)(6);(b)(7}(C) 

Date: Friday, Dec 08, 20 17, 7:46 PM 
t )(6);(b}(7)(C) 

Subject: ICE Contract for access to License plate database 

Good Evening, 

"'-'-"w 

I wanted to reach out in case you hadn't heard from anyone with ERO or HSI. OAQ is making 
preparations to award a contract for access to a license plate database sometime next week or as late as 
12/18, depending on when we receive Congressional approval . The contract would be uti lized ICE-wide. 
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Given the sensitivity of this subject last time around, I wanted to reach out to help prep any information 
needed. OAO currently has a paper routing internally that contains pertinent information. We are happy 
to answer any questions or share the paper with OPA once it has been approved. Please note that due 
to the requirement being law enforcement sensitive the justifications for award will not be posted 
publically. 

Please let me know if you have any questions or need any information. 

Thanks, 

Lf b_)(6_);(_bX_7)_(C_) ____ -----'1 CPPB, CFCM 

Detention, Compliance and Removals (DCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732.J(b)(6):(IMobile: 202-345-~ 
Email: kb)(6);(bX7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 
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From: l(b)(6);(b}(7)(C) 

Sent: 
To : 

2 Jan 2018 20:53:04 +0000 
kb)(6Hb)(7)(C) 

Subject: RE : license plate clauses 
Attachments: 04.0 1_70CDCR 18 P00000017. pdf 

Hi t b)(6);(b) I 
Please see the attached order. 

Thanks, 

L1b __ )(6 __ );( __ b)_(7 __ XC_) _____ --'1 CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~ Mobile: 202-345{b)(6);Q 
Emai l: Fb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: kb)(6Hb)(7}(C) 

Sent: Tuesday, January 02,2018 11:09 AM 
To: ¥b)(6Hb)(7}(C) 

Subject: RE: license plate clauses 

Hi all - Just wanted to check in to see ifthis got awarded? If so, will you please send a copy of the final 
executed contract/SOW for our records? 

Kb)(6);(b)(7}(C I 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732~ 
Mobile: (202) 487-t h\1R I 

Main: (202) 732-kh\1R I 

Questions? Please visit our website at https:/linsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 

From: Kb)(6);(b)(7}(C) 

Sent: Friday, December 22, 2017 1:47 PM 
To: ~b)(6); (b}(7)(C) 

Subject: RE: license plate clauses 

Hi ¥b)(6);(b ~ 

Sorry we're on quite a tight deadline. Do you agree with the below? 
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Thank you, 
Kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (DCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 73U h\(R\ 1 
Mobile: (202) 878-khIIRI-1 
Kb)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confident ial information. If you are not an 
intended recipient or believe you have received this comm unication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 

Subject: RE: license plate clauses 

Kb)(6);(b)( I 

Please see below slight rewrite : 

The Contractor is responsible for notification of victims aR eil'l ra'Ji siaR of 'J ictiR'l reR'le eii atioR seF\'ices in the event of 
a loss or compromise of Sensitive PI I, 'tany, held by the Contractor, its agents, and Subcontractors, under this 
contract. r Re \'ictiR'l reR'leeiatiaA seF'Jices sRall iRcll:lee at least 18 R'laAtRs af creeit mORitariAg aRe, far seriol:ls or 
large iAcieeAts as reql:leste el by t he GO'JemmeAt, call ceAter hell" eesk services for the iAeiviel l:lals whose SeAsitive 
PI! was lost or com l"rom iseel . The Contractor and ICE will collaborate and agree on the method and content of any 
notification that may be required to be sent to individuals whose Sensitive PII was lost or compromised. 

Let me know on approval. 

Thank you, 
kb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732-""""'1 
Mobile: (202) 878-1t .. "" I 
Kb)(6);(b}(7)(C) 

NOTICE: This communication may contain privileged or otherw ise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of t his message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your syst em. 

From: t b}(6Hb}(71IC) I 
Sent: Friday, December 22,20179:16 AM 
To: Fb)(6):(b)(7)(C) 

Subject: RE: license plate clauses 

Perfect! 
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Amber Smith 
Privacy Officer 
Information Governance & Privacy Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6):( 

Main : (202) 732- )(7XC) 

Sent with BlackBerry Work (www.blackberry.com) 

From: kh\IflHh\I7\(G\ , 
Date: Friday, Dec 22, 2017, 8:15 AM tb)(6);(b)(7}(C) 

SUbject : RE: License plate clauses 

!!: )~): (bX I 

For PRIV 1.3, I think we talked about the following: 

The Contractor is responsible for notification of victims and prevision of ~' lctlm remediat ion services in the event of 
a loss or compromise of Sensitive Pll held by the Contractor, its agents, and Subcontractors, under this contract. +he 
vietim remediation sen'tees shall Inelude at least 18 months oferedit monitoring and, for serious or large ineidents 
as reEjlfested B) the Go, ernl'Bent, eall eenter help desl! ser-. iees for the Indh tauals whose 6ensiti 'ie PII was lost or 
eonlpromised . The Contractor and ICE wi ll collaborate and agree on the method and content of any not ification that 
may be req ui red to be sent to individuals whose Sensitive Pll was lost or compromised. 

What did you think? 

Thank you, 
Kb)(6):(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 732-khl/R I 
Mobile: (202) 878+ '-"8' I 

kh\IRHh\(7\(r.\ 

NOTICE : Th is communication may conta in privileged or otherwise confidential information. If you are not an 
intended reci pient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of th is message is st rictly prohibited. Please inform th e se nder t hat you received t hi s 
message in error and delete the message fro m your system. 

From: Kb)(6Hb)(7}(C) 

Sent: Thursday, December 21, 2017 10:28 PM 
To: kb\(6Hb)(7\(C\ 

" c " ' 

Subject: RE: License plate clauses 
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b}(5);(b}(7)(E) 

Thanks! 

Kb)(6);(b}(7)(C I 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-kh\(R I 
Mobile: (202) 487-m;:mm 

Main: (202) 732-lli1D 

Questions? Please visit our website at httPs:Uinsight.ice.dhs.goY/mgt/oop/Pages/index.aspx . 

From: kb)(6l:(b)(7}(C) I 
Sent: Thursday, December 21,20179:23 PM 
To: Kb)(6l:(b}(7)(C) 

Subject: RE: license plate clauses 

kb)(6):(b}(7)(C) 

Please see attached revised negotiations. I have included a summary. Please review for accuracy. 

There are two outstanding items. Please see revised proposed language for them both: 

b}(5);(b}(7)(E) 

Please advise on approval. 

Thank you, 

Kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 732- b)(6);( 

Mobile: (202) 87 ),(7)( 
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~b)(6); (b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, 

distribut ion, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From:kb)(6):(b)(7}(C) I 
Sent: Thursday, December 21,20175:35 PM 

~~~ fb)(6);(b)(7}(C) • I 
Subject: RE: license plate c1auses 

We'll both be available tomorrow. I have to focus this evening on finishing up the revision to the PIA 

Update so I can get it back to DHS. 

i h)(flHh)(7)(G ) I 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 
Mobile: (202) 48 )(7)( 
Main: (202) 732· ) 

Questions? Please visit our website at https:Uinsight.ice.dhs.gov!mgt!oop!Pages!index.aspx . 

From: j(b)(6);(b}(7)(C) 

Sent: Thursday, December 21, 2017 5:31 PM 

~~~ r )(6);(b}(7)(C) I 
Subject: license plate clauses 

It sounds like WestlTRSS will be sending over their latest version of exceptions. Are you all able 
to look at the language thi s evening? Wi ll you be avai lable tomorrow? 

Thanks, 

Fb)(6);(b)(7Xc) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Office of Acquisition Managemen( (OAQ) 
Phone; 202-732-iiillID]Mobile; 202-345~b)(6); q 
Email: Eb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or othelWise confidential information. If 
you are not an intended recipient or believe you have received thi s communication in error, any 
review, dissemination, distribution, or copying of thi s message is strictly prohibited. Please 
inform the sender that you received thi s message in error and delete the 
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7. FOil IOUCITAnON 
lNFORru.TlON CAll.: 

ICE/Detention Complience & Remove!s 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I Street, NW kb){6l/b\l1'1(<. 1 

WASHINGTON DC 20536 

TlOtl UNL~SS 8I.OCK IS 
~ 

SEE SCHEDUlE 

ICE Enforcement & Removal 
801 I Street, NW 
khVF.HhV])(C I 

washington DC 20536 

OFFEROR 

WEST PUBLISHING CORPORATION 
PO BOX 64.833 
SAINT PAUL MN 55164. 

ITEM NO 

Net 30 

148508286 

~;:~~:,':"~:;~ poe: f M /f:H h V7\1r, II 202-732-~ 

I"'"'" i OI(fl Hh)(Z}(CI 

POC:J~~bxg6*):(~bX~7~x~cI) ::::J 
I'~:::; 202-732~ IE 1(b)(6).{b){7)(C) 

I~~~~:~c~,~~~ Officer:: kb}(6)'(b}(7)(C) Ip 202-732- 1Zi:iS!iiIl 

25 ACC()UN1lHGANOAPPROPRIATIOH DATIII 

17 

&\W.I. IIVSlIESS 

HUSlOtll! ~L 
ILISINEU 

~~ 
vn~_o 

SIU<IJ..IlUSlNESS 

r n. TH<lCONTRAC'T16" 
MTEO OROEII l.WD(R 

OPAl! ('~ CfllII70III 

SET ASlOE 

I'>'OUE!H)'M'ED SIM1J. IUSiNESS 
('010058) EUGI8lE ~OEII; TIE WO~E~OWNEO 

.... ~II .. ~' • • "............ twelS19190 ._y 

Compliance & Removals 
and Customs Enforcement 

of Acquisition Management 
1 Street, NW kb)(6);(b)(7)(C I 

DC 20536 

IC. 
IBu,li.ngton Finance Center 

Box 1620 
: ICE-ERO-FHQ-CED 

lliston VT 05495-1620 

$21 . 5 

See schedule WO}(4 ) 

21. SOLICITIllTION INCORPORATES BY REFERENCE FAA 52 212-1. 52 212-<1 FAA 52 212-3 AND 52 212~ AAE IIITTIllCHEO III.ODENOIll AAE NOT IIITTACHEO 

IX 21b CONTRACTIPURCHASE ORDER INCORPORATES BY REFERENCE FAA 52 212" FAA 52 212~ IS ATTACHED ADDENDA 

CONTRACTOf\ IS REOlIIR£D TO SIGH 1)'IIS DOCUMENT AND RETURN 
COPU:S TO ISSUING OFFICE COHTRACTORAGREES TO FURHISHAHO DELIVER 

ALL ITEMS SET Fcmlll OR OTl'lERWlSE IOENTlFIEOIIIIOVE AND ON AN'!' AOOfTlONAL 

PREVlOUS EDITION IS NOT USABLE 

2018-ICLI -00035 

251 Awo.RO OF CONTRACT OFFER 

DAT£O 12/22/2017 YOUR OFFER ON SOUCITAllOtI (BLOCK 5~ 
INCLUDINGAHY AOOITIONS OR CHNIGES ....,...ICHARE SET FORlll 

966 



2 of 52 

" ~ " n " " ITEM ~O. SCflEDUlE Of SUPP\.IESlSERIIK;ES QUAHJITY UNIT L1~IT Pft IC£ -" 
Email : Kb}(6);(b}(7)(C) I 

The re are two (2) r e quisition s associated with 

t hi s award : 192118FUGOPS 12 087 a nd 

192118 FLMURQOOO8 . 

This purchase order i, for West Publishing 

Corporat i on to provide constant (2 4 hour , seve n 

days per week) access to a cOmmercially 

available , query-based L PR database f or ICE law 

enforce ment personne l at I CE offices across the 

Uni ted S ta tes . The specific requireme nts are 

detailed in t he Statement o f Work attached . 

All services shall be performe d in accordance 

with the attached St atement of Work (SOW) , West 

Publishing ' s Technical Quote (dated 12/22/2017) , 

and West Publishing ' s Price Quote . West 

Publishing Corporation ' s price quote and 

t echnica l q uote are included a, a n attachme n t to 

t hi s purchase order . 

Fund i ng in the amount of Kb}(4) I i, being 

allotted to th is p urc hase order award to fu nd 

CL IN 0001 for the Base Period o f services . All 

o ther CLINS are opt i ona l CLINs and will be funded 

at the time they are exercised . 

The terms and conditions of t h i s purchase order 

Conti nued ... 
32a. QUANTITY IN COLUMN 21 HAS BEEN 

RECEIVED INSPECTED ACCEPTED. AND CONFORMS TO THE CONTRACT. EXCEPT AS NOTED: 

32b. SIGNATURE OF AUTl10RIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32e MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 321 TELEPHONE NUMBER Of' AUTHORIZEO GOVERNMENT REPRESENTATIVE 

329· E·MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

33 SHIP NUMBER ~. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 

CORRECT FOR 

COMPLETE PARTIAL FINAL 
PARTIAL FINAL 

lB. SIR ACCOUNT NUMBER 39. SIR VOUCHER NUMBER 40. PAID BY 

413 I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a RECEIVED BY (Print) 

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER 41c. DATE 

42b. RECEIVED AT (Location) 

2c. DATE REC'D (YY/MMlDD) 142d. TOTAL CONTAINERS 

STANOAAD FDflM 1«9 (REV. 212012) BACK 
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EFER ENCE NO. OF DOCUMENT SEING CONTINUED 

CONTINUATION SHEET 70COCR18P00000017 

NAME Of OfFEROR OR CONTFV.CTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0001 

0002 

0003 

SUf>P\.IESiSEIMCCS 

( B ) 

apply only to t he purchase order resulting for 
ICE solici t ation 70COCR18Q00000005 . 
Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/2017 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 
Product/Service Code : 0317 
Product/Service Descript ion : IT AND TELECOM
WEB-BASED SUBSCRIPTION 
Requisi t ion No : 192118FLMURQ0008 , 
192118FUGOPS12087 

b)(4);(b)(7)(E) 

Per~od of Performance : 12/22/2017 to 01/31/2018 

Option Period 1 - 02/01/2018 - 01/31/2019 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amount : kh\(4\ I( option Line Item) 
02/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Accoun t ing Info : 
Funded : fiill!LJ 
Period of Performance : 02/01/2018 to 01/31/20 1 9 

Optio n Period 2 - 02/01/20 1 9 - 01/31/2020 
ACCESS TO LI CENSE PLATE SYS TEM (Al l ICE Users) 
Cont inued ... 

NSN 7S4()..()t · t52-8067 

QUANTITY UNIT 

(e) (D) 

12 MO 

12 MO 
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UNIT PRICE 

(E) 

kb)(4) 

Kb)(4) 

52 

AMOUNT 

(F) 

kb)(4) 

OPTIONAl. FORM:J.3Il (H I6) 

Sponsored b\' GSA 

FAR (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLISHING CORPORAT I ON 

ITEM NO_ 

(A) 

0004 

SUPPUESiSERVlCES 

(8) 

This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : Kb\(4\ I (Option Line Item) 
OS/20/2018 
Product/Service Code : D317 
Product/Service Descriptio n : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Optio n Period 3 - 02/01/2020 - 09/30/2020 
ACCESS TO LICENSE PLATE SYS TEM (Al l I CE Users) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : Wb)(4) i! option Line Item) 
08/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 
I nvoice Ins t ructions : 
ICE - ERO/ HSI Con t rac t s 

Service Providers/Cont ractors shall use t hese 
procedures whe n submi t ti ng an invoice . 

1 . I nvo i ce Submission : Invoices s ha l l be 
submitted in a " . pdf " format i n accorda nce with 
t he contract te rms a nd conditions [Contract 
Special i st and Con t rac t ing Officer to d i sc l ose if 
o n a mo n th l y basis or other agreed to terms " ] via 
e mai l , United States Posta l Service (USPS) or 
facs imi l e as follows : 

a) Email : 

• kb)(6l:(b)(7)(C) 
• Cont ract ing Off i cer Representat i ve (COR) or 
Gover nme n t Poi n t of Contact (GPOC) 
• Con tract Specia l ist/Contracting Officer 

Each email sha l l contain o nl y (1) invoice a nd the 
i nvo i ce number shall be indicated on the subject 
l i ne of the email . 

b) USPS : 
Cont inued 

NSN 7540-01·152-8067 

QUANTITY UNIT 

(e) (D) 

8 MO 

2018-ICLI -00035 969 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 

FAA (03 CFR) 53.'10 



FERENCE NO.OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO. 

(A) 
SU PPUESiSERVlCES 

(8) 

DHS , ICE 
Fina nc ia l Operations - Burlington 
P . O. Bo x l620 
Williston , VT 05495-1620 

ATTN : I CE-ERO-FHQ-CED 

The Con t rac t o rs Data Un iversal Numbering System 
(DUNS) Number mus t be registered and ac tive i n 
the System f o r Award Man agemen t (SAM) at 
h t t p s : //www . sam.gov prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e ns ure 
p rompt payment provis i o ns are met . The I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alternative Invoices shall be submitted t o : 
{802)-288-7658 

Submi ssions by facsimi le shall include a cover 
sheet , point o f contact and the n umber of total 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
and Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he System for Award Mana geme nt 
(SAM) at h ttps : //www . sam . gov prior to award and 
shall be no tated on ever y invo i ce submitted to 
e ns ure prompt payment p rovis ion s are me t . Th e I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Content of I nvo ices : Each i nvoice shall 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

( i ) . Name and address of t he Serv i ce 
Provider/Contractor . Note : the name , address and 
DUNS number on the invoice MUST matc h t he 
i nformati o n in both the Contract/Ag reeme n t and 
t he information in t he SAM . If payment i s 
remitted to another entity , the name , address and 
DUNS information of that entity must also be 
provided which wil l require Governme n t 
Continued .. . 

NSN 7S4ll-Ot·t52-8067 

QUANTITY UNIT 

(e) ( D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 

FAA (03 CFR) 53. '1 0 



FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLIS HI NG CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

verifica t ion before payment can be processed ; 

(ii) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii) . I nvoice da t e a nd invoice number ; 

(iv) . Ag reemen t /contrac t number , con t rac t line 
item number and , if applicable , the order n umber ; 

(v) . Description , qua ntity , unit of measure , unit 
price , extended price a nd period of pe r for mance 
o f the i t e ms or services delivered ; 

(vi) . If applicable , shipping number and da t e of 
shipment, i ncluding the bill of lading n umber and 
weight of shipmen t if shipped on Governmen t bill 
o f lading ; 

(vii) . Terms o f a n y discount for prompt paymen t 
offered ; 

(vii i ) . Remit to Address ; 

( i x) . Name , title , a nd phone number of person to 
reso l ve invoicing issues ; 

( x ) . I CE program office designated o n 
order/contract/agreement a nd 

( x i) . Mark invoice as "Interim" (Ongoing 
performa nce and addi t ional bil l ing e xpected) a nd 
" Final" (performa nce complete and no additiona l 
billing) 

( x ii) . Electronic Fu nds Tra nsfer (E FT ) ban king 
i nformation in accordance with 52 . 232 - 33 Payme n t 
by El ectronic Funds Tra nsfer - System for Award 
Manageme n t or 52 - 2 32- 34 , Payme n t by Electronic 
Funds Transfer - Other than System for Award 
Manageme n t . 

3 . I nvo i ce Supporting Documentation . To ens ure 
payme n t , t he vendor must submit support ing 
documentat i on which provides s ubstantiation for 
t he invoiced costs to t he Contracting Of f icer 
Represe n tative (COR) or Poi n t of Contact (POC) 
identif i ed in the contract . Invoice charges must 
Cont inued .. . 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT 

(e) (D) 
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FERENCE NO_OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO_ 

(A) 
SU PPUESiSERVlCES 

(8) 

align with t he con tract CLINs. Supporting 
documen t ation is required when guaranteed 
minimums are exceeded and when allowable costs 
are incurred . 

(i ii ) Fi rm Fixed-Price CL INs . Supporting 
documenta t io n is not re qu ired f or charges for FFP 
CLINs . 

4 . Safeguarding I n formati o n : As a contractor or 
vendor conducti ng business with Immi g ra tio n and 
Customs Enforcement (ICE) , you are required to 
comply with DRS Policy regarding t he sa f egua rding 
o f Sensitive Personally Ide nti f iable In format io n 
(PIl ) . Sensitive PIl is info rmation t ha t 
identi f i es an i ndividual, includ i ng an alien , and 
could result i n harm , e mbarrassme n t , 
i nco nve ni e nce or unfa irness . Examples o f 
Sensitive PI I i nc l ude i nformat i on such as : Socia l 
Security Numbers , Al i en Re gistrat i on Numbers 
(A-Numbers), or combinat ions o f i n forma tio n such 
as the individua ls name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra t ion status . 

As part of your obliga t io n t o safeguard 
i nformati o n , the fol low precautions are re qu ired : 

(i) Email s upport i ng doc ume nts containing 
Sensitive PI I i n an e nc r ypted attachmen t with 
password sent separate l y to the Contracting 
Officer Representative assigned to the con t rac t . 

Iii) Never leav e paper documents con ta i ni n g 
Sensitive PI I u na t te nded and u nsecure . Whe n no t 
i n use , t hese doc ume nts will be l ocked in 
drawers , cabinets , desks , e t c . so the i nformation 
is no t accessible to t hose without a need to kno w. 

(iii) Use s h redders whe n discarding paper 
documents contain i ng Sensitive PI I . 

(iv) Refer to the DHS Ha ndboo k for Safeguarding 
Sensitive Pe rson a l ly Iden t i f i able In f orma t ion 
(Marc h 20 12) found at 

fb)(7){E) 

Continued 
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FERENCE NO_OF DOC UMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAME OF OFFE ROR OR CONTRACTOR 

WEST PUBL I SHING CORPORAT I ON 

ITEM NO_ 

(A ) 
SUPPUESiSERVlCES 

( 8 ) 

f for mo re information on a nd /or examp les of 
Sens it ive PIr. 

5 . I nvoice Inqu i ries . I f yo u have quest i ons 
regardi ng p a yment , please contact ICE Fina ncia l 
Ope r a t io ns at 
1-877- 4 91-6521 o r b y e-mai l at 

kb)(6Hb}(7)(C) 

The t ota l a mou n t of a ward : kbll4 1 The 
obli gat i on f o r th i s a ward i s s ho wn i n bo x 26 . 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

( e ) ( D) (E) ( F ) 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based aeccss to a commcrcially avai lable Liccnsc Platc Rcadcr (LPR) databasc to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from camcras cq uippcd with liccnsc platc rcadcr technology. Rccords arc uploadcd into thc systcm 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot camcras, vchiclc rcposscssion companics, and law cnforccmcnt agencics. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determinc whcre and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ili tate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency managcr and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Pcriodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integri ty, availabili ty, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service sha ll provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 
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• The LPR data service Alert Li st wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an emai l 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LP R system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record information) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law cnforcement officers involved in the speci fi c 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a si ngle comma separated 
variable (CSV) fi le with data fields to include, but not li mited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fi eld, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that fl ags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be va lid for one year unless the user removes it before 
expira tion. The system wi ll prompt users two weeks prior to expiration and require the user to a ffirmati vely 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audi ted to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiati ng the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be aud ited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to IC E user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, for purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits agai nst the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties incl uding other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (incl uding any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1ctnc l lnit of Mcasurc l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Schedu led downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror ' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received fro m the contracting offi cer and the ICE Office of Public Affairs. 

c.s. License Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population fa lls within its purchased entitlements. The Vendor sha ll not 
provide a named user license. 
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Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance 
for the stated contract. This QASP explains the following: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the monitoring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and quality control actions to meet the 
terms of the contract. It is the Government 's responsibility to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a valid, useful , and enforceable document. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities. 

2. GOVERNMENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveillance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effcctive 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor' s performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affcct contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Hcadquartcrs Staff or Fedcral employees as designatcd by the COR and/or CO. 

All Point of Contact 's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on thi s plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. 

The Performance Requirements are listed below. The Government will use these standards to 
determine Contractor performance and sha ll compare Contractor performance to the standard and 
ass ign a rating. At the end of the perfonnance period, these ratings wi ll be used, in part, to establish 
the past perfornlance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfonnance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 

Metric Unit of i\leasure Minimum AQL 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24171365 

Scheduled downtime </= 4 hours per month 

Meant ime between fa ilure (MTBF) 4,000 operating hours 

Overa ll Support Service Support availability 24171365 

Results of LPR Query Result of LPR query after entered in </= 5 seconds after submission 
end-user-computing device 
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Table 2: Performance Standards Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics will be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-pcrfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venture. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affi rmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMS 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Suy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activi ties or transact ions relat ing to Iran . 
(I ) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not ex port any sensiti ve 

technology to the government of Iran or any entities or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
acti vi ties for whi ch sanctions may be imposed under secti on 5 of the Iran Sanctions Act; and 

(ii i) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran' s Revolutionary Guard Corps or any of its offi cials, agents, 

or affi liates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immed iate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of thi s provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provi sions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MA R 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Privacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 2014) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 20 14) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Private Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FEB 2002) 

D 52.232-30 Installment Payments for Commercial 1tems (JAN 2017) 

[ZJ 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (JUL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 2013) 

o 52.232-36 Paymcnt by Third Party (MA Y 2014) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 20 17) 

D 52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 20 14) 

D 52.222-41 Service Contract Labor Standards (MAY 2014) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 2014) 

2018-ICLI -00035 1006 



D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 
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FAR 52.217-9 OPTION TO EXTEN D TH E TERM OF THE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days ; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 C LA USES I.NCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a c lause may 
be accessed electronically at this address: https:l/www.acgui sition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHOR IZED OBUGATIO NS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING AC CE LERATED PAYMENTS TO SMALL. BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVE RTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverled domestic corporation" means a fo reign incorporated enti ty that meets the definit ion of an inverted 
domestic corporation under 6 U.S.C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer wi thin five business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION O F GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but fo r subsection (b) of section 835 of tile Homeland 
Security Act, 6 V.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related Iransact ions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constilut ing a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the enti ty is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 
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Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rulefol' related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror under this solicitation represents that [Check one]: 
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_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CON DITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Primc Contractor Participation in the DHS Mcntor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Di sclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Small Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MAR 2015) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss ofSensitivc PH 
PRI V 1.3: Victim Remediation Provision 
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REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise ofScnsitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remcdiate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submittcd to ICE) an intcrnal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must rcport the suspectcd loss or compromisc of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromiscd or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the futu re, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromisc of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Remcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PII, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dclivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 
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(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contai ning any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches, Hotli st, etc.) Notwithstanding the above, no title 
to Vigilant 's LEA RN database or software wi ll transfer to ICE in the performance of the contract. 

(End of clause) 

REC 1.5: Comply with All Records Management Policies: The Contractor agrees to comply with Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors are responsible 
for preventing thc alienation or una uthorized destruction ofrccords, including all forms of mutilation. Will fu l and 
unlawful destruction, damage or alienation ofFedcra l records is subject to the fi nes and pcnalties imposed by 18 
USc. 270 1. Records may not be removcd from the legal custody of the Agency or destroyed without rcgard to thc 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary info rmation. 

(End of clause) 

ICE Information Governance and Pr ivacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) P/'ivacy Ac( lnJol'malion 
In accordance with FA R 52.224-1 Privacy Act Notification (APR 1984), and FA R 52.224-2 Privacy Act (A PR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) app licable to this Privacy 
Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agenc ies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hup:llwww.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) P/,ohibition 011 Performing Work Outside a Government FacifitylNetworklEquipmelll 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work 
Government informa tion shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifical ly authorized with in this contract, the Contractor shall perform all tasks described in this 
document at authorized Government facilities; the Contractor is prohibi ted from performi ng these tasks at or 
removi ng Government-furnished information to any other faci lity; and Government information shal l remain withi n 
the confi nes of authorized Government fac il ities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless oftelework authorizations. 
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(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi tive and proprietary information. 

(4) Separation Checklist/or COllfractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of cert ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creafioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and are considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 
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(c) The Contractor shall not re tain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representat ive. The Agency and its contractors are responsible fo r prevent ing the alienat ion or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 I. Records may not be 
removed from the legal custody of the Agency or destroyed wi thout regard to the provisions of the Agency 
records schedules. 

D. Data Pri"acy and Oversight 

(I) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive Pll from any source for testing ortraining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the usc of real data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and ClSO and complete any required documentation. 

(2) Resen 'ed - Deleted ill accordallce with dause prescription 

(3) Reqlliremelllto Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modificat ions thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedu les include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, incl udi ng PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets fort h when a PIA will be required at DHS, and the Privacy Impact Assessment 
Guidance and Template outline the requirements and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procurc a Pri vacy Lead, to bc listed undcr "Kcy 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to cnsure DHS can 
complete any rcquircd PTA, PIA, SORN, or other supporting documcntation to support pri vacy compliance. Thc 
Pri vacy Lead shall work with pcrsonnel from the program office, the ICE Privacy Officc, the Office of the Chief 
Information Officcr, and the Records Managcmcnt Branch to ensure that the pri vacy documcntation is kept on 
schcdule, that the answers to questions in the PIA arc thorough and complete, and that questions asked by the 
ICE Pri vacy Office and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writi ng 

PIAs fo r DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 

(c) Ifa Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the exist ing Privacy Lead coordinate with and support the ICE Pri vacy POC to ensure privacy 
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concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired. The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Pri vacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 -

b}(4) 
01/31/2018 1.4 • 
CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 12 MO 

CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 12 MO 

CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 8 MO 

lota 
Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 

Thomson Reuters Response to DHS ICE 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 

Thomson Reuters Response to DHS ICE 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLl -00035 1024 

Page 4 

December 2017 



17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interacti ve maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identi fy. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identi fy vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 
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• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 

Thomson Reuters Response to DHS ICE 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security 

Name/titl e of contact person Contracting Officer: Tracy Riley 

. ~ 
Analyst: Anthony 

Customer Contact Phone (202) 732- • 

Customer Contact Email Address 

Contract Number HSCEMD- 16-F-000031 HSCEMD- 17-F-
0008 

Contract Start Date 10/1/2015 

Contract End Date 9130/2020 

Total Contract Value all kb)(4) I 

Brief Description of Contract Requirements CLEAR with Web Analytics, with person 
and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
~, and World-Check CBSI onl yl 

Client Manager (or person reaching out to 
customer) 443-622-Eb)(6UI 

Kb)(6):(b}(7)(C) I 
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From: Kb)(6);(b)(7}(C) 

Sent: 15 Dec 2017 18:48:38 +0000 
To: 
Cc : 

rb)(6);(b)(7}(c) 

Subject: RE: license Plate Readers Solicitation 
Attachments: 02.06Jina l Approved Solicitation_70CDCRI8ROOOOOOOI edits. pdf 

Please see the attached version of the RFQ that has removed the LES language. We are still waiting on 
one paragraph in the SOW to be revised. 

Thanks, 

~tb")(6,,);::(b:::)(7,,XC:':) _____ ....J1 CPPB, CFCM 

Detention, Compliance and Removals (DCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732.flillill] Mobile: 202-345-kb)(6);d 
Email: kb)(6):(b}(7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential informat ion. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: Kb)(6);(b)(7}(C) 

Sent: Friday, December 15, 2017 1:29 PM 
To: rb)(6);(b}(7)(C) 
Cc: _ 
~-=~--~~~~~~----------~ 

Subject: RE: license Plate Readers Solicitation 

kb)(6l:(b)(7)( I 

From: l(b)(6):(b)(7}(C) 
Sent: Friday, December 15, 2017 1:12 PM 
To: rb)(6);(b)(7}(C) 
Cc: _ 
Sub~ject~":'R~E':'L"iC~e~n~seonp~la"-teonR~ea~d~e~r~srS~O~1iC~it~a~ti~o~n------' 

Awesome. Can we get a copy of the updated .pdffor our notification this afternoon? 

Thanks, 
Kb)(6);iI 

From: ~b)(6); (b}(7)(C) 

Sent: Friday, December 15, 2017 11:45 AM 

~~~ rb)(6);(b}(7)(C) I 
Subject: RE: license Plate Readers Solicitation 

Yikes. Good catch, ~b!~6!; q Thanks. I'll let 8 J know. 
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kb\(6Hb\(7)(C\ 

Privacy Officer 
Information Governance & Privacy Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 

Main ; (202) 732- , X7)(C 

Sent with BlackBerry Work (www.blackbeny.com) 

From: kb)(6);(b)(7}(C) 

Date: Friday, Dec 15, 2017, II: 18 AM 
To: r b)(6);(b)(7}(C) 

Cc: ~_~~~ __ ~~~~ __ ~~~ __________________________________ ~ 
Subject: RE: License Plate Readers Solic itation 

Hi kb)(6);(b)(7 1 

Quick question - the solicitation is till marked LES. Is that intentional? 

VIR, 
kb)(6l:(1 

From: Kb)(6);(b}(7)(C) 

Sent: Friday, December 15, 2017 11:14 AM 
To: kb)(6);(b)(7}(C) 

Subject: FW: license Plate Readers Solicitation 

Final approved solicitation, as just sent by OAQ. They accepted the edits I provided yesterday evening. 

kh\IRHh\I7\Ir. 1 

Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Oirect: (202) 732 b)(6);( 

Mobile: (202) 48 }(7)(C 

Main: (202) 732-

Questions? Please visit our website at https:/Iinsight.ice.dhs.gov/mgt/oop/Pageslindex.aspx . 

From: kb)(6);(bl(7}(C) 

Sent: Frjda~, December 15, 2017 11:09 AM 
rb)(6);(b)(7Xc) 

Subject: RE: license Plate Readers Solicitation 

Good Morning, 
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Attached please find the RFQ with pricing attachment. 

Please let us know if you need any additional information. 

Thanks, 

1b)(6);(bX7)(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732kb)(6l:d Mobile: 202-34S-fb)(6l:( 1 

Email: ~b)(6); (b)(7}(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received th is message in error 
and delete the message from your system. 

From: Kb)(6);(b)(7}(C) I 
Sent: Friday, December 15, 2017 10:31 AM 

~~; rb)(6); (b)(~ }(C) I 
Subject: FW: license Plate Readers Solicitation 
Importance: High 

fb)(6);(b)(7}(C) 

Can you provide the below documents to the fo lks in the email below? 

Thanks 

~b)(6); (b)(7}(C) 

Chief of Staff 
Office of Acquisition Management (OAQ) 
U.S. Immigration and Customs Enforcement 
Desk Phone: 202-732 b)(6);( 

)(7}(C 
Cell Phone : 202-906- , 
Email: ~b)(6); (b}(7)(C) 

From: ~b)(6); (b)(7}(C) 

Date: Friday, Dee 15, 2017, 9:36 AM 
rb)(6);(b)(7Xc) 

SUbject: Licensc Plate Readers Solicitation 

Hi kb)(6);(b l 
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On the heels of CoS ~meeting regard ing the subject, OCR has the approved talking points and is 
preparing Hill notifications. We also need the cleared solicitation to finalize and send our congressional 
notifications. Can you provide it? I'm available to discuss as well, and if needed. Thanks~ 

kb)(6);(b}(7)(C) 

Chief of Staff 
Office of Congressiona l Relations 
202-732-1(6)(6);( I 
fb)(6);(b}(7)(C) 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

7QCDCR18Q00000005 

NAME OF Of"FEROR OR CONTRACTOR 

ITEM NO 

(AI 

0003 

0004 

SUPPLIES/SERVICES 

(BI 

This is a Firm Fixed Price (FFP) CLIN. 

(Op t ion Line Ite m) 
02/20/2018 

Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM

EB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2018 to 01/31/2019 

Option Period 2 - 02/01/2019 - 01/31/2020 

CCESS TO LICENSE PLATE SYSTEM (All ICE Users ) 
This is a Firm-Fixed Price (FFP) CLIN . 

(Op t ion Line I tem) 
OS/20/2018 
Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Option Period 3 - 02/01/2020 - 09/30/2020 

CCESS TO LICENSE PLATE SYSTEM (All ICE Users ) 
This is a Firm-Fixed Price (FFP) CLIN . 

(Op t ion Line I tem) 
08/20/2018 

Product/Service Code : 0317 
Product/Service Description : I T AND TELECOM

EB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 

OUANTITY UNIT 

(CI (01 

12 MO 

8 MO 
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Request for Quote for Access to License Plate Database 

Contracting Office Address: 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I. St NW, 
Washington, DC 20536 

Description: NAICS Code: 519190 - Al l Other Information Services. 

This is a combined synopsis/request for quote for commercia l items prepared in accordance with the 
format in Federal Acquisition Regulation (FAR) Subpart 12.6 and under the authority of FAR 13, as 
supplemented with additional infoffilution included in this nOlice . The North American Industry 
Classification System (NA ICS) Code for this procurement is 519190 and is being conducted as sole 
source procurement. 

The Immigration and Custom's Enforcement's (ICE) Enforcement and Removal Operations (ERO) and 
Homcland Security in vcst igations (I'ISI) is rcqucsting that vendors submit a quote for a firm fixed price 
contract for access to a license plate reader database as set forth in the attached Statement of Work 
(SOW). 

Period of Performance: 

The anticipatcd period of performance wi ll include a base period of forty·one (41) days, two (2) twelve
month options periods, and one (I) eight-month option period. 

Instructions to Offerors/Response Reguirement: 

Interested contractors must submit information necessary to demonstrate their capabil ities to support the 
ICE requirements including perfornlance requirements, functional requirement, alert list capabilities, 
mobile device capabi lities, audit and reporting capabi lities, as specified in the attached Statement of 
Work. Offerors shall return the complete quotation package, in electronic formal. Electronic copies can 
be sent to Kb)(6);(b)(7}(C) I at 
Kb)(6);(b}(7)(C) I Facsimile and hard copy quotes are not permitted and will be disregarded 
if recei ved. 

3 

All electronic files should be labeled with the Offeror's name, quotation number, submission date and the 
words "Source Selection Sensitive" and "Law Enforcement Sens itive". Proprietary information sha ll be 
clearly marked. 

a. Format. The submission sha ll be clearly indexed and logically assembled. Each section 
shall be appropriately numbered and clearly identified with the date and quotation 
number in the header and/or footer and shall begin at the top of each page. NOTE: Please 
submit a signed and dated cover letter with your quote addressed tO ~b)(6); (b)(7}(C) I 
with your company's contact information. A Table of Contents should be included. 
Each paragraph shall be separated by at least one blank line. A standard, 12-point 
minimum font size applies to all sections. Times New Roman fonts is suggested. 

b. File Packaging. Written quotes shall be submitted in one volume with three (3) sections, 
as outlined below. Use tab indexing suffic ient to identify all sections within a particular 
quote section. The Offeror is required to provide the quote via email to 
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EiFbi!)(~6)iJ; (b~)l!(7E:XCS)C=======:::::::;::==:::::======::::J1 The Offeror should 
submit Attachment 4 in Microsoft Excel, with viewable calculations. 

The following sha ll be included in the Narrat ive discussion: 

SECTION I TECHNICAL APPROACH: The offeror must submit information to demonstrate thaI the 
Offeror' s methods and approach have adequately and completely considered, defined, and satisfied the 
requirements specified in the Request for Quote and whether the Offeror's methods and approach to 
meeting the SOW requirements provide the Govemment with a high level of confidence of successful 
completion. No pricing information is to be provided in the Technical Quote. 

Technical Database Information Submittal. The vendor shall provide a description of its electronic 
infonnation retrieval services that addresses: 

• Compliance with the SOW 
• Number of current records 
• Ability to collect new records 
• Identification of states or metropolitan areas where signi ficant records are provided 
• Ability to add and/or delete subscribers 
• Return time on query 

Quality Control Plan. The Offeror's Quality Control Plan (QCP) should describe the methods it wi ll use 
to review its performance to ensure it conforms to the performance requi rements. The Offeror' s QCP 
should include methods that ensure and demonstrate its compliance with the performance requirements 
and the QASP discussed in Attachment 2. 

SECTION 11- PAST PERFORMANCE: The contractor shall provide a li st of contracts or orders for 
the purpose of past perfornlance evaluation. The contractor may also provide other fornls of 
documentation which provide infonnation on the company's past performance. Valid past perfonnance is 
evidence of similar work accomplished within the past three years. 

SECTION 111- PRICE. The offeror shall complete Attachment 4, with pricing for the base and each 
option period for each Contract Line Item (CLlN). 

A Firm Fixed Price Quote and a written technical quole must be submitted by December 15,2017 
by 5:00 PM EST (1700) via email t oj(b)(6);(b)(7}(C) land 
~b)(6); (b)(7}(C) I 

Quotes must include the company's name, point of contact, address, area code and telephone number and 
(ma ndatory) DUNS number. All quotes received without va lid DUNS number (those not registered in 
the System for Award Management (SAM) www.sam.gov), wi ll be considered ineligible. 

Issue of the contract will be made to the contractor that offers the best va lue to the Government, 
cons idering price, past performance, and technical in accordance with FAR 13.106. The Government wi ll 
award a contract resulting from this solicitation to the responsible offeror whose offer confirming to the 
solicitation will be most advantageous to the Government, price, and other factors considered. The criteria 
for evaluation arc as follows: 

I. Techn ical Capability 
2. Past Perfonnance 
3. Price. 
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The above listed evaluation factors are listed in descending order of importance . Technica l and past 
performance, when combined, is significantly more important than price. 

5 

Instructions: FAR 52.212-\ "Instructions to Offerors - Commerc ial" applies to this acquisition. Offerors 
are to include a copy of FAR provision 52.212-3 "Offeror Representations and Certifications -
Commerc ial Items" with their response. The fo llowing FAR clauses also apply: 52.2124 "Contract 
Terms and Conditions - Commercial Items" and 52.212-5 "Contract Terms and Conditions Required to 
Implement Statutes or Executive Orders - Commerc ial Items", with the clauses cited further in this 
synopsis as being applicable. The aforementioned provisions and clauses can be accessed electronically at 
http ://acquisition.gov/comp/far/index.html. Prospective sources are reminded that award can only be 
made to a contractor who is registered in the System for Award Management (SAM) (www.sam.gov) 
database with an active Dun & Bradstreet Number. 

Attachments: 
Attachment I: Statement of Work (SOW) 
Attachment 2: Quality Assurance Surveillance Plan 
Attachment 3: Tcrms and Conditions 
Attachment 4: Price 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C. I. l NTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based access to a commercially avai lable License Plate Reader (LPR) database to support its criminal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbers from cameras eq uipped with license plate reader technology. Records arc uploaded into the system 
from a variety of governmental and private sources including, but not limited to, access control systems such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. Licenses to 

access the commercial database are sold to commercial consumers as well as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determine where and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficki ng, narcotics smuggl ing, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personncl at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at IcaslJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services 10 other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ilitate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial trai ning to orient personnel to the use of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency manager and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Periodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls 10 proteellhe integri ty, availability, and 
confidenlialily of lhe data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affi rmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable 10 Ihe users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency wi ll provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
Ihe data returned in responsc must be limited 10 matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a license plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user 10 identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This will allow 
for additional information that will assist ICE in refcrencing the specific case for which the qucry was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets, with a margin 
of error not more than 2%. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo arc the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two diITcrent map views, nearest address, nearest intersection, date and time the 
liecnse plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shal l notify ICE and the ICE uscr of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or diselose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not usc ICE' s queries (the liecnse plate numbers input into the system) for its commcrcial 
purposcs. The vcndor will only usc the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service shall provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a ncar real-ti me notification to the user. 
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• The LPR data service Alert List wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Li sts containing the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LP R system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert List record informat ion) for eac h email alert notification. The notification must 
be able to be limi ted to the user or a user group of ICE law cnforcement officers involved in the specific 
investigation. The notification will comply with all applicable laws, including the Driver's Privacy 
Protection Act of 1994, 18 U.s.c. §§ 2721 -2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a single comma separated 
variable (CSV) fi le with data fields to include, but not limited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text field , of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List func tion wi ll include an automated capability that flags license plates for de-confliction. 

• Each license plate number on an Alert List will be valid for one year unless the uscr removes it before 
expiration. The system will prompt users two weeks prior to expiration and require the user to affirmatively 
ind icate that there continues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts shou ld 
continue period ically until the expiration date is reached. The system will grant the user an add itional week 
after expiration to renew the entry in the Alert List. If the user does not renew, the system shall remove the 
license plate number from the Alert List. 

• All Alert List activity sha ll be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall feature an iOS-compatible mobile appl icat ion that allows authorized ICE users 
to: 

o Query the LPR dala service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 

o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor appl ication will delete any saved data on the mobi le device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 
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• The mobile application wi ll conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to usc. 

AUfiit ami Reporting Capabilities 

• The vendor shall generate an immutable audit log in electron ic fo rm that chronicl es the fo llowing data: 
o Identity of the user initi ati ng the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), rcason code, and any other data se lected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user aud it reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electronic fo rm via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to re trieve user activity by user name (or 10), query entered (e.g., 
part icular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vcndor shall promptly cooperate with an ICE request to retrievc and providc a copy of the actual 
records retrieved from thc LPR data service in response to a particular query, or any other data relevant to 
user activi ty on the vendor system, for purposes of the agency' s internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in this 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of 
requested searches and hit list. 

• Thc audit logs specified in this statcment of work arc rccords undcr thc Fcderal Rccords Act. Thc vendor 
shall mai ntain thesc records on bchalf of ICE throughout the lifc ofthc contract, but for no morc than scvcn 
(7) ycars. Thc vendor is not authorizcd to share thcse rccords, or the Alert List data, with any outsidc 
entities including other law enforcement agencies. AI the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (including any st ill-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the control of any of its agents or subcontractors. 

The vendor shall meet the following Key Performance Parameters (KPPs): 

1\1etnc Llnit of Measure l\1inllnum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operat ing Schedu le 24171365 

Scheduled downtime <J= 4 hours per month 
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1\1ctnc Lilli! of Measure l\1immum 

Meantime between failure (M TBF) 4 ,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life oflhe contract. The Offeror's goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders, 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

C.S. License Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE' s authorized user population falls within its purchased entitlements. The Vendor sha ll not 
provide a named user license. 
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Attachment 2: Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to eva luate performance 
for the stated contract. This QASP explains the fo ll owing: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the moni toring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detai l how the Contractor accompli shes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and qual ity control actions to meet the 
terms of the contract. It is the Gove rnment 's responsibil ity to be objective, fair, and consistent in 
evaluating perfonnance. In addition, the QAS P should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "l iving document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remai ns a va lid, useful , and enforceable document. Copies of the original QASP and revisions 
sha ll be provided to the Contractor and Government officials implementing surveillance activities . 

2. GOVERNMENT ROLES AND RESPONSIBILITI ES 

The following personnel shall oversee and coordinate survei ll ance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effective 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual re lationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitab le treatment under this contract. The CO is ultimately responsible fo r the fina l 
determination of the adequacy of the Contractor's performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance fi le. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government 's behalf. The Contractor shall 
refer any changes they deem may affect contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personne l - Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Headquarters Staff or Federal employees as designated by the COR and/or CO. 

All Point of Contact's information wi ll be released upon award. 

3. PERFORMANCE STANDARDS 

Performance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on this plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. Should a month of performance fa ll below 
acceptable standards, the withholding will apply to the monthly invoice. 

The Performance Requirements are listed below. The Gove rnment will use these standards to 
determine Contractor performance and shall compare Contractor performance to the standard and 
assign a rating. At the end of the perfonnanee period, these ratings will be used, in part , to establish 
the past performance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfornlance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

LPR Data Service 

Overa ll Support Service 

Results of LPR Query 

- Unit of measure 100% 

Operating Schedule 

Scheduled downtime 

Meant ime between fa ilure (MTBF) 

Support availability 

Result of LPR query after entered in 
device 
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> 99.0 

24171365 

</= 4 hours month 

4,000 operating hours 

24171365 

</= 5 seconds after submission 



Table 2: Performance Standa rds Matrix 

Perfo rmance Performance Performance Surveillance 
Withholding 

Requirement 
Paragra ph 

Standard 
Performance Indicator 

Level Method 
C riteria to 
Monthlv Payment 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated - 20% withholding 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer for the fi rst hour (or 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints any part thereot) in 

4.11.5 available 2417/365 month period and 100% Inspection excess of the 4 hour 
Meantime between limitation . 
failure (MTBF) is 4,000 - 0.5% withholding 
operating hours for each hour 

thereafter unti l the 
data service is 
operable. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 
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Performance Performance Performance Surveillance 
Withholding 

Requi rement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
C riteria to 
Monthl" Payment 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- -98% / 93% / 88% 
Service 4.10 available 2417/365 Monitored monitoring and compliance will 

monthly during Validated result in 2% / 5% I 
the Transition In User/Customer 10% withhold ing 
period. Complaints from the invoice(s) 

100% Inspection of the facilities 
involved. The 
withholding sha ll be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- -93% / 88% / 83% 
Query 4.6.2 Results of LPR query after submission Monitored monitoring and compliance will 

to appear after being monthly during Validated resu lt in 2% / 5% 
entered in the end-user the life of the User/Customer / 10% withholding 
computing device contract Complaints on the total volume 

100% Inspection of reports for the 
facility. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab ili ty 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is attached 
to thi s QASP. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's correctivc action plan to dctenninc acceptabil ity. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expcctcd to comply with all rcquircments in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-perfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offcror rcpresents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

rcpresentation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venturc. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offeror represents that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affirmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any person for infl uencing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Buy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defined in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offers in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreemems. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered components of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 

2018-ICLI-00035 1071 



(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 

2018-ICLI -00035 1075 



(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)] . 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

[ZJ 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MA R 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

C8J 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

~ Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

C8J 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Privacy Training (JAN 2017) 

[2J Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 2014) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 20 14) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[2J 52.225-5 Trade Agreements (OCT 2016) 

[2J 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Private Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FEB 2002) 

D 52.232-30 Installment Payments for Commercial 1tems (JAN 2017) 

[2J 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (JUL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 2013) 

o 52.232-36 Paymcnt by Third Party (MA Y 2014) 

[2J 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 20 17) 

D 52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 20 14) 

[2J 52.222-41 Service Contract Labor Standards (MAY 2014) 

[2J 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014) 

[2J 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 2014) 
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D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

[8J 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[8J 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 

FAR 52.217-9 OPTION TO EXTEND HIE: TE:RM OF THE: CONTRACT 
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(a) The Government may extend the term of this contract by wriuen notice to the Contractor within 15 days; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commi t the Government 10 an extension. 

(b) If the Government exercises th is option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 CLA USES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
ful1 texl. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a clause may 
be accessed electronically at this address: https:llwww.acguisition.gov/FARI. 

FAR 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUNE 2013) 

This clause is incorporated by refercnce. The fu ll text of the clause is available at: 

hllps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING ACCE LERATED PA YMENTS TO SMALL BUSIN ESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hllps:/ /www.acquisi tion.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONT RACTING WITH I NVERTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverted domestic corporation" means a foreign incorporated entity that meets the defi nit ion of an inverted 
domestic corporation under 6 U.S.c. 395(b), appl ied in accordance with the rules and defi nitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned-

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) Ifthc contractor reorganizcs as an inverted domcstic corporation or bccomcs a subsidiary of an invcrtcd domcstic 
corporation at any timc during thc pcriod ofperfonnanec of this contract, thc Government may be prohibited from 
paying fo r Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seck any available remedies in the event the Contractor fai ls to perform in 
accordance with the tern1S and conditions of the contract as a result ofGovemment action under this clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes ei ther an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract perforn1ance, the Contractor shall give written notice to the Contracting 
Officer within fi ve business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION OF GOVERNMENT BUlLDlNGS, EQUIPM ENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (J UN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section 1504(a) of the Internal Revenue Code of 
1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Entity means any entity which is, or but fo r subsection (b) of section 835 of the Homeland 
Security Act, 6 U.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Inverted Domestic C0/"fJOration. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related lransactions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constituti ng a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
forme r shareholders of the domestic corporation by reason of holding stock in 
the domestic eorporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
forme r partners of the domestic partnership by reason of holding a capita l or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 

Person, domes/ie, andforeign have the meanings givcn such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Interna l Revenue Code of 1986, respectively. 
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(c) Special rules. The fo llowing definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domestic corporation. 

(\) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an 
inverted domest ic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock hcld by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering rclated to an 
acquisition described in section 835(b)(\) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certain cases. If a foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year period 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall be disregarded if such transfers arc part ofa plan a principal 
purpose of which is to avoid the purposes of this section. 

(d) Speciall1lfefor related Imrmerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
U.s.c. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic 
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code of 
\986) shall be treated as a partnership. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convertible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate 10 do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Section 835. 

(I) Disclosure. The offeror under this sol icitation represents that [Chcck onc]: 

_ it is not a foreign incorporatcd cntity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009. 108-7003 ; 
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_ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003 , but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clausc) 

HSAR 3052.212-70 CONTRACT T ERMS AND CONDITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 20 12) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solici ta tion is issued applies unless otherwise stated herein. The 
followi ng provisions and clauses are incorporated by reference: 

(a) Provisions . 

...K... 3052.219-72 Evaluation of Pri me Contractor Participation in the DH S Mentor Protege Program. 

(b) Clauses . 

...K...3052.203-70 Instructions for Contractor Disclosure of Violations . 

...K... 3052.204-70 Security Requirements for Unclassified Information Technology Resources . 

...K... 3052.204-71 Contractor Employee Access. 

Alternate I 

...K... 3052.205-70 Advertisement, Publ icizing Awards, and Releases . 

...K... 3052.219-70 Small Busincss Subcontracting Plan Rcporting . 

...K... 3052.219-7 1 DHS Mentor Protege Program. 

I. FAR Clauses 
52.224- 1: Privacy Act Notificat ion (AP R 1984) 
52.224-2: Privacy Act (A PR 1984) 

1I . HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MA R 20 15) Sections (a) - (d) 
Infom1ation Technology Securi ty and Privacy Training (MAR 20 15) 

Ill. lOP Privacy and Records Provisions 
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PRIV 1.2: Reporting Suspected Loss of Sensitive PH 
PRIV 1.3: Victim Remediation Provision 
PRIV 1.4: Separat ion Checklist for Contractor Employees 
PRIV 1.6: Prohibition on Performing Work Outside a Gov't Facility/NetworklEquiprnent 
PRIV 1.7: Privacy Act Information 

REC 1.1: Required DHS Basic Records Management Training 
REC 1.2: Deliverables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized ...JRecords 
REC 1.4: Agency Owns Rights to Electronic Informa tion 
REC 1.5: Comply with All Records Management Policies" 
REC 1.6: No Disposition of Docurnents without Prior Written Consent " 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Reporting Suspected Loss of Sensitive PI!: 
Contractors must report the suspected loss or compromise of Sensiti ve Pll to ICE in a timely manner and cooperate 
with ICE's inquiry into the incident and efforts to remediate any harm to potentia l victims. 

1. The Contractor must dcvclop and include in its security plan (which is submitted to ICE) an interna l system by 
which its employees and sub-Contractors arc trained to identify and report potential loss or compromise of Sensitive 
PH. 

2. Contractor must report the suspected loss or compromise of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contract ing Officer within one (1) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensi ti ve PII by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c. Type of information lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromised or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company' s security plan was followed or not, and which specific 
provisions were not followed. 
g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations to prevent simi lar situations in the future, including whether the security plan needs to 
be modified in any way and whether additional traini ng may be required. 

4. The Contractor must cooperate with ICE or other governmcnt agency inquiries into the suspected loss or 
compromise of Sensitive PII. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromise of Sensitive PH. 

(End of clause) 

PRIV 1.3: Victim Remediation Provision: 
The Contractor is responsible for notification of victims and provision of vict im remediation services in the event of 
a loss or compromise of Sensitive PH held by the Contractor, its agents, and Subcontractors, under this contract. The 
victim remediation services shall include at least I8-months of credit monitoring and, for serious or large incidents 
as requested by the Government, call center help desk services for the individuals whose Sensitive PH was lost or 
compromised. The Contractor and ICE will collaborate and agree on the method and content of any notification that 
may be required to be sent to individuals whose Sensitive PII was losl or compromised . 

(End of clause) 
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PRIV 1.4: Separation Chceklist for Contractor Employecs: 
Contractors shall enact a protocol to use a separation checklist before its employees, Subcontractor employees, or 
independent Contractors term inate worki ng on the contract. The separation checklist must cover areas such as; (I) 
return of any Government-furn ished equipment; (2) return or proper disposal of Sensitive PI! (paper or electronic) in 
the custody of the Contractor/Subcontractor employee or independent Contractor, including the sani tization of data 
on any computer systems or media as appropriate; and (3) tennination of any technological access to the 
Contractor's fac ili ties or systems that would pennit the terminated employee's access to Sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee, Subcontractor employee, or 
independent Contractor, the Contractor shall notify the Contract Officer's Representative (COR) within 24 hours. 
For normal separations, the Contractor shall submit the checklist on the last day of employment or work on the 
contract. 

As requested, contractors shal l assist the ICE Point of Contact (1CEIPOC), Contracting Officer, or COR with 
completing ICE Form 50-ODS/Contractor Employee Separation Clearance Checkl ist by returning all Governmcnt
furni shed property including but not limited to computer eq uipment, media, credentials and passports, smart cards, 
mobi le devices, PIV cards, calling cards, and keys and terminating access to all user accounts and systems. 

(End of clause) 

PRIV 1.6: Prohibition on Performing Work Outside a Gove rnment Faeility/NetworkiEquipment: 
The Contractor shall perform all tasks described in this document at authorized Government facil ities and on 
authorized Government networks, using Government-furnished IT and other equipment. The Contractor is 
prohibited from performing these tasks at or removing Government-furnished information to any other facil ity, or on 
any other network or equipment. Government inforn1ation sha ll remain wi thin the confi nes of authorized 
Government fac ilities and/or networks at all times. 

(End of clause) 

PRIV 1.7: Privacy Act Information: In accordance with FAR 52.224-1, PRJVACY ACT NOTIFICATION (APR 
1984), and FAR 52.224-2, PRJ VACY ACT (APR 1984), th is contract requires Contractor personnel to have access 
to information protected by the Privacy Act of 1974. The agency advises that the relevant system of records notices 
(SORNs) appl icable to this Privacy Act information are as fo llows: 

DHS/ALL-004 General Information Technology Access Account Record Systems (G[T AARS) 
DHS/ICE-OI3 Alien Medical Records 
DHS/ICE-OJ I Criminal Arrest Records and Immigration Enforcement Records (CA RJ ER) 

These SORNs may be updated at any time. The most current DHS versions arc publ icly available at 
www.dhs.gov/privaey. SORNs of other agencies may be accessed through the agencies' websites or by searchi ng 
FDsys, I Othe Federal Digital System of the Government Publishing Office, available at hnp:/lwww.gpo.gov/fdsysJ. 

(End of clause) 

REC: 1.1: Rcquircd DHS Basic Records Management Training: The Contractor shall provide DHS basic 
records management training for a[l employees and Subcontractors that have access to Sensitive PII as wel[ as the 
creation, use, di ssemination and/or destruction of Sensitive PII at the outset of the Subcontractor's/emp[oyee 's work 
on the contract and every year thereafter. This train ing can be obtained via links on the ICE intranet site. The 
Agency may also make the training available through other means (e.g. , CD or online). The Contractor shall 
maintain copies of certificates as a record of compl iance. The Contractor must submit an annual e-mai l notification 
to the Contracting Officer's Representative that the required training has been completed fo r all the Contractor' s 
employees. 

(End of clause) 

REC 1.2: Deliverables are the Property of the U.S. Government: The Contractor shall treat all deli verables under 
the contract as the property of the U.S. Government fo r which the Agency shall have unl imited rights to usc, dispose 
of, or disclose such data contained therein. The Contractor shal l not retain, usc, sell, or disseminate copies of any 
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deliverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government dala at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
this contract. 

(End of clause) 

REC 1.3: Contractor Shall Not Creatc or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contain ing any Government 
Agency data that arc not speci fi cally tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Ekctronic Information : The Government Agency owns the rights to all 
electronic information (e lectronic data, electronic information systems or electronic databases) and all supporting 
documcntation created as part of this contract. The Contractor must deliver sufficient technical documentation with 
all data del iverables to pcrmit the Agcncy to usc the data. 

(End of clause) 

REC 1.5: Comply with All Records Managell"ltnt Policies: The Contractor agrees to comply with Federa l and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent : No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors arc responsible 
for preventing the alienation or unauthorized destruction of records, including all forms of mutilat ion. Willful and 
unlawful destruction, damage or alienation of Federal records is subject to the fines and penalties imposed by 18 
U.S.c. 2701. Records may not be removed from the legal custody of the Agency or destroyed without regard to the 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contracting Officer's approval prior to engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensi tive and proprietary info rmation. 

(End of clause) 

IC E Information Governance and Privacy Requirements Clause (J UL 201 7) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(i) Privacy Act illformalion 
In accordance wilh FA R 52.224-1 Privacy Act Notificat ion (APR 1984), and FAR 52.224-2 Privacy Act (APR 
1984), if this contract requires contractor personnel to have access to information protccted by the Privacy Act of 
1974 the contractor is advised that thc rclevant DHS systcm of records notices (SORNs) applicable to this Privacy 
Act information may be found al www.dhs.gov/privacy. Applicable SORNS of other agencies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hnp://www.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) Prohibitioll all Pelformillg Work Outside a Governmellf FacilitylNetworkiEquipmem 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work. 
Government information shall remain within the confines of authorized Government networks at all times. Except 
where te lework is specifically authorized within this contract, the Contractor shall perform all tasks described in this 
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document at authorized Government facilit ies; the Contractor is prohibited from performing these tasks at or 
removi ng Government-furnished infonnation to any other facility; and Government information shall remain withi n 
the confines of authorized Government fac ilities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facilities regardless oftelework authorizations. 

(3) Prior Approval Required 10 Hire Subcollfractors 
The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensiti ve and proprietary information. 

(4) Separation Checklislfor Contraclor Employees 
Contractor shall comp lete a separation check list before any employee or Subcontractor employee terminates 
work ing on the contract. The separation check list must verify: (I) return of any Government-furnished equipmcnt; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee incl uding the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technologica l access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PII. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor emp loyee, the 
Contractor shall notify the Contracti ng Officer's Representative (CO R) within 24 hours. For normal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shall assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
completing ICE Form SO-OOS/Contractor Employee Separation Clearance Checkl ist by returning all Government
furni shed property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PlY cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Re~·erved - Deleled in accordance willi clause pre~·criptioll 

C. Government Records Training, Ownership, and Management 

(1) Records Management Training and Compliance 
(a) Thc Contractor shall provide DHS basic rccords management training fo r all employces and Subcontractors 
that havc acccss to sensitive PII as wcll as to those involvcd in the crcation, usc, disscmination and/or destruction 
ofscnsitive PII. This training wi ll be provided at the outset of the Subcontractor's/employee's work on the 
contract and cvery ycar thereaftcr. This training can be obtaincd via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of certificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records management 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creation, Ownership, and Disposition 
(a) Thc Contractor shall not create or maintain any rccords not specifically tied to or authorized by thc contract 
using Govcrnmcnt IT equipment and/or Govcrnmcnt records or that contain Govcrnment Agency data. Thc 
Contractor shall certify in writing the destruction or return of all Governmcnt data at thc conclusion of the 
contract or at a time otherwise spccified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
License Agreement, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databases) and all supporting documentation and associated 
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metadata created as part of this contract. All deliverables (including all data and records) under the contract are 
the property of the U.S. Government and are considered federal records, for which the Agency shall have 
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must del iver sufficient 
technical documentation with all data deliverables to permit the agency to use the data. 

(c) The Contractor shall not re tain, use, sell , disseminate, or di spose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representative. The Agency and its contractors are responsible fo r preventing the alienation or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 1. Records may not be 
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency 
records schedules. 

D, Data Privacy and Oversight 

(1) Restrictions on Testing or Training Using Real Data Containing PI! 
The usc of real data containing sensiti ve Pll from any source for testing or training purposes is generally prohibited. 
The Contractor shall use synthetic or dc-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to use of real data or de-identified data for IT system test ing or training be approved by 
the ICE Privacy Offieer and Chief Information Seeurity Officer (CISO) in advance. In the event performanee of the 
contract requires or neeessitates the use of real data for system-testing or training purposes, the Contraetor in 
coordination with the Contracting Officer or Contract ing Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and CISO and complete any required documentation. 

(2) Resen'ed - Deleted in accordallce witlt clause prescription 

(3) Reqlliremem to SIIPPOI"I Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedules include the PTA, PI A, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, including PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the Pri vacy Impact Assessmcnt 
Guidance and Template outline the requiremcnts and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procure a Pri vacy Lead, to bc listed undcr "Key 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can 
complete any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance. The 
Privacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the Chief 
Information Officer, and the Records Management Branch to ensure that the privacy documentation is kept on 
schedule, that the answers to questions in the PIA are thorough and complete, and that questions asked by the 
ICE Privacy Office and other offices are answered in a timely fashion. The Pri vacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
tcchnical audience, and the ability to synthesize info rmation from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writing 

PIAs fo r DHS. 
• Must be knowledgeable about the Pri vacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 
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(c) If a Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the existing Pri vacy Lead coordinate with and support the ICE Privacy POC to ensure privacy 
concems are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentation to support privacy compliance if required. The Contractor shall work wi th 
personnel from the program office, the ICE Office of Information Govemance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any pri vacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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From: ~b)(6); (b}(7)(C) 

Sent: 17 Aug 2017 16:48:44 -0400 

To: 
Cc: 

tb)(6);(b)(7}(c) I 
Subject: RE: lPR Discussion 

Hi ~ 

Not sure on availability but this has been a high ticket item that our front office wants to get 
to the fi eld and has instructed us to purchase as soon as funds are ava ilable. 

Thank you, 

Kb)(6);(b)(7XC) II (A) Unit Chief 
Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732 b)(6);(b (desk) 
(202) 905 (7)(C) (cell) 
Eb)(6);(b)(7}(C) 

ument is UNCLASSIFIED/ / FOR OFFICIAL USE ONLY (U/ / FOUO).lt contains info rmation that may be exempt from 
public re lease under the ree U.S.c. 552). It is to be controlled. stored, handled. transmitted. d istr ibuted. and 
disposed of in accordance with DHS policy relating to FOUO in orma sed to the public or other personnel who do 
not have a valid "need·to ·know" without prior approval of an authorized DHS official. No portion 0 IS 'shed to 
the media, either in wr itten or verbal form . 

From ~(b)(6); (b}(7)(C) 

Sent: Thursday, August 17, 20174:11 PM 
To: kb)(6):(b)(7}(C) I 
Subject: RE: lPR Discussion 

Hi ~b)(6);(b l 

TRSS has addressed most of the requirements from the privacy office. There are a few outstanding 
issues left to be addressed to the satisfaction of the Privacy Office. TRSS is working on a response. 

Has there been any discussion about the availability offunding next fiscal year? We are moving in the 
direction of being able to award this requirement. The issue will obviously be whether or not there is 
funding for it. 

Please let me know when you have a chance. 

Thanks, 

Lt b")(6" );,,(b,,)(7,,XC--') _____ ---'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732- tb)(6l: IMobile: 202-34Skb)(6);( I 
Email: kb)(6):(b)(7)(C) I 
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NOTICE: This communication may contain privileged or otherwise confidential infonnation. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Lee, Frank Y 
Sent: Thursday, August 17, 20174:07 PM 
To: Kb)(6);(b)(7}(C) I 
Subject: RE: LPR Discussion 

Hi I(ii}(l 
~ 

Have there been any updates since we last chatted? 

Thank you, 

Kb)(6);(bX7)(C) II (A) Unit Chief 

Transnationa l Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732- b)(6);( (desk) 
(202) 90S_ ,)(7XC (cell) 
Eb)(6);(b)(7}(C) l 

~~~~O~F~F;IC~'~A~L~U~SE~;~~~~lt contains information that may be exempt from 
under:~ handled, transmitted, distributed, and 

disposed of in a.xordance with DHS policy relating to FOUO information i ~I ~;.;; 
not have a valid "need·to·know" without prior approval of an authorized OilS official. No portion of this report should be is 
the media, either In written or verbal form. 

From: Kb)(6);(b)(7}(C) I 
Sent: Thursday, August 03,201711:20 AM 
To: i h)(flHh)(7)(G) I 

Subject: RE: LPR Discussion 

Good Morning, 
I am traveling in Texas today but I can provide you with a brief update. I met with privacy about 
their concerns with the TRSS submittal. I plan to sync up with TRSS earl y next week to have 
them address the concerns. The current strategy of contracting with Vigilant through 
CLEARffRSS is still the plan moving forward. 

Please let me know if you need anything else. 

Thanks, 

tb)(6);(bX7)(C) ~ CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Office of Acquis ition Management (OAQ) 
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Phone: 202-732-~ Mobile: 202-345-tb)(6);Q 
Ema il: ~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If 
you are not an intended recipient or believe you have rece ived thi s communication in error, any 
review, di ssemination, di stribution, or copying of thi s message is strictly prohibited. Please 
infonn the sender that you recei ved thi s message in error and delete the message from your 
system. 

From: Kb)(6);(b)(7}(C) 

Date: Thursday, Aug OJ, 2017, 9:26 AM 
To: ~b)(6); (b}(7)(C) 

Subject: RE: LPR Discussion 

Good morning ~~~(el 

I have been out of the office for the last week and a half and wanted to catch up with you on 
where we are currently and what are our next steps. 

Thank you, 

Wb)(6) (b)(7)(C) J (A) Unit Chief 
Transnationa l Law Enfor cement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732- b)(6);( (desk) 
(202) 905- X7)(C (cell) 

Kb)(6);(b)(7}(C) 

Warning; This documen , FOR OFFICIAL USE ONLY (U//FOUO). It contains inform~tion that may be exempt from 
public release under the Freedom of Information Act e controlled, stored, handled, transmitted, distributed, and 
disposed of in accord~nce with DHS policy relating to FOUO information and is no e ublic or other personnel who do 
not have a valid "need·to·know" without prior approval of an authorized DHS official. No portion of this repo ' shed to 
the media, either in writte n or verbal form. 

From: kb)(6Hb)(7)(C) 

Sent: Monday, July 17, 2017 3:57 PM 
To: Kb)(6);(b)(7}(C) I 
Subject: RE: lPR Discussion 

Sounds good. Thanks. 

:-f b--:X6--');--:(bX-,-7 __ )(C_)::----::-_---:c:'lcPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732{ b)(6);( IMobile: 202-34S-1ilillID] 
Email: kb)(6);(b)(7}(C) f 
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NOT[CE: This communicati on may contain privileged or otherwise confidential infonnation. [fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissem ination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: i b)(6Hb)(7)(C) I 
Sent: Monday, July 17, 2017 3:56 PM 
To: k~\(fll (h\f7 )(G \ I 
Subject: RE: LPR Discussion 

We are still in the room w ith Pri vacy so we w ill need a few mins too 
From: Kb)(6);(b)(7}(C) I 
Date: Monday, Jul 17, 2017, 15 :55 
To: Fb)(6);(b)(7}(C) 

Subject: RE: LPR Discussion 

Sure. Can you give me S mins? Talking to POCs at USMS and FBI. 

~1b,-)(6.::) ; (,--b)-;-(7,-XC-')-=----::-_---:::,1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 

DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-1ililliill Mobile: 202-34S-khIIRI-1 

Email: Kb)(6);(b}(7)(C) I 

NOTICE: This communicati on may contain privileged or otherwise confidential infonnation. [fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissem ination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: i b)(6Hb)(7)(C) I 
Sent: Monday, July 17, 2017 3:5S PM 
To: lQ? )I6J lb)Q)(Cl I 
Subject: RE: LPR Discussion 

W ill do, ca ll you with [ b}(6);(b}(7)(C) 
From: kh)(flHh)(7)(G) 
Date: Monday, JuI17 , 2017, 15:47 
To: kb\(6Hb)(7)(C\ ~ 

Subject: LPR Di scuss ion 

Kb)(6);(bli 

Can you give me a ca ll when this meeting is finished? 

Thanks, 

L1b'-)(6.::);('--b).c(7'-XC-') _____ --'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 

DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-73 2.J(b)(6t l Mobile: 202-345~ 
Email: ~b)(6); (b)(7}(C) I 
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NOTICE: This communi cati on may contain privileged or otherwise confi dential infonnation. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please info rm the sender that you received this message in error 
and delete the message from your system. 
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From: 
Sent: 
To: 
Subject: 

Thanks much! 

kb)(6Hb)(7)(C) 

14 Dec 2017 10:40:31 -0500 
i h\IflYh\(7\(G\ 

RE: lPR info 

From: k~ \Ifl~ (h ~(! \(G \ I 
Sent: Thursday, December 14, 2017 10:40 AM 
To: kb)(6Hb)(7)(C) I 
Subject: RE: lPR info 

Looks good to me. 

Thanks, 

1bX6);(bX7)(C) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l iCE I Office of Acquisition Management (OAQ) 
Phone; 202· 732.~ Mobile; 202·345-1i!illljj] 
Email: Fb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If 
you are not an intended recipient or believe you have received thi s communication in error, any 
review, di ssemination, distribution, or copying of thi s message is strictly prohibited. Please 
inform the sender that you received thi s message in error and delete the 

From: kb)(6):(b)(7}(C) 

Date: Thursday, Dec 14,2017, 10:38 AM 
To: kb)(6):(b}(7)(C) 

Subject: RE: LPR info 

Thanks, how's this? 

In 2014, ICE issued a similar solicitation that was cancelled over privacy concerns about the use of the 
technology. That same year, ICE issued a second, privacy-approved solicitation that was cancelled due to 
failed price negotiations. In 2015, ICE completed a formal privacy impact assessment, which was used to 
create a framework for use of the technology, and which will be updated prior to the use of any 
commercial license plate reader database, to reflect how the contract meets the established privacy 
requirements. 

From: kb)(6):(b)(7}(C) I 
Sent: Thursday, December 14, 2017 10:32 AM 
To: Wb)(6Hb)(71(C) I 
Subject: RE: l PR info 

Hi Eb)[6);! 1 
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The statement is correct. The initial cancellation was due to privacy concerns. However, we did 
issue a second solicitation in 2014, that had privacy approva l. Is it worth clari fy ing that ICE 
cance lled/ didn ' t make award of that so li citation due to a disagreement about the appropriate cost 
of the service? 

Thanks, 

1b)(6);(bX7)(C) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Offi ce of Acquisition Managemen( (OAQ) 
Phone; 202-732~ Mobile; 202 _345~b)(6); (b l 
Emai l: ~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain privileged or othelWise confidential information. If 
you are not an intended rec ipient or believe you have received thi s communication in error, any 
review, di ssemination, di stribution, or copying of thi s message is strictly prohibited. Please 
inform the sender that you received thi s message in error and delete the 

From: ~b)(6); (b)(7}(C) 

Date: Thursday, Dec 14,2017, 10:27 AM 
To: Kb}(6);(b}(7)(C) 

Subject: FW: LPR info 

Taking some of what Privacy dra fted but t rying to make it more plain language for OPA use. Please let 
me know if this is accurate . Thank you. Dani 

b}(5);(b}(7)(E) 
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kb)(6):(b}(7)(C) 

Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 
202-732- b)(6) (desk) 

;(b)(7 813-230- ,,", (cell) 
www.ice.gov 
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From: Holz, Jordan 
Sent: 2 Oct 201715:24:43 -0400 
To: 
Cc: 

rb)(6);(b)(7}(C) 

Subject: RE: lPR records needs 

Sorry if I mi ssed your prio r emai l. 

kb)(6);(b)(7}(C) I 
Senior Privacy Compliance Specialist 

Information Governance and Privacy (IGPI 

U.S. Immigration & Customs Enforcement 

Direct : (2021 732-1!Jillii] 

Main: (2021 732fiill[) 

Questions? Please visit the Privacy & Records Office website at https:UinsighUce.dhs.gov{mgtloop{Pages{index.aspx. 

From: kb)(6Hb)(7)(C) I 
Sent: Monday, October 02,20173:10 PM 
~~~ rb)(6);(b)(7}(C) I 
Subject: RE: lPR records needs 

Good afternoon ~~1\6); (b}(7 1 

I replied to this in a separate email. This is highly dependent on the officer and their 
location. An officer in Los Angeles may enter a few a day versus an officer in Montana that 
may enter a few a month. As such, we did not want to set a minimum or maximum number 
of license plates uploaded. Also, we did ask for a batch upload of a max of 2.500 license 
plate r ecords for specifically designated users. 

Thank you, 

Kb)(6);(bX7)(C) II (A) Unit Chief 
Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732- bX6);( (desk) 
(202) 905- )(7XC (cell) 
Kb)(6);(b}(7)(C) 

Warning: This document I OR OFFICIAL USE ONLY (U I ( FOUO).lt contains information that may be exempt from 
public release under the Freedom of Information Act 'controlled, stored. handled, transmitted. distributed, and 
disposed of in a(cordan(e with DHS po1i()' relating to FOUO information and is not to blic or other personnel who do 
not have a valid "need-to-know" without prior approval of an authorized OilS official. No portion of this report s . to 
the media, either In written or verbal form . 

From: kb)(6Hb)(7)(C) I 

Sent: Monday, October 02,2017 1:51 PM 
To: kb)(6);(b}(7)(C) I 
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Cc: ~b)(6); (b)(7}(C) 

Subject: LPR records needs 

Hi kb)(6l:(b)(7}(C) 

Could you give us an estimate on how many license plates any si ngle user might actually have a need for 
on the alert list at any given time? We want to specify in the PIA (and the SOW) the number of license 
plate numbers that can be on the alert list, and we want to make sure it meets (but does not overly 
exceed) the operationa l need . 

kh\ln Hh\I7\I(":\ I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6); 

Main: (202) 732- E.)(7}( 

Questions? Please visit t he Privacy & Records Office website at https:Uinsight.ice.dhs.8ov/mgt/oop/Pages/index.aspx. 
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From: Smith, Amber 
Sent: 14 Dec 201718:23:19 -0500 

To: 
Cc : 

rb)(6);(b}(7)(c) 

Subject: RE: l PR SOW 
Attachments: 
Importance: 

Ol.OS_SaW_License Plate Readers (IGP 12 14 2017).docx 
High 

0kb;)(@:6)[l(~bKg7j£)(C~)C::::Jf- After the meeting with kb)(6l:(b}(7)(j today, I did another read-through of the SOW. I have 

a few requested changes and one question. I want to specifically draw your attention to my 
comment/question on page 4 re: the iOS application. This definitely needs to be reconciled before 
anything goes public, as it seems to speak to functionality that is not permitted. I will be available on my 
cell phone this evening if you'd like to discuss- (202) 487-~. I'll also be available tomorrow morning, 

again by cell phone, as I will be on leave. Please don't hesitate to call. Thanks. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-1£iilifil 
Mobile: (202) 487~'h""' 1 
Main: (202) 732tiJilliill 

Questions? Please visit our website at https://insight.ice.dhs.gov/mgt/oop/Pageslindel(.aspl( . 

From: Vb)(6l:(b}(7)(C) 
Sent: Thursday, December 14, 2017 1:34 PM 
To: tb)(6);(b}(7)(C) I 
Cc: Smith, Amber 
Subject: RE: l PR SOW 

~b)(6); (b) I 

Thanks. Please see attached revised SOw. 

Thank you, 

Fb)(6);(b)(7}(C) 
Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 732 b)(6); 
Mobile: (202) 87 b,}(7)( 

kb)(6):(b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information . If you are not an 

intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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From: l(b)(6);(b}(7)(C) 

Sent: Thursday, December 14, 2017 12:16 PM 
To: b)(6);(b}(7)(C) 

Cc: Smith, Amber 
Subject: RE: lPR SOW 

H t b)(6);(b)(7XG I 

(1) For the priorities references, I was looking at an outdated ve rsion. But we do have a couple 
suggested changes attached. 

(2) We want to add to the SOW that the search results will contain " the date and time the license plate 
was captured." 

Please call me with any questions. 

khVflHhV7\((; I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct : (202) 73 b)(6);( 

Main: (202) 732 )(7}(C 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov!mgtloop!Pages!index.aspx. 

From: kb)(6l:(b}(7)(C) I 

Sent: Thursday, December 14, 2017 11:31 AM 
To: tb}(6);(b}(7)(C) I 
Cc: Smith, Amber 
Subject: RE: lPR SOW 

Fb)(6);(bX I 

Please let me know about t he change in language regarding immigration enforcement priorities. I can 
change that in the SOW. 

For the da te and t ime, f rom wha t I remember, th is was an add in f rom OPLA and not yet approved by 
Privacy. If the date and time needs to be added, can you send me the exact language from the PIA. Want 
to make sure I add it in co rrectly. 

Thank you, 

kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732- b)(6);( 

Mobile: (202) 87 ,,~7)( 
b)(6);(b}(7)(C) 
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NOTICE: Th is communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or be li eve you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is st rictly proh ibited. Please inform the se nder that you received thi s 
message in error and delete the message from your system. 

From: kb)(6):(b)(7)(C) I 
Sent: Thursda f December 14, 2017 10:06 AM 
To: b)(6);(b)(7}(C) 

Cc: Smith, Amber 
Subject: RE: LPR SOW 

Two questions: 

(1) I still see some language in on Page 1 about immigration enforcement priorities that need to be cut 
beCause PEP no longer exists. 

(2) Will we also amend the SOW to make the "date and time" a requirement in the search results? 

kb)(6Hb)(7)(C) I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6);( 

Main: (202) 732 }(7)( 

Questions? Please visit the Privacy & Records Office website at https:liinsight.ice.dhs.goY/mgt/oop/Pageslindex.aspx. 

From: Kb)(6);(b)(7}(C) 

Sent: Thursday, December 14, 20179:05 AM 
To: b)(6);(b)(7}(C) 

Cc: .?::-:::c-;c;c-;-",,-;:! 
Subject: RE: LPR SOW 

Hi Fb)(6);(b) I 

Per our conversation yesterday, please see attached revised SOW. The following changes were made to 
match the PIA: 

1. Added "Source of record" for LPR Search results. 
2. Removed "If cost feasible," regarding two-week expiration results. 

Regarding encryption, this was brought up in TRSS's proposal regarding an "immutable audit log." They 
stated it was immutable because it is encrypted (both CLEAR and LEARN are encrypted." I see no need 
to change the SOW language as of now but we might want to change the PIA language to "immutable". 

Let me know if you have any questions. 

Thank you, 
Kb)(6);(b)(7}(C) 

Detention, Compliance & Remoyals (OCR) IContracting Officer 
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DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732 b)(6);( 
Mobile: (202) 87 \ )(7)( 

Kb)(6);(b)(7)(C) 

NOTICE : This communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, 

distribut ion, or copying of t his message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

13, 2017 10:48 AM 

Hi ~E!(6); (b)(7)( I 

I got your voice mai l from yesterday when I was out of the office. Is t here something we still need to 
discuss? 

Kb)(6);(b)(7)(C) I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 

U.S. Immigration & Cust oms Enforcement 
Direct : (202) 73 (b)(6);( 
Main: (202) 732- )(7)( 

Quest ions? Please visit the Privacy & Records Office website at https:/Iinsight.ice.dhs.goY/mgt/oop/Pages/index.aspx. 
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From: kb)(6);(b)(7}(C) 

Sent: 16 Dec 201712:05:04 -0500 

To : 

Cc : 

rb)(6);(b)(7}(c) 

Subject: RE: lPR Splash Screen language 

Attachments: Splash Screen l anguage (IGP JAH 12 14 2017j.docx 

Kb)(6);(b}(7)1 

Please see the attached comment. 

Thanks, 

b)(6);(b)(7}(C) 

Umt Chief I SupervIsory Special Agent 

Homeland Security Investigations 
Technical Operations Unit 
703-551 b)(6) (Office) 
7\6-5\ 0 ; ~~V (Cell) 
b)(6):(b)(7)(C) 

From:kb)(6);(b}(7)(C) 

Sent: Thursday, December 14, 2017 3:05 PM 
To: rb)(6);(b}(7)(C) 
Cc: _ 
Sub7ject~~: ~LP~R~SP~I~aS~h~s~c~re~e~n~L~a~n~gu~a~g~e--------~ 

Good afternoonKb)(6);(b}(7)(C) 

Attached is a draft of the splash screen language (Rules of Behavior) that win appear when ICE users log 

on to the lPR database. Please review and provide any edits via track changes . 

Deadline: COB Monday December 18 

Please can me with any questions. 

Fb)(6);(b)(7}(C) I 
Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct : (202) 732 b)(6);( 
Main: (202) 732- . }(7)(C 

Questions? Please visit the Privacy & Records Office website at https:/Iinsight.ice.dhs.goY/mgt/oop/Pages/index.aspx. 

2018-ICLI -00035 1114 



Page 1115 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 



Acknowledgment: I acknowledge receipt of, understand my responsibi lities, and wi ll comply with the 
rules of behavior for Vigi lant's LEARN LPR data service. 

Name/Signature/Date 
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From: Smith, Amber 
Sent: 
To: 

15 Mar 2018 18:02:43 -0400 
t'h\IRHh\I7\Ir.\ 

Subject: RE: l PR Tasker 

We haven't been tasked with it yet, though I asked to be. Thanks for letting me know it's in the works. 
I'll reach out to Exec Sec. 

Amber Smith 
Acting Assistant Director 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct : (202) 732-kb)(611 
Mobile: (202) 487-llilliil] 
Main: (202) 732.j{hIIRI-1 

Questions? Please visit our website at https:/Iinsight.ice.dhs.goY/mgt/oop/Pageslindex.aspx . 

From: ~b)(6); (b)(7}(C) 

Sent: Thursday, March 15, 20185:38 PM 
To: Smith, Amber; Kb)(6);(b)(7}(C) I 
Subject: LPR Tasker 

Good Evening, 
Did you all get the LPR tasker from the House Oversight Committee? They want the PIA and the policies 
governing LPR and retention of that information. If not, I assume it wi ll be heading your way next. 

Thanks, 

Lf b_X6_);_(bX_7_)(C_) __ c-__ ,--J1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kiillilllMobile: 202-34S-Kb)(6); I 
Email: kb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or othenvise confidential information. If you arc not an 
intended recipient or belieye you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you reeeiyed this message in error 
and delete the message from your system. 
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From: kb)(6);(b}(7)(C) 

Sent: Fri, 2 Feb 2018 14:25:04 +0000 
To: Kb)(6);(b)(7}(C) I 
Subject: 
Attachments: 

RE: lPR - Tuesday launch? 

smime.p7s 

Ok, thanks. 

I was able to connect with kb)(6l:(b)(7}(C) I yes. We're all set there. 

Someone at ERO erroneously said access was available and my phone's been blowing up © 

Have a great weekend. I'll have my phone and laptop with me if you need me, but will be checking in 
fireside from the lodge . 

................................ .. . 
kb)(6);(b)(7}(C) 

Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-622-kb)(6Hb)(7)(C) 

This email (or.tains information Irom Thomson Reuters Spe(ial Servi(es. LLC. that may be sensitive and (onfidential. This message is to be used 
solely by the intended recipient. II you are nOt the intended recipient. then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
retipient and are to notify the sender if this is an erroneous transmission. Your (ooperation is appreciated. 

From: kb)(6Hb)(7)(C) 

Sent : Friday, February 02, 2018 9:23 AM 
To: kb)(6Hb)(7)(C) 

Subject: RE: l PR - Tuesday launch? 

I am waiting on confi rmation from the ICE CISO. I believe that will occur on Monday. 
Regardless, the fi rst day it could go out would be Tuesday. 

Were you able to connect with fb)(6);(b}(7)(C) 

Thank you fo r taking care of that so quickly_ 

¥bX6);(bX7)(C) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS l ICE I Offi ce of Acquisition Managemen( (OAQ) 
Phone: 202-732-kb)(6) I Mobile: 202-345 -1i~!l%U 
Email: t b)(6);(b}(7)(C) I 

NOTICE: This communication may contain privi leged or otherwise confidential info rmation. If 
you are not an intended recipient or believe you have received th is communication in error, any 
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review, dissemination, di stribution, or copying of thi s message is strictly prohibited. Please 
infonn the sender that you received thi s message in error and delete the 

From: j(b)(6);(b}(7)(C) 

Date: Friday, Feb 02, 2018 , 9:09 AM 
To: ~b)(6); (b)(7}(C) 

Subject: LPR - Tuesday launch? 

Good morning-
I'm emailing for confirmation that we can communicate to admins to expect passwords and instructions 

from me on Tuesday . 

...... ........ ....... ....... .... .. . 
Kb)(6);(b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-6221 b)(6);(b}(7)(C) 

www.trssllc.com 

TRSS We provide critical mission support in the face of evolving threats, by 
integrating data, technology and subject matter experts, to solve customer 
challenges . Click here for more information regarding TRSS Services. 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recip ient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 
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From: Weinberg, Bill 
Sent: 
To: 

22 Dec 2017 16:39:34 -0500 
Kb)(6l:(b}(7)(C) 

Cc: 
Subject: 

Bailey, Jason 
RE: LPR Award 

Thanks - enjoy the holiday! 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: Kb)(6);(b)(7}(C) 

Date: Friday, Dec 22 , 2017, 4:37 PM 
To: Weinberg, Bill b)(6);(b}(7)(C) 

Cc b)(6);(b)(7}(C) 

Subject: RE: LPR Award 

All, 
We executed the award for LPR this afternoon with approval from the PRN ACY office. 
The infonnation below still stands. We won't use the service until the PIA is approved. 
We are planning a demo for ICE HQ on 114. 

Please let me know if you need any additional infonnation. 

Thanks, 

~1b2)(6~); (~bX~7~)(C~)~ __ ~ __ ~lcPPB , CFCM 
Detention, Compliance and Removals (DCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-[iiillii]MobiIe: 202-345-i<b)(6);Q 
Email : ~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential 
information. If you are not an intended recipient or believe you have received this 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is strictly prohibited. Please inform the sender that you received this message in 
error and delete the 

From: Weinberg, Bi ll <BilI.Weinberg@ice.dhs.gov> 
Date: Thursday, Dec 21, 2017, II :29 PM 
[ (6);(bX7)(c) 

ubJcct: RE: CpR Award 
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This was all done lAW the ~b)(6); (b)(7}(ClI emails on approval of this action? We should be 
good .. ... 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: l(b)(6);(b}(7)(C) 

Date: Thursday, Dec 21 , 2017, \0:35 PM 
To: r b)(6);(b)(7}(C) Iw einberg, Bill 1<Lb")("6),,;(bc.)c.(7,,XC,,) _____ ---' 

CC: L ___ ~~ __ ~ ________________ -". 

Subject: LPR Award 

We believe we are very close to being able to award LPR tomorrow. ICE would not have 
query access until the PIA is approved which we expect to occur sometime near the 
11 1/18. The Privacy office does not have an issue with us making award prior to the 
approva l of the PIA. The vendor will need to take care of some admin istrative items 
before we can use the search functionality (sp lash screens, log ins, training, etc). We have 
received congressional approval and have agreement on the majority of privacy 
provisions. Does M&A need to approve the actua l award ing of the contract other than the 
approva l we have already received from them? Our expectation is that the j&a will not be 
posted on FBO for another 10 days. That wi ll be routed up for review sometime next 
week. 

Please let me know when you have a chance. 

Happy Holidays!!! 

Rb)(6);(bX7)(C) ICrrB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS liCE I Office of Acquisition Management (OAQ) 
Phone: 202-732-lb}(6\ I Mobi le: 202-345i(b)(6);( I 
Emai l: Eb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential 
infonnation. If you are not an intended recipient or believe you have received thi s 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is strictl y prohibited. Please inform the sender that you received thi s message in 
error and delete the 
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From: kb)(6);(b}(7)(C) 

Sent: 27 Mar 2018 07:09:38 -0400 

To: Fb)(6);(b)(7}(C) I 
Subject: RE : lPR briefing for HOGR staff 

Good morning, 

Thank you sir, we will not include it in the responsive records. 

Thanks, 

~b)(6); (b)(7}( 1 

From: kb)(6);(b)(7}(C) I 
Sent: Monday, March 26, 2018 5:34 PM 
To: 1(b)(6);(b}(7)(C) I 
Subject: RE: lPR briefing for HOGR staff 

Hi ~(b)(6); (b}( 1 

The offering is marked as source selection sensitive so I do not believe that it should be shared. The 
solution is proprietary to TRSS and Vigilant. 

L1b_X6_);_(bX-,-7_)(C_)-::----::-_---:JI CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-1ililliilJ Mobile: 202-34S-Fb)(6);1 
Email: kb)(6Hb)(7)(C) 

NOTICE: Th is communication may contain privileged or otherwise confidential infonnation. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From:kb)(6Hb)(7}(C) I 
Sent: Monday, March 26, 2018 12:37 PM 
To: kb)(6);(b)(7}(C) I 
Subject: RE: l PR briefing for HOGR staff 

Attached are both ofthe original requests. 

Thanks, 

From: ~b)(6); (b)(7}(C) I 
Sent: Monday, March 26, 2018 12:31 PM 

~~~ tb)(6);(b}(7)(C) I 
Subject: RE: lPR briefing for HOGR staff 
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Hi kb)(6Hb)( I 

I do not understand your question. 
Thanks, 

,:t b:,-)(6-:,);("bX-,:7:c)(C-,-) -::----c;-----:-:!I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone : 202-732~Mobile: 202-345 kb)(6):( 1 

Email: Kb}(6);(b}(7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential informat ion. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: 1(b)(6);(b)(7}(C) 

Sent: Monday, March 26, 2018 12:17 PM 

~~; fb)(6);(b)(7}(C) I 
Subject: RE: l PR briefing for HOGR staff 

fb)(6);(b)(7}(C) 

Both tasking responses, 2018-ICFO-19365 and 2018-ICFO-19350 included the 52 page contract, but did 
not include the 20 page technical response from Thomson Reuters, that was included in this email. 
Does the 20 pages need to be responsive for both requests? 

Thanks, 

From: Kb)(6l:(b}(7)(C) 

Sent: Monday, March 26, 2018 12: 13 PM 
To: kh\IflHh\(7)(G\ I 
Subject: RE: l PR briefing for HOGR staff 

Never mind the extra 20 pages we didn't get. 

From: l(b)(6);(b}(7)(C) 

Sent: Monday, March 26, 2018 12: 12 PM 
To :I(b }(6):(b }(7)(C) 

Subject: RE: l PR briefing for HOGR staff 

Sure thing ... stand-by. 

From: kb)(6):(b)(7}(C) 

Sent: Monday, March 26, 2018 12: 11 PM 
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To: Fb)(6);(b}(7)(C) 

Subject: RE: l PR briefing for HOGR staff 

kb)(6 r can you go back and ask who you got this from what FOIA did they supposedly provide it to and ask 
for a number? 

From: t b)(6);(b}(7)(C) I 

Sent: Monday, March 26, 2018 11:51 AM 
To: kb)(6Hb)(7)(C) 

Subject: RE: l PR briefing for HOGR staff 

Yes ma'am, both FOIA requests contain the 52 page contract for processing, but neither of OAQ 
tasking's included the 20 page technical response from Thomson Reuters, that was included in this 
email. 

From: l(b)(6);(b}(7)(C) 

Sent: Monday, March 26, 2018 11:43 AM 
To: kh\IflHh\(7)(G\ u I 

Subject: RE: l PR briefing for HOGR staff 

Thank you Kb)(6);(b) I for checking. Was the document that he reference tokiilli[] going to be used in one of 
the ones you listed below that we haven't answered yet? 

From:kb)(6Hb)(7)(C) I 

Sent: Monday, March 26, 2018 11:42 AM 

~~~ rb)(6);(b}(7)(C) I 
, 

Subject: RE: l PR briefing for HOGR staff 

~b)(6); (b)(7}(C) I 

I have searched the system and was unable to locate any previous FOIA requests related to the lPR. 

VIR 

Fb)(6);(b)(7}(C) 

From: Kb)(6);(b)(7}(C) I 

Sent: Monday, March 26, 2018 11:21 AM 
To: kh\IflHh\(7)(G\ 

Subject: RE: l PR briefing for HOGR staff 

Thank you for checking. I really appreciate it. 

From: Wb)(6l:1b)(7)(C) I 

Sent: Monday, March 26, 2018 11:19 AM 
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To: kb)(6):(bX7)(C) 
? , ., , 

Subject: RE: l PR briefing for HOGR staff 
Importance: High 

Never mind IiliR:lt these are this year and they have not been processed yet, so nothing has gone out for 
them. 

I have asked for b)(6);(bX to look at previous year 2017 and back to see if we provided anything and he 
IIrl 

wililet you know. 

From: i h\(flHh\(7)(G\ I 

Sent: Monday, March 26, 2018 11:16 AM 
To: 'th\IRHh\(7)(r.\ I 

Subject: RE: l PR briefing for HOGR staff 

Can you provide links to them for Judy to be able to view. Thanks kb)(6):(b I 

From: kbl(6l:1bl(7)(CI 

Sent: Monday, March 26, 2018 11:14 AM 
To: kb)(6):(bX7)(C) I 
Subject: RE: l PR briefing for HOGR staff 

kb)(6):(b)ri 

There are two FOIA requests that contain the same responsive OAQ documents, case 2018-ICFO-19365 
and 2018-ICFO-19350. 

V!R 

Fb)(6);(b)1 

From: ~(b)(6): (bX7)(C) 

Sent: Monday, March 26, 2018 10:25 AM 
To: kb)(6Hbl(7)(CI I 
Subject: FW: l PR briefing for HOGR staff 

Kb)(6);(b ~ please track down what FOIA this was. Thanks Kb)(6);(b) I 

10:23 AM 
To: 
Subject: FW: lPR briefing for HOGR staff 

Good morning, kb)(6):(bX I 

Can you confirm whether or not the attached was provided in response to a FOIA. If so, can you send 
me the redacted version of the contract that was provided. 

Thanks, 
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From: Kb)(6);(b)(7}(C) 

Sent: Friday, March 23, 2018 3:58 PM 
To: kb)(6):(b}(7)(C) I 
Subject: RE: LPR briefing for HOGR staff 

Please see attached. 

Thanks, 

L1
b_)(6_);(_b)-,-(7_XC_)-,------,,-_---,JI CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732¥b)(6); I Mobile: 202-345/(b)(6);d 

Email: ~b)(6); (b)(7}(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential infomlation. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution , 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: ib)(~Hb)(7)(C) , I 
Sent: Friday, March 23, 2018 3:56 PM 
To: i b)(6Hb)(7)(C) I 
Subject: RE: LPR briefing for HOGR staff 

Can you send me the redacted version . 

From: t b)(6);(b)(7}(C) I 
Sent: Friday, March 23, 2018 3:53 PM 
To: kb)(6);(b)(7}(C) I 
Subject: RE: LPR briefing for HOGR staff 

\17\1 

I do not believe we have. I have used a redacted version of the document I sent to you as a response to 
a FOIA request. 

Thanks, 

E;;Kb)li)(6iK); (!;;:b)il!(7ll'XC~)=====JI CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-7321!lillID] Mobile: 202-34S-Kb)(6td 
Email: kb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential infonnat ion. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
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or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kb)(6):(bX7)(C) I 
Sent: Frida March 23, 2018 3:52 PM 
To: b)(6);(bX7)(C) 

Subject: RE: LPR briefing for HOGR staff 

Do you happen to know if we've provided a copy ofthis contract to anyone outside of the agency. If 
not, I will need to get it cleared before providing it to the Committee. 

Thanks, 

From: kb)(6}(b)(7XC) 

Sent: Frida March 23, 2018 3:43 PM 
To: b)(6);(bX7)(C) Smith, Amber 
Cc: k b)(6).(b)(])(C) I 
Subject: RE: LPR briefing for HOGR staff 

Hi Fb)(6);ti 

That works for me. Attached please find a copy of the contract. 

Please let me know if you need anything additional from me. 

Thanks, 

Lf b,,)(6c:);,,(bXc,7,,)(C-,)-::-_::-__ ,.-='1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732.j(b)(6):tlMobile: 202-34S.j(bX6);( I 
Email: kb)(6):(bX7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential in format ion. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kb)(§\:(b)(])(C) I 
Sent: Friday, March 23

i 
2018 3:37 PM 

To: Smith Amber" kb)(6);(bX7)(C) I , '" , 
Cc: k b)(6Hb)(])(C) I 
Subject: RE: LPR briefing for HOGR staff 

Hi,kb)(6):(bX7)(C) I. 
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The Committee can meet with us on Tuesday, March 27th at 10 a.m. However, they want our response 

before the meeting. If we cannot provide the response they at least want the contract and the privacy 
impact assessment. Is that something we can provide today? 

From: kh\IflHb\(7)(G\ I 

Sent: Thursday, March 22, 20186:41 PM 
~~~ tb}(6);(b}(7)(C) I Weinberg, Bill 

Subject: RE: lPR briefing for HOGR staff 

Thanks, Kb)(6); l I have immovale meetings in the afternoon, but I'm free until 1 :30. Sorry 
scheduling is so tough. 

Amber Smith 
Acting Assistant Director 
Information Governance & Privacy Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-1£iillj[j] 
Mob ile: (202) 487 b)(6);( 

Main: (202) 732 b)(6);(b 

Sent with BlackBerry Work (www.blackberry.com) 

From: Kb)(6);(b)(7}(C) P. 
Datc: Thursday, Mar 22, 2018, 6:38 PM 
To: Smith, Amber 
Weinberg, Bill 
Cc: Kb)(6);(b)(7}(C) 

Subjcct: RE: LPR briefing for HOGR staff 

Hi, Amber-

I can check with HOGR staff to see if they are available on Tuesday, March 27th . 

~ does March 27th work for you? 

From: Smith, Amber 
Sent: Thursday, March 22, 20186:31 PM 
To: b)(6);(b)(7}(C) Weinberg, Bill; ~Fb")(;;;6)c,; ("bxn7")(C"');-' 
Cc: b)(6);(b)(7}(C) 

Subject: RE: lPR briefing for HOGR staff 
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Hi ¥b)(6 1- I'm out of town on annual leave beginning March 28 and returning to the office on 
April 9. Unfortunately, l don't have anyone I could send in my place . Is there a poss ibility we 
can do it Tuesday of next week or when I get back? 

Amber Smith 
Acti ng Assistant Director 
Information Governance & Privacy Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-kb)(6);1 
Mobile: (202) 487-~(b)(6) 1 
Main: (202) 732.j(b)(6);ri 

Sent with BlackBerry Work (www.blackbeny.com) 

From: j(b)(6);(b)(7)(C) 

Date: Thursday, Mar 22, 2018, 6:24 PM 
To: Weinberg, Bill -i(b)(6):(b)(7)(C) 

Amber 1 (b)(6Hb)(7)(Cl 
Cdb)(6);(b)(7)(C) 

Subject: RE: LPR briefing for HOGR staff 

Hi Kb)(6):(b)(7)( ~, 

I am available on 3/28 and happy to assist. 

Please let me know what you need. 

Thanks, 

Lfb_)(6_);(_bX-,-7)_(C_) -::---:,--_----:-'1 CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6);1 Mobile: 202-34S-8(b)(6):( I 
Email: Kb)(6);(b)(7)(C) I 

l Smith, 

NOTICE: Th is communication may contain privileged or otherwise confidential information. If you arc not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Weinberg, Bill 
Sent: Thursday, March 22, 20186:20 PM 
To: kb\l§ l-Ib \j'Z)(CI , ) Smith, Amber 
Cc: kb)(6)-(b)(])(C) I 

",,-",c.: lPR briefing for HOGR staff 
~~~te WOUld be much more knowledgeable about this subject than would I. Let's see if he 
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Bill Weinberg 
Chief Acquisition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: Kb)(6);(b)(7}(C) 

Date: Thursday, Mar 22, 2018, 4:40 PM 
To: Smith, Amber kh\!RHh\I7\(r.\ 

Cc : kh\(flHh\I7\(;\ 

Subject: LPR briefing for HOGR staff 

H· A b d (b)(6 I, m er an \ . /h\l 

I Weinberg, Bill ~Kbi)i)(~6)iJ; (b~)l!(7E:XCS)C=====::J 
I 

The House Oversight and Government Reform Committee (HOGR) majority sta ff has reached out about 
the status of our response to the attached letter, as well as, scheduling a briefing for the Committee 
staff. 

Are you availability to brief HOGR staff on Wednesday, March 28th at 2:00 p.m. 

~b)(6); (b}(7)(C) I 
Department of Homeland Security 
U.S. Immigration and Customs Enforcement 
Office of Congressional Relations 
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From: kb)(6);(b)(7}(C) 

Sent: 14 Dec 201710:47:01-0500 
To: 
Cc: 

rb)(6);(b)(7}(C) 

Subject: RE: lPR Congressiona l Draft 

Okay, thanks! 

To: 
~~4iAM 

Cc: "-,---::::-:=-=-_---:----,-::-::--' 
Subject: RE: lPR Congressional Draft 

From what I know, we are still on hold. Hoping to get approval after the meeting at 11. 

Thank you, 

Kb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAO) 
Office : (202) 732- b)(6);( 

Mobile: (202) 87 )(7)( 
Kb)(6);(b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, 
distribut ion, or copying of t his message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 

From: l(b)(6);(b}(7)(C) I 
Sent: Thursday, December 14, 2017 10:41 AM 
~~~ rb)(6); (b)(7}(C) I 
Subject: RE: lPR Congressional Draft 

Thanks. For clarification, are we cleared from ICE Management to release this yet to DHS and the Office 
of legislative Affairs, or are we still on hold? 

From: kb)(6Hb)(7)(C) 

Sent: Thursday, December 14, 2017 10:36 AM 

~~~ fb)(6);(b)(7}(C) I 
Subject: RE: lPR Congressional Draft 

kb)(6Hb)(7 1 

Wanted to send you an updated Congressional draft form to correct the period of performance. Please 
see attached. 
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Thank you, 
tb}(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 732- b)(6);(b 
Mobile: (202) 87 )(7}(C) 
tb)(6);(b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: kh\IRHh\I7\Ir.\ 

Sent: Wednesda 
To: b}(6);(b}(7)(C) 

December 13 20176:32 PM 

cc:.~~~~~~=c=c~~~ 
Subject: RE: l PR Congressional Draft 

Thanks! I just ta lked to ~bout the ICE FO's request to hold. I will send a brief generic heads-up to 

OLA right now, and we'll be ready to move forward tomorrow when you need us to do so. 

vir, 
Kb)(6);(b)(7 1 

From: 4(b)(6l:(b)(7}(C) 

Sent: Wednesday, December 13, 2017 6:01 PM 

~~~ rb)(6);(b}(7)(C) I 
Subject: l PR Congressional Draft 

Good Evening, 
Attached is the draft version of the LPR Congressional. Please be advised that we j ust received notice to 

hold by the ICE Front Office. If you have a POC at OLA it might be good to pre-brief them on this because 
the expectation is that it will eventually receive approval but that approval might not be unti l tomorrow. 

Please let us know if you need anything. 

Thanks, 

tb)(6);(b)(7Xc) I CPPB, CFCM 

Detention, Compliance and Removals (DCR) I Unit Chief 

DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-7321iliRillJv10bile: 202-34SFb)(6);( I 
Email: tb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential infonnation. Jfyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please infonn the sender that you received this message in error 
and delete the message from your system. 
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From: Fb)(6);(b)(7}(C) 

Sent: 
To: 

11 Jan 2018 12:55:41 -0500 

kb)(6);(b)(7}(C) 

Subject: 

Hi Iibj(l EW 

RE: lPR Demo 

Can we use something like immigration enforcement as a catch-all? If we separate criminal 
vs administrative, we can paint ourselves into a corner statistically and we also have to 
contend with any FOIA requests. 

Thank you, 

kb)(6):(b)(7}(C) II (A) Unit Chief 
Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732- b)(6); (desk) 
(202) 905- b,Xl)( (cell) 
Eb)(6);(b)(7}(C) 

ocument is UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (UI/FOUO). It contains information that may be exempt from 
public release under the ree 5 U.S.c. 5S2). It is to be controlled, stored, handled, transmitted, distributed, and 
disposed of in accordance with DHS polky re lating to FOUO in orma . sed to the public or other personnel who do 
not have a valid "need·to·know" without prior approval of an authorized DHS official. No portion 0 t IS . hed to 
the media , either In writte n or verbal rorm. 

From: b 'IR,:- lh)l7Itr' 

Sent: Thursday, January 11, 2018 12:37 PM 
To: kh\IflHhV7\((;\ 

" ,. 
Subject: FW: lPR Demo 

Good Afternoon, 
Please see the email below from Amber. We will need to provide the reasons codes to TRSS for usage. 

Thanks, 

~tb")(6");",(b,,,)(l-,,XC::) _____ --,1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732.j{h\(R\-1 Mobile: 202-345-khll"'-1 

Email: kb)(6):(b)(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have reccived this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delele the message from your system. 
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From: Smith, Amber 
Sent: Thursday, January 11, 2018 12:30 PM 

~~: rb)(6);(b)(7}(C) 
. '---_. -~,-~---' 

Subject: RE: LPR Demo 

Hi g§- Sorry I'm just getting back to this. 

Answers to your questions: 

1) We don't have a list, but criminal investigation, civil investigation are a good start and, I believe, 
consistent with examples we gave in the PIA. It would be good to get a proposed list from the 
programs for quick review. The idea, of course, is to make sure any auditors can clearly identify 
that the query is related to an authorized use. 1m attaching the draft LPR guidance that is 
currently with the front office for final clearance (HSI, ERO, and OPLA already cleared). Although 
it extends beyond commercial database access, it should help with identifying potential reason 
codes based on authorized uses. 

2) We always prefer secure FTPtransferoverencryptedemail,asthere is always a chance of 
inadvertent misdirection with encrypted email. However, either option is sufficient under DHS 
policy. 

3) For the demo, we would like to see at a minimum a walkthrough of initial access of the system 
through CLEAR, login to the Vigilant system, query initiation and response, adding plates to alert 
lists, and the full functionality of the mobile app. 

Do you think we'll be able to see the demo next week? Nicole (copied) is working on the mobile app 
PTA and once we see the demo, we can finalize and get it sent to DHS Privacy so HSI and ERO can start 
using it . 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 7324th"" I 
Mobile: (202) 487-" ""81 
Main: (202) 732_Qhlml 

Questions? Please visit our website at https:U insight.ice.dhs.gov!mgtloop!Pages!index.aspx . 

From: 4(b)(6):(b)(7)(C) 

Sent: Wednesday, January 3, 20184:47 PM 
To: Smith, Amber; ~b)(6); (b}(7)(C) I 
Subject: RE: LPR Demo 

Thanks Amber. Any idea how long the carwash process will take? 

Also, we had a meeting with ERO and HSI in response to TRSS questions related to the startup of the 
contract. 
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1) Is there a list of reason codes? Is it either Criminal or Civil? 

2) The vendor shall provide a quarterly audit log. We were planning to have the audit log sent to 

the local Admins and the FOD/SAC. Is that acceptable? Does it matter if it's an encrypted email 

or secure FTP transfer? 

3) What do you want to see for your demo of the system? 

Please let me know your thoughts. 

Thanks, 

1b)(6);(b)(7Xc) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 

DHS I ICE I Office of Acquisition Management (OAU) 
Phone: 202-732-~ Mobile : 202-345-Kb)(6):1 

Email: ~b)(6); (b)(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
o r copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: Smith, Amber 
Sent: Wednesday, January 03,20183:06 PM 
TO:I(b)(6Hb)(7)(C) I 

c " " 

Subject: RE: LPR Demo 

No, as soon as the splash screen language is up and the vendor is ready to go, they can start using the 
system. However, the mobile app can't be used until it has gone through the carwash process and we 

have done a PTA. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73H'b)(6)1 
Mobile: (202) 487.j/'h11RI I 
Main: (202) 732-Kb)(6 1 

Questions? Please visit our website at https://insight.ice.dhs.gov/mgt/oop/Pageslindex.aspx . 

From: Kb)(6):(b)(7)(C) I 
Sent: Wednesday, January 3, 2018 2:59 PM 
To: Smith, Amber; Kb)(6);(b)(7)(C) I 
Subject: RE: LPR Demo 

Absolutely. Would that impact whether or not the HSI and ERO folks could begin to use the system? 

Lt b __ )(6 __ );(:...b)_(7 __ XC_) _____ ---'1 CPPB, CFCM 
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Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-Fb)(6):1 Mobile: 202-34S.j(b)(6): I 
Email: Fb)(6);(b)(7)(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential infonnation. If you arc not an 
intended recipient or believe you have received this communication in error, any review, dissemi nation, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and de lete the message from your system. 

From: Smith, Amber 

'~;~~~====~J'" 2:58 PM TO: ~ 
Subject: RE: lPR Demo 

Hi~- Can we plan for the forrowing week when kbl(6):(bll is back? 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-khl/R I 
Mobile: (2021 487-€i21ili 
Main: (202) 732.fiill![] 

Questions? Please visit our website at https:UinsighUce.dhs.gov/mgt/oop/Pages/index.aspx . 

From:Kb)(6);(b)(7)(C) 
Sent: Wednesday, January 3, 2018 2:21 PM 
To: Smith, Amber; kb)(6Hb)(7)(C) 
Subject: LPR Demo 

We are discussing moving the demo to next Thursday or Friday 1/ 11 or 1/ 12. Does that work for you? 

Thanks, 

tb)(6);(b)(7Xc) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732~lh\IRH IMobile: 202-34S.l(bl(6):( I 
Email: t b)(6);(b)(7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential infonnat ion. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please infonn the sender that you received this message in error 
and delete the message from your system. 
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From: kb }(6l:(b }(7)(C) 

Sent: Fri, 22 Dec 2017 14:39:45 +0000 
To: 
Cc : 

rb)(6);(b}(7)(C) 

Subject: 
Attachments: 

RE: Thomson Reuters/West Clarification Responses re Exceptions Discussion 
smime.p7s 

Kb)(6);(b}(7)(C) I 

PRIV 1.4 is acceptable to West. 

"The Government Agency owns the rights to the query data it inputs into the LEARN database (e.g. Audit 
Logs, Searches, Hotlist, etc.) Notwithstanding the above, no title to Vigilant's LEARN database or 
software will t ransfer to ICE in the performance of the contract." 

We're stil l discussing PRIV 1.3 and will get back to you as soon as possible . 

.................................. . 
kb)(6Hb)(7)(C) 

Client Relationship Manager 

Thomson Reuters Special Services, lLC 
M 443-622.j{b)(6);(b}(7)(C) 

This email (or.tains information Irom Thomson Reuters Spe(ial Servi(es. LLC. that may be sensitive and (onfidential. This message is to be used 
solely by the intended recipient. II you are not the intended recipient. then you received thiS message in error and are requested to delete it 
(and all copies). You are lurther requested to neither reproduce nor share the contents of this message with anyone except the intended 
retipient and are to notify the sender if this is an erroneous transmission. Your (ooperation is appreciated. 

Fro m: kb )(6Hb )(7}(C) 

Sent: Friday, December 22, 2017 9:17 AM 
To: ~b)(6); (b}(7)(C) 

cc: ( 
su~C'e-c~t '-R~E~'~T~h-o-m--so--n~R~e-u~t-e-rs~/~vv~e-s~t~C~I-a~d7.f;-ca-t~;o-n-OR~e-s-p-o-n-se-s--re-OEx-c-e-p~t7.;o-n-s~D~;S-C-u-ss~;o--n----" 

For PRIV 1.3, we are requesting: 

b}(5);(b}(7)(E) 

For PRIV 1.4, we are requesting: 
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tbX5);(bX7)(E) 

Please advise if you agree. 

Thank you, 

Kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 

DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (202) 732 b)(6);(b 
Mobile: (202) 87 (7)(C) 

kb)(6l:1b}(71IC) 

NOTICE: This communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribut ion, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: f b}(6);(b}(7)(C) 

Sent: Friday, December 22, 2017 7:56 AM 
To: r b)(6);(b)(7}(C) 

Cc: _ 
Sub"ject=":cR"E":'T"h"o::m::so=ncR"e"u"-te::,:Cs/"w"e:::st"""'C"la::,"ifi;:,c:Cat"io:::n;:-;;R"es:::po=n::se:;:s::-:C,e"'Ex;Cc::e::p"ti:;:o::ns~DiSCuSSion 

Thanks, kb)(6):(b)(7) Dur original price quote is stilt valid . Do you need another copy of the price quote 

document with different start date? 

Will review your attachment and await the technical clarification questions. 

Kb)(6);(b) I 

From: Kb)(6);(b)(7}(C) 

Sent: Thursday, December 21, 20179:20 PM 
To :I(b )(6);(b }(7)(C) 

Cc:. 7-~~--~~~~~~~~--~ 
Subject: RE: Thomson Reuters/West Clarification Responses re Exceptions Discussion 

b)(6);(b) 

Please see attached revised version of our discussions. I have included a summary with all relevant 

information. Please review for accuracy. There are two outstanding items: PRIV 1.3 and REC 1.4. There 

might be a slight change to the language requested with PRIV 1.3 but I will send over a redline version of 
PRIV 1.3 for your review once I hear back from Privacy. 

For the technical proposal, I am awaiting on more feedback to consolidate to send to you. They seem 

like fairly quick clarifications. 

For now - can you please confirm your original price quote? 
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Please call me if you should need anything. I'll be available all day. 

Thank you, 
kb)(6);(b}(Z)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acqu isition Management (OAQ) 
Office : (202) 732- b)(6); 

Mobile: (202) 87 b)(7}( 

kb)(6):(b}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: F b)(6);(b)(7}(C) 

Sent: Thursday, December 21,20178:03 PM 

~~~ rb)(6);(b)(7}(C) I 
Subject: RE: Thomson Reuters/West Clarification Responses re Exceptions Discussion 

Making progress for all parties it seems ... yes, West's TIN is 41-1426973, and the vendor number below 

appears to be derived from our DUNS, so should be good . 

Catch up with you tomorrow. 

Thanks, 

iillill 

From: Kb)(6);(b)(7}(C) 

Sent: Thursday, December 21, 2017 6:55 PM 
To: [ b)(6);(b}(7)(C) 

Cc: _ 
SUbJ\:'ect:::;::-: "R"E:-: TT"ho=m=so=n:-OR=eu"tC:e::rs::;/;-;W-;:e::st~C;:la::ri"'fi=ca:;t:;:io::n:-R"es=po=='nses re Exceptions Discussion 

Thanks Kb)(6);q 

We are sending everything along to our Privacy office and other relevant parties for review. Thank you 
both so much for working with us (ie. kb)(6);(b)( I all day to work through these issues. 

In the meantime, we want to have everything ready to go paperwork wise for tomorrow. Should we use 
the same TIN number as HSCEMD-16-F-00003? The vendor number associated with that order was 

1485082860000. 

Please let us know when you have a chance. 

Thanks, 

c1b:c.)(6",);::(bXo.72)(C",) __ ::-__ ,--'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
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DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-kb)(6l: IMobile: 202-345-Irb)(6):1 
Email: kb)(6Hb)(7)(C) 

NOTICE: Th is communication may contain privi leged or otherwise confi dential infonnation. I f you are not an 
intended rec ipient or bel ieve you have received this communicalion in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received th is message in error 
and delete the message from your system. 

Importance: High 

Following up on your earlier call, here are our responses to the two items discussed at that time: 

We agree to 30S2.204-71. 

For PRIV 1.3, we propose replacing with the following language: "The Contractor is responsible for 
notification of victims and provision of victim remediation services in accordance with applicable law." 

From: t bl(6)-(b \9lfCl 

Sent: Thursday, December 21,20175:34 PM 
To: rb)(6);(b)(7)(C) 
CC: L_~~ ____ ~~~ __ ~~ __ ~ ______ ~~ 
Subject: Thomson Reuters/West Clarification Responses re Exceptions Discussion 
Importance: High 

Hi, kb)(6):(b)(7li 

I'm sorry that we couldn't get this to you sooner today, but assure you that we've been diligently 

working on our end toward our response. I've attached your summary document from yesterday, 
amended with our updates. Of course, if you have any questions, please let us know. 

Also, several items were open for OAQ review and discussion, so please advise if there's anything 
further for our action, pending OAO decisions. 

We'll stand by for word from you on the next steps in the process. 

b)(6);(b)(7)(C) 

!o-~-=----" CF APMP 
Semor Proposal and Compliance Coordinator 
Office of General Counsel 

Thomson Reuters 
the answer company 
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kb }(6l:(b }(7)(C) 

This year we're supporting charities and communities around the globe through 80,000 volunteer hoursllntrigued? 
Visit tr.com/cr for more information. 

This e-mail and anything transmitted with it are for the sole use of the intended recipient and contains information that 
may be attorney-client privileged andfor confidential. If you are not an intended recipient, please notify the sender by 
return e-mail and delete this e-mail and any attachments. 
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From: 

Sent: 

To: 
Cc: 
Subject: 

~b)(6); (b)(7}( 1 

Wb)(6l:1b}(71(C) 

7 Dec 2017 15:35:44 -0500 
b)(6);(b}(7)(C) 

RE: TRSS - LPR - New Start Under CR? 
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Thanks. 

Vir, 
rb)(6);(b}(7)(C) 

Associate Legal Advisor 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
Department of Homeland Security 
Desk: (214) 905-~h\(R\- 1 

Email: kb)(6Hb}(7)(C) 

.. ... Attorney/Client Privilege ... Attorney Work Product ... 
This communica . d any attachments may contain confidential and/or sensitive attorney/client 

privileged information or a work product and/or law enforcement sensitive information. It is not 
for release, review, retransmission, IS tion, or use by anyone other than the intended recipient. 
Please notify the sender if this email has been mls . d and immediately destroy all originals and 

copies. Furthermore do not print, copy, re-transmit, disseml r otherwise use this information. 
Any disclosure of this communication or its attachments must be approv the Office of the Principal 
Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for I 
GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Informatlo t,5 
USC §§ SS2(bIlS), (bIl7). 
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From: kb)(6);(b)(7}(C) 

Sent: Thursday, December 07,20171:37 PM 

~~~ tb)(6);(b)(7}(C) I 
Subject: TRSS - LPR - New Start Under CR? 

Hi KG);C);; I 

Thank you, 

l(b)(6Hb)(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732- b)(6); 

Mobile: (202) 87 (b}(7)( 

kb)(6Hb)(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 
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From: Ilh)(flHh)(7)IG) I 
Sent: 7 Nov 2017 14:20:05 -0500 

To: Kb)(6);(b}(7)(C) I 
Subject: RE: TRSS/LPR feedback 

Sure, that works! ih)(flHh)(7) I mayor may not make it as he has something for the FOD 
conference shortly. 

From: kb)(6Hb)(7)(C) 
Sent: Tuesday, November 07, 2017 2:18 PM 
To: kb)(6Hb)(7)(C) I 
Subject: RE: TRSS/LPR feedback 

I'm at HQ today for the Fod conference. Want me to stop by in 30 mins to an hour? 

tb)(6);(b)(7XC) ICPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Managemen( (OAQ) 
Phone: 202-732-i b)(6) <1 Mobile: 202-345 -j(bX6);tI 

Email: tb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or othelWise confidential information. If 
you are not an intended recipient or believe you have received this communication in error, any 
review, dissemination, di stribution, or copying of this message is strictly prohibited. Please 
infonn the sender that you received this message in error and delete the 

Fro m :kb )(6l:(b }(7)(C) 
Date: Tuesday, Nov 07, 2017 , 2: 15 PM 
To: tb)(6);(b}(7)(C) 
Subject: FW: TRSSILPR feedback 

H"ibj(l 
I~ 

Do you have some time tomorrow to chat with Kb)(6);(b)(7) land I about this? 

Thank you, 

i b)(6);(b)(7XC) I I (A) Unit Chief 

Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732 b)(6);( (desk) 
(202) 905 ,X7)(C (cell) 
Kb)(6);(b}(7)(C) 

Warning: This documen I L USE ONLY (U IIFOUO). It contains information that may be exempt from 
public release under the Freedom of Information Act (5 U.S.C. 552). It is to e c itted, distributed, and 
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disposed of in accor an 'OUO information and is not to be re leased to the publ ic or other personnel who do 
not have a valill "need-to-know" without prior approval of an au or . of this r eport should be fu r nished to 
the media, e ither in written or verbal form. 

From: Kb)(6);(b)(7}(C) 

Sent: Monday, November 06, 20172:44 PM 
To: b)(6);(b)(7}(C) 

Cc: ':---::-::-:==-'. 
Subject: RE: TRSS/LPR feedback 

Hi kb)(6):(b)(7 1 

1. I can help you with the APFS. When you are submitting it, give me a call and we can go over any 
specifics you need to input. 

2. The TRSSjVigiiant will be a separate contract from the TRSS contract for ClEAR. 
3. Forthe GS14, can you please include in the text of the G514 the Product Service Code: D317. 

This will help with the BWS requirement. 
4. Thank you . I'll be sure to include him . 
5. We are not adding on to the current ClEAR contract so we will need a TEP. Do you have a 

second person for the TEP team we can include? 

Thank you, 

kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732- b)(6); 

Mobile: (202) 878 b)(7)( 

Kb)(6);(b)(7}(C) 

NOTICE: This communication may conta in privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribut ion, or copying of this message is strictly prohibited_ Please inform the sender that you received this 
message in error and delete the message from your system. 

From: Rb)(6l:1b}(71(C) 

Sent: Monday, November 06, 20172:41 PM 

~~; tb)(6);(b}(7)(C) I 
Subject: RE: TRSS/LPR feedback 

Good afternoon ~b)(6); (b)(7}(C) I, 

I had a few questions/comments: 

1. I will need help with the Acquisition Planning Forecast 
2. Is the cost estimate pricing to be added on top of our current TRSS contract? 
3. I am working wi th Dennis White on the Gs14 
4. Anthony Moraz from HSI probably can be the Program Coordinator as he also serves 

as the HSI CLEAR Program Manager. 
5. Is the TEP still necessary if this contract is adding to a prior contract? 
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Thank you, 

kb)(6):(b)(7}(C) II (A) Unit Chief 
Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732 6)(6);( (desk) 

)(7}(C 
(202) 905 (cell) 
~b)(6); (b)(7}(C) 

Wa rning: NCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). lt contains information that may be exempt from 
public release under the Freedom 0 n S.c. 552). It is to be controlled, stored. handled, transmitted. distributed, and 
disposed of in accordance with DHS policy relating to FOUO in orm' e re leased to the public or other personnel who do 
not have a v~lid "need· to·know" without prior approval of an authorized DHS offici~1. No po . !ihould be fu r nished to 
the media. either In wr itten or verbal form. 

From: t b)(6);(b)(7}(C) I , , 
Sent: Monday, November 06, 2017 12:01 PM 

~~; tb)(6);(b}(7)(C) I 
Subject: RE: TRSS/LPR feedback 

OAQ has been working with Privacy and we have finalized the SOW for the TRSS/LPR requirement. We 
will be moving forward with the attached. We are starting to put together the acquisition 
planning/solicitation documentation. Please assist with the following: 

1. Please input an Acquisition Planning Forecast request. Please contact me with questions of 
specifics. 

2. Please see attached Independent Government Cost Estimate. Please review and advise on 
approval. We will use this IGCE moving forward. 

3. Per the IGCE, the estimated amount for the Base year is Kb)(4) I Please input a G514 for 
this amount. 

4. Do you know of a Program Coordinator (POC) for HSI we can use for this acquisition? 
5. We will need 2 more members for the Technical Evaluation Panel. We would like to use at least 

one person from HSI. Please provide two POCs for the Technical Evaluation Panel. Please note
the one person from HSI does not need to be the same person we use as Program Coordinator 
POe. 

Please contact me if there are any questions. 

Thank you, 
t b}(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acqu isition Management (OAQ) 
Office : (202) 732- b)(6);( 

Mobile: (202) 878 }7)( 

kb)(6);(b)(7}(C) 
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NOTICE: This communication may conta in privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, 
distribut ion, or copying of t his message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 

From:kb)(G,·(b)(])(C) I 
Sent: Monday, October 02,2017 10:28 AM 
To: kb)(6):(bX7)(C) I 
Subject: RE: TRSS/LPR feedback 

Good morning K~}(6); (bX7)( l 

I cannot speak for HSI, but will try to best answer for ERO. When we worked on the SOW a 
few years back, we originally requested (1) all States and all the thirty most populous metro 
areas along with (2) at least 30 million new unique LPR data records each month. For (3), it 
is highly dependent on the officer and their location so we would not want to set a 
minimum or maximum number of license plates uploaded by an authorized user. 

Thank you, 

Wb)(61(b)(7)(C) I I (A) Unit Chief 
Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. lmmi ration & Customs Enforcement 
(202) 732 6)(6);(6 (desk) 
(202) 905 Xl)(C) (cell) 

~bX6); (bX7)(C) 

Warning: I ASSIFIED/ / FOR OFFICIAL USE ONLY (U/ /FOUO).lt contains information that may be exempt from 
puhlic re lease under the Freedom of In orma . It is to be controlled, stored, handled, transmitted, distributed, and 
disposed of in accordance with DHS policy re lating to FOUO information an I 0 the public or other personnel who do 
not have a valill "need·to·know" without prior approval of an authorized DHS official. No portion oft IS r c ished to 
the media, either in written or verbal form. 

From: Rb)(6);(bX7)(C) I 
Sent: Friday, September 29, 20174:15 PM 
To: k~ )(Gl (bl,!?l(C) I 
Subject: RE: TRSS/LPR feedback 

Hi l(b)(6Hb)( 1 

OAQ and Privacy spoke to TRSS regarding the SOW and TRSS's response. We have a couple items we 
need to clarify with HSI/ERO before we can finish amending the SOW. Please see below requests: 

1. SOW currently states that the requirement is for at least 2S states and 24 of the top 30 metro 
areas. Does this cover HSI/ERO's requirement? Does the minimum amount of covered states 
need to be higher? Lower? Please advise. 
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2. The SOW states "The LPR data service shall make available at least 6 million new unique LPR 

data records each month." Can you please confirm/clarify the number of records that need to 
be made available each month? 

3. Can you please advise if HStjERO can confirm how many Alert List records (License Plates) will 

be uploaded by an individual on a yearly basis? 

Please let me know if there are any questions. 

Thank you, 
~b)(6); (b)(7}(C) 

Detention, Compliance & Removals (OCR) IContract Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732-[iill[] 
Kb)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended reci pient or believe you have received t his comm unication in error, any review, dissemination, 
distribution, or copying of t his message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 

From: kb)(6l:(b)(7}(C) 

Sent : Wednesday, September 20, 2017 3:36 PM 
To: b)(6);(b}(7)(C) 
Cc: L...,--==c==~ 
Subject: TRSS/LPR feedback 

Hi kb)(6);(bl 

FYI, There is a meeting between OAQ, Privacy and TRSS tomorrow to discuss the comments to the TRSS 
SOW (attached). Privacy may be reaching out about some of the comments . We hope that this means 
we are making progress. 

Please let us know if you need anything. 

Thanks, 

1b)(6);(b)(7Xc) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-~obile: 202-34S-kb)(6);Q 
Email: ~b)(6); (b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If you arc not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 
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From: kb)(6Hb)(7)(C) 

Sent: Fri, 9 Mar 2018 20:41:20 +0000 
To: Kb)(6);(b)(7}(C) I 
Subject: 
Attachments: 

RE: 70CDR18P0000017 mod 1 
smime.p7s 

DHS - no. DOD - yes. 

I'm eager to gain access to ease the burden on you r password administrators. 

let me know what you need from me - assuming I'm ever able to fly out of New England . 

.................................. . 

This email contains information from Thomson Reuters Special Services, LLC. that may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. II you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copiesl. You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

From: kb)(6l:(b}(7)(C) 

Sent: Friday, March 9, 2018 3:39 PM 
To: kb)(6):(b)(7}(C) 

Subject: RE : 70CDR18P0000017 mod 1 

Yikes . 

Sounds good. Do you have a DHS clearance? If yes, then we just need to add you to the Security list for 
this contract and yes to the account. If not, then we still need to add you and start the background 
process. Either way once we start the process you would be able to have access to the account. I believe 
the COR's would need to initiate it either way. 

Lf b,,)(6c:);,,(bX':-7,,)(C-')-::----,:-_---,c::'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6) 1 Mobile: 202-34S.j{b)(6);(1 
Email: Fb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential in formation. !fyo u are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received th is message in error 
and delete the message from your system. 

From: kb)(6):(b)(7}(C) 
Sent: Friday, March 09, 2018 3:37 PM 
To: kh\!RHh\I7\Ir.\ 

e :; " 
Subject: RE: 70CDR18P0000017 mod 1 
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The Spring Breakers in Corpus (as the loca ls call it) were/are preferable to the Snow Bunnies and foot of 

snow I saw th is week in Burlington, VT. 0 

I will be back at my desk on Monday; let's chat about timing for an app demo then. 

Given that Mod 1 has been issued, can I have a LEARN account on ICE's subscription? Or is there 
something I need to do? Thanks! 

kh\IRHh\I7\Ir.\ 

Client Relationship Manager 

Thomson Reuters Special Services, LLC 
M 443-622-kb)(6);(b}(7)(C) 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitiye and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient. then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

Fro m: kh \IR U h \1,7\Ir.\ 

Sent: Friday, March 9, 2018 12:31 PM 
To: Ilh\IRHh\I7\Ir.\ 

Subject: RE : 70CDR18P0000017 mod 1 

Hi IIb)(6Hb)(7)( I 

Hope you survived Corpus Christi. I assume it must have been spring break down there. I can't imagine 

what that must have been like. 

Wanted to follow up on the app demo. 

Please let me know when you have a chance. 

Thanks, 

L1b,,)(6c:);:...(bX:c7,,)(C...:) _____ --'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732.j(b)(6); IMobile: 202-34S-tb)(6); I 
Email: i b)(6Hb)(7)(C) 

NOTICE: This comm unication may contain privileged or otherwise confidential in fonnat ion. If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, distribution, 
or copying of this message is strictly prohibited. Please infonn the sender that you received this message in error 
and delete the message from your system. 

From: kb)(6);(b)(7}(C) 
Sent: Thursday, March 01, 2018 10:08 AM 
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To: kb)(6Hb)(7)(C) I 
Subject: Re: 70CDR18P0000017 mod 1 

Thanks. 

Let me check with Vigilant on the app demo and get back to you. 

I'm in Corpus Christi for ICE and I feel about 100 years too old for this place . 

.... ............... ............... . . 
Fb)(6);(b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 

M 443-622{[;;bll')(6~);~(bj[X7~)(~C[) ===;=::::;;::::=::::J 
This email contains information from Thomson Reuters Special Services, LLC. that may be sensitive and 
confidential. The message is to be used solely by the intended recipient. If you are not that recipient, 
you received this message in error and are requested to delete it (and all copies). You are further 
requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and to notify the sender of the erroneous transmission. Your cooperation is appreciated. 

On Mar 1, 2018, at 08:S9,~Kb~)(~6)~; (b~)(i?:7X8'C~)=============Jlwrote: 

Hi kb)(6Hb\(7)(y l 

Attached please find a fully executed version of the modification. 

Also, how did you want to handle the demo for the App? I know Privacy still wants to see 
that. 

Please let me know when you have chance. 

Thanks, 

,::f
b_)(6,.:-);( __ bX:;-7)_(C_) :;:----;:,---_---;-;!I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kh\(fn-1 Mobile: 202-34S-J(b)(6l:! 
Email t b)(6Hb)(7)(C) I 

NOTICE; This communication may contain privileged or otherwise confidential information . If you 
are not an intended recipient or believe you have received th is communication in error, any review, 
dissemination, distribut ion , or copying of th is message is strictly prohib ited. Please infonn the sender 
that you rece ived this message in error and delete the message from your system. 

From: kb)(6):(b)(7)(C) 
Sent: Wednesday, February 28, 2018 12:09 PM 
To: kb)(6):(b)(7)(C) I 
Subject: 70CDR18P0000017 mod 1 
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Attached please find signed Mod 1. 

Please let me know if you have any questions. 

Kind regards, 
kb)(6):(b)(7)d 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
Kb)(6);(b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 

M 443-622 t b)(6);(b)(7}(C) 

This email contains information from Thomson R.euters Special Services, LLC. that may be sensitive and confidential. This 
message is to be used solely by the intended recipient. If you are not the intended recipient. then you received this message 
in error and a re requested to delete it (and all copies). You a re further requested to nei ther reproduce nor share the contents 
of this message with anyone except the intended recipient and are to notify the sender if this is an erroneous transmission. 
Your cooperation is app reciated. 

rb)(6);(b}(7)(C) 

Sent: Wednesday, February 28, 2018 12:00 PM 
To: kb)(6);(b}(7)(C) I 
Subject: DHS-ICE-ERO/HSI LPR mod 

<70CDCRI8POOOOOOI7 POOOOl.pdt> 
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From: 
Sent: 
To: 
Cc : 
Subject: 

Hi Amber, 

19 JuI201717:11:39 +0000 
Smith, Amber 
i h)(flHh)(7)(G ) 

RE: CLEAR contract questions 

I do have a copy of the TRSS response. I would like to walk through it with you to discuss further. Please 
let me know when you are available. I will be out of the office Tuesday and Wednesday. 

I've copied ~kb~)(@6~): (~bR)(7UX[Cl)=:::J1 from my team who will be working with me on this requirement. 

Thanks, 

,,1b"')(6"');"'(bX"'7"')(C"') _____ ...J1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732~ Mobile: 202-345.j(b)(6):( I 
Email: kb)(6):(b)(7)(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution , 
or copyi ng of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: Smith, Amber 
Sent: Tuesday, July 18, 2017 1:56 PM 
To: rb)(6);(b)(7)(C) 
Cc: 
~~~~~~--~--~ 

Subject: RE: CLEAR contract questions 

Hi Fb)(6 1 

The deficiencies in what TRSS provided re: its own (non-Vigilant) LPR database are more extensive than 
those listed in the agenda . The agenda just provided a few examples. Others include the ability to 
search geographically without a license plate number when the requirement is that searches must be 
limited by a license plate number, the 'alert list' requirement, the requirement that historical queries be 
limited to certain timeframes, etc. 

With respect to TRSS' response below, the requirement in the SOW is for the field to be mandatory. 

Unless TRSS is willing to customize the CLEAR platform to meet all of the requirements in the SOW, we 
are not able to use their LPR database. We can, however, use Vigilant (either through TRSS- though I'll 
be up front and tell you I have concerns about that - or by going directly to Vigilant) as they appear to 

have most, if not all, of the required features and are able/willing to further customize to meet our 
requirements. 
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Do you have TRSS' response to the RFI that kb)(6):(b l sent? If you would like to walk through that with us 
and discuss further, we can do so sometime this week. 

Copying k~~~)(~6);li; (b~)(i?:7Xil'C~)==JI for awareness. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 

Direct: (202) 732t b)(6 1 
Main: (202) 732· ;(b)( 

Questions? Please visit our website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx . 

From: kb)(6):(b)(7)(C) I 
Sent: Tuesday, July 18, 2017 12:54 PM 
To: Smith, Amber; kb)(6);(b)(7XC) I 
Subject: FW: CLEAR contract questions 

Good Afternoon, 
In light of our discussions yesterday I reached out to TRSS to outline the concerns that were shared in 
the discussion and the information meeting invite. 

I received the following response from TRSS: 

"Per our conversation, aud iting of LPR searches via CLEAR is possib le. For the searches conducted on the 
informat ion that's integrated into CLEAR, we can provide: 
1. Name of user who conducted search 
2. Date/time stamp of search (time zone local to user) 
3. Actual query conducted 

In other words, we cou ld tell you that Mickey Mouse searched license plate ABCD1234 at 7:23AM EST 
on 7/17/2017. 

We can requ ire a reference fie ld as well, if necessary. We cannot requ ire certain text to go within the 
reference f ield, but we can requ ire a reference field itse lf ." 

Does this address your concerns about the TRSS license plate data? If there are any additional questions 
or queries needed please let me know and I am happy to relay them to the vendor. 

Please forgive me if I have not accurately relayed the privacy concerns. 

Thanks, 

LFb_)(6_);_(b-,-)(7_XC_)_---,,----_---:-'~ CPPB, CFCM 
Detention, Compliance and Removals (DCR) I Section Chief 
DH5 I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-1!iillill Mobile: 202-34S.J!1illill 
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Email: ~(b)(6); (b}(7)(C) 

NOTICE: This communicati on may contain privileged or otherwise confidential infonnation. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 
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From: Kb)(6);(b)(7}(C) 

Sent: 
To : 

Fri, 22 Dec 2017 15:35:16 +0000 
b)(6);(b}(7)(C) 

Cc : 

Subject: 

Attachments: 

RE: DEMO 
smime.p7s 

For the two of you? Or a wider audience? 

Either way, I'd be glad to do so. 

Let's do it Thursday afternoon or anytime on Friday . 

...... ........ ....... ....... ...... . 
i h\(flHh\I7\(G\ 
Client Relationship Manager 
Thomson Reuters Special Services, llC 
M 443-622-j(b\(6Hb\I7\(C\ 

This email contains information Irom Thomson Reuters Special Services, LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipient. II you are not the intended recipient, then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message wi th anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your cooperation is appreciated. 

From: kb)(6);(b}(7)(C) 

Sent: Friday, December 22, 2017 10:33 AM 

To: Rb)(6);(b)(7}(C) 

Cc: t 
su~~·e-ct~:~D~E7M~O~--------------------~ 

Hi kb\(6Hb\l7\( I 

Would it be possible to set up a Demo sometime during for the first week in January (1/2-1/6) . 

Obviously our users are extremely excited about the possibility of using this service . 

Please let us know. 

Thanks, 

Lf b_X6_);_(bX_7_)(C_) ____ ,---____ ,-l1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-1lliRID]Mobile: 202-345.j(b)(6Hbl 
Email: Fb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential infonnation. If you are not an 
intended rec ipient or believe you have r<.>(:e ived this communication in error, any review, dissem ination, distribution, 
or copyi ng of this message is strictly prohibited. Please info rm the sender that you received this message in error 
and delete the message fro m your system. 
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From: Weinberg, Bill 
Sent: 15 Dec 2017 14:58:29 -0500 
To: Kb)(6l:(b}(7)(C) I 
Subject: RE: Draft OPA statement on LPR solicitation 

Please edit and share with the group. Thanks! There was another question a minute ago 
as well. 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: Ilh)(flHh)I7\IG) 

Date: Friday, Dec 15,2017, 2:53 PM 
To: Weinberg, Bill ~~b~)(~6)fu; (b~)(~7X~C~)===~=;::::] 
Subject: RE: Draft OPA statement on LPR solic itation 

Hi Bill , 
Only edit is that we are actually awarding to TRSS who has partnered with Vigilant to 
provide the service. It is important because we are issuing it as a so le source to TRSS. 

1b)(6);(bX7)(C) I CPPB, CFCM 
Detention, Compliance and Remova ls (DCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~ Mobile: 202-345-KbX6);( I 
Emai l: ~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain privi leged or otherwise confidentia l 
information. If you are not an intended recipient or believe you have received this 
communication in error, any review, dissemination, distribution, or copying of thi s 
message is strictly prohibited. Please inform the sender that you received this message in 
error and delete the 

From: Weinberg, Bill k~b~)(~6\Cii· lb~)(~7)~(C~\~=====::J 
Date: Friday, Dec 15, 2017, 2:48 PM 
To: ~b)(6); (b}(7)(C) 

Subject: FW: Draft OPA statement on LPR solicitation 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 
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Sent with BlackBerry Work (www.blackberry.com) 

From: Johnson, Liz _[jib~}(~6\i1: (b~)llq~)(c~)c:::=,===:J 
Date: Friday, Dec 15,2017,2:28 PM 
To: Blank, Thomas ¥b)(6l:(b)(7)(C) 

Albence, Matthew kb)(6l:1b)(7)(C) 

Price, Corey A kh\IflHh\(7)(;\ 

[ b)(6)'(b)(7Xc) 

1 Rahilly, Lyn M Kb)(6);(b}(7)(C) 

I, Weinberg, Bill kb)(6);(b)(7}(C) 

Subject: FW: Draft OPA statement on LPR sol icitation 

All - please find below the final RTQ as cleared by Privacy. OPA plans to use this in 
response to media inquiries. Please advise of any editS/changes NL T 3prn. 

Thanks, 
Liz 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

Kb)(6);(b}(7)(C) 

Public Affairs Officer/Spokesperson 
U.S. Immi ration and Customs Enforcement (ICE) 
202-732 6)(6);( (desk) 
813-230 )(7XC (ce ll) 

www.lce .gov 
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From: 
Sent: 
To : 
Cc : 

Wb}(6Hb}(7)(C} 

9 Jan 2018 10:29:18 -0500 
Smith, AmberFb)(6);(b}(7)(C) 

kb)(6):(b)(7}(C) 

Subject: RE: Mobi le app for EROjHSllPR commercial data service 

Attachments: Carwash Proof Point Report - Vigilant Mobile Companion 20171226.pdf 

Hello, 

Here is the report. let me know if you need assistance interpreting the results. 

Thanks, 

Kb)(6);(b}(7)(C) 
Security Archi tecture & Engineering 
Information Assurance Division (lAD) 
U.S. Immigration and Customs Enforcement (ICE) 
Department of Homeland Security (DHS) 
Office: 202-732- b)(6); 
Mobile: 202-731 E!(7)( 
Email b)(6);(b)(7}(C) 

From: Smith, Amber 
Sent: Thursday, December 21, 2017 4:39 PM 
[ b)(6)'(bX7)(c) 

Subject: RE: Mobile app for EROjHSllPR commercial data service 

Thanks, Kb)(6);( I 

kb)(6):(b)(7)(C) 

kh\IRHh\ 1 I will probably want you to get the PTA for the mobile app started once we receive the carwash 
report from kb)(6):(b)(7}(C) land I will be able to help orient you to the license Plate Reader service. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73211hl/R I 
Mobile: (202) 487-1!Jilliill 
Main: (202) 732tiJilliill 

Questions? Please visit our website at https:/linsight .ice.dhs.gov/mgt/oop/Pageslindex.aspx . 

From: kb}(6Hb}(7}(C} I 
Sent: Thursday, December 21, 20171:47 PM 
To: kb)(6);(b}(7)(C) I Smith, Amber 
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Cc: kb)(6);(b}(7)(C) 

Subject: RE: Mobile app for ERO/HSI LPR commercial data service 

OK it's processing now. I'll send the report ASAP. 

~b)(6); (b}(7)(C) 

Security Architecture & Engineering 
Infom13tion Assurance Division (lAD) 
U.S. Immigration and Customs En forcement (ICE) 
Department of Homeland Security (DHS) 
Office: 202-732- b)(6); 
Mobile: 202-731 b)(7)( 
Email j(b)(6);(b}(7)(C) 

From: kb)(6Hb)(7)(C) 

Sent: Thursday, December 21, 2017 9:04 AM 

To: Kb)(6);(b}(7)(C) I Smith, Amberkb)(6Hb)(7)(C) 
Cc: ~b)(6); (b}(7)(C) 

Subject: RE: Mobile app for EROjHSllPR commercial data service 

Hi kb)(6);1 

We just received the following from the vendor regarding the app: 

I 
I 

There are two ways users can access LEARN via the mobile site. One is via CLEAR - click the hyper/ink in 
CLEAR to be taken to the LEARN platform. Alternatively, users can go to the LEARN app directly. You can 
search Vigilant solutions on the App Store to locate. Please search "Vigilant Solutions, Inc." The apps 
name is Vigilant Mobile Companion. 

Thank you, 
kb }(6l:(b }(7)(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732- b)(6); 
Mobile: (202) 87 (!l.}(7)( 
kb)(6):(b)(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this comm unication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: kb\(6Hb)(7)(C\ 

Sent: Tuesday, December 19, 2017 11:22 AM 
To: Smith, Amber 
Cc: f b)(6):(b)(7)(C) • , • .. , 

Subject: RE: Mobile app for ERO/HSI LPR commercial data service 

Hi, 
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Yes I am still Carwash POe. Is this app avai lable on the regular App Store or is it limited release? If it's 
on the App Store, ali i need is the name. If it's limited release, I' ll need the executable fi le (e .g., 
ScanPlate. ipa). 

Thanks, 

kb)(6);(b)(7XC) 
Security Architecture & Engineering 
Information Assurance Division (lAD) 
U.S. Immigration and Customs Enforcement (ICE) 
Department of Homeland Security (DHS) 
Office: 202-732- b)(6);( 
Mobile: 202-73 1 ~7)( 
Emai l: b)(6):(bX7)(C) 

From: Smith, Amber 
Sent: Monday, December 18, 2017 6:06 PM 
rb)(6),(bX7)(c) 

Subject: Mobile app for EROj HSI LPR commercial data service 
Importance: High 

Hi ¥~W!! I- ERO and HSI intend to procure access to a commercial data service that wil l provide them wit h 
query-based access to license plate reader data. The service is going to include a mobile app, so it will 
need to go through the Carwash process and we will need to do a PTA to submit it to the Department. 

Are you still the go-to person for mobile apps, or is there someone else I should connect with? 

I've copied kb)(6):(b)(7}(C) I the Contracting Officer and the Contract Specialist, 
respect ively, as they will be the best POCs to connect the appropriate person w ith the vendor. The 
program owners areKb)(6);(b)(7XC) I 

Please let me know as soon as you can, as this is very time sensitive (per the front office). 

Thanks very much! 

Amber Smith 
Privacy Officer 
Office of Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct - (202) 732-d!iillID] 
Mobile - (202) 487-( h""'1 
Main - (202) 732-.1!iillIDJ 
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App Scan Report 

App Overview 
Version: .... !I 1.1.170623.1500 

v.1 P.. Google Play 

Vigilant Mobile Companion 

App Risk Data 

1::1 Risk Summary 

Malware 

App Risk 

J • 

• App has code in it to access your accounts. 

Cornpo'site App Risk. 5.93 
Pe,'cerltile Risk. 82.32 

Date. Jul 15, 2017 

App Risk Categories 

• Account Takeover. 5.33 • Adware. 4.00 

• Data Leak: 5.14 • Device Takeover: 6.28 

• Malware. 6.24 • Network. 7.49 

• Privacy. 5. 19 

• Publisher Risk. 5.93 

• Allows the gathering of information on basic phone information, such as network type and connection state. 

• App attempts to write device security settings. This is usually malicious. 

• Uses non-system compiled libraries, and the app developer may not know what security issues are within these libraries . 

• App writes address book information to a file. 

Adware 

• App sends some of your data to a third party ad network. 

Data Leak 

• The application uses the device's camera. This app can take pictures and video of you . If the device supports multiple cameras, the application uses the 

camera that facing away from the screen. 

• App can read external storage, such as USB devices attached to your phone or tablet. 

• App can write to external storage devices. 

Privacy 

• App looks up your precise location derived from network location sources such as GPS, cell towers, and Wi-Fi. 

• App looks up your geolocation. 

Device Takeover 

• App reads the state of your phone. 

Network 

• Communicates some data in non-secure ways. 

• Short for HyperText Transfer Protocol Secure, HTTPS is a communications protocol for secure communication over a computer network. The app uses 

this protocol to send information from the device. 

11::1 Account Takeover : Moderate Risk 

Risk Description 

App has code in it to access your accounts. 

App establishes network connections to send and 

receive data. 

Allows the gathering of information on basic phone 

information, such as network type and connection 

state. 

Risk Type 

access 

access 

access 

Uses non-system compiled libraries, and the app flag 

developer may not know what security issues are 

within these libraries. 

App Communication 

--------------------------------------------------------------------------------------------------------- , 

11::1 Adware : Low Risk 

Risk Description 

App sends some of your data to a third party ad 

network. 

, 

Risk Type App Communication 

access 

vigilant Mobile Companion 1.1.170623.1500, Jul 15, 20 17 
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Data Leak: Moderate Risk 

Risk Description 

App has code in it to access your accounts. 

App sends some of your data to a third party ad 

network. 

The application uses the device's camera. This app 

can take pictures and video of you. If the device 

supports multiple cameras, the application uses the 

camera that facing away from the screen. 

Accesses the Internet. 

App establishes network connections to send and 

receive data. 

Risk Type 

access 

access 

permission 

permission 

access 

App can read external storage, such as USB devices permission 

attached to your phone or tablet. 

Allows the gathering of information on basic phone 

information, such as network type and connection 

state. 

App can write to external storage devices. 

Uses non-system compiled libraries, and the app 

developer may not know what security issues are 

within these libraries. 

App writes address book information to a file. 

I CI Device Takeover : Moderate Risk 

Risk Description 

Determines if network is available. Allows 

applications to access information about networks. 

Typically used by ad networks. 

App accesses the state of your WIFI. Allows 

applications to access information about Wi-Fi 

networks. 

App establishes network connections to send and 

receive data. 

App reads the state of your phone. 

Allows the gathering of information on basic phone 

information, such as network type and connection 

state. 

access 

permission 

flag 

write 

Risk Type 

permission 

permission 

access 

permission 

access 

App attempts to write device security settings. This is permission 

usually malicious. 

Uses non-system compiled libraries, and the app flag 

developer may not know what security issues are 

within these libraries. 

App Communication 

/d ata/data/com. and raid . inputm ethod.lati n/files/co ntacts. e n _US .dict. temp * O? {A 

App Communication 
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Ie Malware: Moderate Risk 

Risk Description 

App has code in it to access your accounts. 

App establishes network connections to send and 

receive data. 

Allows the gathering of information on basic phone 

information, such as network type and connection 

state. 

Risk Type 

access 

access 

access 

App attempts to write device security settings. This is permission 

usually malicious. 

Uses non-system compiled libraries, and the app flag 

developer may not know what security issues are 

within these libraries. 

App writes address book information to a file. write 

App Communication 

Idalaldatalcom.android. inputmelhod.latin/files/contacts.en_US.dict.temp·O?{A 

---------------------------------------------------------------------------------------------------------, 

Ie Network: Moderate Risk 

Risk Description 

Determines if network is available. Allows 

applications to access information about networks. 

Typically used by ad networks. 

App establishes network connections to send and 

receive data. 

Risk Type 

permission 

access 

Allows application to report on how user is connected access 

to the internet. 

Communicates some data in non-secure ways. uri 

App Communication 

http://maps. goog Ie .co m/maps?q == 
http://plus.google.com/ 
http://maps.google.com/mapsJ?daddr== 
http://media.admob.com/mraidlv1/mraid_app_interstitial . is 
http://www.goog le.com 
http://media.admob.com/mraidlv1/mraid_app _banner. is 
http://schemas.android .com/apkllib/com.google.android.gms.plus 
http://maps.google.com/maps/api/staticmap?center== 
http://nvls-Jpr.com :88881 
http://googleads.g.doubleclick. net 
http://media.admob.com/mraidlv1/mraid_app_expanded _ banne r. is 
http://vigilantsolutions.com/about 
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Short for HyperText Transfer Protocol Secure, urI 

HTTPS is a communications protocol lor secure 

communication over a computer network. The app 

uses this protocol to send inlormation Irom the 

device. 

https:/lmaps.googleapis.com/maps/api/directions/ 
https://vigilantfacialrecognition.com 
https://www.googleapis.com/auth/plus.login 
https://maps.googleapis.com/maps/api/place/detailsl 
https://www.googleapis.com/auth/games 
https://maps.googleapis.com/maps/api/geocode/json?lailng= 
https://vigilantfacialrecognition.com/fsmobilenl 
https:/llearn-nvls.com/MOBtLE/ 
https:/lnllsweb.com 
https:/ Iwww.googleapis.com/auth/games . Ii rstparty 
https:/lmaps.googleapis.com/maps/api/place/autocomplete/ 
https:/lwww.googleapis.com/auth/appstate 

L--------------------------------------------------------------------------------------------------------- , 

Privacy: Moderate Risk 

Risk Description 

App looks up your precise location derived Irom 

network location sources such as GPS, cell towers, 

and Wi-Fi. 

App has code in it to access your accounts. 

App sends some 01 your data to a third party ad 

network. 

The application uses the device's camera . This app 

can take pictures and video of you. If the device 

supports multiple cameras, the application uses the 

camera that lacing away from the screen. 

Accesses the Internet. 

App looks up your geolocation. 

Provides classes that manage various media 

interfaces in audio and video. The Media APls are 

used to play and, in some cases, record media liles. 

This includes audio (e.g ., play MP3s or other music 

files, ringtones, game sound effects, or DTMF tones) 

and video (e.g., playa video streamed over the web 

or from local storage) . 

App can access media recording and playpack 

capabilities of your device . 

App establishes network connections to send and 

receive data. 

Risk Type 

permission 

access 

access 

permission 

permission 

access 

access 

access 

access 

App can read external storage, such as USB devices permission 

attached to your phone or tablet. 

Allows the gathering of information on basic phone 

information, such as network type and connection 

state. 

access 

Uses non-system compiled libraries, and the app flag 

developer may not know what security issues are 

within these libraries. 

App Communication 
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App writes address book information to a file. write Idataldatalcom.android.inputmethod.latin/files/contacts.en_US.dict.temp*b?{A 

App Data Geolocation: Countries Where Apps Communicate? 

App Communications: 1 country and 34 servers 

IP Address: 216.81 .81 .82 

Endpoint 

Publisher 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

Comm Server 

® 
® 

Country o f Origin: United States 

City State Country 

Santa Monica California United States 

Englewood Colorado United States 

Englewood Colorado United States 

New York New York United States 

Baytown Texas United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Mountain View California United States 

Vigilant Mobile Companion 1.1.170623.1500, Jul 15, 2017 
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Protocol IP Address 

http 173.247.252.106 

http 128.121.46.66 

https 128.121.46.68 

https 128.121.46.69 

http 192.249.116. 107 

http 70.32.146.212 

http 74.125.224.100 

http 74.125.224.101 

http 74.125.224.102 

http 74.125.224.103 

http 74.125.224.104 

http 74.125.224.105 

http 74.125.224.110 

https 74.125.224.112 

https 74.125.224.113 

https 74.125.224.1 14 

https 74.125.224.115 

https 74.125.224.116 

http 74.125.224.96 

http 74.125.224.97 

http 74.125.224.98 

http 74.125.224.99 

http 74.125.28.100 

http 74.125.28.101 

http 74.125.28.102 



Comm Server Mountain View California United States http 74.125.28.103 

Comm Server Mountain View California United States http 74.125.28.104 

Comm Server Mountain View California United States http 74.125.28.105 

Comm Server Mountain View California United Stales http 74.125.28.106 

Comm Server Mountain View California Uniled Stales http 74.125.28.113 

Comm Server Mounlain View California United States http 74.125.28.138 

Comm Server Mountain View California Uniled Stales http 74.125.28.139 

Comm Server Mountain View California United States http 74.125.28.147 

Comm Server Mountain View California Uniled Stales http 74.125.28.99 

lei Geo-Location Information 

IP Address Domain Country Organization User Type Net.peed 

128.121.46.66 United States NTT America residential Corporate 

128.121.46.68 United States NTT America residential Corporate 

128.121.46.69 United States NIT America residenlial Corporate 

173.247.252.106 inmotionhosting.com United States InMotion Hosting residential Corporate 

192.249.116.107 inmotionhosting.com United States InMotion Hosting residential Corporate 

70.32.146.212 United States Double Click business Corporate 

74.125.224.100 1 el OO.net United States Google business Corporate 

74.125.224.101 1 el OO.net United States Google business Corporate 

74.125.224.102 lel00.net United States Google business Corporate 

74.125.224.103 lel00.nel United States Google business Corporate 

74.125.224.104 1 el OO.net United States Google business Corporate 

74.125.224.105 lel00.net United States Google business Corporate 

74.125.224.110 lel00.nel United States Google business Corporate 

74.125.224.112 1 el OO.net United States Google business Corporate 

74.125.224.113 1 el OO.net United States Google business Corporate 

74.125.224.114 lel00.nel United States Google business Corporate 

74.125.224.115 1 el OO.net United States Google business Corporate 

74.125.224.116 1 el OO.net United States Google business Corporate 

74.125.224.96 lel00.net United States Google business Corporate 

74.125.224.97 lel00.nel United States Google business Corporate 

For more information visit hups:l/mobiledefeose.proolpoint com/application delaUs?app id 88393165 

App Reputation: How do th is app's risk factors compare to other apps 

App reputation is a score that compares the risk and maliciousness of this app as compared to over 50 million other apps that have been analyzed by Prooipoint 

Mobile Defense. The following graph shows how this app ranks versus over 50 million other apps. Apps that are to the right of the graph are more prone to 

putting your private information at risk. Apps on the far right are known to be purely malicious and must be avoided. 
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Application Reputation 
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App Data 

CI Description 

The Vigilant Mobile Companion app is exclusively for Vigilant Solutions' law enforcement customers. This unique app is a companion app for the agency's 

Vigilant product(s) and extends the benefits of these products to more users - investigative, traffic patrol. mounted and foot patrol, etc.The app 

encompasses many of the tools and features seen in Vigilant's LEARN® product for license plate reader (LPR) analytics and access to the Vigilant national 

LPR database of over 4.2 billion license plate scans. The app also includes a mobile device version of Vigilant's exclusive feature known as Mobile Hit 

Hunter, and Vigilant's FaceSearch facial recognition product.License Plate Recognition Features and Functions: DAccess Vigilant's nationalLPR database of 

over 4.2 billion (and growing) license plate reader detections DAccess exclusive LEARN analytic tools such as Locate Analysis DAdd Hot Plates for 

monitoring against Agency-owned LPR systems, shared data from other agencies, and Vigilant's own private network of LPR data 0 Receive and share 

alerts on matches against Agency hotlists 0 Leverage the power of the Vigilant-exclusive Mobile Hit Hunter feature to see locations of nearby vehicles 

matched between your agency's hotlists and Vigilant's own private network of data DScan license Plates using your device's camera and have them 

uploaded to the Agency's LEARN account and matched against hotlists DAs the app requires an existing LEARN account with Vigilant, all transactions are 

fully audited and available for Agency Manager review.Facial Recognition Features and Functions: DAccess Vigilant's national gallery of over 13 million 

(and growing) mugshots, registered sex offenders, and more 0 Upload images to your Agency gallery for later matching and investigative purposes 0 

Upload probe images from your device's camera to search against your available gallery and receive potential matches based on over 350 different facial 

measurements. 

Additional Information 

Attribute Description 

Package Name com.vigilant.solutions.mobilecompanion 

Downloads 1000 

Scan Date Jul 15, 2017 

Last Update Ju115,2017 

Installation Size 5.34 (MB) 

Comment Count 7 

Developer Name Vigilant Solutions 

Developer Website http://www.yjgjlantsolutjons.com 
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Developer Email 

MD5 

SHA1 

SHA256 

App Store URL 

Privacy Policy URL 

Recent Changes 

Permissions 

App Source 

Published 

Publisher 

Category 

Price 

Country 

Communicating Servers 

Communicating Countries 

Screen Shots 

Caver Art 

Promo Badge 

Promo Videa Snapshot 

bevigilant@vigilantsolutions.com 

a2a5aObf9be4e96 763b 7 e8 749fb5e343 

04f71df8c590119da535892c8a159a86769a04fa 

bc4ee6e 70375cda52df125022fbdbf024c3ca4c3b44cf4d411 Oaa59056f99b7d 

https:l/play,google,cornlstore/appsideta jls?jd-corn,vjgjlant. solutjons.rnobjlecornpanjon 

hllps;/lwww.yjgj lantsolutjons.com/lpr-usage-and-prjyacy-poljcyl 

New Features;' Support "Shaw Hit" by Geo zone Bug Fixes;' MHH: Occasionally crashing application ' MHH: Fixed 

crash when adding a Hit commentServer, side Fixes:' License Plate Query; The result{s) were not correct when 

searching by commercial data· Stakeout: Would not shaw results when searching by drawn geo, zane' Locate 

Analysis: Fixed issue of "Out of Memory" errors 

android .permission.ACCESS_FINE_LOCATION, android.permission.ACCESS_NETWORK_STATE, 

android.permission.ACCESS_WIFI_STATE, android ,permission.CAMERA, android.permission,INTERNET, 

android .permissioo.READ_EXTERNAL_STORAGE, android,permission.READ_PHONE_STATE, 

android.permissioo.WRITE_EXTERNAL_STORAGE, android.permission.WRITE_SETIINGS, 

com.google,android.providers.gsf.permission.READ_GSERVICES, 

com.vigiiant .solutions.mobilecompanion.permission.MAPS_RECEIVE 

Google Play 

Jul 03, 2017 

Vigilant Solutions 

OTHERS 

Free 

US 

34 

vigilant Mobile Companion 1.1.170623.1500, Jul 15. 2017 

pmof~~18~~~~9'3'5 ''ff?loti'' 

, 



, 

b}(7)(E) 

L-__________________________________________________________________________________ ~ , 

Customer Reviews 

We do not have Customer Reviews for this application. 

Customer Rating 

***** 

**** 

*** 

** 

& 10 

& 2 

& 3 

& 1 
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l 
* ... 5 

( :. 21 Total) 

Other Versions 

Version Risk Downloads User Comment PlaHorm App Country Publisher Category 

Score Rating Count Source 

1.0.1004 5.93 

14.0030 

1.0.06125.93 

15.1100 

1.0.1008 3.44 

15.1800 

1.0.1103 5.93 

15.1600 

1.0.11035.71 

15.1600 

1.0.11035.47 

15.1600 

1.0.1126 5.93 

15.1400 

1.0.2251 3.44 

6.1800 

1.0.0301 3.44 

16.1000 

1.1.3 3.24 

1.0.0620 5.93 

16.1700 

1.1.16125.93 

26.1500 

1.1.16125.93 

26.1500 

1.1.16125.93 

26.1500 

1.1.16125.93 

26.1500 

1.1.16125.93 

26.1500 

1.1.16125.93 

26.1500 

1.1.1705 5.68 

03.1900 

1.1.1705 5.68 

03.1900 

1.1.1708 5.68 

23.1400 

1.1.1708 5.68 

23.1400 

1.1.1708 5.68 

23.1400 

1.1.1708 5.68 

23.1400 

1 

1,000 

1,000 

105 

105 

1,000 

1,000 

1,000 

1,000 

1,000 

1,000 

1,000 

1,000 

1,000 

1,000 

5,000 

5,000 

5,000 

5,000 

Count 

o o 

10 4 

o o 

12 4 

o o 

o o 

14 5 

o o 

o o 

o o 

17 6 

19 7 

19 7 

20 7 

20 7 

20 7 

21 7 

21 7 

21 7 

22 8 

22 8 

22 8 

22 8 

Android Google US 

Play 

Android Google US 

Play 

iOS iTunes US 

Android Google US 

Play 

Android Vshare eN 

Android Vshare eN 

Android Google US 

Play 

iOS iTunes US 

iOS iTunes US 

iOS iTunes US 

Android Google US 

Play 

Android Google IL 

Play 

Android Google NL 

Play 

Android Google US 

Play 

Android Google NZ 

Play 

Android Google SE 

Play 

Android Google KR 

Play 

Android Google SE 

Play 

Android Google US 

Play 

Android Google KY 

Play 

Android Google BM 

Play 

Android Google SM 

Play 

Android Google VG 

Play 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions, UTILITIES 

Inc. 

Vigilant Solutions UTILITIES 

Others OTHERS 

Others OTHERS 

Vigilant Solutions UTILITIES 

Vigilant Solutions, UTILITIES 

Inc. 

Vigilant Solutions, UTILITIES 

Inc. 

Vigilant Solutions, UTILITIES 

Inc. 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions UTILITIES 

Vigilant Solutions OTHERS 

Vigilant Solutions OTHERS 

Vigilant Solutions OTHERS 

Vigilant Solutions OTHERS 

Vigilant Solutions OTHERS 

Vigilant Solutions OTHERS 
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Price Release Scan 

Date Date 

Free Oct 22, Sep 06, 

2014 2015 

Free Jul 16, 

2015 

Sep 26, 

2015 

Free May 13, Nov 12, 

2015 2015 

Free Nov 03, Aug 01, 

2015 2016 

Free Nov 03, Oct 03, 

2015 2016 

Free Nov 03, Nov 21, 

2015 2016 

Free Jan 22, Aug 22, 

Free 

Free 

Free 

2016 2016 

May 13, 

2015 

May 13, 

2015 

May 13, 

2015 

Apr 03, 

2016 

Apr 04, 

2016 

Sep 01, 

2016 

Free Jun 21 , Oct 28, 

2016 2016 

Free Dec 27, Jan 22, 

2016 2017 

Free Dec 27, Jan 22, 

2016 2017 

Free Dec 27, Jan 22, 

2016 

Free NA 

2017 

Jan 22, 

2017 

Free Dec 27, Jan 22, 

2016 2017 

Free Dec 27, Jan 22, 

2016 2017 

Free May 08, Jun 21 , 

2017 2017 

Free May 08, Jun 21 , 

2017 2017 

Free Sep 05, Oct 15, 

2017 2017 

Free Sep 05, Oct 15, 

2017 2017 

Free Sep 05, Oct 15, 

2017 2017 

Free Sep OS, Oct 15, 

2017 2017 



1.1.1708 5.68 

23.1400 

1.1.1708 5.68 

23.1400 

5,000 

5,000 

App Publisher Data 

Publisher Risk Data 

Publisher Risk: 5.93 

22 

22 

8 Android Google KR 

Play 

8 Android Google MV 

Play 

Publisher Overview: Android 

Total Apps Published 

Total Free Apps 

T olal Paid Apps 

Total User Rating Count 

Total Comment Count 

Total Number of Downloads 

Composite Publisher Risk 

Vigilant Solutions OTHERS Free Sep 05, Oct 15, 

2017 2017 

Vigilant Solutions OTHERS Free Sep 05, Oct 15, 

2017 2017 

Publisher Overview: iOS 

21 Total Apps Published 0 

21 Total Free Apps 0 

0 Total Paid Apps 0 

391 Total User Rating Count 0 

142 Total Comment Count 0 

48,001 Total Number of Downloads NA 

5.93 Composite Publisher Risk 0 

Publisher Reputation: How do this publisher's risk factors compare to other publishers 

Publisher reputation is a score that is derived from looking at the risk of all the apps that a publisher has created. App publishers who have published malicious 
or highly risky apps will score poorly on reputation, and you should be wary of their future apps. Publishers who have no history of publishing any apps at all, and 
who have only just appeared in the last few months, will similarly score poorly on the reputation system. The following graph shows how the publisher of this app 
ranks versus over 2 million other publishers. Publishers that are to the right of the graph are more prone to putting your private information at risk. Publishers on 
the far right are known to publish purely malicious apps and must be avoided. 

Publisher Reputation 
lOOk 

10k 
VI 
~ 

Q) 
.r: 
VI 1k 
.0 
::J 
"-.... 100 0 

0 
z 

10 

1 
o 1 2 3 4 5 6 7 8 9 10 

Normalized Risk Score 

.. Android .... iOS 

Application Risk Platform Apps Published Composite App Risk 

Account Takeover Android 21 5.33 

Data Leak Android 21 5.14 

Device Takeover Android 21 6.28 

Malware Android 21 6.24 

Privacy Android 21 5.19 

Network Android 21 7.49 

Adware Android 20 4.00 

, 
CI Publisher's App's Information 

App Name Package Name Version Risk Downloads User Comment Platform App Country Category Price Release 
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NVLS Mobile 

Companion 

Vigilant - Mobile 

Companion 

Vigilant - Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant - Mobile 

Companion 

Vigilant - Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Vigilant Mobile 

Companion 

Score 

nvlsmcclient.apis 3.0.11 07 3.80 5,000 

13 

com.vigilant.solutions. 1.0.1 004 5.93 

mobilecompanion 14.0030 

com.vigilant.solutions. 1.0.0612 5.93 1,000 

mobilecompanion 15.1100 

com.vigilant.solutions. 1.0.1 008 3.44 

mobilecompanion 15.1800 

com.vigilant.solutions. 1.0.11 03 5.93 1,000 

mobilecompanion 15.1600 

com.vigilant.solutions. 1.0.1126 5.93 1,000 

mobilecompanion 15.1400 

com.vigilant.solutions.1.0.2251 3.44 

mobilecompanion 6.1800 

com.vigilant.solutions.1.0.0301 3.44 

mobilecompanion 16.1000 

com.vigilant.solutions.l.1.3 

mobilecompanion 

3.24 

com.vigilant.solutions. 1.0.0620 5.93 1,000 

mobilecompanion 16.1700 

com.vigilant.solutions. 1.1.1612 5.93 1,000 

mobilecompanion 26.1500 

com.vigilant.solutions. 1.1.1612 5.93 1,000 

mobilecompanion 26.1500 

com.vigilant.solutions. 1.1.1612 5.93 1,000 

mobilecompanion 26.1500 

com.vigilant.solutions. 1.1.1612 5.93 1,000 

mobilecompanion 26.1500 

com.vigilant.solutions. 1.1.1612 5.93 1,000 

mobilecompanion 26.1500 

com.vigilant.solutions. 1.1.1612 5.93 1,000 

mobilecompanion 26.1500 

com.vigilant.solutions. 1.1.1705 5.68 1,000 

mobilecompanion 03.1900 

com.vigilant.solutions. 1.1.1705 5.68 1,000 

mobilecompanion 03.1900 

com.vigilant.solutions. 1.1.1706 5.93 1,000 

mobilecompanion 23.1500 

com.vigilant.solutions. 1.1.1708 5.68 5,000 

mobilecompanion 23.1400 

com.vigilant.solutions. 1.1.1708 5.68 5,000 

mobilecompanion 23.1400 

com.vigilant.solutions. 1.1.1708 5.68 5,000 

mobilecompanion 23.1400 

com.vigilant.solutions. 1.1.1708 5.68 5,000 

mobilecompanion 23.1400 

com.vigilant.solutions. 1.1.1708 5.68 5,000 

mobilecompanion 23.1400 

com.vigilant.solutions. 1.1.1708 5.68 5,000 

mobilecompanion 23.1400 

Rating Count 

Count 

24 12 

o o 

10 4 

o o 

12 4 

14 5 

o o 

o o 

o o 

17 6 

19 7 

19 7 

20 7 

20 7 

20 7 

21 7 

21 7 

21 7 

21 7 

22 8 

22 8 

22 8 

22 8 

22 8 

22 8 

Source 

Android GooglePI US 

ay 

Android GooglePI US 

ay 

Android GooglePI US 

ay 

iOS iTunes US 

Android GooglePI US 

ay 

Android GooglePI US 

ay 

iOS iTunes US 

iOS iTunes US 

iOS iTunes US 

Android GooglePI US 

ay 

Android GooglePllL 

ay 

Android GooglePI NL 

ay 

Android GooglePI US 

ay 

Android GooglePI NZ 

ay 

Android GooglePI SE 

ay 

Android GooglePI KR 

ay 

Android GooglePI SE 

ay 

Android GooglePI US 

ay 

Android GooglePI US 

ay 

Android GooglePI KY 

ay 

Android GooglePI BM 

ay 

Android GooglePI SM 

ay 

Android GooglePIVG 

ay 

Android GooglePI KR 

ay 

Android GooglePI MV 

ay 
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Date 

UTILITIES Free Nov 14, 

2013 

UTILITIES Free Oct 22, 

2014 

UTILITIES Free Jul 16, 

2015 

UTILITIES Free May 13, 

2015 

UTILITIES Free Nov 03, 

2015 

UTILITIES Free Jan 22, 

2016 

UTILITIES Free May 13, 

2015 

UTILITIES Free May 13, 

2015 

UTILITIES Free May 13, 

2015 

UTILITIES Free Jun 21, 

2016 

UTILITIES Free Dec 27, 

2016 

UTILITIES Free Dec 27, 

2016 

UTILITIES Free Dec 27, 

2016 

UTILITIES Free NA 

UTILITIES Free Dec 27, 

2016 

UTILITIES Free Dec 27, 

2016 

OTHERS Free May 08, 

2017 

OTHERS Free May 08, 

2017 

OTHERS Free Jul 03, 

2017 

OTHERS Free Sep 05, 

2017 

OTHERS Free Sep 05, 

2017 

OTHERS Free Sep 05, 

2017 

OTHERS Free Sep 05, 

2017 

OTHERS Free Sep 05, 

2017 

OTHERS Free Sep 05, 

2017 



From: Smith, Amber 
Sent: 
To : 

21 Feb 2018 lS:28:02 -OSOO 
kb)(6Hb)(7)(C) 

Subject: RE : NPR Questions on license plate readers 

~- I agree with your characterization of "misuse". I do think, however, we should put some time 
parameters around "as soon as practicable". Perhaps " ... as soon as practicable, but in no event later 
than 24 hours after discovery." 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 

Direct: (202) 7324th'''''1 
Mobile: (202) 487-Uililil 
Main : (202) 73H'hl"' l 

Questions? Please visit our website at httPs:Uinsight.ice.dhs.goY/mgt/oop/Pages/index.aspx . 

From: Fb)(6);(b}(7)(C) I 
Sent: Tuesday, February 20, 2018 5:47 PM 
To: Smith, Amber; kb)(6);(b}(7)(C) I 
Subject: RE: NPR Questions on license plate readers 

Good Evening, 
I am in the process of proposing language to the contract to provide an avenue for TRSS or Vigilant 
employees to report misuse. I have drafted the language below as a starting point. Please feel free to 
modify as necessary. 

"In the event that TRSS or its partners discover or suspect misuse of the service by an individual, it 
should be reported to the COR or Contracting Officer as soon as practicable after the discovery." 

My expectation is that the first question from the vendor will be to ask what we mean by "misuse." I 

believe that in the spirit of the PIA and our above board use of the system, that we should be broad in 
our definition of misuse. I would assume that it would be defined to include anything that TRSS or its 
partners could reasonably conclude was outside of the intended use of the system for law enforcement 
purposes. 

Please let me know your thoughts. 

Thanks, 

L1b.:c)(6-');C-(b"'X7c:)(...:C)--,:-_-;:-__ -,-,J1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732- liJilliiJ Mobile: 202-34S-I!lilli[j] 
Emaif: kb)(6);(b}(7)(C) I 
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NOT[CE: This communication may contain privileged or otherwise confidential infonnation. [fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissem ination, distribution , 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

t Smith, Amber 
I; Price, Corey A; Kb)(6);(b)(7}(C) 

b)(5);(b)(7}(E) 

OAQ-The vendor is required to submit an audit log quarterly and upon request. 

OAQ-The agreement is silent on the Contractor reporting Government misuse. We will be issuing a 
modification to include the P$U language, which provides a method for the Contractor to provide notice 
to the COR in the event of misuse but that is misuse of Contractor employees. We will need to add this 
language via modification if we want it to be a requirement. We may want to focus on the agency 
managers and the audit logs for this response until we issue the modification. 

Thanks, 

fb)(6);(b)(7}(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
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DHS I ICE I Office of Acquisition Management (OAQ) 

Phone: 202-732- flillIDl Mobile: 202-345-\(b)(6): I 
Email: Kb)(6);(b)(7)(C) I 

NOTICE: Th is communication may contain privi leged or otherwise confi dential infonnation. I f you are not an 
intended rec ipient or bel ieve you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received th is message in error 
and delete the message from your system. 

From: kb)(6):(b}(7)(C) 

Sent: Friday, February 16, 2018 5:43 PM 
To: kb)(6Hb}(7)(C) t Smith, Amber; kb)(6):(b}(7)(C) 
Cc: kh\(flHh\(7)IG\ 
Subject: RE: NPR Questions on license plate readers 

HSI input 

kb)(6):(b}(7)(C) 

Acting Chief of Staff 

ICE-Homeland Security Investigations 

Cell, (3471992£~!\%\ 1 

From: kh)lGl-IwpIC) I 

I ; Price, Corey A; Kb)(6);(b)(7)(C) 

Sent: Friday, February 16, 20181:50 PM 

!~O~: Jkb~)(i6)~: (bl)(~7~)(C~)~~I~s~m~it~h~'~A~m~b=e~r;~k~b)~(6~):(~b)(~7~)(~C~) ::::~====================~ Cc: kb)(6):(b}(7)(C) t Price, Corey A; 
kh\(flHh\(7)Ir.1 I 
Subject: RE: NPR Questions on license plate readers 

Adding OPA input to the attachment 

;~~~~~~~~~~::::::::~==================:J M; Price, Corey A; 

Subject: RE: NPR Questions on license plate readers 

Addin~(b)(fl)-(b l ' please include him in your consolidated version with the questions in the attached 
when you forward. 

Thanks. 

From: Smith, Amber 
Sent: Friday, February 16, 20181:43 PM 
To: R(b}(6Hb}(7)(C) 
Cc: kb)(fl)-(b)(7)IC) 
Subject: RE: NPR Questions on license plate readers 

2018-ICLI -00035 1178 
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Sorry, ~- Would you mind re-sending with the input I just provided incorporated? 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S, Immigration & Customs Enforcement 
Direct: (202) 732-Kii1illI 
Mobile: (202) 4871£hlaiJ 
Main : (202) 732~ 

Questions? Please visit our website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages!index.aspx . 

i~~~~'~~~~~~~~~~~;~~===========:J Price, Corey A 

Thank you, all! This is where we are with the responses I have received so far (OAQ and ERO), with OPA 
recommended edits, suggestions and questions high lighted : 

b)(5);(b}(7)(E) 
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b)(5);(b)(7}(E) 
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b)(5);(b)(7)(E) 
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tbX5);(bX7)(E) 

From: kb)(6);(b)(7}(C) 

Sent: Friday, February 16, 2018 1:20 PM 
To: Smith, Amber; kb)(6):(b)(7)(C) 

Cc: Kb}(6);(b}(7)(C) 

Subject: FW: NPR Questions on license plate readers 

Good afternoon all-

t Price, Corey A 

Enforcement has reviewed the questions and provides the attached responses, with the concurrence of 

AD Price. 

Please let me know if you require any follow up to the attached. 

rb)(6);(b)(7}(C) 

Detention and Deportation Officer / (a) oecs 
Enforcement Division 

Criminal Alien Program 

ICE Headquarters 

Warning: nt is UNCLASSIFI EDIIFOR OFFICIAL USE ONLY (u//FOUO). 1t contains 
infom1ation that may be exemp ie release under the Freedom of Infonnation Act (5 U.s.c. 
552). It is to be controlled, stored, handled, traosm 'buted, and disposed of in accordance with 
DHS policy relating to FOUO information and is not to be release ·c or other personnel who 
do not have a valid "need-to-know" without prior approval of an authorized DHS 0 IC. ion of 
this report should be furnished to the media, either in written or verbal form. 

From: Smith, Amber 
Sent: Friday, February 16, 2018 12:48 PM 
To: Bennett, Daniel1e; Price, Corey A; Quigley, William 
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Cc: kb)(6);(b}(7)(C) 

Subject: RE: NPR Questions on license plate readers 

Hi all - Lyn asked me to handle for IGP. If the plan is to respond to each question, I recommend we get 
draft responses together and walk through as a group. I'm copying kb)(6Hb l so he can assist with 
providing proposed language on those we have information about. 

Am ber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732-l£iillii1 

Mobile: (202) 487-1!1illill 
Main : (202) 73 Hh\1R I 

Questions? Please visit our website at https:Uinsight.ice.dhs.gov!mgtloop!Pages!index.aspx . 

From: Rahilly, Lyn M 
Sent: Thursday, February 15, 2018 5:05 PM 

~~~ fb)(6);(b)(7}(C) I; Smith, Amber 

Subject: RE: NPR Questions on license plate readers 

Adding Amber. 

Lyn Rahilly 
Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 (b)(6); 
Main: (202)732- E'><?)( 

Questions? Please visit the Information Governance & Privacy Office website at 
https:Uinsight.ice.dhs.gov!mgt!igp!Pages!indeuspx. 

From: kb)(6Hb)(7)(C) I 
Sent: Thursday, February 15, 2018 10:26 AM 
To: Price, Corey A; Rahilly, Lyn M; kb)(6Hb)(7)(C) 
Cc: Kb}(6);(b}(7)(C) 

Subject: OPA: NPR Questions on license plate readers 

Corey,~and Lyn - despite my best efforts to talk this NPR reporter down from this story, she is 
pursuing it and has a number of questions (see below). I recommend we respond to the questions but 
decline the recorded interview as I see nothing to gain by doing this interview. I'll remind her that NPR 
did an extensive sit-down interview on ERO's enforcement priorities with EAD Albence that never aired. 

What's the best way for me to get responses to these questions? Some of these are for contracting and 
some should have HSI weigh-in but the majority are ERO related or at least more interested in admin 
arrests. 

Copying l!1illID] for HSI since I'm not sure who is the HSI POC on this. 
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Her deadline is tomorrow/early next week but I'm going to let her know that we'll need more time to 
respond and that we don't conduct interviews about law enforcement tools and techniques. 

Thanks, 
Kb)(6);1 

From: kb)(6Hb)(7)(C) I 

Sent: Wednesday, February 14, 2018 8:37 PM 
To: i b)(6Hb)(7)(C) I • 
Subject: NPR Questions 

I finally had an opportunity to read through the DHS statement and the two sets of Privacy 
Impact Assessments (2017 & 2015) you sent along last week. 

After going through them, I have a series of questions which I am including below but wou ld 

ideally like someone to answer in a recorded radio interview. This is, after all, a story that will 
be broadcast across one of NPR's national flagship programs and having ICE equally 

represented in the story is imperative. Perhaps you can arrange for a conversation with 
Executive Associate Director Matthew Albence or Chief Privacy Officer Philip Kaplan? I'm happy 

to come either one of them at their earliest availabi lity. 

Here are some questions I've begun thinking about: 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

That's alii can think of for now. 

Let me know if you need any additional information from me. I'd love to speak w ith someone 

by the end of the day Friday, though early next week would work too. 
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Best regards, 
Fb)(6);(b)(7}(C) 

From:Fb)(6);(b)(7}(C) 

Sent: Wednesday, February 07,20181:15 PM 
To: ~b)(6); (b)(7}(C) I 
Subject: license plate reader contrat statement 

~b)(6); (b)(7}(C) 1 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

Dani Bennett 
National Spokesperson 

Office of Public Affairs 
U.S. Immigration and Cust oms Enforcement (ICE) 
Desk: 202-732-1(6)(6);( I 
Mobile: 813-230-1iilllJ 

kb)(6):(b}(7)(C) 

OAO/ERO/HSI: Please confirm. 

I don't remember where we landed in t he SOW/final contract . Perhaps OAQ can advise? 

I believe the logs are supposed to be provided to DHS agency managers on a quarterly basis, not just made 
available. OAO" can you please confirm? 

Also, they are asking about how soon ICE would hear from the vendor if t hey discovered someone had used t he 
service inappropriately. In my opinion, our response shou ld focus on that and the affirmative review by DHS 
agency managers should be spoken to as a failsafe, of sorts. 
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From: l(b)(6l:(b)(7)(C) 1 

Sent: 
To: 

5 Oct 2017 08:59:35 -0400 
Kb)(6);(b)(7}(C) 

Subject: RE: Operational Question for EROjHSI 

Unfortunately I have another meeting at that time, but if you use scheduling assistant, my calendar is up 
to date. 

kh\(flHh\l7\(c l 

Senior Privacy Compliance Specialist 
Privacy & Records Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 
Main: (202) 732- )(7}(C 

Questions? Please visit the Privacy & Records Office website at https:UinsighUce.dhs.gov{mgtloop{Pages{index.aspx. 

From: Kb)(6);(b}(7)(C) ,I 
Sent: Thursday, October 5, 20178:42 AM 
To: Kb}(6);(b}(7)(C) I 
Subject: RE: Operational Question for ERO/HSI 

kb\(6Hb\(7 1 

It does. I am available at 10 AM on Tuesday. Does that work for you? 

Thank you, 
Kb)(6);(b}(7)(C) 

Detention, Compliance & Removals (OCR) IContract Specialist 
DHS 1 ICE 1 Office of Acquisition Management (OAQ) 
Office: (202) 732-Kb)(6)1 

¥b)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: kb\(6Hb\I7\(C\ 1 

Sent: Monday, October 02,20178:49 AM 
To: kb)(6):(b)(7}(C) I 
Subject: RE: Operational Question for ERO/HSI 

I just remembered that I'll be at a conference Thursday and Friday this week. Perhaps we can touch 
base next week? 
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kb)(6):(b}(7)(C I 

Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
u.s. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 
Main: (202) 732- ~7)( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 

From: Kb)(6l:(b)(7}(C) 

Sent: Friday, September 29,20174:04 PM 
To: j(b)(6):(b}(7)(C) I 

Subject: RE: Operational Question for ERO/HSI 

Great! Let's talk on Thursday. Attached are my initial comments. More to follow. 

Thank you, 
Kb)(6);(b)(7)(C) 

Detention, Compliance & Removals (DCR) IContract Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office: (20Z) 73zkb)(6l: I 
kb)(6);(b)(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: Kb)(6l:(b)(7)(C) I 

Sent: Friday, September 29,20174:01 PM 
To: kb)(6);(b)(7)(C) I 
Subject: RE: Operational Question for ERO/HSI 

Thanks very much for the clarification j b)(6);(b)(7) 1 1'lIlet Amber know about the batch upload number to 

see how we can best amend the final contract. I'm teleworking today since I got in last night (after 

midnight) from traveling. I'm happy to discuss further later next week. 

VhllRl-lhll7llr I 
Senior Privacy Compliance Specialist 
Privacy & Records Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 
Main: (202) 732- ~~7)( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 
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From: kb)(6);(b)(7}(C) 

Sent: Friday, September 29,20173:59 PM 
To: kb)(6Hb}(7)(C) . I 
Subject: RE: Operational Question for EROjHSI 

Hi Fb)(6);(b)q 

I'll be working wit h ERa to see how many they expect an individual user to upload yearly. Please note 
that the SOW has a maximum of 2,500 license plate records for a batch upload. It doesn't specify how 
many license plates an individual user can upload yearly on an individual basis. Hoping to get that 
information and we will be able to either add that as a requirement or establish a policy on how many 
individual license plates can be added to the Alert List per user. 

I tried to call you to discuss some requests to the SOw. I am out of the office Monday-Wednesday next 
week but please let me know if you have time to talk Thursday or Friday. Please let me know. 

Thank you, 
~b)(6); (b}(7)(C) 

Detention, Compliance & Removals (OCR) IContract Specialist 
DHS I ICE I Office of Acqu isition Management (OAQ) 
Office: (202) 732-K~!\~!; 1 
kb)(6Hb}(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or be lieve you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: kh\IflHh\(7)(G\ I 
Sent: Wednesday, september 27, 2017 2:51 PM 
To: Fb)(6);(b}(7)(C) I 
Subject: Operational Question for ERO/HSI 

Hi kb )(6l:(b )(7}(C) 

One of the issues we discussed on the phone yesterday was how many records can be maintained in the 
Alert List. The SOW previously said 2,500, but the TRSS Response said that Vigi lant can provide up to 10 
million. Would you be able to coordinate with the program offices to see how many Alert List records 
they'd need record of (on a per person basis)? We want to make sure they're able to fu lfill their 
missions whi le at the same time limiting the Alert list to those cases that are truly mission necessary. 

I know that there are already some questions that you're going to clarify with ERa and HSI, so if you 
could add this to the l ist that would be great , and we can amend the SOW as necessary. 

Please feel free to reach out with any questions. 

kb)(6);(b)(7}(C I 
Senior Privacy Compliance Specialist 
Privacy & Records Office 
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U.S. Immigration & Customs Enforcement 

Direct : (202) 732tb~6) 1 
Main: (202) 732- ,(b)(7 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov{mgt{oop{Pages{index.aspx. 
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From: Q(b)(6);(b)(7}(C) 

Sent: 
To: 

Mon, 18 Dec 2017 18:10:59 +0000 
b)(6);(b)(7}(C) 

Cc : 
Subject: 
Attachments: 

RE: Potentia l Privacy Call 
smime.p7s 

Yes, someone(s) from Vigilant will be available. As I said, I'm not available 2-3ET (because we've got a 
call about the response) but am otherwise at your service . 

... .. ..... .. .. ... .. .. .... ... .... .. . 
kh\IRHh\I7\Ir.\ I 
Client Relat ionship Manager 
Thomson Reuters Special Services, LLC 
M 443-622-kb)(6Hb)(7)(C) 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipien t. If you are not the intended recip ient, then you received this message in error and a re requested to delete it 
(and all copies). You a re further requested to neither reproduce nor share the contents of this message wi th anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera tion is appreciated. 

From: Kb}(6);(b}(7)(C) 

Sent: Monday, December 18, 2017 1:05 PM 
To: [ b)(6);(b)(7}(C) 

CC: L_~~~~~ __ -=~ ____________ ~ 
Subject: Potential Privacy Call 

tE)(6);(b)(7X I 

If we have a call with privacy, they most likely will have questions about the system. Is there any way we 
could also have a representative from Vigilant for that call? Working on times now. 

Thank you, 
kb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
OHS I ICE I Office of Acquisition Management (OAO) 
Office: (202) 732- b)(6);( 

Mobile: (202) 87 }(7)( 

Kb)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information . If you are not an 
intended recipient or believe you have received this communication in error, any review, disseminat ion, 
distribut ion, or copying of t his message is strictly prohibited. Please inform the sender that you received this 
message in error and delete t he message from your system. 
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From: 
Sent: 
To: 
Cc : 

Kb)(6);(b)(7}(C) 

24 Jan 2018 17:54:30 +0000 
b)(6);(b)(7}(C) 

Subject: Re: Privacy l PR Demo 

1-2 on Thursday works fo r us. 
Please con finn and I' ll send an invite later this eveni ng. 

kb }(6l:(b }(7)(C) 

Client Relationship Manager 
Thomson Reuters Specia l Services, llC 
M 443-622{ b)(6);(b}(7)(C) 

This email contains information from Thomson Reuters Special Services, l l C. that may be sensitive and 
confidential. The message is to be used solely by the intended recipient. If you are not that recipient, 
you received this message in error and are requested to delete it (and all copies) . You are further 
requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and to notify the sender of the erroneous transmission . Your cooperation is appreciated. 

On Jan 24, 20 18, at 11:1 8, L1b.c)(6-');c-(b"-X7c:)(...:C) _____________ ----'f-'rote: 

Hi ~b)(6); (b}(7)(C I 

How does your schedule look for after 2:00PM on Wednesday and 1-2 or 3-4 on Thursday? 
Do you have a preference? 

Thanks, 

!::f b-,)(6,--);_(b::-)(7_XC_ )-::----,;:-__ :-:!1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-[b}(6);IMobile: 202-345-kb)(6):( 1 
Email: Kb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential infom1at ion. If you 
arc not an intcnded recipient or believe you have received this commun ication in error, any review, 
dissem ination, distribution, or copying of this message is strictly prohibited . Please infonn the sender 
that you received this messagc in crror and delete thc message from your system. 
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From: kb)(6):(b}(7)(C) 

Sent: 24 Jan 201814:17:35 -0500 

To: Kb)(6);(b)(7}(C) I 
Subject: RE : query for an article on ICE and ALPR 

Thanks. I just circulated an email to the group that was involved in the initial discussions about an OPA 
statement to see if it still made sense. 

From: Fb)(6);(b}(7)(C) I 
Sent: Wednesday, January 24, 2018 2:15 PM 
TO: ~b)(6); (b)(7}(C) I 
Subject: RE: query for an article on ICE and ALPR 

Hi Fb)(6);<1 

Yes I got it as well. The reporter called me directly, but I asked him to work through you all. 

L1b,,)(6,,);,,(bX,,7,,)(C-,) __ c-__ ,--l1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~Mobile: 202-345-kb)(6);( I 
Email: ~b)(6); (b)(7}(C) I 

NOTICE: This communication may contain privileged or othenvise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Pleasc inform the sender that you receivcd this message in error 
and delete the message from your system. 

From: Fb)(6);(b)(7}(C) 

Sent: Wednesday, January 24, 2018 1:59 PM 
To: Kb)(6);(b}(7)(C) I 
Subject: FW: query for an article on ICE and ALPR 

Did this email reach you? It had a weird address for you, so I wasn't sure. 

From: l(b)(6);(b}(7)(C) 
Sent: Wednesday, January 24, 2018 1:15 PM 
To: ICEMedia 
Cc: Fb}(6);(b}(7)(C) I 
Subject: query for an article on ICE and ALPR 

Hi, 

I hope thi s email finds you well. I'm working on an article about some recent ALPR moves ICE 
has made in the last month. I've seen a new sole-source contract published along with a new privacy impact 
assessment that seems to open the door for direct qucrics of thc unnamed database. I know ICE has worked with ALPR 
tech in the past, but together, those seem to indicate a significant expansion of ICE's access to license plate data. 

I'd love to talk to someone who worked on the acqu isition or the PIA to talk about what's changing here. Maybe we can set 
up a call for latcr this weck? You can reach mc at this email or at 412-401¥b)(6) 1 Looking forward to talking morc. 
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Best, 
b)(6);(b}(7)(C) I Reporter 

The Verge is part of Vox Media . 

Introducing Circuit Breaker, a new gadget blog from The Verge. 
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From: Smith, Amber 

Sent: 5 Sep 2017 14:48:33 -0400 

To: 

Cc : 
rb)(6);(b}(7)(c) 

Subject: RE: SOW for TRSSjl PRs 

H~ I'll ask kh\IflHh\lto take a look. He is also going to work on a revised schedule for the PIA Update, 

which, as we have discussed, has to be approved by the Department before the contract can be 
finalized. We'll share with you and the program poes as soon as the schedule is updated. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6);( 
Main: (202) 732. )(7}(C) 

Questions? Please visit our website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx . 

From: l(b)(6):(b}(7)(C) 
Sent: Tuesday, August 29, 2017 7:22 PM 
To: Smith, Amber 
Cc: kb)(6);(b}(7)(C) 
Subject: RE: SOW for TRSS/LPRs 

Hi Amber, 

I think given the concerns from Privacy it would be best if you all took the first pen to the SOW, 
especially as it relates to the Privacy concerns. We are happy to draft language that will clarify the role 
and responsibility ofTRSS, but we can do that once the other changes are made. 

I've copied kb\(6Hb)(7\(C\ (who will also be working this requirement for OAQ. 

Thanks, 

~fb:-)(6:-);_(b:-X7,--)(_C)-:::-_-;:-__ ~1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 

DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732.j(b)(6):(IMobile: 202-34S-lIh\IflHI 
Email: Kb)(6);(b}(7)(C) I 

NOT[CE: Th is communication may contain privi leged or otherwise confidential information. [ fyou are not an 
intended rec ipient or believe you have r<.>(:e ived this communication in error, any review, dissemination, distribution , 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Smith, Amber 
Sent: Tuesday, August 29, 2017 5:19 PM 
To: kb)(6);(b}(7)(C) I 
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Cc: Wb)(6) (b)(7)(C) I 

Subject: SOW for TRSSj LPRs 

Hi ~~~(~ Are you planning to take the first pen on modifying the SOW to clarify TRSS' role as primary 
(Vigilant as sub) or does someone else have the lead on that? We're happy to work with whoever has 
the task. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6); 
Main: (202) 732 b}(7)( 

Questions? Please visit our website at https:ljinsightice.dhs.gov/mgt/oop/Pages/index.aspx . 
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From: ~b)(6); (b}(7)(C) 

Sent: 4 Jan 2018 17:08:56 +0000 
To: Kb)(6);(b)(7}(C) I 
Subject: RE: Splash Screen Language 
Attachments: Splash Screen Language (FINAL 01 03 2018).docx 

I have been told that this is the final version. 

Thanks, 

,::f b-,)16,--);I-,bX-,-7)_IC_) ::----;; __ ---:-:!I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~ Mobile: 202-345-kb)(6):( I 
Emait: Fb)(6);(b)(7}(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: kh\IflHh\(7)(G\ 
Sent: Thursday, January 04, 2018 11:07 AM 
To: kb)(6):(b)(7)(C) I 
Subject: Re : Splash Screen Language 

No issues. Get me the language when you've got it! 

.................................... 
kh\IflHh\(7)(G\ 

Client Relationship Manager 
Thomson Reuters Specia l Services, LLC 
M 443-622-Fb)(6);(b}(7)(C) 

This email contains information from Thomson Reuters Special Services, LLC. t hat may be sensitive and 
confident ial. The message is to be used solely by the intended recipient. If you are not that recipient, 
you received this message in error and are requested to delete it (and all copies) . You are further 
requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and to notify the sender of the erroneous transmission . Your cooperation is appreciated. 

On Jan 4, 2018, at 10:45, Lfb __ )16_); __ lb __ X7_)I_C_) ___________ ---'f wrote: 

Hi Kb\(6Hb\(7)( I 
FYI, the language I sent yesterday with regard to the splash screen may end up being 
modified. It was sent to me as approved, however there have been some minor tweaks to 
the language considered. I don't know how this would affect your team so I wanted to let 

you know as soon as possible. The majority of the language will remain the same but we 
are discussing a few "may to will" type changes. 

Please let me know if you have any issues. 
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Thanks, 

,=t b_}(6,-);(_b}(:-;-7)_(C_) ::----;: __ ---:-:!I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 

DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-73U 'b)(6):1 Mobile: 202-345-j{b}(6l:n 

Email: Kb)(6):(b)(7)(C) I 

NOTICE: This communicalion may cOnlain privileged or othenvise confidential infonnation. If you 
are not an inlended recipient or believe you have received th is communication in error, any review, 
dissemination, distribution, or copying of this message is strictly prohibited. Please infonn the sender 
that you received this message in error and delete the message from your system. 

From: kb)(6):(b}(7)(C) 

sent: Wednesday, January 03, 20184:34 PM 
To: Kb)(6);(b)(7)(C) 

Subject: FW: Splash Screen Language 

Hi j(b)(6);(b)(7)( I 
Please see the splash screen language. 

Thanks, 

~kbill}(~61]: (bill}(TI"il:CIl :::::::::::::::=.:::::::.J. I CPPB1 CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 

DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-~obile: 202-34S{ b)(6l:(1 
Email: kb)(6):(b}(7)(C) I 

NOTICE: This communicalion may cOnlain privileged or othenvise confidential infonnation. If you 
are not an intended rec ipient or believe you have received th is com munication in error, any review, 
dissem ination, distribut ion, or copying of this message is strictl y prohib ited. Please infonn the sender 
that you received this message in error and delete the message from your system. 
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Splash Screen Language (FINAL January 3, 2018) 

Welcome to Vigilant 's LEARN LPR Database . This system is for authorized ICE users only. Before 
using the database, you must read and consent to the foHowing: 

(1) Law Enforcement Pumose: You wi ll access, collect, and/or use LPR data and technology only for 
authorized criminal and administrative law enforcement purposes. Authorized law enforcement purposes 
mean that your use must be associated with an ongoing investigation, target of in vestigation, and/or 

targeted enforcement acti vities . 

(2) Querying the Commercial LPR Data Service: A license plate number is requ ired fo r every query of 

the commercial LPR data service . 

(3) Use of Commercial LPR Data: You will not take enforcement action based solely on data collected 

from Vigilant's LEARN database. LPR data must be supplemented with other investigative in formation 
before enforcement action is taken. 

(4) Auditing User Activity: All actions that you take while logged into the database will be recorded in an 

audit log. This audi t log wi ll be available to DHS Agency Managers quarterly, and to supervisors and the 
ICE Office of Profess ional Responsibility upon request. 

(5) Adding License Plate Numbers to Alert Lists: You may only add license plate numbers to an Alert 
List that re late to an ongoing ICE investigation or enforcement activity. You wi ll not gather and add 

license plate numbers to Alert Lists based solely on race, ethn icity, nationality, rel igious affi li ation, sex, 
sexual orientation, or other protected status, unless authorized by law. You may only add a maximum of 
2,500 license plates to a single Alert List. 

(6) Removing License Plate Numbers from Alert Lists: You must remove license plates from Alert Lists 

once they no longer relate to an ongoing ICE investigation or enforcement activity . 

(7) Free-Text Field: You must complete the free- text field to reference the specific case for wh ich a query 

was performed. At a minimum, you must enter the subject's name, and either the corresponding case 
number or Alien Registration Number (A- number). 

(8) Data Retention: You wi ll retain relevant query results in the appropriate case fi le or IT system 
according to the corresponding records retention schedule. You wi ll not retain LPR data that is not 
related to an ICE investigation or enforcement activity. 

(9) Training: Before accessing Vigilant's LEARN LPR data service, you must have already completed 
training on the use of this database, as well as annual privacy and records training. 

(10) Penalties: Unauthorized or improper use of the system may su bject you to disc ip line, in accordance 
with ICE policy. 

2018-ICLI-00035 1200 



Acknowledgment: I acknowledge receipt of, understand my responsibilities, and wi ll comply with the 
rules of behavior for Vigi lant's LEARN LPR data service. 

Name/Signature/Date 
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From: kh\IRHh\I7\Ir.\ 

Sent: 19 Dec 2017 22:13:50 +0000 

To : 

Cc: 
[ b)(6);(b}(7)(C) 

Subject: RE: Thomson Reuters Response to RFQ 70CDCR18QOOOOOOOS - LPR Database 

Access - Sou rce Selection Sensitive - Due 12/18/17 

Thanks, ~~1(6); (b)(7 1 Acknowledging receipt of your questions/points. Will aim to respond tomorrow as 

requested. 

From: "](b)(6);(b}(7)(C) 

Sent: Tuesday, December 19, 2017 5:09 PM 
To: I b)(6);(b}(7)(C) 
Cc: _ 
SUbJ~'ect=::-;R;;;E=::-;T;;:h:::o=m:::so=n:-nRe=u-:;t::-er=S-;R;:e:::sp=o::n:::se==-tO:-nR"'FQ""7"OC"D"C"R"ton'SQ'00000005 - LPR Database Access

SOurce Selection sensitive - Due 12/1S/17 

Kb)(6);(b}(7)(C) 

Please see attached discussion paints for 70CDCR18QOOOOOOOS. Please address all issues and concerns 

attached. Please respond NLT 3:00 PM EST tomorrow, December 20, 2017. 

Please note that the terms and conditions of the anticipated contract will not apply to the current CLEAR 

contract. 

Please contact me with any questions. 

Thank you, 

I1b)(6);(b}(7)(C) 
Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732- b)(6);( 
Mobile: (202) 878 ~7)( 
kb)(6):(b)(7)(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: Kb)(6);(b)(7}(C) 

Sent: Monday, December 18, 20175:49 PM 

~~; rb)(6);(b)(7}(C) I 
Subject: Thomson Reuters Response to RFQ 70CDCR1SQ00000005 - LPR Database Access - Source 
Selection Sensitive - Due 12/ 18/ 17 
Importance: High 
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Hi, kb)(6l:(b)(7)(C) 

On beha lf of ~b)(6); (b)(7}(C) I and the Thomson Reuters (DBA West Publishing Corporation) team, along 
with our partner, Vigilant Solutions, I am submitting our response to RFQ 70CDCR18QOOOOOOOS, for 
Access to License Plate Reader Data, To comply with the instruction to provide no pricing information in 
the Technical Quote, we are submitting separate technical and price quote files, Here is a summary of 
the attached files comprising our quote: 

• PDF Technica l Response, including individual responses to SOW requirements and our Past 
Performance information 

• PDF Price Quote, including a copy of the Excel table included with the RFQ, our vendor terms, 
conditions, assumptions, and requested exceptions for negotiation 

• PDF Signed, including notations about our reps and certs through the SAM site in the 
corresponding areas of the solicitation document 

• Excel Price File 

We have aimed to comply wit h the instruct ions and requirements, but welcome any questions that may 
arise as our information is being evaluated, You may reach me using the contact information that 
follows this message, and will be availab le tomorrow, Of course, you're well acquainted with how to 
reach Catherine! 

Re ards, 
b)(6);(b 

~kbill)(~6)~: (b~)(~7ii')(C:J)C:::JI CF APMP 
Senior Proposal and Compliance Coordinator 
Office of General Counsel 

Thomson Reuters 
the answer company 

Kb)(6l:(b)(7)(C) 

This year we're supporting charities and communities around the globe through 80,000 volunteer hours! Intrigued? 
Visit tf-com/cr for more information, 

This e-mail and anything transmitted with it are for the sole use of the intended recipient and contains information that 
may be attorney-client privileged andfor confidential. If you are not an intended recipient, please notify the sender by 
retum e-mail and delete this e-mail and any attachments. 
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From: ~b)(6); (b)(7}(C) 

Sent: 22 Dec 2017 21:31:01 +0000 
To: 
Cc : 

rb)(6);(b}(7)(C) 

Subject: RE: Thomson Reuters signed order 

Many thanks, ~ 

Hope you and yours have a wonderful holiday season. 

From: Kb)(6);(b)(7}(C) 
Sent: Friday, December 22, 20174:27 PM 
To: rb)(6);(b)(7}(C) 
Cc: _ 
Sub7ject~~: nRrE:~Tnh~o~m~so~ncR~e~ut~e=rS~S"ig~n~ed~o~rd~e~r~----------" 

Attached please find the fully executed copy of the award document. Your email below is correct. The 
Government will re-allocate all funding above i b)(4) I for the first month to (LIN 

0002 upon exercise of the first option period . 

The total amount for the order if all options are exercised will match your price quote of ~kb~)(~4[) ===::::J 
Thank you to all of the parties involved. I hope you have a safe and very happy holiday. 

Please let us know if you need anything further. 

Thanks, 

C~b-")(,,6),,,; (b-,,)(-,7X,-,C,-) __ ---,-:-____ ---'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-~Mobile: 202-34S-kb)(6l:1 l 
Email:~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain privileged or othenvise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Kb)(6);(b}(7)(C) 
Sent: Friday, December 22, 20174:01 PM 
To: ~b)(6); (b}(7)(C) 

Cc: t ~~--~~~--~~--------------~ 
Subject: Thomson Reuters signed order 
Importance: High 
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Hi, kb)(6);(b)(7}(C) 

We have attached the signed agreement! Please return a copy of the fully executed order to us, 

My understanding is that you've purposefully overfunded the base period for budgetary reasons, but 
expect to be charged only ~b)(4 ) I as quoted, for the Base Period, If that's correct, to enable our 

finance and order fulfillment teams to process the order correctly, would you please send an email that 

states that? 

Thanks, 
Kb)I'); I 

APMP 
i Compliance Coordinator 

Office of General Counsel 

Thomson Reuters 
the answer company 

Kb)(6);(b)(7}(C) 

This year we're supporting charities and communities around the globe through 80,000 volunteer hours! Intrigued? 
Visittr.com/cr for more information. 

This e-mail and anything transmitted with it are for the sole use of the intended recipient and contains information that 
may be attorney-client privileged andfor confidential. If you are not an intended recipient, please notify the sender by 
return e-mail and delete this e-mail and any attachments. 
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From: 

Sent: 

To : 

Subject: 

Attachments: 

Perfect, thanks! 

Kb)(6);(b)(7}(C) 

Fri, 15 Dec 2017 13:56:58 +0000 
Fb)(6);(b)(7}(C) I 
RE : ICE LPR 
smime.p7s 

................................ ... 

From: I b)(6);(b)(7}(C) 

Sent: Friday, December 15, 2017 8:54 AM 
To: t b)(6):(b)(7)(C) 

Subject: RE: ICE lPR 

Fb)(6);(b}(7)( I 

The QASP was included in the previous document ~sent you, starting on p. 12. The draft pricing 

spreadsheet is attached. 

Thank you, 

kb)(6):(b)(7)(C) 
Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732- b)(6); 
Mobile: (202) 878 b)(7}( 

kh\(flHh\(7)(Gl 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, 
distribution, or copying of this message is strictly prohibited. Please inform the sender that you received this 
message in error and delete the message from your system. 

From: i b\(flHh\(7)(G\ 

Sent: Friday, December 15, 2017 8:37 AM 

~~; tb)(6);(b)(7}(C) I 
Subject: RE: ICE LPR 

(removed Wb)(6t1 because he's on vacation) 

Good morning-
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Can you please send the QASP and pricing forms, if available? 

Thanks, 
Kb)(6);(b}(7)(i 

....................... . ...... . .... 

This email contains information from Thomson Reuters Special Services. LLC. that may be sensitive and confidential. This message is to be used 
solely by the intended recipient. If you are not the intended recipient. then you received this message in error and are requested to delete it 
(and all copies). You are further requested to neither reproduce nor share the contents of this message with anyone except the intended 
recipient and are to notify the sender if this is an erroneous transmission. Your coopera t ion is appreciated. 

From: ~b)(6); (b}(7)(C) 

Sent: Thursday, December 14, 2017 7:24 PM 
To: f ii)(6);(b)(7}(C) 
Cc : _ 
SubJL·e-c':-:-=R::E""', I:::C::E"Cl ::cpR:--------------------------' 

Hi Fb}(6);(b}(7)( I 
Please see the current version ofthe RFQ. As mentioned there may be some tweaks to the final sow. 
Other than items related to the questions we sent earlier, the only other item being discussed right now 
is the following paragraph. 

• License plate pictures taken with the automated Optical Character Recognition (OCR) plate 
number translation shall be submitted to the LPR data service system for matching with license plates 
on any current ICE Alert List. Any positive matches shall return to the iOS application (identified below) 
alerting authorized users of a positive match. These pictures will be uploaded into the data service query 
by an authorized ICE user along with any mandatory information needed for a normal query. 

We are discussing whether to remove that requirement from the SOW. 

Please let us know if you need anything. 

Thanks 

,=f
b,,)(6,:.);:...(bX:,:-7,,)(C...:)-::-_;:-__ :-:!1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6):1 Mobile: 202-34S-K~)\~); 1 
Email: kb)(6Hb)(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. I f you arc not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

2018-ICLI-00035 1207 



From: kb)(6);(b}(7)(C) 
Sent: Thursday, December 14, 2017 6:40 PM 
To: Kb)(6);(b}(7)(C) 
Cc: L 
SUb?ject~:~R~e~:~IC~E~L~P~R~----~ 

Just its existence. 

It ' s not as straightforward as an RFQ response and that causes some consternation. We've done 
them before, so there's no reason to worry; it' s just the grumbling of our team. 

I look forward to receiving what you can send when you can send it. 

Kind regards, 
Q'b)(6l:1b}(71( I 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
Kb}(6);(b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443 -622-t b)(6);(b)(7Xc) 

This emai l contains information from Thomson Reuters Special Services, LLC. that may be 
sensitive and confidential. The message is to be used solely by the intended recipient. (fyou are 
not that recipient, you received this message in error and are requested to delete it (and all 
copies). You are further requested to neither reproduce nor share the contents of this message 
with anyone except the intended recipient and to notify the sender of the erroneous transmission. 
Your cooperation is appreciated. 

On Dec 14, 2017, at 16:29, ~Kbil!)(~6);Q; (bil!xTI7)~(CI) ==============JI wrote: 

Thanks kb)(6Hb)(7}(C) 1 

Anything in particular about the QASP? 

Lf b_)(6_);_(bX-,-7_)(C_),,------,c-____ ,-,l1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS 1 ICE 1 Office of Acquisition Management (OAQ) 
Phone: 202-732-kb)(6) IMobile: 202-345kb)(6);(j 
Email: kb}(6);(b}(7)(C) 1 

NOTICE: This communication may cOnlain privileged or othenvise confidential infonnation . If you 
are not an intended recipient or believe you have received this communication in error, any review, 
dissemination, distribution, or copying of this message is strictly prohibited. Please infonn the sender 
that you received this message in error and delete the message from your system. 

From: kb)(6Hb)(7)(C\ 
sent: Thursday, December 14, 20176:28 PM 

~~~ fb)(6);(b}(7)(C) I 
Subject: Re: ICE LPR 
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If you can send what you've got, we can likely do a Monday AM return. There's 
some heartburn around the QASP . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . .. 
Kb)(6);(b)(7}(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622 -~Fb~)(6~);~(b~)(7~XCg);::=~==:::=~~==J 
This email contains information from Thomson Reuters Special Services, LLC. that 
may be sensitive and confidential. The message is to be used solely by the intended 
recipient. If you are not that recipient, you received thi s message in error and are 
requested to delete it (and all copies) . You are further requested to neither 
reproduce nor share the contents of thi s message with anyone except the intended 
rec ipient and to notify the sender of the erroneous transmiss ion. Your cooperation is 
appreciated. 

On Dec 14, 2017, a( 16:25, Lfb_)(6_);_(bX_7_)(C_) _____________ --' 
wrote: 

Hi eb)(6):(b)(7}(C I 
How soon could they put a response together? Wed like as soon as possible. 
Perhaps the latest we could receive it would be Monday AM. We can send 
the finalish version tonight ifthat would help. 

Thanks 

fb)(6);(b)(7Xc) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~Mobile: 202-345-Kb)(6);1 
Email: Kb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential 
infonnation. If you are not an intended recipient or believe you have recei ved this 
communicalion in error, any review, dissemination, distribution, or copying of this 
message is strictly prohibited. Please infonn the sender that you received this message 
in error and delete the message from your system. 

From: kb \IRHh\(7)(G\ 
Sent: Thursday, December 14, 2017 5: 27 PM 

~~; fb)(6);(b}(7)(C) I 
Subject: Re: I CE LPR 

Hopefull y my voice will have returned by then! 
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I've sent this questions to the product specialist and will provide you 
with the answers as soon as I've got them. 

Ifreleased tomorrow, when would you expect a response? (Just want to 
inform contracts team) 

Thank you, 
j(b)(6);1 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
~b)(6); (b}(7)(C) 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443-622_Ic:b::;.X6"');"'(bX"-7.::.)(C"');----,.,------;:-_= __ ---'. 

This emai l contains information from Thomson Reuters Special 
Services, LLC. that may be sensitive and confidential. The message is 
to be used so le ly by the intended recipient. If you are not that recipient, 
you received this message in error and are requested to delete it (and all 
copies). You are further requested to neither reproduce nor share the 
contents of this message with anyone except the intended recipient and 
to notify the sender of the erroneous transmission. Your cooperation is 
appreciated . 

On Dec 14, 2017, at 15:06, t b)(6);(b)(7XC) 

~b}(6); (b}(7)(C) Iwrote : 

Hi ~b)(6); (b)(7}(C I 

Barring any setbacks we will send you the rfq tomorrow. 

Please see the questions below: 

(1) When ICE users share Alert list data with other ICE users, are 
they able to pick and choose which records to share, or do they 
have to share their entire Alert List containing every entry? 
(2) Who does the vendor specifically notify for de-confliction 
purposes? For example, if Officer 1 wants to add a license plate 
number to his Alert list that already appears on Officer 2's list, 
do both officers get notified, or is it just Officer 1? 
(3) What does the de-confliction notification actually say? Does 
it say "this license plate already exists on another user's Alert 
list" or l b)(6):(b)(7)(C) lalready has this license plate on his/her 
Alert List." Basically, does it specify which agent/officer already 
has the alert record? 
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(4 ) Is the process of "fl agging an Alert list plate for de
confli ct ion" an a uto mated ca pa bility of the LP R service, o r is 
t hat something t hat ICE users have to do ma nua lly? 

Thanks, 

I b)(6);(bX7)(C) • 1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section 
Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 20 2-732 b)(6);1 Mobile: 20 2-345-l b)(6);1 
Email : b)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or 
otherwise confidenti al in fo rmation. If you are not an 
intended rec ipient or beli eve you have received thi s 
communication in error, any review, di ssemination, 
di stri bution, or copying of thi s message is strictl y 
prohibited. Please in fo rm the sender that you received thi s 
message in error and delete the 

From: kh\(flHh\I7\(G\ 

Date: Thursday, Dec 14, 20 17, 4:34 PM 
[ b)(6);(b)(7Xc) 

Subject: Re: ICE LPR 

Hi ~b)(6); (b}(7)(C) 

As ~entioned I' m available and ready to answer any 
questions you may have. 
Kind regards 

Fb)(6);(b)(7}(C I 

fti \(flHh\I7\(G\ I 

Client Relationship Manager 
Thomson Reuters Special Services, LLC 
M 443 -622 -~Fb",)(6::.);"(b,,,X7-,,)(::.:C)'c-_-,---o-_-= __ -' 

This email contains information from Thomson Reuters 
Special Services, LLC. that may be sensitive and 
confidential. The message is to be used solely by the 
intended rec ipient. If you are not that recipient, you 
rece ived thi s message in error and are requested to delete it 
(and all copies). You are further requested to neither 
reproduce nor share the contents of thi s message with 
anyone except the intended rec ipient and to noti fy the 
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sender of the erroneous transmission. Your cooperation is 
appreciated. 

On Dec 14, 2017, at 13:04, b)t6);tbX7)tC) 
b)(6);(b)(7}(C) wrote: 

Thanks Fb}(6);( I 
Is there someone we should be working with at 
TRSS to finalize thi s while you are away? 

We expect a few questions that we will need to 
send to TRSS as a result of this meeting. 

sFb~)t6~);~tb~)t7~XC~)~ __ ~ __ ~ICPPB , CFCM 
Detention, Compliance and Removals (OCR) I 
Section Chief 
DHS l iCE I Office of Acquisition 
Management (OAQ) 
Phone: 202-732-!b)[6);tIMobile: 202-345-[b)t6);t I 
Email: ~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain 
privileged or otherwise confidential 
information. If you are not an intended 
recipient or believe you have received thi s 
communication in error, any re view, 
di ssemination, di stribution, or copying of thi s 
message is strictly prohibited. Please inform 
the sender that you received thi s message in 
error and delete the 

From: ~b)(6); (b}(7)(C) 

Date: Thursday, Dec 14,2017, 2:59 PM 
Ib)t6),tbX7)tC) 

Subject: RE: ICE LPR 

Hi ~b)(6 1 
-{hl{ 

Thank you for the update, very much appreciated . 
I know you are doing all you can. Just an FYI, I'm 
heading out of country tomorrow morning but will 
have access to emai l and phone if needed. I will 
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be back 12/21. ~kbZ!)(@:61[l(iii"1l7l1)(C~}C::::::Jlwili be running 
point on the response. 

Thanks again, talk soon . 

.................................. . 
kb}(6);(b}(7)(C) 

Director, Homeland Security & Federal Law 

Enforcement Programs 

Thomson Reuters Special Services, LLC 
M S71.20S.kb)(6):(b)(7)(C) 

tb)(6);(b)(7}(C) 

Sent: Thursday, December 14, 2017 2:53 PM 

[ b)(6)'(b)(7Xc) 

Subject: ICE lPR 

Hi tb)[6);! I 
We have a ca ll this aftemoon at 4:00pm. I will 
hopefully be able to provide the way forward 
after that call. For the current time I do not 
have any information other than what has 
already been shared. We hope to be able to 
send you the final rfq sometime this evening, 
and to try to award the contract sometime next 
week. We have made preliminary contact with 
the office of legislative affairs so we hope that 
the congressional notification process wi ll go 
smoothly. We are waiting on the final go ahead 
from ICE Leadership. 

If there is anything I can do to speed up the 
process please let me know. 

Thanks, 

tb)(6);(bX7)(C) ICPPB, CFCM 
Detention, Compliance and Removals (OCR) I 
Section Chief 
DHS l ICE I Office of Acquisition 
Management (OAQ) 
Phone; 202-732-1ib)(6);Q Mobile; 202-345~b)(6);q 
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Email: fb}(6);(b}(7)(C) 

NOTICE: This communication may contain 
privileged or otherwise confidential 
information. Tfyou are not an intended 
recipient or believe you have received this 
communication in error, any review, 
dissemination, distribution, or copying of this 
message is strictly prohibited. Please inform 
the sender that you received this message in 
error and delete the 
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From: Weinberg, Bill 
Sent: 11 Dec 2017 12:49:36 -0500 
To: 
Cc: 

t )(6);(b}(7)(C) 

Subject: RE: LES: TRSS LPR J&A 

Let's get th is to the M&A front office for awareness as well as CFO/OCR. I understood 
the PIA was up with the Department for approval and we might have to wait for that . 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: kb)(6l:(b)(7)(C) 

Date: Monday, Dec 11 ,2017, 9:50 AM 

Lr
b
_)(,..6),..;(b_

X
_7)-=(C,,) .,--,=-==-=-=-=-=-,-::--,---____ ---'1 Weinbe'g, Bill ¥L

b
"X6-,-);cc(b"X7-,-)(,--C,--) --------' 

Subject: FW: LES: TRSS LPR J&A 

Good Morn ing, 
We are happy to route thi s through the normal channels, but I wanted to give you all a 
chance to look at the direction we were going with the License Plate database award. I 
have attached our draft j&a and the LES memo submitted by the program office. 

Please let us know if you have any questions or need any additional information. 

Thanks, 

Kb)(6);(b)(7XC) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-11!;ill] Mobi le: 202-345-Kb)(6);(b I 
Email: ~b)(6); (b}(7)(C) I 

NOTICE: This communication may conta in privileged or otherwise confidential 
infonnation. If you are not an intended recipient or believe you have received thi s 
communication in error, any review, di ssemination, distribution, or copying of thi s 
message is strictly prohibited. Please inform the sender that you received thi s message in 
error and delete the 

From: kh\IflHh\(7)(G\ , 
Date: Mondai ' Dec 11 ,201 7, 9:42 AM 
To: kb)(6l(b~7) C) 

Subjecl: FW: LES: TRSS LPR J&A 
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!~!!!!,I 
J&A attached. 

Detention, Compliance & Removals (OCR) I Contracting Officer 

DHS I ICE I Office of Acquisition Management (OAO) 

Office: (202) 732- b)(6);( 
Mobile : (202) 878 )(7}(C 

kh\IRHh\I7\Ir.\ 

NOTICE: Th is communication may contai n privileged or otherwise confidentia l information. If you are not 
an intended recipient or believe you have received this com munication in error, any review, 

d issem inat ion, distribution, or copying of t his message is strictly prohibited . Please inform the sender t hat 

you received th is message in error and delete t he message from your system. 
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From: Kb)(6);(b)(7}(C) 

Sent: 15 Dec 2017 22:45:54 +0000 
To: Rahilly, Lyn M;Johnson, Liz; I~(bij)('ii:6\[j(Eb\il:I75j)(~cI) ==:Jt Price, Corey A;Weinberg, 

Bi ll;Smith, Amber 

Cc : 

Subject: 

Attachments: 

All, 

kb)(6l:(b)(7}(C) 

RE: LPR Synopsis 

02.06 _70CDCR 18 ROOOOOOO 1. pdf 

The notice has been posted. Thanks to everyone for your help. 

You can find the FBO link here: 

rb)(7)(E) 

Additionally, attached to this email is the final version of the solicitation. 

Please let us know if you need any additional information. 

Have a great weekend! 

fb)(6);(bX7)(C) I CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 

DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-73U b)(6l: I Mobile: 202-345 b)(6);( 

Email: ~b)(6); (b)(7}(C) I \17\1r. 

NOTICE: This communication may contain privileged or otherwise confi dential information. If you are not an 
intended rec ipient or be lieve you have r<.>(:e ived this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and de lete the message fro m your system. 

From: Rahilly, Lyn M 
Sent: Friday, December 15, 2017 S:32 PM 
To: Johnson, Liz; kb)(6);(b}(7)(C) I Price, Corey A; Weinberg, Bill; Kb)(6);(b)(7}(C) ~ Smith, Amber 
Subject: RE: LPR Synopsis 

I have to defer to OAQ here. The top 2 paragraphs are ok with me but I don't know what if anything 
should be in the last (third). 

Lyn Rahilly 
Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6); 
Main: (202) 732 b)(7)( 

Questions? Please visit the Information Governance & Privacy Office website at 
https:Uinsight.ice.dhs.gov/mgt/igp/Pages/inde)(.asp)(. 
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From: Johnson, Liz 
Sent: Friday, December 15, 2017 5:31 PM 
To: kb)(6):(b)(7)(C) I Price, Corey A; Rahilly, Lyn M; Weinberg, Bill; Fb)(6);(b}(7)(C) I Smith, Amber 
Subject: RE: LPR Synopsis 

Is thi s still be ing revised? Just wou ld like confirmation on final version when posted. Thanks! 

From: i b)(6Hb)(7)(C) 

Date: Friday, Dec 15, 20 17,4:47 PM 
To: Price, Corey A i h)(f)Hh)(7)(G\ · Q . I, Rahilly, Lyn M 1b)(6);(b)(7}(C) I 
Weinberg, Bill kb)(6):(b)(7)(C) ~ Smith. 
Amber 1(b)(6Hb)(7)(C) I. Johnson, Lizkb)(6);(b}(7)(C) 

Subject: RE: LPR Synopsis 

I don't see any issues of concern with the rest of the langauge 

From: Price, Corey A 
Sent: Friday, December 15, 20174:40 PM 
To: Rahilly, Lyn M; Weinberg, Bill; iikbill)(i6\~- (b~)(iI7ii!)(c5)C:::::::J1 Smith, Amber; Johnson, Liz 
Cc: kh)lR)-(h)(~ )(r.) I 
Subject: RE: LPR Synopsis 

Apparently our emails crossed. Thanks Lyn 

From: Rahilly, Lyn M 
Sent: Friday, December 15, 20174:39 PM 
To: Weinber Bill · b}(6);(b}(7)(C) Smith, Amber; Johnson, Liz; Price, Corey A 
Cc: b)(6);(b)(7}(C) 

Subject: RE: LPR Synopsis 

Correct as I mentioned, I need OAQ to advise what to write in its place or whether to just delete the last 
paragraph. I do not have experience with FedBizOps requirements so I cannot answer that question. 

Lyn Rahilly 
Assistant Director for Information Governance & Privacy 
u.s. Immigration & Customs Enforcement 
Direct: (202) 73 (b)(6);( 
Main: (202) 732 )(7}(C , 

Questions? Please visit the Information Governance & Privacy Office website at 
https:Uinsight.ice.dhs.gov/mgt/igp/Pages/inde)(.asp)(. 

From: Weinberg, Bill 
Sent: Friday, December 15, 20174:38 PM 
To: Rahilly, Lyn M; t(b)(6):(b)(7)(C) I Smith, Amber; Johnson, Liz; Price, Corey A 
Cc: kb)(6):(b)(7}(C) I 
Subject: RE: LPR Synopsis 
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The synopsis below says we won't be providing the SOW, so that will have to be modified . 

Bill Weinberg 
Chief Acquisition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry .com) 

From: Rahilly, Lyn M 4:~b~)(~6)~; (b~)g(7~XC2.)~=====:J 
Date: Friday, Dec 15, 20 17,4:35 PM 

~~O~' ~kb;}(~61~(~b)~(7~}(C~)~~i~~~~~~~~::~L Weinberg, Bill .f(b)(6);(b}(7)(C) Smith , Amber 1 b)(6Hb)(7)(C) I Johnson, Liz f b)(6):(b)(7}(C) L Pri ce, Corey A 
kb\(6Hb)(7)(C\ 
Ce: kh\IRHh\I7\Ir.\ 

Subject: RE: LPR Synopsis 

Yes include SOW. 

I believe the version below is fine but would like to wait and get OPA concurrence before you proceed. 
I've added Kb}(6);(b}(7)(C) land liz is already on this chain. 

Lvn Rahilly 
Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 (b)(6); 
Main: (202) 732- b}(7) 

Questions? Please visit the Information Governance & Privacy Office website at 
https:Uinsight.ice.dhs.gov/mgt/igp/Pages/inde)(.asp)(. 

From: kb )(6)j b )(7)(C) 
Sent: Friday, December 15, 20174:34 PM 
To: Weinberg, Bi ll; Rahilly, l yn M; Smith, Amber; Johnson, liz; Price, Corey A 
Subject: RE: lPR Synopsis 

The FBO posting is ready. I just need to know the final approved version of the synopsis and whether or 
not to include the SOW. I am happy to use the version below if that is approved for release. 

Please let me know. 

Thanks, 

1b)(6);(b)(7Xc) ICPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-~obile : 202-34S-iiillilll 
Email : kb)(6);(b}(7)(C) I 
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NOTICE: This communication may contain privileged or otherwise confidential infonnation. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissem ination, distribution , 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Weinberg, Bill 
Sent: Friday, December 15, 2017 4:21 PM 
To: Rahi lly, l yn M; « b)(6):(b)(7}(C) I Smith, Amber; Johnson, Liz; Price, Corey A 
Subject: RE: lPR Synopsis 

I thought they had opined to post the SOW as the information contained therein has already 
been publicized. 

Bill Weinberg 
Chief Acquisition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry .com) 

From: Rahilly, Lyn M 1~bQj)(~6);Q: (b~)(i!:7XiiiC~)======J 

Date: Friday, Dec 15,2017,4:18 PM ~~~;~::~:::::::;:;;;;;:~~ 
Johnson, liz t b)(6l:1b)(7)(C) I Weinberg, Bill t b)(6l:(b}(7)(C) I Price, Corey A ~O~'~ib~)(~6~)(~b\~(7~)(~c)~~i~~~~~~Gi~~~~I' Smith, Amber -f

b
)(6);(b)(7}(C) 

f b)(6Hb)(7}(C) 

Subject: RE: LPR Synopsis 

This is the last version I had which we had ERa and the COS review at yesterday's 4pm. They did not 
have input that I'm aware of. 

Obviously the last paragraph would have to be changed or deleted as it still refers to the LES SOW. I'm 
not sure what if anything would take its place. I defer to OAQ on that. 

" Immigration and Customs Enforcement (ICE) is hereby issuing a combined synopsis/solicitation 
to obtain query-based access to a commercially available License Plate Reader (lPR) database, 
as described in the DHS/ICE Privacy Impact Assessment (P IA) t itled 'Acquisition and Use of 
License Plate Reader Data from a Commercia l Service', published in March 2015. Prior to use of 
any commerciallPR database, ICE will issue an update to that PIA describing how the contract 
resulti ng from this solicitation meets the privacy requirements established in that PIA. ICE is not 
seeking to build an lPR database, and will not contribute any data to a national public or private 
lPR database through this contract. 

The NA[(s code is 519190. ICE intends to award a firm-fixed price contract for this effort utilizing 
FAR Part 13 procedures. ICE expects to award a single contract as a result of the solicitation. The 
RFQ is anticipated to be a sale source procurement. 

Due to the law enforcement sensitive nature of this requirement, a solicitation will not be made 
publica liy availab le; however, interested offerors may contact ICE with questions or concerns . 
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All responsible interested offerors will be permitted an opportunity to demonstrate their abil ity 
to provide the required service." 

Lyn Rahilly 

Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6) 
Main: (202)732- ;(b)(7 

Questions? Please visit the Information Governance & Privacy Office website at 
https:Uinsight.ice.dhs.gov/mgt/igp/Pageslindex.aspx. 

From: Rahilly, Lyn M 
Sent: Friday, December 15, 20174: 14 PM 
To: i{!l )(6,):(b )(7}(C) I; Smith, Amber; Johnson, liz; Weinberg, Bi ll 
Subject: RE: LPR Synopsis 

BJ - decision was made at yesterday's meeting to include the blurb with the RFQlSOW - it contains 
important information that needs to be part of the external messaging. The blurb below is not the 
current language. I'm adding liz to see if she has it. I believe it was last provided to her for comment. 

Lyn Rahilly 

Assistant Director for Information Governance & Privacy 
U.s. Immigration & Customs Enforcement 
Direct: (202)73 (b)(6); 
Main : (202)732- EW)( 

Questions? Please visit the Information Governance & Privacy Office website at 
https:liinsight.ice.dhs.gov/mgt/igp/Pages/index.aspx. 

From: ij\(6J (b )(7)(C\ 

Sent: Friday, December 15, 2017 3:58 PM 
To: Rahilly, Lyn M; Smith, Amber 
Subject: LPR Synopsis 

Good Afternoon, 
I am in the process of drafting the synopsis. Has a decision been made about whether or not to post the 
RFQ to the FBO site with the synopsis? This will obviously impact the language included in the notice. 

Proposed language 

" Immigration and Customs Enforcement (ICE) is hereby issuing a combined synopsis/solicitation to 
obtain query based access to a commercially available License Plate Reader (lPR) database. ICE is 
neither seeking to build nor contribute to a national public or private lPR database. 

The RFQ is anticipated to be a sale source procurement. ICE intends to award a firm-fixed price contract 
for this effort uti liz ing FAR Part 13 procedures. ICE expects to award a single contract as a result of the 
solicitation." 

2018-ICLI -00035 1221 



Please let me know your thoughts. 

Thanks, 

L1b,,)(6c:);,,(bXcc7,,)(C-') _____ ---'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732- b)(6); obi Ie: 202-34S¥b)(6);( I 
Email: b)(6);(b)(7)(C) 

NOTICE: This comm unication may contain privileged or otherwise confidential informat ion. !fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 
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Request for Quote for Access to License Plate Database 

Contracting Office Address: 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I. St NW, 
Washington, DC 20536 

Description: NAICS Code: 519190 - Al l Other Information Services. 

This is a combined synopsis/request for quote for commercia l items prepared in accordance with the 
format in Federal Acquisition Regulation (FAR) Subpart 12.6 and under the authority of FAR 13, as 
supplemented with additional infoffilution included in this nOlice . The North American Industry 
Classification System (NA ICS) Code for this procurement is 519190 and is being conducted as sole 
source procurement. 

The Immigration and Custom's Enforcement's (ICE) Enforcement and Removal Operations (ERO) and 
Homcland Security in vcst igations (I·ISI) is rcqucsting that vendors submit a quote for a firm fixed price 
contract for access to a license plate reader database as set forth in the attached Statement of Work 
(SOW). 

Period of Performance: 

The anticipatcd period of performance wi ll include a base period of forty·one (41) days, two (2) twelve
month options periods, and one (I) eight-month option period. 

Instructions to Offerors/Response Reguirement: 

Interested contractors must submit information necessary to demonstrate their capabil ities to support the 
ICE requirements including perfornlance requirements, functional requirement, alert list capabilities, 
mobile device capabi lities, audit and reporting capabi lities, as specified in the attached Statement of 
Work. Offerors shall return the complete quotation package, in electronic formal. Electronic copies can 
be sent to f h\;R\-lh\I7\Ir.\ · . " . 0 •• t at 
kbi&1(b}(7l(C) ' I Facsimile and hard copy quotes are not permitted and will be disregarded 
if recei ved. 

3 

All electronic files should be labeled with the Offeror's name, quotation number, submission date and the 
words "Source Selection Sensitive" and "Law Enforcement Sens itive". Proprietary information sha ll be 
clearly marked. 

a. Format. The submission sha ll be clearly indexed and logically assembled. Each section 
shall be appropriately numbered and clearly identified with the date and quotation 
number in the header and/or footer and shall begin at the top of each page. NOTE: Please 
submit a signed and dated cover letter with your quote addressed to Mr. Wi lliam Quigley 
with your company's contact information. A Table of Contents should be included. 
Each paragraph shall be separated by at least one blank line. A standard, 12-point 
minimum font size applies to all sections. Times New Roman fonts is suggested. 

b. File Packaging. Written quotes shall be submitted in one volume with three (3) sections, 
as outlined below. Use tab indexing suffic ient to identify all sections within a particular 
quote section. The Offeror is required to provide the quote via email to 
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~kb1l)(~6)M: (~bx1l7li)(C~)C====;::~::;=========;:II The Offeror should 
submit Attachment 4 in Microsoft Excel, with viewable calculations. 

The following shall be included in the Narrati ve di scuss ion: 

SECTION I TECHNICAL APPROACH: The offeror must submit in format ion to demonstrate thaI the 
Offeror' s methods and approach have adequately and completely considered, defined, and satisfied the 
requirements specified in the Request for Quote and whether the Offeror's methods and approach to 
meeting the SOW requirements provide the Govemment with a high level of confidence of successful 
completion. No pricing information is to be provided in the Technical Quote. 

Technical Database Information Submittal. The vendor shall provide a description of its electroni c 
infonnation retrieval services that addresses: 

• Compliance with the SOW 
• Number of current records 
• Abil ity to collect new records 
• Identifi cation of states or metropolitan areas where signi fica nt records are provided 
• Abil ity to add and/or delete subscribers 
• Return time on query 

Quality Control Plan. The Offeror's Quality Control Plan (QC P) should describe the methods it wi ll use 
to review its performance to ensure it conforms to the performance requirements. The Offeror' s QCP 
should include methods that ensure and demonstrate its compliance with the performance requirements 
and the QASP di scussed in Attachment 2. 

SECTION 11- PAST PERFORMANCE: The contractor shall provide a list of contracts or orders for 
the purpose of past perfornlance evaluation. The contractor may also provide other fornls of 
documentation which provide infonnation on the company's past performance. Valid past perfonnance is 
evidence of similar work accomplished within the past three years. 

SECTION 111- PRICE. The offeror shall complete Attachment 4, with pricing for the base and each 
option period for each Contract Line Item (CLlN). 

A Firm Fixed Price Quote and a written technical quole must be submitted by December 18, 2017 
by 6:00 PM EST (1800) via email to Fb)(6);(b)(7}(C) I and 
Kb}(6);(b}(7)(C) I 

Quotes must include the company's name, point of contact, address, area code and telephone number and 
(mandatory) DUNS number. All quotes received without va li d DUNS number (those not registered in 
the System for Award Management (SAM) www.sam.gov), wi ll be considered ineligible. 

Issue of the contract will be made to the contractor that offers the best va lue to the Government, 
cons idering price, past performance, and technical in accordance with FAR 13.106. The Government wi ll 
award a contract resu lting from this solicitation to the responsible offeror whose offer confirming to the 
solicitati on will be most advantageous to the Government, price, and other factors considered. The criteria 
for evaluation arc as follows: 

I. Technical Capability 
2. Past Perfonnance 
3. Price. 
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The above listed evaluation factors are listed in descending order of importance . Technical and past 
performance, when combined, is significantly more important than price. 
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Instructions: FAR 52.212-\ "Instructions to Offerors - Commerc ial" applies to thi s acquisition. Offerors 
are to include a copy of FAR provision 52.212-3 "Offeror Representations and Certifications -
Commerc ial Items" with their response. The fo llowing FAR clauses also apply: 52.2124 "Contract 
Terms and Conditions - Commercial Items" and 52.212-5 "Contract Terms and Conditions Required to 
Implement Statutes or Executive Orders - Commerc ial Items", with the clauses cited further in this 
synopsis as being applicable. The aforementioned provisions and clauses can be accessed electronically at 
http ://acquisition.gov/comp/far/index.html. Prospective sources are reminded that award can only be 
made to a contractor who is registered in the System for Award Management (SAM) (www.sam.gov) 
database with an active Dun & Bradstreet Number. 

Attachments: 
Attachment I: Statement of Work (SOW) 
Attachment 2: Quality Assurance Surveillance Plan 
Attachment 3: Tcrms and Conditions 
Attachment 4: Price 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based access to a commercially avai lable License Plate Reader (LPR) database to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbers from cameras eq uipped with license plate reader technology. Records arc uploaded into the system 
from a variety of governmental and private sources including, but not limited to, access control systems such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. Licenses to 

access the commercial database are sold to commercial consumers as well as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determine where and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, financial 

crimes, commercial fraud, human trafficking, narcotics smuggl ing, ch ild pornography, and immigrat ion fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be chi ldren 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personncl at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at IcaslJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services 10 other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ilitate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial trai ning to orient personnel to the use of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency manager and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Periodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls 10 proteellhe integri ty, availability, and 
confidenlialily of lhe data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affi rmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable 10 Ihe users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency wi ll provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
Ihe data returned in responsc must be limited 10 matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a license plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user 10 identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This will allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets, with a margin 
of error not more than 2%. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo arc the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was capturcd, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shal l notify ICE and thc ICE uscr of any inputtcd erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or diselose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only usc the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service shall provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a ncar real-ti me notification to the user. 
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• The LPR data service Alert List wi ll provide capabil ities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Li sts containing the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LP R system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert List record informat ion) for eac h email alert notification. The notification must 
be able to be limi ted to the user or a user group of ICE law cnforcement officers involved in the specific 
investigation. The notification will comply with all applicable laws, including the Driver's Privacy 
Protection Act of 1994, 18 U.s.c. §§ 2721 -2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a single comma separated 
variable (CSV) fi le with data fields to include, but not limited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text field, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List func tion wi ll include an automated capability that flags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate number 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be valid for one year unless the user removes it before 
expiration. The system wi ll prompt users two weeks prior to expiration and require the user to affirmatively 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall feature an iOS-compalible mobile appl icat ion that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved dala on the mobi le device after 60 days, 
ifno! already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application will conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE 10 make sure that the mobile application 
undergoes the required privacy assessment prior to usc. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data sclected or input by the uscr; 
o Date and time of query; and 
o Rcsults of the query. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electronic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to re trieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor sha ll promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records rctrieved from the LPR data service in response to a particular qucry, or any other data rclevant to 
user activi ty on the vendor systcm, for purposes of the agency's intcrnal investigations and ovcrsight. 

• The vendor shall not use audit trai l data for any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits against the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties including other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (including any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the control of any of its agents or subcontractors. 

The vendor shall meet the following Key Performance Parameters (KPPs): 
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1\1ctnc l illit of Measure l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Schedu led downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4 ,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life oflhe contract. The Offeror ' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders, 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then o nly upon 
written approval received fro m the contracting offi cer and the ICE Office of Public Affairs. 

C.S. License Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population fa lls within its purchased entitlements. The Vendor sha ll not 
provide a named user license. 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. Should a month of performance fa ll below 
acceptable standards, the withholding will apply to the monthly invoice. 

The Performance Requirements are listed below. The Gove rnment will use these standards to 
determine Contractor performance and shall compare Contractor performance to the standard and 
assign a rating. At the end of the perfonnanee period, these ratings will be used, in part , to establish 
the past performance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfornlance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

LPR Data Service 

Overa ll Support Service 

Results of LPR Query 

- Unit of measure 100% 

Operating Schedule 

Scheduled downtime 

Meant ime between fa ilure (MTBF) 

Support availability 

Result of LPR query after entered in 
device 
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> 99.0 

24171365 

</= 4 hours month 

4,000 operating hours 

24171365 

</= 5 seconds after submission 



Table 2: Performance Standa rds Matrix 

Perfo rmance Performance Performance Surveillance 
Withholding 

Requirement 
Paragra ph 

Standard 
Performance Indicator 

Level Method 
C riteria to 
Monthlv Payment 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated - 20% withholding 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer for the fi rst hour (or 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints any part thereot) in 

4.11.5 available 2417/365 month period and 100% Inspection excess of the 4 hour 
Meantime between limitation . 
failure (MTBF) is 4,000 - 0.5% withholding 
operating hours for each hour 

thereafter unti l the 
data service is 
operable. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 
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Performance Performance Performance Surveillance 
Withholding 

Requi rement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
C riteria to 
Monthl" Payment 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- -98% / 93% / 88% 
Service 4.10 available 2417/365 Monitored monitoring and compliance will 

monthly during Validated result in 2% / 5% I 
the Transition In User/Customer 10% withhold ing 
period. Complaints from the invoice(s) 

100% Inspection of the facilities 
involved. The 
withholding sha ll be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- -93% / 88% / 83% 
Query 4.6.2 Results of LPR query after submission Monitored monitoring and compliance will 

to appear after being monthly during Validated resu lt in 2% / 5% 
entered in the end-user the life of the User/Customer / 10% withholding 
computing device contract Complaints on the total volume 

100% Inspection of reports for the 
facility. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab ili ty 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is attached 
to thi s QASP. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's correctivc action plan to dctenninc acceptabil ity. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expcctcd to comply with all rcquircments in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-perfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offcror rcpresents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

rcpresentation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venturc. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offeror represents that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affirmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any person for infl uencing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Buy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defined in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offers in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreemems. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered components of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 

2018-ICLI -00035 1255 



(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)] . 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

[ZJ 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MA R 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

C8J 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

~ Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

C8J 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Privacy Training (JAN 2017) 

[2J Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 2014) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 20 14) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[2J 52.225-5 Trade Agreements (OCT 2016) 

[2J 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Private Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FEB 2002) 

D 52.232-30 Installment Payments for Commercial 1tems (JAN 2017) 

[2J 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (JUL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 2013) 

o 52.232-36 Paymcnt by Third Party (MA Y 2014) 

[2J 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 20 17) 

D 52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 20 14) 

[2J 52.222-41 Service Contract Labor Standards (MAY 2014) 

[2J 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014) 

[2J 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 2014) 

2018-ICLI -00035 1260 



D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

[8J 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[8J 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 

FAR 52.217-9 OPTION TO EXTEND HIE: TE:RM OF THE: CONTRACT 
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(a) The Government may extend the term of this contract by wriuen notice to the Contractor within 15 days; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commi t the Government 10 an extension. 

(b) If the Government exercises th is option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 CLA USES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
ful1 texl. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a clause may 
be accessed electronically at this address: https:llwww.acguisition.gov/FARI. 

FAR 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUNE 2013) 

This clause is incorporated by refercnce. The fu ll text of the clause is available at: 

hllps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING ACCE LERATED PA YMENTS TO SMALL BUSIN ESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hllps:/ /www.acquisi tion.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONT RACTING WITH I NVERTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverted domestic corporation" means a foreign incorporated entity that meets the defi nit ion of an inverted 
domestic corporation under 6 U.S.c. 395(b), appl ied in accordance with the rules and defi nitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned-

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) Ifthc contractor reorganizcs as an inverted domcstic corporation or bccomcs a subsidiary of an invcrtcd domcstic 
corporation at any timc during thc pcriod ofperfonnanec of this contract, thc Government may be prohibited from 
paying fo r Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seck any available remedies in the event the Contractor fai ls to perform in 
accordance with the tern1S and conditions of the contract as a result ofGovemment action under this clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes ei ther an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract perforn1ance, the Contractor shall give written notice to the Contracting 
Officer within fi ve business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION OF GOVERNMENT BUlLDlNGS, EQUIPM ENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (J UN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section 1504(a) of the Internal Revenue Code of 
1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Entity means any entity which is, or but fo r subsection (b) of section 835 of the Homeland 
Security Act, 6 U.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Inverted Domestic C0/"fJOration. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related lransactions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constituti ng a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
forme r shareholders of the domestic corporation by reason of holding stock in 
the domestic eorporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
forme r partners of the domestic partnership by reason of holding a capita l or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 

Person, domes/ie, andforeign have the meanings givcn such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Interna l Revenue Code of 1986, respectively. 
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(c) Special rules. The fo llowing definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domestic corporation. 

(\) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an 
inverted domest ic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock hcld by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering rclated to an 
acquisition described in section 835(b)(\) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certain cases. If a foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year period 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall be disregarded if such transfers arc part ofa plan a principal 
purpose of which is to avoid the purposes of this section. 

(d) Speciall1lfefor related Imrmerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
U.s.c. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic 
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code of 
\986) shall be treated as a partnership. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convertible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate 10 do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Section 835. 

(I) Disclosure. The offeror under this sol icitation represents that [Chcck onc]: 

_ it is not a foreign incorporatcd cntity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009. 108-7003 ; 
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_ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003 , but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clausc) 

HSAR 3052.212-70 CONTRACT T ERMS AND CONDITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 20 12) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solici ta tion is issued applies unless otherwise stated herein. The 
followi ng provisions and clauses are incorporated by reference: 

(a) Provisions . 

...K... 3052.219-72 Evaluation of Pri me Contractor Participation in the DH S Mentor Protege Program. 

(b) Clauses . 

...K...3052.203-70 Instructions for Contractor Disclosure of Violations . 

...K... 3052.204-70 Security Requirements for Unclassified Information Technology Resources . 

...K... 3052.204-71 Contractor Employee Access. 

Alternate I 

...K... 3052.205-70 Advertisement, Publ icizing Awards, and Releases . 

...K... 3052.219-70 Small Busincss Subcontracting Plan Rcporting . 

...K... 3052.219-7 1 DHS Mentor Protege Program. 

I. FAR Clauses 
52.224- 1: Privacy Act Notificat ion (AP R 1984) 
52.224-2: Privacy Act (A PR 1984) 

1I . HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MA R 20 15) Sections (a) - (d) 
Infom1ation Technology Securi ty and Privacy Training (MAR 20 15) 

Ill. lOP Privacy and Records Provisions 
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PRIV 1.2: Reporting Suspected Loss of Sensitive PH 
PRIV 1.3: Victim Remediation Provision 
PRIV 1.4: Separat ion Checklist for Contractor Employees 
PRIV 1.6: Prohibition on Performing Work Outside a Gov't Facility/NetworklEquiprnent 
PRIV 1.7: Privacy Act Information 

REC 1.1: Required DHS Basic Records Management Training 
REC 1.2: Deliverables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized ...JRecords 
REC 1.4: Agency Owns Rights to Electronic Informa tion 
REC 1.5: Comply with All Records Management Policies" 
REC 1.6: No Disposition of Docurnents without Prior Written Consent " 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Reporting Suspected Loss of Sensitive PI!: 
Contractors must report the suspected loss or compromise of Sensiti ve Pll to ICE in a timely manner and cooperate 
with ICE's inquiry into the incident and efforts to remediate any harm to potentia l victims. 

1. The Contractor must dcvclop and include in its security plan (which is submitted to ICE) an interna l system by 
which its employees and sub-Contractors arc trained to identify and report potential loss or compromise of Sensitive 
PH. 

2. Contractor must report the suspected loss or compromise of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contract ing Officer within one (1) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensi ti ve PII by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c. Type of information lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromised or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company' s security plan was followed or not, and which specific 
provisions were not followed. 
g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations to prevent simi lar situations in the future, including whether the security plan needs to 
be modified in any way and whether additional traini ng may be required. 

4. The Contractor must cooperate with ICE or other governmcnt agency inquiries into the suspected loss or 
compromise of Sensitive PII. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromise of Sensitive PH. 

(End of clause) 

PRIV 1.3: Victim Remediation Provision: 
The Contractor is responsible for notification of victims and provision of vict im remediation services in the event of 
a loss or compromise of Sensitive PH held by the Contractor, its agents, and Subcontractors, under this contract. The 
victim remediation services shall include at least I8-months of credit monitoring and, for serious or large incidents 
as requested by the Government, call center help desk services for the individuals whose Sensitive PH was lost or 
compromised. The Contractor and ICE will collaborate and agree on the method and content of any notification that 
may be required to be sent to individuals whose Sensitive PII was losl or compromised . 

(End of clause) 
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PRIV 1.4: Separation Chceklist for Contractor Employecs: 
Contractors shall enact a protocol to use a separation checklist before its employees, Subcontractor employees, or 
independent Contractors term inate worki ng on the contract. The separation checklist must cover areas such as; (I) 
return of any Government-furn ished equipment; (2) return or proper disposal of Sensitive PI! (paper or electronic) in 
the custody of the Contractor/Subcontractor employee or independent Contractor, including the sani tization of data 
on any computer systems or media as appropriate; and (3) tennination of any technological access to the 
Contractor's fac ili ties or systems that would pennit the terminated employee's access to Sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee, Subcontractor employee, or 
independent Contractor, the Contractor shall notify the Contract Officer's Representative (COR) within 24 hours. 
For normal separations, the Contractor shall submit the checklist on the last day of employment or work on the 
contract. 

As requested, contractors shal l assist the ICE Point of Contact (1CEIPOC), Contracting Officer, or COR with 
completing ICE Form 50-ODS/Contractor Employee Separation Clearance Checkl ist by returning all Governmcnt
furni shed property including but not limited to computer eq uipment, media, credentials and passports, smart cards, 
mobi le devices, PIV cards, calling cards, and keys and terminating access to all user accounts and systems. 

(End of clause) 

PRIV 1.6: Prohibition on Performing Work Outside a Gove rnment Faeility/NetworkiEquipment: 
The Contractor shall perform all tasks described in this document at authorized Government facil ities and on 
authorized Government networks, using Government-furnished IT and other equipment. The Contractor is 
prohibited from performing these tasks at or removing Government-furnished information to any other facil ity, or on 
any other network or equipment. Government inforn1ation sha ll remain wi thin the confi nes of authorized 
Government fac ilities and/or networks at all times. 

(End of clause) 

PRIV 1.7: Privacy Act Information: In accordance with FAR 52.224-1, PRJVACY ACT NOTIFICATION (APR 
1984), and FAR 52.224-2, PRJ VACY ACT (APR 1984), th is contract requires Contractor personnel to have access 
to information protected by the Privacy Act of 1974. The agency advises that the relevant system of records notices 
(SORNs) appl icable to this Privacy Act information are as fo llows: 

DHS/ALL-004 General Information Technology Access Account Record Systems (G[T AARS) 
DHS/ICE-OI3 Alien Medical Records 
DHS/ICE-OJ I Criminal Arrest Records and Immigration Enforcement Records (CA RJ ER) 

These SORNs may be updated at any time. The most current DHS versions arc publ icly available at 
www.dhs.gov/privaey. SORNs of other agencies may be accessed through the agencies' websites or by searchi ng 
FDsys, I Othe Federal Digital System of the Government Publishing Office, available at hnp:/lwww.gpo.gov/fdsysJ. 

(End of clause) 

REC: 1.1: Rcquircd DHS Basic Records Management Training: The Contractor shall provide DHS basic 
records management training for a[l employees and Subcontractors that have access to Sensitive PII as wel[ as the 
creation, use, di ssemination and/or destruction of Sensitive PII at the outset of the Subcontractor's/emp[oyee 's work 
on the contract and every year thereafter. This train ing can be obtained via links on the ICE intranet site. The 
Agency may also make the training available through other means (e.g. , CD or online). The Contractor shall 
maintain copies of certificates as a record of compl iance. The Contractor must submit an annual e-mai l notification 
to the Contracting Officer's Representative that the required training has been completed fo r all the Contractor' s 
employees. 

(End of clause) 

REC 1.2: Deliverables are the Property of the U.S. Government: The Contractor shall treat all deli verables under 
the contract as the property of the U.S. Government fo r which the Agency shall have unl imited rights to usc, dispose 
of, or disclose such data contained therein. The Contractor shal l not retain, usc, sell, or disseminate copies of any 
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deliverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government dala at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
this contract. 

(End of clause) 

REC 1.3: Contractor Shall Not Creatc or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contain ing any Government 
Agency data that arc not speci fi cally tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Ekctronic Information : The Government Agency owns the rights to all 
electronic information (e lectronic data, electronic information systems or electronic databases) and all supporting 
documcntation created as part of this contract. The Contractor must deliver sufficient technical documentation with 
all data del iverables to pcrmit the Agcncy to usc the data. 

(End of clause) 

REC 1.5: Comply with All Records Managell"ltnt Policies: The Contractor agrees to comply with Federa l and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent : No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors arc responsible 
for preventing the alienation or unauthorized destruction of records, including all forms of mutilat ion. Willful and 
unlawful destruction, damage or alienation of Federal records is subject to the fines and penalties imposed by 18 
U.S.c. 2701. Records may not be removed from the legal custody of the Agency or destroyed without regard to the 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contracting Officer's approval prior to engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensi tive and proprietary info rmation. 

(End of clause) 

IC E Information Governance and Privacy Requirements Clause (J UL 201 7) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(i) Privacy Act illformalion 
In accordance wilh FA R 52.224-1 Privacy Act Notificat ion (APR 1984), and FAR 52.224-2 Privacy Act (APR 
1984), if this contract requires contractor personnel to have access to information protccted by the Privacy Act of 
1974 the contractor is advised that thc rclevant DHS systcm of records notices (SORNs) applicable to this Privacy 
Act information may be found al www.dhs.gov/privacy. Applicable SORNS of other agencies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hnp://www.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) Prohibitioll all Pelformillg Work Outside a Governmellf FacilitylNetworkiEquipmem 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work. 
Government information shall remain within the confines of authorized Government networks at all times. Except 
where te lework is specifically authorized within this contract, the Contractor shall perform all tasks described in this 
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document at authorized Government facilit ies; the Contractor is prohibited from performing these tasks at or 
removi ng Government-furnished infonnation to any other facility; and Government information shall remain withi n 
the confines of authorized Government fac ilities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facilities regardless oftelework authorizations. 

(3) Prior Approval Required 10 Hire Subcollfractors 
The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensiti ve and proprietary information. 

(4) Separation Checklislfor Contraclor Employees 
Contractor shall comp lete a separation check list before any employee or Subcontractor employee terminates 
work ing on the contract. The separation check list must verify: (I) return of any Government-furnished equipmcnt; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee incl uding the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technologica l access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PII. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor emp loyee, the 
Contractor shall notify the Contracti ng Officer's Representative (CO R) within 24 hours. For normal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shall assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
completing ICE Form SO-OOS/Contractor Employee Separation Clearance Checkl ist by returning all Government
furni shed property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PlY cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Re~·erved - Deleled in accordance willi clause pre~·criptioll 

C. Government Records Training, Ownership, and Management 

(1) Records Management Training and Compliance 
(a) Thc Contractor shall provide DHS basic rccords management training fo r all employces and Subcontractors 
that havc acccss to sensitive PII as wcll as to those involvcd in the crcation, usc, disscmination and/or destruction 
ofscnsitive PII. This training wi ll be provided at the outset of the Subcontractor's/employee's work on the 
contract and cvery ycar thereaftcr. This training can be obtaincd via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of certificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records management 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creation, Ownership, and Disposition 
(a) Thc Contractor shall not create or maintain any rccords not specifically tied to or authorized by thc contract 
using Govcrnmcnt IT equipment and/or Govcrnmcnt records or that contain Govcrnment Agency data. Thc 
Contractor shall certify in writing the destruction or return of all Governmcnt data at thc conclusion of the 
contract or at a time otherwise spccified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
License Agreement, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databases) and all supporting documentation and associated 
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metadata created as part of this contract. All deliverables (including all data and records) under the contract are 
the property of the U.S. Government and are considered federal records, for which the Agency shall have 
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must del iver sufficient 
technical documentation with all data deliverables to permit the agency to use the data. 

(c) The Contractor shall not re tain, use, sell , disseminate, or di spose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representative. The Agency and its contractors are responsible fo r preventing the alienation or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 1. Records may not be 
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency 
records schedules. 

D, Data Privacy and Oversight 

(1) Restrictions on Testing or Training Using Real Data Containing PI! 
The usc of real data containing sensiti ve Pll from any source for testing or training purposes is generally prohibited. 
The Contractor shall use synthetic or dc-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to use of real data or de-identified data for IT system test ing or training be approved by 
the ICE Privacy Offieer and Chief Information Seeurity Officer (CISO) in advance. In the event performanee of the 
contract requires or neeessitates the use of real data for system-testing or training purposes, the Contraetor in 
coordination with the Contracting Officer or Contract ing Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and CISO and complete any required documentation. 

(2) Resen'ed - Deleted in accordallce witlt clause prescription 

(3) Reqlliremem to SIIPPOI"I Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedules include the PTA, PI A, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, including PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the Pri vacy Impact Assessmcnt 
Guidance and Template outline the requiremcnts and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procure a Pri vacy Lead, to bc listed undcr "Key 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can 
complete any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance. The 
Privacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the Chief 
Information Officer, and the Records Management Branch to ensure that the privacy documentation is kept on 
schedule, that the answers to questions in the PIA are thorough and complete, and that questions asked by the 
ICE Privacy Office and other offices are answered in a timely fashion. The Pri vacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
tcchnical audience, and the ability to synthesize info rmation from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writing 

PIAs fo r DHS. 
• Must be knowledgeable about the Pri vacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 
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(c) If a Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the existing Pri vacy Lead coordinate with and support the ICE Privacy POC to ensure privacy 
concems are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentation to support privacy compliance if required. The Contractor shall work wi th 
personnel from the program office, the ICE Office of Information Govemance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any pri vacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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From: kb)(6):(b)(7)(C) 

Sent: 11 Apr 2018 18:39:37 -0400 
To: ~b)(6); (b}(7)(C) I 
Subject: RE : Get-Backs from today's HOGR mtg re: LPR 
Attachments: 2018-03-27 - HOGR Get-backs (Vigilant Solutions).docx, DHS ICE Policy 
Acceptance Form.pdf, Vigilant Coverage Map_032918.png 

Sorry for the delay. I reformatted the response and have it prepped to send to 00 for final review and 
approval. Please review the attached document and add/delete where necessary. I am out of the office 
tomorrow and Friday. 

Thanks, 

Fro m :Kb )(6);(b )(7}(C) 

Sent : Friday, March 30, 2018 3:14 PM 
To: kb)(6):(b)(7)(C) 

Cc: Smit h, Amber t b)(6);(b}(7)(C) 

Su bject: R E: Get _BL,"Ck"s"fc-,o=--mC-C-'""o"d,"'y-';,,-s "HO'O"G"R;-m='g:-:c'e":-;l"p"R---------------' 

Good Afternoon and Happy Friday, 
Please find the answers below. Thanks again for coordinating all of this . It's been a pleasure working 
with you . 

1. Below is the splash screen. The attached PDF is the language that pops up when you click get 
more info. 
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b}(7)(E) 

2. Clear users H51 - 7,725 ERO-4,088. We have 9,209 total ICE users in LEARN but we do not have 
an individual count by ERO or H51. 

3. We do not have a separate LEO vs Non LEO # without going through and counting each ofthe 
9,209 email addresses. 

4. Please see attached image for map of coverage. 
5. Reporting Structure for ERO and HSI is the same. 

User 
FOD POC/ Admin 
HQ POC/Admin 
Unit Chief/Section Chief 
COR 
AD 

6. Given that access to the content began 2/1/2018 and reports are due quarterly per the 
statement of work, the first audit log will be sent to ICE the week of June 4th. Audit logs are 
also available upon request. No requests have been made at this time. 

7. Under the ICE Contract, Section PRIV 1.2 (2-3) states the following: 
"2. Contractor must report the suspected loss or compromise of Sensitive PII by its employees or sub

Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representative (COR), and 

the 
Contracting Officer within one (1) hour of the initial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or 
compromise of 
Sensitive PI! by it s employees or sub-Contractors." 
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Thanks, 

Lt b_)(6_);_(b_)(7_XC_ ) _____ -'1 CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-~obile : 202-34s-Fb)(6);Q 
Email: kb)(6);(b)(7)(C) I 

NOTICE: Th is communication may contain privi leged or otherwise confidential information. I f you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: fb)(6);(b)(7)(C) 

Sent: Tuesday, March 27, 2018 7:05 PM 
To: t b)(6);(b)(7)(C) I 
Cc: Smith, Amberf b)(6l:(b}(7)(C) I 
Subj ect: Get-Backs from today's HOGR mtg re: LPR 

Good evening, f~)~~ I 

~~l~?yb p nd I compared notes and the below are the get-backs from today's meeting with HOGR staff. 
Please let me know if you need me to task these to you formally. 

1. Please provide a screen shot of the "Splash" screen. 
2. Please provide how many users will be accessing the system (ERO vs . HSI)? 
3. Do you have an estimate of the ICE non-law enforcement users? 
4. Please provide Vigilant Solutions state-by-state coverage . 
5. What is the reporting structure within ICE HQs for HSI and ERO (CORs or POCs)? 
6. When will you receive your first batch report from Vigi lant Solutions? 
7. How long does Vigi lant Solutions have to notify ICE of a breach? 

Fb)(6);(b)(7)(C) I 
Department of Homeland Security 
U.S. Immigration and Customs Enforcement 
Office of Congressional Relations 
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Get-backs from March 27, 20J8 Briefing to Majority and Minority 
Staff from House Oversight and Government Reform 

J. Please provide a screen shot of the " Splash" screen. 

b}(7)(E) 

Also attached PDF is the language that pops up when you click get more information. 

2. Please provide how many users will be accessing the system (ERO vs. HSI)? 
Response: 

• Cleared users for Homeland Security Investigations (HSI) is 7,725 
• Cleared users for Enforcement and Removal Operations (ERa) is 4,088 
• There are 9,209 ICE users in LEARN but we do not have an individual count by 

ERO or HSI. 

3. Do you have an estimate of the ICE non-law enforcement users? 
Response: We do not have a separate breakout by law enforcement versus non-law 
enforcement users. This would require us to conduct a manual count of the 9,209 users in 
LEARN. 

4. Please provide Vigilant Solutions statc-by-state coverage. 
Response: See attached. 
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5. What is the reporting structure within ICE HQs for HSI and ERO (CORs or 
POCs)? 
Res ponse: 

Reportin{! Structure 
ERa HSf 
User User 
Field Office Director (FOD) Point of Contact 

I (pa C)! Admin 
Special Agent in Charge (SAC) pac !Admin 

Headquarters (HO) paC! Admin H 0 paC! Admin 
Unit Chief/Section Chief Unit Chief/Section Chief 
Contractor Officer Representati ve (COR) COR 
Ass istant Director (AD) AD 

6. When will you receive your first batch report from Vigilant Solutions? 
Response: Access to the content began on February I, 201 8 and reports are due quarterly 
per the statement of work, the first audit log will be sent to ICE the week of June 4, 201 8. 
Audit logs are also ava ilable upon request. No request have been made at thi s time. 

7. How long docs Vigilant Solutions have to notify ICE of a breach ? 
Res ponse: Under the ICE Contract, Section PRI V 1.2 (2-3) states the following: 
"2. Contractor must report the suspected loss or compromise of Sensitive PH by its 
employees or sub-Contractors to the ICE Security Operations Center (480-496-6627), the 
Contracting Offi cer's Representati ve (COR), and the Contracting Offi ce r within one ( I) 
hour of the initial di scovery. 3. The Contractor must provide a written report to ICE 
within 24 hours of the suspected loss or compromise of Sensitive PIl by its employees or 
sub·Contractors. " 
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Welcome to Vigilant's LEARN LPR Database. This system is for authorized ICE users only. Before 

using the database, you must read a nd consent to the following: 

( I) Law Enforcement Purpose: You wi ll access, collect, and/or use LPR data and technology only for 

authorized cri minal and administrative law enforcement purposes. Aut horized law enfo rcement purposes 

mean that your use must be associated with an ongoing in vestigation, target of in vestigation, andlor 

targeted enforcement activities. 

(2) Q uerying the Commercial LPR Data Service : A license plate number is req uired for every query of 

the commercial LPR data service. 

(3) Use of Commercial LPR Data: You will not take enforcement action based solely on data collected 

from Vigilant's LEARN database. LPR data must be supplemented with othe r investigative information 

before enforcement action is taken. 

(4) Auditing User Activity: All actions that you take while logged into the database will be recorded in an 

aud it log. This audit log will be available to DHS Agency Managers quarterl y, and to supervisors and the 

ICE Office of Professional Responsibility upon request. 

(5) Addi ng License Plate Numbers to Alert Lists: You may onl y add license plate numbers to an Alert 

List that relate to an ongoing ICE investigation or en forcement acti vity. You wi ll not gather and add 

li cense plate numbers to Alert Lists based solely on race. ethnici ty, nationality, religio us affiliat ion, sex, 

sex ual orientation, or other protected status, unless authorized by law. You may onl y add a maximum of 

2,500 li cense plates to a single Alert List. 

(6) Removin g License Plate Numbers from Alert Lists : You must remove license plates from Alert Li sts 

once they no longer relate to an ongoing ICE investigation or enforcement activity. 

(7) Free-Text Field: Yo u must complete the free-text field to reference the specific case for whi ch a query 

was performed. At a mini mum, you must enter the subject's name, and either the corresponding case 

number or Alien Registration Number (A-number). 

(8) Data Retention: You will retain relevant query results in the appropriate case file or IT system 

accord ing to the corresponding records retention schedule. You wi ll not retain LPR data that is not 

related to an ICE investigation or enforcement activity . 

(9) Trainin g: Before accessing Vigilant's LEARN LPR data service, you must have a lready completed 

training on the use of this database, as well as annual pri vacy and records training. 

( 10) Penalties: Unauthori zed or improper use of the system may subject you to disc ipline, in accordance 

with ICE policy. 

Acknowledgment: I acknowledge receipt of, understand my responsibil ities, and will comply with the 

ru les of behavior for Vigi lant's LEARN LPR data service. 
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(b}(7)(E) 
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From: kb)(6);(b}(7)(C) 

Sent: 24 Jan 2018 18:10:59 -0500 

To : kb)(6);(b)(7}(C) I 
Cc: Rahi lly, Lyn M;Price, Corey A;Weinberg, BiII;#HSI CHI EFS OF STAFF;Johnson, 
Liz£b )(6);(b }(7)(C) 

Corey A 

Subject: RE: Reporter asking about LPR solicitation 

Thank you, I will make that change 

From: == '~;;;;;~J24 . Sent: l2 20183:51 PM 

~mith, Amber;~b)(6); (b}(7)(C) ~ Price, 

To: ~b)(6); (b')(7}(C) . '~ I .. . 
Cc: anilly, Lyn M; nce, Corey A; Weinberg, Bill; # HSI CHIEFS OF STAFF; Johnson, LIZ; Kb)(6);(b}( I 
Kb)(6);(b)(7}(C) I Smith, Amber;kb)(6):(b}(7)(C) I Price, 
Corey A 
Subject: RE: Reporter asking about lPR solicitation 

Fb)(6);(b}(7)( I 

Fb}(5);(b}(7)(E) 

Thanks, 

f hllRl-lhll7ltrl 

Chief of Staff l Enforcement Dil'ision 
Enforcement and Removal Operations 
U,S. Imm t ratT n and Customs Enforcement 
(202) 732 b}(6 (0) I (202) 302kh\(fl\I(C) 

From: kb)(6);(b)(7}(C) 

Sent: Wednesday, January 24, 2018 3:04 PM 
To: Fb}(6l:1b}(7}(C} I Rahilly, Lyn M; Price, Corey A; Weinberg, Bill; Smith, Amber; # HSI CHIEFS OF 
STAFF 
Cc: Johnson, Liz; iikhij)(j[RlU'(hiijlllajC\(cEIL:==::;=========:::J 
Subject: RE: Reporter asking about LPR solicitation 

Thank you fo r the edits, 81. Just to ensure everyone is clear, here is an amended version of what 
OPA plans to provide: 

b)(5);(b)(7}(E) 
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b)(5);(b)(7)(E) 

From: ~b)(6); (b)(7)(C) I 
Sent: Wednesday, January 24, 2018 2:54 PM 
To: i b)(6Hb)(7)(C) I Rahilly, Lyn M; Price, Corey A; Weinberg, Bill; Smith, Amber; #HSI CHIEFS OF 
STAFF 

Cc: Johnson, Liz;.~kbili)(~6)ill; (bilixl!7)~(cI) =;:::;:=;;:::::;::::;::;:::=====::J 
Subject: RE: Reporter asking about lPR solicitation 

Hi fb)(6)1 
OAQ comments are as follows: 
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b}(5);(b}(7)(E) 

Please let us know if you need any additional information. 

Thanks, 

~:-~::.)(6.::.) ;,:-(bX::-7,,-)(C...:):----;::-_---;-:!1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-1£iilliill Mobile: 202-34St b)(6);( I 
Email: kb)(6);(b}(7)(C) I 

NOT[CE: Th is communication may contain privileged or otherwise confidential information. [fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 

From: Rb)(6);(b}(7)(C) I 
Sent: Wednesday, January 24, 2018 2:11 PM 
To: !(b)(6Hb}(7)(C) I Rahilly, Lyn M; Price, Corey A; Weinberg, Bill; Smith, Amber; # HSI CHIEFS OF 
STAFF 

Cc: Johnson, Liz; ~kb~)(~6)g(~b)~(7~)(C~)~;:~:;:;;::~:;;:;:====:::J 
Subject: OPA: Reporter asking about LPR solicitation 

Hello a ll , we have our first query on thi s from Russell Brandom with the The Verge who saw the 
posting of the so lic itation and PIA. I'm dusting off the statement we had drafted in anticipation 
of media inquiries. Please see below and let us know if thi s is still good to go. I just changed " is 
issuing" to "has issued" in the first sentence. 

b)(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

Su ject: FW: Draft OPA statement on l PR solicitation 

Cleared by Malt as edited. Also, Malt suggest titat OAQ clear the language regarding tile price 

negotiations. 
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From: Johnson, liz 
Sent: Friday, December 15, 2017 2:29 PM 
To: Bta nk, Thomas 
Atbence, Matthew 
Price, Corey A kb)(6):(b}(7)(C) 

[ b)(6),(bX7)(c) 

. Rahilly, Lyn M <j(b)(6):(b)(7}(C) 

Weinberg, Bill # b)(6):(b)(7)(C) 

Subject: FW: Draft OPA statement on LPR solicitation 

AII - please find below the fina l RTQ as cleared by Privacy. OPA plans to use this in response to 
media inquiries. Please advise of any editS/changes NLT 3pm. 

Thanks, 
Liz 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

Rb)(6);(b}(7)(C) 

Public Affairs Officer/Spokesperson 
U.S. and Customs Enforcement (ICE) 

(desk) 
3-2:lDlL:=i (cell) 

WWW.lce.gov 
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From: kb)(6):(bX7)(C) 

Sent: 
To: 
Cc : 

15 Sep 201713:36:59 -0400 

e )(6);(bX7)(C) 

Subject: RE: SOW for TRSSjLPRs 

Thank you b!:KJ 

Kb)(6);(bX7)(C) II (A) Unit Chief 
Transnational Law Enforcement Operations Unit 
Fugitive Operations & Training Division 
U.S. Immigration & Customs Enforcement 
(202) 732- bX6);( (desk) 

)(7XC 
(202) 905- (cell) 
Kb)(6);(bX7)(C) 

ment is UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (U II FOUO) . It rontains Inrorm~tion th~t may be exempt from 
public release under the Free om .s.c. 552). It is to be controlled, stored, handled, transmitted, distributed, and 
disposed of in accordance with DHS polky relating to FOUO in ormal . ~"d to the public or other personnel who do 
not have a valid "need-to-know" without prior approval of an authorized DHS official. No portion 0 t IS . hed to 
the media, either In wri tte n or verbal rorm. 

From: Rb)(6l:1b}(71(C) 

Sent: Friday, September 15, 2017 1:24 PM 

~~~ fb)(6);(b)(7XC) I 
, , 

Subject: FW: SOW for TRSS/ LPRs 

Hi Kb)(6);( I 
We wanted to give you an update on the LPR progress. OAQ brokered a call between privacy and TRSS. 
It seemed to be productive. The privacy office was going to take a look at the current SOW/TRSS 
proposa l and provide feedback . Once we are completed with that process we can move forward with 
next steps of drafting the acquisitions documents and revising the Privacy impact Assessment (PIA) . 

We hope to have the paperwork ready to go by November. The privacy office estimates that they would 
need until that timeframe as well to obtain approval from DHS of the PIA. 

Please let us know if you need anything. 

Thanks, 

1bX6);(bX7)(C) kpPB, CFCM 

Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732- tlillillI Mobile: 202-34S-Fb)(6); I 
Email: Fb)(6);(bX7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If you arc not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
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or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kb}(6);(b}(7)(C) I 
Sent: Frida, Se tember 15, 2017 1: 11 PM 
To: b)(6);(b)(7}(C) 

Cc: "-,.---:::-:=,-' 
Subject: RE: SOW for TRSS/LPRs 

H~~}i!'! 1 

Great timing. I actually have a meeting scheduled with Amber for 4:00 today to review. She was in 
training most of the week so we didn't get an opportunity yet to discuss. We will highlight the concerns 
in the TRSS Response and send you the pertinent documents either later today or early next week. 

kh\IflHh\(7)(G\ I 

Senior Privacy Compliance Specialist 
Information Governance and Privacy (IGP) 
U.S. Immigration & Customs Enforcement 
Direct : (202) 73 b)(6);( 

Main: (202) 732. ),(7)( 

Questions? Please visit the Privacy & Records Office website at https:Uinsight.ice.dhs.gov/mgt/oop/Pages/index.aspx. 

From:Kb)(6);(b}(7)(C) 

Sent: Friday, September IS, 2017 1:09 PM 
To: b)(6);(b)(7}(C) 

Cc: 
SUb]Io.:...-,="",w-r.or TRSS/LPRs 

Hi t bl(6l:1bl l 

Have you had a chance to take a look at the SOW to better outline the privacy concerns? 

Please let us know when you have a chance. 

Thanks, 

Lf b_)(6_);(_bX-,-7_)(C_) -,-------,,---_---,-,-l~PPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-~ Mobile: 202-34S-ffilli[] 
Email: Fb)(6);(b)(7}(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential infomlation. 1fyou are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you received this message in error 
and de lctc the message from your system. 

From: Smith, Amber 
Sent: Tuesday, September 05,20172:49 PM 
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To: ~b)(6); (b)(7}(C) 

cc:~L ~~~~~<c~~OO~o---------" 
Subject: RE: SOW for TRSS/LPRs 

HHill -I'1i ask Kb)(6);(b l to take a look. He is also going to work on a revised schedule forthe PIA Update, 
which, as we have discussed, has to be approved by the Department before the contract can be 
finalized . We'll share with you and the program poes as soon as the schedule is updated . 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 73 b)(6);(b)( 
Main: (202) 732 )(G) 

Questions? Please visit our website at https:ljinsight.ice.dhs.gov/mgt/oop/Pageslindex.aspx . 

From: kb)(6):(b)(7}(C) I 

Sent: Tuesday, August 29, 2017 7:22 PM 
To: Smith, Amber 
Cc: Kb)(6);(b}(7)(C) 

Subject: RE: SOW for TRSS/LPRs 

Hi Amber, 
I think given the concerns from Privacy it would be best if you all took the first pen to the SOW, 
especially as it relates to the Privacy concerns. We are happy to draft language that will clarify the role 
and responsibility ofTRSS, but we can do that once the other changes are made. 

I've copied ~b)(6); (b}(7)(C) I who will also be working this requirement for OAO. 

Thanks, 

L1b.c)(6c.);cc(b"-X7.c)(--'C) __ -:,-__ -,--'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-1£iiliiill Mobile: 202-34S-kb)(6l:1 
Email: kb)(6l:(b)(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential in formation. If you arc not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Smith, Amber 
Sent: Tuesday, August 29, 2017 5:19 PM 

~~~ rb)(6):(b}(7)(C) I 
Subject: SOW for TRSS/LPRs 
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Hi Kb)(61 Are you planning to take the first pen on modifying the SOW to clarify TRSS' role as primary 
(Vigilant as sub) or does someone else have the lead on that? We're happy to work with whoever has 

the task. 

Amber Smith 
Privacy Officer 
Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6); 
Main: (202) 732. b)(7)( 

Questions? Please visit our website at https:Uinsight.ice.dhs.govlmgt/oop/Pages/index.aspx . 

2018-ICLI-00035 1289 



From: Kb)(6);(b)(7}(C) 

Sent: 22 Dec 2017 21:25:11 +0000 
To: 
Cc : 

rb)(6);(b}(7)(c) 

Subject: RE: Thomson Reuters signed order 
Attachments: 05 01_70CDCR18P00000017 - Fu lly Executed.pdf 

Hi ~~](~l;(b l 
Attached please find the fully executed copy of the award document. Your email below is correct. The 
Government will re-allocate all funding above ~b}(4 ) I for the first month to CLiN 
0002 upon exercise of the first option period. 

The total amount for the order if all options are exercised will match your price quote of Iijj(b~)B(4I) ===::J 
Thank you to all of the parties involved. I hope you have a safe and very happy holiday. 

Please let us know if you need anything further. 

Thanks, 

!::'1
b::,)(6:::);("b)c:-(7::;.XC:..:):;----;:-_---;::!1 CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732- li1ill[] Mobile: 202-34S-l!1illID] 
Email: t b)(6l:(b}(7)(C) I 

NOTICE: Th is commun ication may contain privileged or otherwise confi dential information. If you are not an 
intended recipient or believe you have received this commun ication in error, any review, dissem ination, distribution, 
or copyi ng of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Kb)(6);(b)(7}(C) 

Sent: Friday, December 22, 20174:01 PM 
To: r b)(6);(b)(7}(C) 

Cc: ~~--~~~--~~--------------~ 
Subject: Thomson Reuters signed order 
Importance: High 

Hi, Kb)(6);(b)(7}(C) 

We have attached the Signed agreement! Please ret urn a copy of the fu lly executed order to us. 

My understanding is that you've purposefully overfunded the base period for budgetary reasons, but 
expect to be charged only Fb)(4) I as quoted, for the Base Period. If that's correct, to enable our 
finance and order fulfillment teams to process the order correctly, would you please send an email that 
states that? 

Thanks, 
t b)(6);q 
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kb)(6Hb)(7)(C) ICF APMP 
Senior Proposal and Compliance Coordinator 
Office of General Counsel 

Thomson Reuters 
the answer company 

Phone: +1(703) 219 b)(6) 
Mobile: +1(703) 909 ;(b)(7 

Kb)(6l:(b)(7}(C) 

This year we're supporting charities and communities around the globe through 80,000 volunteer hours! Intrigued? 
Visit tr.com/cr for more information. 

This e-mail and anything transmitted with it are for the sole use of the intended recipient and contains information that 
may be attorney-client privileged and/or confidential. If you are not an intended recipient, please notify the sender by 
return e-mail and delete this e-mail and any attachments. 
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SOLICITATIONICONTRACTIORDER FOR COMMERCIAL ITEMS 
OFFEROR TO COMPI..ETE BLOCKS IZ. '7, IJ, 14. ' JQ 

I RfOUlS/TlOtf _Hal 

See Schedule 
t Jql!CITATION ~II: 
70CDCR18QDoOOOD05 

52 

70CDCR18P00000017 
,. FOil IOUCITAnON h... 

INFOR ..... TION CAlL: ,. b)(6).(b)(7)(C) 

• ISSUW BY CODE ICE/DCR 

ICE/Detention Complience & Removels 
Immigration end Customs Enfo r cement 
Office of Acquisition Manegement 
801 I Street , NW t b'tlfil Ib)(l'tlCl I 
WASHINGTON DC 20536 

" DELMRV'OII'DIDUTINA- 1~ CllacOl,lN1TER~S 
TlDtl UNL~SS II.OCK IS 
~ 

SEE SCHEDUlE 

Net 30 

II ClEUVEI'I TO COCE ICE/ERO 

ICE Enforcement & Removal 
801 I Street, NW 

kbl(6Hb)(7)(C) I 
Weshington DC 20536 

11. COtITIVoCTOItI 
OFFEROR 

~ 1485082860000 

WEST PUBLISHING CORPORATION 
PO BOX 64.833 
SAINT PAUL MN 55164 

• • 
17'Q.D"lECK . !I04ITUHC!A.DIFFEIII!NT ~P~lIS "'Of'FEIII t'u ~lC 6L~L [aroc :>tre~m. Jl b0197-bZ9Z 

-- --
" ~ 

--.-
ITEM NCI SCHEDOA.e OF 1I.PPLII!8."SERlf.CES 

DUNS Number: 148508286 
overnment POC: kb)(6):(b)(7)(C) I 

Phone: 202-7 32-ibW6HI 
Email: ~b )(6 ), (b)(7)(C) I 
Government POe: AlbW6HbKIWC) I 
Ph one : 202-732~b)(6):n 
Email: gtJX6),(b)(7)(C) I 
Cont racting Officer : Kb)(6),(b)(7)(C) I 
Phone : 202-7 32-ihVF,\ I 

(Use RlIw,u anGtlr Attach AdcJitJOIlai Sh~/s IS NflCesntyJ 

25 ACC()UN1lHGANOAPPROPRIATIOH OATIII 

See schedule 

~n~_ 

20273~ ~--

&\W.I. IIVSlIESS 

HU8lONl!~L 

I LISINEU 

~~ 
vn~_o 

SIU<IJ..IlUSltESS 

r n. THIiCONTRAC'TISA 
MTECI OIIOEII l.WD(R 

ClPAS C I~ CfI" 7II1II 

SET ASIDE 

I'>'OUE!H)·M'ED SIM1J. IUSiNESS 
('010058) EUGI8lE ~OEII TIE WO~E~OWNED 

.... ~II .. ~' • • "............ twel519l90 ._y 
1:111 MTINO 

CODE. ICE/OCR 

ICE/Detention Complia nce & Removals 
Immigration and Customs Enforcement 
Office of Acquisition Manegement 
801 I Street , NW tb)(6l:1b)(7XC I 

ASHINGTON OC 20536 

$21.5 

CE-ERO-FHQ-CED 

DHS . ICE 
Burlington Finence Center 
P .O. Box 1620 
Attn: ICE-ERO-FHQ-CED 
Williston VT 05 495-1620 

ISCHECKED c lEE I\tlDENClU~ 

" " " ~ - ~- " ,-, 

r TOTIIIl~::.t.MOIJHT ~ GeM UJe CWyJ 

--

21. SOLICITIllTION CNCORPORATES BY REFERENCE FAA 52 212-1. 52 212-'1 FAA 52 212-3 AND 52 212~ AAE IIITTACHED A.ODENDA AAE NOT IIITTACHED 

AAE NOT IIITTACHED IX 21b CONTRACTIPURCHI<SE OROER CNCORPORATES BY REFERENCE FAA 5.2 212-'1 FAA 52 212~ ISIII'tTIllCHED IIIDDENOA 

Xl28 COHTRACTOA IS REOlIIR£O TO SIGH 11-115 DOCUMENT.t.NO RETURN , .It 251 Illwo.RO OF CONTRACT OFFER 

COPU:S TO ISSUING OFFICE COHTRACTORAGREES TO FURHISHotJfO OELNER .,,'" 12/22/2017 YOUR OFFER ON SOUCITIIITlDfoI (BLOCK 5~ 
A.LlITEMS SET FOATll DA OTl"lERWlSE COEHTlflEOIIIIOVE IIIND ONAH'!' 1II00ffi0N1IIl INCLUOINGAHV IIIOOITIONS OR CHNIGES 'M-IICHARE SET FORTll 
SH£ETS SUBJECT TO THE TERMS IIIND CONomONS SPECIFCED HERECN. IS .t.CCEPTEO IllS TO ITEMS 

b)(6);(b)(7)(C) 

I b)(6),(b)(7)(C) 

I~; 
SIGNE JIb NAME OF CONTRACTING OFFICER (Typeotpntlt) IJ1C OATE SIGNED 

ft' Z1. 11 )(6) Ib)(7)(C) 1212212017 
.a.uTHORlZED FDA LOCiIIL REPRODUC110N 5T"NOIIII':0 FORM 14011 CREV. VlII12) 
PREVIOUS EDmON IS NOT USIllBlE ..... lCrlbed by GSIII· FIIIR (41 CFII) 1J.21Z 
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2 of 52 

" ~ " n " " ITEM ~O. SCflEDUlE Of SUPP\.IESlSERIIK;ES QUAHJITY UNIT L1~IT Pft IC£ -" 
Email : Kb)(6);(b)(7}(C) I 

The re are two (2) r e quisition s associated with 

t hi s award : 192118FUGOPS 12 087 a nd 

192118 FLMURQOOO8 . 

This purchase order i, for West Publishing 

Corporat i on to provide constant (2 4 hour , seve n 

days per week) access to a cOmmercially 

available , query-based L PR database f or ICE law 

enforce ment personne l at I CE offices across the 

Uni ted S ta tes . The specific requireme nts are 

detailed in t he Statement o f Work attached . 

All services shall be performe d in accordance 

with the attached St atement of Work (SOW) , West 

Publishing ' s Technical Quote (dated 12/22/2017) , 

and West Publishing ' s Price Quote . West 

Publishing Corporation ' s price quote and 

t echnica l q uote are included a, a n attachme n t to 

t hi s purchase order . 

Fund i ng in the amount of kb)(4) I i, being 

allotted to th is p urc hase order award to fu nd 

CL IN 0001 for the Base Period o f services . All 

o ther CLINS are opt i ona l CLINs and will be funded 

at the time they are exercised . 

The terms and conditions of t h i s purchase order 

Conti nued ... 
32a. QUANTITY IN COLUMN 21 HAS BEEN 

RECEIVED INSPECTED ACCEPTED. AND CONFORMS TO THE CONTRACT. EXCEPT AS NOTED: 

32b. SIGNATURE OF AUTl10RIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32e MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 321 TELEPHONE NUMBER Of' AUTHORIZEO GOVERNMENT REPRESENTATIVE 

329· E·MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

33 SHIP NUMBER ~. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 

CORRECT FOR 

COMPLETE PARTIAL FINAL 
PARTIAL FINAL 

lB. SIR ACCOUNT NUMBER 39. SIR VOUCHER NUMBER 40. PAID BY 

413 I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a RECEIVED BY (Print) 

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER 41c. DATE 

42b. RECEIVED AT (Location) 

2c. DATE REC'D (YY/MMlDD) 142d. TOTAL CONTAINERS 

STANOAAD FDflM 1«9 (REV. 2120 12) BAC K 
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EFERENCE NO.OF DOCUMENT SE ING CONTINUED 

CONTINUATION SHEET 70COCR18P00000017 

NAME Of OfFEROR OR CONTFV.CTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0001 

0002 

0003 

SUf>P\.IESiSEIMCCS 

( B ) 

apply only to t he purchase order resulting for 
ICE solici t ation 70COCR18Q00000005 . 

Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/2017 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 
Product/Service Code : 0317 

Product/Service Descript ion : IT AND TELECOM
WEB-BASED SUBSCRIPTION 
Requisi t ion No : 192118FLMURQ0008 , 

192118FUGOPS12087 

b}(4);(b}(7)(E) 

Per~od of Performance : 12/22/2017 to 01/31/2018 

Option Period 1 - 02/01/2018 - 01/31/2019 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amount : kb)(4) I(option Line Item) 

02/20/2018 
Product/Service Code : 0317 
Product/Service Description : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

rb}(4);(b}(7)(E) 

Period of Performance : 02/01/2018 to 01/31/2019 

Option Period 2 - 02/01/2019 - 01/31/2020 
ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users) 

Continued ... 

NSN 7S4()..()t · t52-8067 

QUANTITY UNIT 

(e) (D) 

12 MO 

12 MO 

2018-ICLI-00035 1294 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIONAl. FORM:J.3Il (HI6) 

Sponsored b\' GSA 

FAR (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLISHING CORPORAT I ON 

ITEM NO_ 

(A) 

0004 

SUPPUESiSERVlCES 

(8) 

This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : ~kb~XB4~) ========~h Opt io n Line Item) 
OS/20/2018 
Product/Service Code : D317 
Product/Service Descriptio n : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Optio n Period 3 - 02/01/2020 - 09/30/2020 
ACCESS TO LICENSE PLATE SYS TEM (Al l I CE Users) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : kh\(4\ I( option Line Item) 
08/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 
I nvoice Ins t ructions : 
ICE - ERO/ HSI Con t rac t s 

Service Providers/Cont ractors shall use t hese 
procedures whe n submi t ti ng an invoice . 

1 . I nvo i ce Submission : Invoices s ha l l be 
submitted in a " . pdf " format i n accorda nce with 
t he contract te rms a nd conditions [Contract 
Special i st and Con t rac t ing Officer to d i sc l ose if 
o n a mo n th l y basis or other agreed to terms " ] via 
e mai l , United States Posta l Service (USPS) or 
facs imi l e as follows : 

a) Email : 

• kb\(6Hb\I7\(C\ 
• Cont ract ing Off i cer Representat i ve (COR) or 
Gover nme n t Poi n t of Contact (GPOC) 
• Con tract Specia l ist/Contracting Officer 

Each email sha l l contain o nl y (1) invoice a nd the 
i nvo i ce number shall be indicated on the subject 
l i ne of the email . 

b) USPS : 
Cont inued 

NSN 7540-01·152-8067 

QUANTITY UNIT 

(e) (D) 

8 MO 

2018-ICLI -00035 1295 

UNIT PRICE 

(E) 

~b)(4 ) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 

FAA (03 CFR) 53.'10 



FERENCE NO.OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO. 

(A) 
SU PPUESiSERVlCES 

(8) 

DHS , ICE 
Fina nc ia l Operations - Burlington 
P . O. Bo x l620 
Williston , VT 05495-1620 

ATTN : I CE-ERO-FHQ-CED 

The Con t rac t o rs Data Un iversal Numbering System 
(DUNS) Number mus t be registered and ac tive i n 
the System f o r Award Man agemen t (SAM) at 
h t t p s : //www . sam.gov prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e ns ure 
p rompt payment provis i o ns are met . The I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alternative Invoices shall be submitted t o : 
{802)-288-7658 

Submi ssions by facsimi le shall include a cover 
sheet , point o f contact and the n umber of total 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
and Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he System for Award Mana geme nt 
(SAM) at h ttps : //www . sam . gov prior to award and 
shall be no tated on ever y invo i ce submitted to 
e ns ure prompt payment p rovis ion s are me t . Th e I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Content of I nvo ices : Each i nvoice shall 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

( i ) . Name and address of t he Serv i ce 
Provider/Contractor . Note : the name , address and 
DUNS number on the invoice MUST matc h t he 
i nformati o n in both the Contract/Ag reeme n t and 
t he information in t he SAM . If payment i s 
remitted to another entity , the name , address and 
DUNS information of that entity must also be 
provided which wil l require Governme n t 
Continued .. . 

NSN 7S4ll-Ot·t52-8067 

QUANTITY UNIT 

(e) ( D) 

2018-ICLI -00035 1296 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 

FAA (03 CFR) 53. '1 0 



FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLIS HI NG CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

verifica t ion before payment can be processed ; 

(ii) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii) . I nvoice da t e a nd invoice number ; 

(iv) . Ag reemen t /contrac t number , con t rac t line 
item number and , if applicable , the order n umber ; 

(v) . Description , qua ntity , unit of measure , unit 
price , extended price a nd period of pe r for mance 
o f the i t e ms or services delivered ; 

(vi) . If applicable , shipping number and da t e of 
shipment, i ncluding the bill of lading n umber and 
weight of shipmen t if shipped on Governmen t bill 
o f lading ; 

(vii) . Terms o f a n y discount for prompt paymen t 
offered ; 

(vii i ) . Remit to Address ; 

( i x) . Name , title , a nd phone number of person to 
reso l ve invoicing issues ; 

( x ) . I CE program office designated o n 
order/contract/agreement a nd 

( x i) . Mark invoice as "Interim" (Ongoing 
performa nce and addi t ional bil l ing e xpected) a nd 
" Final" (performa nce complete and no additiona l 
billing) 

( x ii) . Electronic Fu nds Tra nsfer (E FT ) ban king 
i nformation in accordance with 52 . 232 - 33 Payme n t 
by El ectronic Funds Tra nsfer - System for Award 
Manageme n t or 52 - 2 32- 34 , Payme n t by Electronic 
Funds Transfer - Other than System for Award 
Manageme n t . 

3 . I nvo i ce Supporting Documentation . To ens ure 
payme n t , t he vendor must submit support ing 
documentat i on which provides s ubstantiation for 
t he invoiced costs to t he Contracting Of f icer 
Represe n tative (COR) or Poi n t of Contact (POC) 
identif i ed in the contract . Invoice charges must 
Cont inued .. . 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT 

(e) (D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 

FAA (03 CFR) 53.'10 



FERENCE NO_OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO_ 

(A) 
SU PPUESiSERVlCES 

(8) 

align with t he con tract CLINs. Supporting 
documen t ation is required when guaranteed 
minimums are exceeded and when allowable costs 
are incurred . 

(i ii ) Fi rm Fixed-Price CL INs . Supporting 
documenta t io n is not re qu ired f or charges for FFP 
CLINs . 

4 . Safeguarding I n formati o n : As a contractor or 
vendor conducti ng business with Immi g ra tio n and 
Customs Enforcement (ICE) , you are required to 
comply with DRS Policy regarding t he sa f egua rding 
o f Sensitive Personally Ide nti f iable In format io n 
(PIl ) . Sensitive PIl is info rmation t ha t 
identi f i es an i ndividual, includ i ng an alien , and 
could result i n harm , e mbarrassme n t , 
i nco nve ni e nce or unfa irness . Examples o f 
Sensitive PI I i nc l ude i nformat i on such as : Socia l 
Security Numbers , Al i en Re gistrat i on Numbers 
(A-Numbers), or combinat ions o f i n forma tio n such 
as the individua ls name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra t ion status . 

As part of your obliga t io n t o safeguard 
i nformati o n , the fol low precautions are re qu ired : 

(i) Email s upport i ng doc ume nts containing 
Sensitive PI I i n an e nc r ypted attachmen t with 
password sent separate l y to the Contracting 
Officer Representative assigned to the con t rac t . 

Iii) Never leav e paper documents con ta i ni n g 
Sensitive PI I u na t te nded and u nsecure . Whe n no t 
i n use , t hese doc ume nts will be l ocked in 
drawers , cabinets , desks , e t c . so the i nformation 
is no t accessible to t hose without a need to kno w. 

(iii) Use s h redders whe n discarding paper 
documents contain i ng Sensitive PI I . 

(iv) Refer to the DHS Ha ndboo k for Safeguarding 
Sensitive Pe rson a l ly Iden t i f i able In f orma t ion 
(Marc h 20 12) found at 

fb)(7){E) 

Continued 

NSN rS4ll-Ot·t52..aoor 

QUANTITY UNIT 

(e) ( D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 
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FERENCE NO_OF DOC UMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAME OF OFFE ROR OR CONTRACTOR 

WEST PUBL I SHING CORPORAT I ON 

ITEM NO_ 

(A ) 
SUPPUESiSERVlCES 

( 8 ) 

f for mo re information on a nd /or examp les of 
Sens it ive PIr. 

5 . I nvoice Inqu i ries . I f you have quest i ons 
regardi ng p a yment , please contact ICE Fina ncia l 
Ope r a t ions at 
1-877- 491-6521 or b y e-mai l at 
kb)(6):(b}(7)(C) 

The t ota l amou nt of award : k b)(4) The 
obli gat i on f o r th i s award i s shown i n bo x 26 . 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

( e ) ( D) (E) ( F ) 

NSN 7S4ll-Ot · t52-8067 OPTIOI'W. FORM:J.3Il (H I6 ) 

2018-ICLI -00035 1299 
Sponsored by GSA 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based aeccss to a commcrcially avai lable Liccnsc Platc Rcadcr (LPR) databasc to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from camcras cq uippcd with liccnsc platc rcadcr technology. Rccords arc uploadcd into thc systcm 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot camcras, vchiclc rcposscssion companics, and law cnforccmcnt agencics. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determinc whcre and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 

2018-ICLI-00035 1300 



of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ili tate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency managcr and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Pcriodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integri ty, availabili ty, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service sha ll provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 
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• The LPR data service Alert Li st wi ll provide capabilities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LPR system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record information) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law cnforcement officers involved in the speci fi c 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a si ngle comma separated 
variable (CSV) fil e with data fields to include, but not limited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fi eld, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that fl ags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be va lid for one year unless the user removes it before 
expiration. The system wi ll prompt users two weeks prior to expiration and require the user to a ffirmati vely 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiati ng the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be aud ited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to IC E user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, for purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits agai nst the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties incl uding other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (incl uding any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1ctnc l lnit of Mcasurc l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Scheduled downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Cont ract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

c.s. Licen se Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 
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Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance 
for the stated contract. This QASP explains the following: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the monitoring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and quality control actions to meet the 
terms of the contract. It is the Government 's responsibility to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a valid, useful , and enforceable document. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities. 

2. GOVERNMENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveillance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effcctive 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor' s performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affcct contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Hcadquartcrs Staff or Fedcral employees as designatcd by the COR and/or CO. 

All Point of Contact 's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on thi s plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. 

The Performance Requirements are listed below. The Government will use these standards to 
determine Contractor performance and sha ll compare Contractor performance to the standard and 
ass ign a rating. At the end of the perfonnance period, these ratings wi ll be used, in part, to establish 
the past perfornlance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfonnance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 

Metric Unit of i\leasure Minimum AQL 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24171365 

Scheduled downtime </= 4 hours per month 

Meant ime between fa ilure (MTBF) 4,000 operating hours 

Overa ll Support Service Support availability 24171365 

Results of LPR Query Result of LPR query after entered in </= 5 seconds after submission 
end-user-computing device 
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Table 2: Performance Standa rds Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragra ph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics will be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-pcrfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 

2018-ICLI-00035 1311 



(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venture. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 

2018-ICLI-00035 1320 



(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affi rmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMS 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Suy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regard ing Responsibil ity Matters (JUL 2013) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (NaY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (NaY 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MA R 2004) 

C8J 52.219-8 Utilization of Small Business Concerns (NaY 2016) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.219- 13 Notice ofSel-Aside of Orders (NaY 2011) 

C8J 52.219- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.219-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Busi ness Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

2018-ICLI -00035 1330 



D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Privacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 2014) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 20 14) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Private Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FEB 2002) 

D 52.232-30 Installment Payments for Commercial 1tems (JAN 2017) 

[ZJ 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (JUL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 2013) 

o 52.232-36 Paymcnt by Third Party (MA Y 2014) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 20 17) 

D 52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 20 14) 

D 52.222-41 Service Contract Labor Standards (MAY 2014) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 2014) 
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D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 
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FAR 52.217-9 OPTION TO EXTEN D TH E TERM OF THE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days ; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 C LA USES I.NCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a c lause may 
be accessed electronically at this address: https:l/www.acgui sition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHOR IZED OBUGATIO NS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING AC CE LERATED PAYMENTS TO SMALL. BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVE RTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverled domestic corporation" means a fo reign incorporated enti ty that meets the definit ion of an inverted 
domestic corporation under 6 U.S.C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer wi thin five business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION O F GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but fo r subsection (b) of section 835 of tile Homeland 
Security Act, 6 V.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related Iransact ions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constilut ing a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the enti ty is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 
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Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rulefol' related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror under this solicitation represents that [Check one]: 
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_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CON DITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Primc Contractor Participation in the DHS Mcntor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Di sclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Small Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MAR 2015) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss ofSensitivc PH 
PRI V 1.3: Victim Remediation Provision 
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REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise ofScnsitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remcdiate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submittcd to ICE) an intcrnal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must rcport the suspectcd loss or compromisc of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromiscd or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the futu re, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromisc of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Remcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PII, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dclivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 
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(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contai ning any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches, Hotli st, etc.) Notwithstanding the above, no title 
to Vigilant 's LEA RN database or software wi ll transfer to ICE in the performance of the contract. 

(End of clause) 

REC 1.5: Comply with All Records Management Policies: The Contractor agrees to comply with Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors are responsible 
for preventing thc alienation or una uthorized destruction ofrccords, including all forms of mutilation. Will fu l and 
unlawful destruction, damage or alienation ofFedcra l records is subject to the fi nes and pcnalties imposed by 18 
USc. 270 1. Records may not be removcd from the legal custody of the Agency or destroyed without rcgard to thc 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary info rmation. 

(End of clause) 

ICE Information Governance and Pr ivacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) P/'ivacy Ac( lnJol'malion 
In accordance with FA R 52.224-1 Privacy Act Notification (APR 1984), and FA R 52.224-2 Privacy Act (A PR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) app licable to this Privacy 
Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agenc ies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hup:llwww.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) P/,ohibition 011 Performing Work Outside a Government FacifitylNetworklEquipmelll 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work 
Government informa tion shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifical ly authorized with in this contract, the Contractor shall perform all tasks described in this 
document at authorized Government facilities; the Contractor is prohibi ted from performi ng these tasks at or 
removi ng Government-furnished information to any other faci lity; and Government information shal l remain withi n 
the confi nes of authorized Government fac il ities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless oftelework authorizations. 
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(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi tive and proprietary information. 

(4) Separation Checklist/or COllfractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of cert ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creafioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and are considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 
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(c) The Contractor shall not re tain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representat ive. The Agency and its contractors are responsible fo r prevent ing the alienat ion or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 I. Records may not be 
removed from the legal custody of the Agency or destroyed wi thout regard to the provisions of the Agency 
records schedules. 

D. Data Pri"acy and Oversight 

(I) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive Pll from any source for testing ortraining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the usc of real data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and ClSO and complete any required documentation. 

(2) Resen 'ed - Deleted ill accordallce with dause prescription 

(3) Reqlliremelllto Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modificat ions thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedu les include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, incl udi ng PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets fort h when a PIA will be required at DHS, and the Privacy Impact Assessment 
Guidance and Template outline the requirements and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procurc a Pri vacy Lead, to bc listed undcr "Kcy 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to cnsure DHS can 
complete any rcquircd PTA, PIA, SORN, or other supporting documcntation to support pri vacy compliance. Thc 
Pri vacy Lead shall work with pcrsonnel from the program office, the ICE Privacy Officc, the Office of the Chief 
Information Officcr, and the Records Managcmcnt Branch to ensure that the pri vacy documcntation is kept on 
schcdule, that the answers to questions in the PIA arc thorough and complete, and that questions asked by the 
ICE Pri vacy Office and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writi ng 

PIAs fo r DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 

(c) Ifa Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the exist ing Privacy Lead coordinate with and support the ICE Pri vacy POC to ensure privacy 
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concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired. The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 -
01/31/2018 1.4 • b}(4) 

CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 12 MO 

CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 12 MO 

CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 8 MO 

Total 

Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLI -00035 1347 

Page 1 

December 2017 



C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interacti ve maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identi fy. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identi fy vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 
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• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 

Thomson Reuters Response to DHS ICE 
SOURCE SELECTION SENSITIVE 

2018-ICLI-00035 1360 

Page 14 

December 2017 



Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLI-00035 1363 

Page 17 

December 2017 



Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/titl e of contact person Contracting Officer: Fb)(6);(b}(7)(C) I 
Management/Program Analyst: ~!(6); (b}(7)( I 
b)(6);(b}(7)(C) 

Customer Contact Phone (202) 732- Ib)(6);(bX7)(C) I 
Customer Contact Emai l Address kb)(6);(b}(7)(C) I 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value (including all options) ! bX' ) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records , and World-Check (HSI onl y) 

Client Manager (or person reaching out to kb)(6):(b}(7)(C) I 
customer) 443-622 -liiilli[il 

K~}{~H~}{7}{~l I 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

Please see attached. 

kb)(6);(b)(7}(C) 

7 Dec 2017 16:49:57 +0000 
kb)(6);(b)(7}(C) I 
RE : TRSS-l PR Statement of Work (SOW) 

lPR l atest 319 OAO.DOCX 

1bX6);(bX7)(C) I CPPB, CFCM 

Detention, Compliance and Removals (DCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732kh\IflHI Mobile: 202-34S-tb)(6);Q 

Email: kb)(6Hb)(7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential informat ion. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kb)(6l:1b)(7)(C) I 
Sent: Thursday, December 07,201711:48 AM 
To: kb)(6Hb)(7)(C) I 

Subject: RE: TRSS-LPR Statement of Work (SOW) 

Thanks. Can I get a copy of the SOW provided to TRSS on 07/03/17? 

kb)(6);(b}(7)(C) 

Unit Chief, Acquisition Management Unit (AMU) 
HSI Mission Support Division 
Homeland Security Investigatio ns (HSI) 
Immigration and Customs Enforcement (ICE) 
Ph: 202 732~ Mobile: 202-32 1 ¥b)(6);Q 

Email: Kb}(6);(b}(7)(C) I 
Wa rn>. ma il and any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY (UI/FOUO). It contains 
information that may be e ublic release under the Freedom of Information Act (5 U.S.C. 552). It is to be 
controlled, stored, handled, transmitted, IS dis osed of in accordance with DHS policy relating to FOUO 
information and Is not to be released to the public or other pe 0 not have a valid " need-to-know" without 
prior approval of an authorized DHS officiat. No portion of this email should be u e media, either in written or 
verbal form. If you are not an intended recipient or believe you have received this communication In do not 
print, copy, retransmit , disseminate, or otherwise use this information. Please inform the sender that you receive his 
message in error and delete the message from your system. 

From: kh\IflHh\(7)(G\ I 

Sent: Thursday, December 07,201711:45 AM 
To: rb)(6);(b)(7}(C) 
Cc: _ 
Sub',-ject=:"R"'E"':"""T"'R"'SS'--"LP"'R"S"'ta-=-tC:e=m-=-en:::t"oC";f"w""o"'rkC-(;::S"O"W")---' 

Hi Fb)(6);q 

Attached is the TRSS proposal. It was based on the original SOW, but OAQ believes that the revised 

proposal will be substantially the same. The pricing is included below. 
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If ICE can award before 12/8 

Period of Performance Monthly Rate I Total Rate 

10/01/2017 - 01/31/2019(16 
b)(4) 

month period of 

performance) 

02/01/2019 - 01/31/2020 (12 

month period of 

performance) 

02/01/2020 - 09/30/2020 (9 

month period of performance) I 

After 12/8 

Period of Performance Monthly Rate I Total Rate 

01/01/2017 - 01/31/2019(13 b)(4) 

month period of performance) 

02/01/2019 - 01/31/2020 (12 
month period of performance) 

02/01/2020 - 09/30/2020 (9 
month period of performance) I 
.. 

Pricing covers all ICE users and departments, including but not limited to, Enforcement and Removal 
Operations (ERO) and Homeland Security Investigations (HSI). Access to LPR data is available as an 
open market item. LEARN/LPR data access is dependent upon the maintenance of the ClEAR 
subscription (contract ends September 30,2020.) 

Thanks, 

fb)(6);(bX7)(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-Fb)(6):1 Mobile: 202-34S{ b)(6);Q 
Email: Kb)(6):(b)(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received this message in error 
and delete the message from your system. 

From: kb)(6):(b)(7}(C) I 
Sent: Thursday, December 07,201711:37 AM 
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~~~ e )(6);(b}(7)(C) I 
Subject: TRSS-LPR Statement of Work (SOW) 

Good Day: 

Need URGENTLY a copy of the TRSS/LPR Statement of Work (SOW) pending collaborative funding with 
ERa. Need to know HSI cost and use during the period of performance. Thank you. 

Kb)(6);(b)(7}(C) I 
Unit Chief, Acquisition Management Unit (AMU) 
HSI Mission Support Division 
Homeland Security Investigations (HSI) 
Immigration and Customs Enforcement ICE) 
Ph: 202 732~b)(6);q Mobile: 202-321 b)(6);( 
Email: Kb)(6);(b)(7}(C) I 
W This email and any attachments are UNCLASSIFIEDI/FOR OFFICIAL USE ONLY (UI/FOUO). It contains 
information Iha I from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be 
controlled, stored, handled, transml d, and disposed of in accordance with DHS policy relat ing to FOUO 
information and is not to be re leased to the public or 0 I who do not have a valid "need-to-know" without 
prior approva l of an authorized DHS official. No portion of this email shou d to the media, either in written or 
verbal form. If you are not an Intended recipient or believe you have received this commun ca lease do not 
print, copy, relransmil , disseminate, or olherwise use this informalion. Please inform the sender that you recelv 
message in error and delete the message from your system. 
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-" .. WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 



-,'" 
WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 



Page 1370 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 



Page 1371 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 
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WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 
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of the Freedom of InformatlOl1 and PrNacy AC. 
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WIthheld pursuant to exemptIOn 
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WIthheld pursuant to exemptIOn 
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of the Freedom of InformatlOl1 and PrNacy AC. 
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WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 
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WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 



Page 1319 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 



_,381) 
WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 



Page 1381 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 



Page 1382 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 



-,'" 
WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 



e.g., .... 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InfOfmatlOl1 and PrNacy AC. 



Page 1385 

WIthheld pursuant to exemptIOn 

(D)(5) 

of the Freedom of InformatlOl1 and PrNacy AC. 
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of the Freedom of InformatlOl1 and PrNacy AC. 



Page 1401 

WIthheld pursuant to exemptIOn 
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From: Weinberg, Bill 
Sent: 14 Dec 2017 14:57:58 -0500 
To: kb)(6);(b}(7)(C) I 
Subject: RE: LPRs 

Thanks! 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: t b)(6);(b}(7)(C) 
Date: Thursday, Dec 14, 201 7, 2: 18 PM 
To: Weinberg, Bill CKb")(c:6)"';(,,bx,,7,,)(C,,)'---_____ --' 
Subject: RE: LPRs 

I think ERO had wrongfully assumes that we wouldn't have to publically post. This has 
been clarified more recently when OAQ received feedback from OPLA that they 
disagreed with the law enforcement sensitivity class ificat ion. I spoke with Corey Price 
and the fall s at ERO following the call with Amber and Lyn this morning and explained 
our strategy. I hope the meeting is a confirmation of our plan to post the synopsis either 
today or tomorrow, send out the rfq , received the formal proposal and create the award, 
obtain congressional approva l and award the contract prior to 12/2 1. 

1b)(6);(b)(7Xc) ICPPB, CFCM 

Detention, Compliance and Remova ls (DCR) I Section Chief 
DHS liCE I Office of Acquisition Management (OAQ) 
Phone: 202-732~Mobi l e: 202-345-Kb)(6);Q 
Emai l: Yb)(6);(b}(7)(C) I 

NOTICE: This communication may contain privileged or otherwise confidentia l 
information. If you are not an intended recipient or believe you have received thi s 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is strictly prohibited. Please inform the sender that you received this message in 
error and delete the 

From: Weinberg, Bill ~"b':)(C'6)"; (b,,X";7"')(C::');:-:::_:_-------' 
Date: Thursday, Dec 14, 201 7, 2:09 PM 
To: kb)(6Hb}(7)(C) 
Subject: RE: LPRs 

Thanks- not sure what the reason for the meeting th is afternoon is. 

2018-ICLI -00035 1422 



Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: l(b)(6Hb)(7)(C) 
Date: Thursday, Dec 14, 2017,2:09 PM 
To: Weinberg, Bill ~kbW)(]'6)U: (bEi)l1(7il)(c~)C:::=====J 
Subjecl: RE: LPRs 

This is substantiall y similar to the guidance we received from OPLA CA LD. We are 
prepared to handle the posting requirements as though the requirement is not entirely law 
enforcement sensitive. 

1b)(6);(b)(7Xc) ICPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS liCE I Office of Acquisition Management (OAQ) 
Phone: 202 -732~ Mobile: 202-345-/b)(6);( 1 
Email : ~b)(6); (b}(7)(C) I 

NOTICE: This communication may contain privileged or othetwise confidential 
infonnation. If you are not an intended rec ipient or believe you have received thi s 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is stri ctl y prohibited. Please inform the sender that you received thi s message in 
error and delete the 

From: Weinberg, Bi ll K~b~)(~6)~; (b~Xi!7~)(C~)==;;;::;:====:J 
Date: Thursday, Dec 14, 2017,2:06 PM 
To: j(b)(6Hbl(7)(C) 

Subjecl: FW: LPRs 

FYI 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: Rahilly, Lyn M t~b~)(6~)~; (b~X~7)~(C~)~:;::====J 
Date: Thursday, Dec 14, 2017, 1:50 PM 
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To: Weinberg, Bill { b)(6l:(b)(7)(C) I Valerio, Tracey A 
~b)(6); (b}(7)(C) 

Subject: LPRs 

Bill/TraceyJl(b)(6):(1 

ThiS email is for your awareness in advance of a 4pm meeting today with Mr. Blank on License 
Plate Readers. I met this morning with OPA and OCR to discuss the lPR procurement. ERO, 
M&A, OAQ, OPA, and OCR are invited to the 4pm. I will be there with Amber. 

One development re the LES nature of the Statement of Work (SOW): Because ICE publicly 
released its two previous LPR SOWs, I asked OPLA to review the current SOW to validate it could 
be withheld as LES. OPLA advised it is not LES because it does not contain FOIA exempt 
information. See OPLA's email below. 

I've forwarded OPLA's opinion to OPA, OCR, and ERO. 

Lyn Rahilly 
Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: 1202)732 b)(6); 
Main: (202) 732- l'!u)( 

Questions? Please visit the Information Governance & Privacy Office website at 
https:/Iinsight.ice.dhs.gov/mgtligp/Pages/index.aspx. 

From: Rahilly, lyn M 
Sent: Thursday, December 14, 2017 1:41 PM 
To: Miller, Philip T t(b)(6):(b)(7)(C) IPrice, Corey A 
Subject: FW: LES Justification 

Phil & Corey - before our meeting this afternoon with COS, I wanted to give you a heads up on 
OPLA's opinion on the LPR solicitation not being LES. This means we would have to release it 
once FOIA'd. See below. 

Lyn Rahilly 
Assistant Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202)732 b)(6) 
Main: (202) 732- ;(b}(7 

Questions? Please visit the Information Governance & Privacy Office website at 
https://insight.ice.dhs .gov/mgt/igp/Pages/index.aspx. 

From: Smith, Amber 
Sent: Thursday, December 14, 2017 1:19 PM 
To: Rahilly, Lyn M; l(b)(6);(b}(7)(C) I Johnson, Liz 
Subject: FW: LES Justification 

FYI - OPLA GILD's assessment on the LES issue. 
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Amber Smith 
Pri vacy Officer 
Information Governance & Privacy Office 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 6)(6);( 

Main: (202) 732- ,Xl)(C 

Sent with BlackBerry Work (www.blackbeny.com) 

From: kb)(6);(b)(7}(C) 

Da te: Thursday, Dec 14, 2017, 12:39 PM 
To: Smith, Amberkb)(6);(b)(7}(C) 
Cc: Davidson, Michael J 1{b)(6);(b)(7}(C) 
kb)(6);(b)(7}(C) 

Subject: LES Justification 

Amber, 

Please let me know if you have any further questions. 

kb}(6);(b}(7)(C I 
Chief, Government Information Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
(202) 732 b)(6) (Desk) 
(202) 300 :\b)(7 (Mobile) 

I D avis, Mike P 
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... • .. ATIORNEY/CLIENT PRIVILEGE·" ATIORNEY WORK PRODUCT·" 
This document contal ntial and/or sensitive attorney/client privileged information or attorney 
work product and is not for release, r transmission, dissemination or use by anyone other than 
the intended recipient. Please notify the sender if tie has been misdirected and immediately 
destroy all originals and copies. Any disclosure of this document mu roved by the Office of the 
Principal Legal Advisor, U.s. Immigration & Customs Enforcement. This document IS RNAL 
GOVERNMENT USE ONLY. FOIA exempt under 5 U.5.c. § SS2(b)(S). 
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From: kb}(6);(b}(7)(C) 

Sent: 15 Feb 2018 18:57:00 -0500 

To: kb)(6);(b}(7)(C) I 
Subject: RE: NPR Questions on license plate readers 

Thanks! I'll take a look tomorrow. 

From: Kb)(6);(b)(7}(C) 

Sent: Thursday, February I S, 2018 5:45 PM 
To: Wb)(6l:1b}(71(C) I 
Subject: RE: NPR Questions on license plate readers 

Hi ~ 
The answers to the last two questions. These answers were coordinated with the vendor for accuracy. If 
they need to be re-worded please let me know. 

11. Can DHSjlCE access data uploaded by local law enforcement agencies if they have opted out of the 
system? Are there any circumstances under which ICE can gain access? 
DHSjlCE can only access data uploaded by local law enforcement agencies (LEA) if said agency selects a 
Direct Agency-to-Agency share option with DHSjlCE and through permissible use. DHSjlCE does not 

share data to any LEA. There are not any circumstances where ICE can gain access if an LEA has chosen 
not share its data. 

12. How many local law enforcement databases does ICE have permission to access? 
The answer to this question is proprietary to Vigilant and TRSS. 

If pressed, please respond: 

"DHSjICE can only access data uploaded by local law enforcement agencies (LEA) if said LEA shares 
directly to DHSjlCE and through permissible use. The number of databases providing access changes as 
LEAs add or remove permission and are added to the system." 

Thanks, 

Lf b::.)(6,,);(:..:bX-:,7)-,-(C-,-) ::----:: __ ---,-"1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732~Mobile: 202-34S..flillID] 
Emai f:Kb)(6);(b}(7)(C) I 

NOTICE: This comm unication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited . Please inform the sender that you received th is message in error 
and delete the message from your system. 

From: kh \IRHh\11 \{(";\ 

Sent: Thursday, February 15, 2018 3:24 PM 
To: kb)(6);(b)(7}(C) I 
Subject: RE: NPR Questions on license plate readers 
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Thanks, that's fine 

From: kb)(6);(b)(7}(C) 
Sent: Thursday, February I S, 2018 1: 15 PM 
To: kb)(6);(b)(7}(C) I 
Subject: RE: NPR Questions on license plate readers 

Hi Kb)(6);1 

We do not want to release the total contract price to a reporter, unless they file a FOIA. 

Thanks, 

fb)(6);(bX7)(C) I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-Eb)(6): I Mobile: 202-34S-tb)(6); I 
Email: kb)(6);(b}(7)(C) I 

NOTICE: Th is commun ication may contain privileged or otherwise confidential infonnation. J f you are not an 
intended rec ipient or believe you have received this communication in error, any review, dissem ination, distribution, 
or copyi ng of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

From: Kb)(6);(b)(7}(C) 

Sent: Thursday, February I S, 2018 1:12 PM 
~~~ f b)(6);(b)(7}(C) I Price, Corey A; Rahilly, Lyn M 

Subject: RE: NPR Questions on license plate readers 

I did send the last two questions to TRSS/Vigilant . 

Thanks, 

L1b:c)(6::.);.::.(b-'-X7.::.)(-.:C) _____ ---'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-Eb)(6t l Mobile: 202-34S.j(b)(6H I 
Email: Kb}(6);(b}(7)(C) I 

NOTICE: This commun ication may contain privileged or otherwise confidential infonnation. If you are not an 
intended rec ipient or believe you have received this communication in error, any review, dissem ination, di stribution, 
or copyi ng of this message is strictly prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

2018-ICLI -00035 1428 



From: Rb)(6);(b}(7)(C) I 
Sent: Thursday, February IS, 2018 12:47 PM 
To: kh)(flHh)(~)(;) ,I Price, Corey A; Rahilly, Lyn M; kb)(6l:(b)(7)(C) 

Cc: kb)(6);(b)(7}(C) I 
Subject: RE: NPR Questions on license plate readers 

I can work the HSI end. 

kb)(6);(b}(7)(C) 

Acting Chief of Staff 
ICE-Homeland Security Investigations 
Cell: (347) 992-kb)(6)(b 1 

From: kb)(61:(b)(7)(C) I 

Sent: Thursday, February IS, 2018 11:44 AM 
To: Price Core A' Rahill L n M' b)(6):(b)(7)(C) 
Cc: b)(6);(b)(7}(C) 

Subject: RE: NPR Questions on license plate readers 

Thank you much 

From: Price, Corey A 
Sent: Thursda February 15, 2018 11:20 AM 
To: b)(6);(b)(7}(C) Rahilly, Lyn M; kb)(6);(b}(7)(C) 

Cc: kb)(6H~)I7\(C) D I 
Subject: RE: NPR Questions on license plate readers 

I will have my folks take a crack at the Enforcement/operational questions and get back to you on how 
long it will take them. 

From: kb)(6);(b)(7}(C) 

Sent: Thursday, February IS, 2018 10:26 AM 
To: Price, Corey A; Rahilly, Lyn M; Kb)(6);(b}(7)(C) 

CC: ih)(fl\- (~ )I7\(G ) .. I 
Subject: OPA: NPR Questions on license plate readers 

Corey£§]and Lyn - despite my best efforts to talk this NPR reporter down from this story, she is 
pursuing it and has a number of questions (see below). I recommend we respond to the questions but 
decline the recorded interview as I see nothing to gain by doing this interview. I'll remind her that NPR 
did an extensive sit-down interview on ERa's enforcement priorities with EAD Albence that never aired. 

What's the best way for me to get responses to these questions? Some of these are for contracting and 
some should have HSI weigh-in but the majority are ERa related or at least more interested in admin 

arrests. 

Copying k b)(6l: 1 for HSI since I'm not sure who is the HSI pac on this. 
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Her deadline is tomorrow/early next week but I'm going to let her know that we'll need more time to 
respond and that we don't conduct interviews about law enforcement tools and techniques. 

Thanks, 
kb)(6l:1 

From: kb)(6);(b)(7}(C) 

Sent: Wednesday, February 14, 2018 8:37 PM 
To: l(b)(6);(b}(7)(C) I 
Subject: NPR Questions 

Hi~ 

I finally had an opportunity to read through the DHS statement and the two sets of Privacy 
Impact Assessments (2017 & 2015) you sent along last week. 

After going through them, I have a series of questions which I am including below but would 

ideally like someone to answer in a recorded radio interview. This is, after all, a story that will 
be broadcast across one of NPR's national flagship programs and having ICE equally 

represented in the story is imperative. Perhaps you can arrange for a conversation with 
Executive Associate Director Matthew Albence or Chief Privacy Officer Philip Kaplan? I'm happy 

to come either one of them at their earliest availability. 

Here are some questions I've begun thinking about: 

b)(5);(b)(7}(E) 
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b}(5);(b}(7)(E) 

That's alii can think of for now. 

Let me know if you need any additional information from me. I'd love to speak w ith someone 

by the end of the day Friday, though early next week would work too. 
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Best regards, 
~b)(6); (b)(7}(C) 

From: l (b)(6);(b}(7)(C) 

Sent: Wednesday, February 07,20181:15 PM 
TO: ~b)(6); (b)(7}(C) I 
Subject: license plate reader contrat statement 

Fb)(6);(b}(7)(C) I 

b}(5);(b}(7)(E) 
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b}(5);(b}(7)(E) 

k b)(6)-(b)(])(C) I 

National Spokesperson 

Office of Public Affairs 
U.S. Immigration and Customs Enforcement (ICE) 
Desk: 202-732-Kb)(6);(j 

Mobile: 813-2304(b)(6);(b) 1 

kb)(6);(b}(7)(C) 
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From: M iller, Philip T 
Sent: 15 Dec 2017 13:13:52 -0500 
To: kh\IflHhV7\(G\ tWeinberg, BiII;Price, Corey A 

Cc: Albence, Matthew 
Subject : RE: PIA for LPRs 

Cool, thanks y'all. 

Sent with BlackBerry Work 
(www.blackberry.com) 

From: kb)(6l:(b)(7)(C) 

Date: Friday, Dec 15, 201 7, 13 :1 2 

To: Weinberg, Bill ~i=~~~~~~~~M:ill:e:r, Philip T F"b,,)(,,6),,;(b,,)('-7Xo.C,,) ______ ---' 
Price, Corey 
Cc: Albence, Matthew kh\IRHh\(7)(r.\ 

Subject: RE: PIA for LPRs 

We do not believe it will impact our ability to award. TRSS has indicated that they would 
need some time to get everything set up (accounts, privacy splash screen, links to 
CLEAR). 

The privacy offi ce has told us that as long as we do not use the search functionality 
before the PIA is approved, it doesn't matter when it is awarded. We expected to award 
thi s week and to begin use sometime in early January after TRSS has set everythi ng up. 
The POP would begin on the date of award, so currentl y 12/21/17. 

Kb)(6);(b)(7XC) I CrrB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 202-732-iiiillW Mobile: 202-345-KbX6);(1 
Email : Fb)(6);(b)(7}(C) I 

NOTICE: This communication may contain privileged or otherwise confidential 
infonnation. If you are not an intended rec ipient or believe you have received thi s 
communication in error, any review, di ssemination, di stribution, or copying of thi s 
message is strictly prohibited. Please inform the sender that you received thi s message in 
error and delete the 

From: Weinberg, Bill *~bQl)(~6)W: (bZl)(~7X~C~)=======:J 
Date: Friday, Dec 15, 2017, 1 :09 PM 
To: Miller, Philip T t b)(6l:1b)(7VC) 1 Price, Corey A kb\(6Hb\(7)(C\ 

Cc: Albence, Matthew kb)(6):(b}(7)(C) I 
kb)(6):(b)(7)(C) 1 

Subject: RE: PIA for LPRs 
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The first of the next month (Jan 1 hopefully) if he PIA is approved. BJ ch ime in if you 
know something different. 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry.com) 

From: Miller, Philip T 1(ilibijj)(ill6lill: (b2ii)(~7)~(cII =====:::1 
Date: Friday, Dec 15, 2017, I :07 PM 
To: Weinberg, Bill t b)(6):(b}(7)(C) I Price, Corey A kb)(6):(b)(7}(C) 
Cc: Albence, Matthew kb)(6):(b)(7}(C) 
kb)(6):(b)(7}(C) I 
Subject: RE: PIA for LPRs 

When will the POP start? 

Sent with BlackBerry Work 
(www.blackberry.com) 

From: Weinberg, Bill lI!tb!R)(6ml1tIb!RI17Il)(!l:cII =====:::1 

I 

Date: Friday, Dec I , 201 ~'i3:~O~4i:====~====::~~~PSL=====J To: Miller, Ph ilip T 
Cc: I 

LPRs 

From what I heard on the call , it would affect only the use of the data access. We are 
hoping to get the solicitation/award go ahead today? 

Bill Weinberg 
Chief Acqu isition Officer 
US Immigration and Customs Enforcement 

Sent with BlackBerry Work (www.blackberry .com) 

From: Miller, Phil ip T .~kb~I(~61~; (b~I(~7X~C~1 ;;:;:====:::J 
Date: Friday, Dec 1 , 201 ~1~2:~5~6~P~M~~~~~:=J 
To: Weinberg, Bill Corey A ~kb~I(~61&; (b~I('Q7X~cII =====::::J 
Cc: Albcnce, I 
Subject: FW: PIA for 

Bill, 
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Does this PIA delay impact our strategy to obligate the funds before December 22 nd ? 

Thanks, 

Phil 

From: Rahilly, lyn M 
Sent: Friday, December 15, 2017 12:55 PM 
To: Miller, Philip T .[tb~)(6!ii}]:(biii)('I71ill(c;j}======J 
Subject: PIA for LPRs 

Phil, 

I asked Amber how the PIA schedule was looking. Apparently OPLA took longer on their review 
cycle than expected, so we are going to double-task OPLA and DHS to complete their reviews 
concurrently to save time. It's possible DHS's PIA approval will slip to early January. I hope to 
have more information for you early next week after Amber talks to the Deputy Chief Privacy 
Officer. 

Thanks. 

Lyn Rahilly 
Assista nt Director for Information Governance & Privacy 
U.S. Immigration & Customs Enforcement 
Direct: (202) 732 b)(6) 
Main: (202) 732- ;(b)(7 

Questions? Please visit the Information Governance & Privacy Office website at 
https:ll insighUce.dhs.gov/mgt/igp/Pages/index.aspx. 
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From: ~b)(6); (b}(7)(C) 

Sent: 18 Dec 2017 22:48:41 +0000 
To: 
Cc : 

rb)(6);(b)(7}(C) 

Subject: Thomson Reuters Response to RFQ 70CDCR18QOOOOOOOS - LPR Database 
Access - Source Selection Sensitive - Due 12/18/17 
Attachments: 02 06_70CDCR18R00000001- West (2) signed. pdf, ICE LPR Pricing - Thomson 
Reuters - 12-18-17.xlsx, Thomson Reuters Price Quote for ICE RFQ 70CDCR18QOOOOOOOOS - 12-18-
17.pdf, Thomson Reuters Technical Response for ICE RFQ 70CDCR18QOOOOOOOS - 12-18-17.pdf 
Importance: High 

Hi, fb)(6);(b}(7)(C) 

On behalf of Kb)(6);(b)(7}(C) I and the Thomson Reuters (DBA West Publishing Corporation) team, along 
wit h our partner, Vigilant Solutions, I am submitting our response to RFQ 70CDCR18QOOOOOOOS, for 
Access to License Plate Reader Data. To comply with the instruction to provide no pricing information in 
the Technical Quote, we are submitting separate technical and price quote files. Here is a summary of 
the attached files comprising our quote: 

• PDF Technical Response, including individual responses to SOW requi rements and our Past 
Performance information 

• PDF Price Quote, including a copy of the Excel table included with the RFQ. our vendor terms, 
conditions, assumptions, and requested exceptions for negotiation 

• PDF Signed, including notations about our reps and certs through the SAM site in the 
corresponding areas of the solicitation document 

• Excel Price File 

We have aimed to comply with the instructions and requirements, but welcome any questions that may 
arise as our information is being evaluated. You may reach me using the contact information that 
follows this message, and will be ava ilable tomorrow. Of course, you' re well acquainted with how to 
reach ~b}(6); (b}(7)(C I 

Regards, 

~ 

kb)(6Hb}(7)(C) • I CF APMP 
Senior Proposal and Compliance Coordinator 
Office of General Counsel 

Thomson Reuters 
the answer company 

Phone: +1(703) 219 
Mobile: +1(703) 909 

Kb)(6);(b)(7}(C) 

This year we're supporting charities and communities around the globe through 80,000 volunteer hours! Intrigued? 
Visit tr.com/cr for more information. 
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This e-mail and anything transmitted with it are for the sole use of the intended recipient and contains information that 
may be attorney-client privileged andfor confidential. If you are not an intended recipient, please notify the sender by 
return e-mail and delete this e-mail and any attachments. 
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REQUEST FOR QUOTATION I AA:E 
~ AAGE S 

(THIS IS NOT AN ORDERI 
THISRFO 0 " [X] IS NOT " SIAALLBUS IN ESSSET " SICIE 

51 
,. REQUEST NO 12. D"TE ISSUED 13. REQUISITlONl!'URCHASE REQUEST NO r' CERT. FOR NAT. ClEF. RA.TING 

70CDCR18QOOOOOO05 12/15/2017 
UNDER BDSA REG. 2 

ANDIORDMSREG .1 

5.0. ISSUED BY I CE/ De tention Comp liance & Removals 6. OElrllERY BY (o"t.) 

Immigra tio n a nd Customs Enforcement Multiple 

Office of Acquisition Management 1. 0ElrllERY 

801 NW kh\IflHh\(7)(G\ I !Xl FOB OESTlWlTION 
o OTHE R I St r eet , (S- Sch&duIe) 

WAS HI NGTON OC 20536 9. DESTINATION 

• NiWE Of CONSIGNEE 

5b. FOR INFORIAATlON C" Ll: (No ooIIecI~l.<) 

~, TElEPffONE NUMBER b. STREET IIODRESS 

Kb)(6):(b)(7}(C) I IIREACOOE I NUMBE~ 
202 732- b)(6): 

8. TO; 

•. NiWE r. COI.IPANY 
West Publishing Corporation 

c. SrREET"IXlRESS 610 Opperman Drive e. CITY 

Remittance: PO Box 6292, Carol Stream, Illinois 60197-6292 

d. CITY Eagan •. ST"TE If. ZIP COOE 55123 
d. STATE l e. ZIPCOOE 

MN 

10. PLEASE FURN ISH QUOTA.TIQNS TO IMPORTA.NT: Thio ;.. _Sl I", ;m",matio<>, 00"1<1 quoI&t.,.,. l_ ... 001 011 ..... W you _ ..-"'~. pie . .. so 

THE ISSUING OfFICE IN BlQCl( 5;0 ON indicat. on .... fOtm ""'" fOI\Jm ~ 10 .". od<IfMS in IIkxl< 5;0. nil, _, does "'" o:;II"nrM ,"- <>0>0"""*" '0 P<"I ""'Y CO$I$ 

OR BEfORE CLOSE Of BUSINESS (o"te) -..red in "'" po-epa<atioo 01 "'" ><Ibmi""", 01 .... quoI&tioo or '" ronnetlor ><JppIies or ~. Supplies are 01 00mesb0 

12/18/2017 1800 ES 
<>rig'" ....... ~ -..~ by QUO"" lIny """".."1;>1",,. and/", e.<Iif"ocotioni &ttO<:f>llod 10 .... R&queSl l", Ouot;>tio<o. 
"', .. , be compIotod by tho _ 

11. SCHEDULE (1_ aeplic __ . Sta", ..oo Ioc8J Ia<BS) 

ITEM NO SUPPUESISERVICES QUANTITY UN IT U NIT PRICE AMOUNT 

(.) (') «) (') (.) (') 

equest fo< Quo t e fo< Access to License Pla t e 
eader (LPR) da t abase 

Period of Performa n ce : 12/22/2017 t o 09/21/2020 

~O b){4) 000 1 a,e Period - 12/2 1 /2017 - 01/3 1 / 2 018 1.4 
CCESS TO LICENSE PLATE SYSTEM (All ICE Users) 

his i, a Firm-Fixed Price (FFP ) CL I N. 
Product/Service Code : D317 
Pr oduct/Service Description : I T AND TELECOM-

EB-BASED SUBSCRIPTION 

Period of Performa n ce : 1 2 /2 1 /20 17 to 01/31/2 018 

0002 pt ion Period 1 - 02/01/2018 - 01/31/2019 12 ~o b)(4) 

CCESS TO LICENSE PLATE SYSTEM (All ICE Users ) 

h is i , a Firm-Fi xed Pr ice (FFP) CLIN . 
o n tinued .. . 

a. 10 CALENDAR DAYS 1'-) b. 20CAlENDiIR DAYS I'!.) c. :lOCALENOiIR DAYS 1'-) d. CALENDAR DAYS 

12. DISCOUNT FOR PROMPT PAYMENT ~ NUMBER 1 PERCENTAGE 

NOT'[' """."""" ~;slono 00"1<1 ,.....,...tionI ~ .. U are 001 &ttoct.>d 

13. NiWE AND AIlORESS Of OUOTER ". SIGNA.TURE C;:~b ){6 )'{b )(7)(C) 1$. OIITEOf QUOTA.TION 

•. NiWE Of QIJOTER 
West Publishing Corporation 

SIGN QUOTATl ' 
18 December 2017 

b. STREET IIODRESS 
610 Opperman Drive 

16. SIGNER 

•. NAME (Typo Of print) h. TE LEPHONE 

~b){6); {b)(7){C) I ~,~ 

o. COUNTY Dakota 651 

d CITY Eagan I •. ST" TE 1. Z IP COOE c. TITLE (Typo Of pritJ/) NUIABER 

MN 55123 Director of Procurement/Proposal Mgmt. 687-4406 

AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 18 (REV. 6-95) 

Prev;ous ed~iof1 not usable Prescribed by GSA _ FAR (48 CFR) 53.215-1 (a) 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

7QCDCR18Q00000005 

NAME OF Of"FEROR OR CONTRACTOR 

ITEM NO 

(A) 

0003 

0004 

SUPPLIES/SERVICES 

(Op t ion Line I tem) 
02/20/2018 

(B) 

Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2018 to 01/31/2019 

Option Period 2 - 02/01/2019 - 01/31/2020 

CCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CLIN . 

(Opt ion Line I tem) 
05/20/2018 

Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM

EB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Option Period 3 - 02/01/2020 - 09/30/2020 

CCESS TO LI CENSE PLATE SYSTEM (Al l ICE Use r s) 
This is a Firm-Fixed Price (FFP) CLIN . 

(Op t ion Line I tem) 
08/20/2018 

Product/Service Code : 0317 
Product/Service Description : IT AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performan ce : 02/01/2020 to 09/30/2020 

51 

OUANTITY UNIT UNIT PRICE AMOUNT 

(e) ( D ) (E) (F) 

12 MO ~L[)b-,-X-,4 ) ____ .-___ ---,1 

8 MO b}(4) 

2018-ICLI-00035 1440 



Request for Quote for Access to License Plate Database 

Contracting Office Address: 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I. St NW, 
Washington, DC 20536 

Description: NA ICS Code: 519190 - All Other Infonnalion Services. 

This is a combined synopsis/request for quote for commercial items prepared in accordance with the 
format in Federal Acquisition Regulation (FAR) Subpart 12.6 and under the authori ty of FAR 13, as 
supplemented with additional infonnation included in this notice. The North American Industry 
Classification System (NA ICS) Code for this procurement is 519190 and is being conducted as sole 
source procurement. 

The Immigration and Cuslom's Enforcement's (ICE) Enforcement and Removal Operations (ERO) and 
Homeland Security Investigations (I·ISI) is requesting that vendors submit a quote fo r a firm fixed price 
contract for access to a license plate reader database as set fonh in the attached Statement of Work 
(SOW). 

Period of Performance: 

The anticipated period of performance wi ll include a base period of fony-one (41) days, two (2) twelve
month options periods, and one ( I) eight-month option period. 

Instructions to Offerors/Response Reguirement: 

Interested contractors must submit information necessary to demonstrate their capabil ities to support the 
ICE requirements including perfonnance requirements, functional requirement, alert list capabilities, 
mobile device capabi lities, audit and reponi ng capabilities, as specified in the attached Statement of 
Work. Offcrors shall return thc complcte quotation packagc, in e1cctronic formal. Electronic copies can 
be sent to kh\IflHh\(7)((;\ lat 
kb\(6Hb\(7)(C\ I Facsimile and hard copy quotes are not permitted and will be disregarded 
if recei ved. 

3 

All electronic fi les should be labeled with the Offeror's name, quotation number, submission date and the 
words "Sourcc Selection Sensitive" and "Law Enforcement Sensi ti ve". Proprietary information sha ll be 
clearly marked. 

a. Format. The submission shall be clearly indexed and logically assembled. Each section 
shall be appropriately numbered and clearly identified with the date and quotation 
number in the header and/or footer and shall begin at the top of each page. NOTE: Please 
submit a signed and dated cover letter with your quote addressed to Mr. William Quigley 
with your company's contact information. A Table of Contents should be included. 
Each paragraph shall be separated by at least one blank line. A standard, 12-point 
minimum font size applies to all sections. Times New Roman fonts is suggested. 

b. File Packaging. Written quotes shall be submitted in one volume with three (3) sections, 
as outlined below. Use tab indexing sufficient to identify all sections within a pan ieular 
quote section. The Offeror is required to provide the quote via email to 
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b
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7
--;)(,,C::) ==::--;",,===;;c=::;-c=;:--::==o:-:===IThc Offeror should 

submit Attachment 4 in Microsoft Excel, with viewable calculations. 

The following sha ll be included in the Narrative discussion: 

4 

SECTION I TECHNICAL APPROACH: The offeror must submit information to demonstrate that the 
Offeror' s methods and approach have adequately and completely considered, defined, and satisfied the 
requirements specified in the Request for Quote and whether the Offeror's methods and approach to 
meeting the SOW requirements provide the Govemment with a high level of confidence of successful 
completion. No pricing information is to be provided in the Technical Q uote. 

Techn ica l Data base Information Submittal. The vendor shall provide a description of its electronic 
infonnation retrieval services that addresses: 

• Compliance with the SOW 
• Number of current records 
• Abil ity to collect new records 
• Identification of states or metropolitan areas where significant records are provided 
• Abil ity to add and/or delete subscribers 
• Return time on query 

Quality Control Plan. The Offeror's Quality Control Plan (QCP) should describe the methods it will use 
to review its performance to ensure it conforms to the perfonnance requirements. The Offeror's QCP 
shou ld include methods that ensure and demonstrate its compliance with the perfonnance requirements 
and the QASP discussed in Attachment 2. 

SECTION 11- PAST PERFO RMANCE: The contractor shall provide a list of contracts or orders for 
the purpose of past perfomlance evaluation. The contractor may also provide other fomls of 
documentation which provide infonnation on the company's past perfonnance. Valid past perfonnance is 
evidence of similar work accomplished within the past three years. 

SECTION 111- PRICE. The offeror shall complete Attachment 4, with pricing for the base and each 
option period for each Contract Line Item (CLlN). 

A Fir m Fixed Price Quote and a written technica l quote must be submitted by December 18,2017 
by 6:00 PM EST (1800) via email to ~b)(6); (b)(7}(C) I and 

~b)(6); (b}(7)(C) I 

Quotes must include the company's name, point of contact, address, area code and telephone number and 
(ma ndatory) DUNS number. All quotes received without va lid DUNS number (those not registered in 
the System for Award Management (SAM) www.sam.gov), wi ll be considered inel igible. 

Issue of the contract will be made to the contractor that offers the best va lue to the Government, 
cons idering price, past perfonnance, and technical in accordance with FAR 13.106. The Government will 
award a contract resulting from this solicitation to the responsible offeror whose offer confirming to the 
solicitation wi ll be most advantageous to the Government, price, and other factors considered. The criteria 
for evaluation arc as follows: 

1. Technical Capabi lity 
2. Past Perfonnance 
3. Price. 
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The above listed evaluation factors are listed in descending order of importance . Technica l and past 
performance, when combined, is significantly more important than price. 

5 

Instructions: FAR 52.212-\ "Instructions to Offerors - Commerc ial" applies to this acquisition. OtTerors 
are to incl ude a copy of FAR provision 52.212-3 "Offeror Representations and Certifications -
Commerc ial Items" with their response. The fo llowing FAR clauses also apply: 52.2124 "Contract 
Terms and Cond itions - Commerc ial Items" and 52.212-5 "Contract Terms and Conditions Required to 
Implement Statutes or Executive Orders - Commercial Items", with the clauses cited further in this 
synopsis as being applicable. The aforementioned provisions and clauses can be accessed electronically at 
http ://acquisition.gov/comp/far/index.html. Prospective sources are reminded that award can only be 
made to a contractor who is registered in the System for Award Management (SAM) (www.sam.gov) 
database with an active Dun & Bradstreet Number. 

Attachments: 
Attachment I: Statement of Work (SOW) 
Attachment 2: Quality Assurance Surveillance Plan 
Attachment 3: Terms and Cond itions 
Attachment 4: Price 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C. I. l NTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE' s operational requirements to obtain qucry
based access 10 a commercially avai lable License Plate Reader (LPR) database to support its criminal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 
numbers from cameras eq uipped with license plate reader technology. Records arc uploaded into the system 
from a variety of governmental and private sources including, but not limited to, access control systems such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. Licenses to 

access the commercial database are sold to commercial consumers as well as to law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database . ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its crimillallaw enforcement 
and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 
activities, to detem1ine where and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries wi ll assist in identifying the location of al iens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 
enforcement mission, which includes investigations relatcd to national security, illegal arms exports, fina ncial 
crimes, commercial fraud, human trafficki ng, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could help to identify the location of an investigative target or 
person of interest, or help track a vehicle that may be involved in illegal act ivity, such as smuggling. 

Use of this data is expected to enhance officer and public safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g., away from a subject' s residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 
reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
offic ial law enforcement dulies. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performa nce Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substantial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as; a geographica l region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecutive twelve (12) months. 

• The LPR data service shall make avai lable at IcaslJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instruct ions and guidancc to fac ilitatc usc of systcm. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to use the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
ind irectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial trai ning to orient personnel to the use of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• Systcm training and "Esca lation Proccdurcs" for agcncy manager and shall includc proccdurcs for resctting 
passwords. 

• Unlimi ted tcchnical support to each user. 

• Periodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriatc tcchnical, administrativc, and physical sccurity controls to protcct thc intcgri ty, availability, and 
confidcntiality of thc data rcsidcnt in its systcm. 

Functional Requirements 

Querv Ca/JabiliTies 

• Before a user is able to perform a query from the main system or mobile application, the system must 
d isplay upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmat ively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All qucrics ofthc LPR data scrvicc shall be bascd on a liccnsc platc number qucricd by thc uscr only, and 
thc data rcturned in response must bc limited to matchcs of that license plate number only within the 
specified period oftimc. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a license plate number. 

• The query interface wi ll incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll req uire a user 10 identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data fo r another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in referencing the specific case for which the query was 
performed. Completing this fie ld shall be mandatory for conducting a query. 

• The system will have the capability to limi t the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface will have a fie ld for the user to se lect or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detection records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets, with a margin 
of error not more than 2%. 

• To ensure accuracy of info rmation, the response to a query must include at least two photos on all hits. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo arc the same as what is represented in the vendor system. 

o Query resul ts must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (l icense plate numbers or make/model mismatches). The vendor shall 
address a ll erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or diselose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not usc ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only usc the queries submined by ICE to maintain an audit log. 

Alert Lis! Ca/Jabili!ies 

• The LPR data service shall provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they will be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-goi ng basis. Any matches will result in a ncar real-time notification to the user. 
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• The LPR data service Alert List wi ll provide capabiliti es to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: 1) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide wi thin the 
LPR system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record informatio n) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law enforcement officers invol ved in the specific 
investigation. The notification will comply with all applicable laws, including the Driver's Privacy 
Protection Act of 1994, 18 U.s.c. §§ 2721 -2725. 

• The LPR data service wi ll allow speci ficall y designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the fo rm of a si ngle comma separated 
variable (CSV) fil e with data fields to include, but not limited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text field, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that flags license plates for de-confl iction. 
• License plate pictures takcn with the automatcd Optical Charactcr Rccognition (OCR) plate number 

translation shall be submitted to the LPR data service system for matching with license plates on any 
current ICE Alert List. Any positive matchcs shall rc turn to the iOS appl icat ion (identified below) alerting 
authorized users of a posi ti ve match. Thcse pictures will be uploaded into thc data scrvice query by an 
authorized ICE uscr along with any mandatory information necded fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate numbcr on an Alert List wi ll be va lid for one year unless the uscr removes it before 
expiration. The system wi ll prompt uscrs two weeks prior to expiration and require the user to a ffirmatively 
indicate that there continues to be an opcrational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expiration to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert List except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device CapabiliTies 

• The LPR data service shall feature an iOS-compatible mobile appl icat ion that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of regis Irati on, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved dala on the mobi le device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform 10 all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE 10 make sure that the mobile appl ication 
undergoes the required privacy assessment prior to usc. 

Audil and Reportillg Capabililies 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiating the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. Audit reports 
shall contai n the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log wi ll be 
negotiated after contract award. 

• The vendor sha ll promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, fo r purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in this 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits agai nst the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall maintain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties including other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (including any still-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the control of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1 ctne Unit of Measure l\1inllnum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24/7/365 

Scheduled downtime <J- 4 hours per month 

Meantime between failure (MTBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Contract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror' s goals 
shall be to: (a) make customers aware of thi s procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate del ivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approva l, as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public A trairs. 

C.S. License Type 
The Vendor shall provide a license that will pem1it ICE to add or remove users without purchasi ng additional 
licenses so long as ICE' s authorized user population fa lls within its purchased entitlements. The Vendor sha ll not 
provide a named user license. 
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standards outlined in thi s QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Gove rnment perfonns surve illance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. Should a month of performance fa ll be low 
acceptable standards, the withholding will apply to the mon thly invoice. 

The Perfo rmance Requ irements are listed below. The Government will use these standards to 
determine Contractor performance and shall compare Contractor performance to the standard and 
assign a rat ing. At the end of the perfonnance period, these ratings will be used, in part, to establish 
the past perfonnance of the Contractor on the contract. 

The Government will lise these standards to determine Contractor perfomlance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

LPR Data Service 

Overa ll Support Service 

Results of LPR Query 

- Uni t of measure 100% 

Operating Schedule 

Scheduled downtime 

Meantime between fa ilure (MTB F) 

Support avai labil ity 

Result of LPR query after entered in 
device 
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> 99.0 

24171365 

</= 4 hours month 

4,000 operating hours 

24171365 

</= 5 seconds after submission 
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Performance 
Requirement 

LPR Data Service 
and Technical 
Support 

Paragraph 

4.11.1 
4.11.2 
4.11.4 
4.11.5 

Table 2: Performance Standards Matrix 

Performance Performance 
Standard 

Performance Indicator 
Level 

Uptime afData LPR Data Service > 99.0% 
Service and Technical downtime shall not 
Support shall be fully exceed 4 hours in any I 
available 24/7/365 month period and 

Meantime between 
failure (MTBF) is 4,000 
operating hours 

Surveillance 
Withholding 

Method 
Criteria to 
Monthlv Payment 

Validated - 20% withholding 
User/Customer for the first hour (or 
Complaints any part thereot) in 
100% inspection excess orthe 4 hour 

limitation. 
- 0.5% withholding 
for each hour 
thereafter until the 
data service is 
operable. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month . 
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Performance 
Requirement 

Overall Support 
Service 

Results of LPR 
Query 

Paragraph 

4.4 
4.10 

4.5.3 
4.6.2 

Performance 
Standard 

Performance Indicator 

Support Availability Support Service must be 
available 24/7/365 

Length of time for Less than 5 seconds 
Results of LPR query after submission 
to appear after being 
entered in the end-user 
computing device 

Performance Surveillance 
Withholding 

Level Method 
Criteria to 
Monthly Payment 

>99% Contractor self- -98% / 93% / 88% 
Monitored monitoring and compliance will 
monthly during Validated result in 2% I 5% I 
the Transition In User/Customer 10% withholding 
period. Complaints from the invoice(s) 

100% inspection of the facilities 
involved. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 

95% Contractor Self- -93% / 88% / 83% 
Monitored monitoring and compliance will 
monthly during Va lidated resu lt in 2% I 5% 
the life of the User/Customer / 10% withholding 
contract Complaints on the total volume 

100% Inspection of reports for the 
facility. The 
withholding shall be 
determined by 
prorating the 
number of days 
deficient within the 
particular billing 
month. 



4. METHODS OF QUALITY ASSURANCE (QA) SURVEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meet ing a specific perfonnance standardlAQL. 

Various methods exist to monitor performance. The COR will use the surveillance methods listed below 
in the administration of this QASP. 

a. PERIODIC INSPECTION 

• Scheduled quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establish and maintain professiona l communication between its employees 
and customers. The primary objective of thi s communication is customer sati sfaction. Customer 
satisfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internally 
addressing customer complaints and investigating the issues and/or problems but the customer always has 
the option of communicating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the complaint, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained ei ther from the results of customer satisfaction surveys or from 
random customer compla ints. 

• Review of identified deficiencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report di screpancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Failure (MTBF) 
• Review Overall Support Service Availabi lity 

d. Analys is of Contractor' s progress report. The Contractor is required to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Surveillance results wi ll be used as the basis for actions against the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
satisfactory and unsatisfactory performance 

a. ACCEPTABLE PER.FOR.MANCE 

The Gove rnment shall document positive performance. All positive performance should be 
documented by an email to the COR descri bing the outstanding performance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable performance occurs, the COR shall inform the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. In any case the COR shall 
document the discussion and place it in the COR file. 

When the COR detemlines fomlal written communication is required, the COR sha ll prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representative. A CDR template is attached 
to thi s QASP. 

The Contractor will acknowledge recei pt of the CDR in writing. The CDR will specify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfonnance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to present thi s corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporti ng documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

While the Contractor is fu lly expected to comply wi th all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR will monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowi ng actions : Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requi rements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-perfonn the 
service. In addition, the Contractor's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representati ve 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l stat utes and regulations shall govern. 

52.204-2 1 
(JUN 2016) 

BASI C SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opin ions, in any 
medium or form, including textual , numerical, graphic, cartographic, narrative, or audiovisual (Commi ttee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set ofinfonnation resources organized fo r the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or contro ls that are prescribed to protect information systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protcct covered contractor infonnation systcms. Requiremcnts and procedures fo r basic 
safcguarding of covered contractor information systems shall include, at a minimum, the 
followi ng security controls: 

(i) Limit informa tion system access to authorized users, processes act ing on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transactions and funct ions that 
authorized users are permitted to execute. 
(ii i) Verify and control/limit connections to and use of external information systems. 
(i v) Control infonnation posted or processed on publicly accessible infonnation systems. 
(v) Identify information system users, processes acting on behalf of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisi te to allowi ng access to organizational information systems. 
(vii) Sani tize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintai n audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and CO rTect information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new rcleases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in wh ich the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi li ty (e.g., Securities and Exchange Commission Administrative Proceedings, Civilian 
Board of Contract Appeals Proceedings, and Armcd Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance ofa 
Federal contract or grant. It does not include agency actions suc h as contract audi ts, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than S IO,OOO,OOO" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value of all currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibili ties within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ I does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of th is 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APIIS) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(\) Whcther the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or perfommnce by the offeror of a Fedcral contract or grant, been the 
subject ofa proceeding, at the Federal or State level that resulted in any of the followi ng dispositions: 

(i) In a criminal proceed ing, a conviction. 
(ii) In a civil proceeding, a fi nding of fau lt and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitut ion, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a finding of fault and liabi lity that resu lts in. 

(A) The payment ofa monetary fine or penalty ofS5,000 or more; or 
(8) The payment ofa reimbursement, rest itut ion, or damages in excess ofSI 00,000. 

(iv) In a criminal, civil, or administrative proceeding, a di sposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor if the procecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( 1 )(ii), or (c)( 1 )(ii i) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror sha[1 post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisition.gov(see52.204-7). 

S2.212-IINSTR UCTIONS TO OFFERORS. COMMERCIAL ITEMS (JAN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and sma[1 business size standard for thi s acquisition appear in Block [0 of the solicitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itself manufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The ti me specified in the solicitation for receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail to cva[uatc compliance with thc 
requircments in the solicitation. This may include product literature, or other documents, ifneeessary; 

(5) Tem1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Remit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment of Solici tation Amendments; 

([0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) If the offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with a[1 terms, condi tions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the solicitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in this solicitat ion, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward testing. 

(e) Multiple offers. Offerors are encouraged to submi t mUltiple offers presenting alternative terms and conditions, 
ineluding alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitation. 
Each offer submitted wi ll be evaluated separately. 

(I) Late submissi ons, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submitting offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time speci fi ed for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an electronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the lime set for receipt of offers; or 

(C) If this sol icitat ion is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any ti me it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that install ation on the offer wrapper, other documentary evidence of receipt maintained by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an emergency or unanticipated event interrupts normal Government processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgcnt 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the first work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set for receipt of offers, subject to 
the conditions specified in the sol icitation conccrning facs imil e offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set fo r receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct discussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informalit ies and minor irregularities in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qualifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right to make an award on any item fo r a quantity 
less than the quantity offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the solicitation. 

(I)(i) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions, FP MR Part 101-29, 
and copies of specifications, standards, and commercial item descriptions cited in this solicitation may be obtained 
for a fee by submitting a request to. 

GSA Federal Supply Service Specifications Section 
Suite 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephone (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) If the General Services Administration, Department of Agriculture, or Department of Veterans Affairs issued 
this solicitation, a single copy of specifications, standards, and commercial item descriptions cited in this solicitat ion 
may be obtained free of charge by submitting a request to the addressee in paragraph (i)(1 lei) of this provision. 
Additional copies will be issued for a fcc. 

(2) Most unclassified Defense specificat ions and standards may be downloaded from the fo llowing ASSIST 
websites: 

(i) ASSIST (https:llassisl.dla.mil/onlinclstan!). 

(ii) Quick Search (http;llguieksearch.dla.mi lD. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASS IST Shopping Wizard (https:llassist.dla.mi l/wizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Phi ladelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their preparation, 
publication, or maintenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3 ,500, and offers of$3 ,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying alternative EFT accounts (see subpart 32. 11) for the same entity. If the Offeror does not have a 
un ique entity identifier, it should contact the entity designated at www.sam.gov fo r un ique entity identifier 
establishment directly to obtai n one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to thi s solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be regi stered in the SAM database 
prior to award, during performance and through final payment of any contract resulting from th is sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contract ing Officer, the 
Contracting Officer wi ll proceed to award to the next otherwise successful regi stered Offeror. Offerors may obtain 
infonnation on regi stration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall disclose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror's offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
perfonnance information on the debriefed offeror. 

(3) The overall ranking of all olTerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commercial items, the make and model of the item to be delivcred by the successful offcror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whcther source-selection 
procedures sct forth in the solicitation, appl icable regulations, and other appl icable authorities wcre fo llowcd by the 
agency. 

(End of provision) 

S2.212-2EVAL..UATION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Govcrnment will award a contract resulting from thi s solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

followi ng factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance, whcn combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers fo r award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acccptancc of an offcr, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without furt her action by either 
party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, un less a wri tten notice of withdrawa l is received before award. 

52.212-3 OFFEROR REPRESENTATIONS AND CERT IFI CATIONS. COMMERCIAL ITEMS 
(NOV 2017) West has completed only parasraph (b) of this provision because West has completed the annual representations and 

certifications electronically on the SAM website (https:/Iwww.sam.sov). 
The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certificat ion electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offeror has not completed the annual representations and certifications 

electronically, the Offeror shall complete only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 
"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and dai ly business 

operations of which arc controlled by, one or more women who arc citizens of the United Stales and who arc 
economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a women-owned 

small busi ness eligible under the WOSB Program. 

"Hi ghest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or more entities that control an immediate owner of the offeror. No ent ity owns or exercises control of 

the highest level owner. 
"Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control incl ude, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, identity 

of interests among fami ly members, shared facilities and equipment, and the common usc of employees. 
"Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of6 U.S.c. 39S(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(1) PSC 5510, Lumber and Rclated Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 
(3) PSG 88, Live Animals; 

(4) PSG 89, Subsistence; 

(5) PSC 941 0, Crude Grades of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Mi scellaneous Crude Agricul tural and Forestry Products; 
(8) PSC 961 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 
(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place of reassembly is not the place of manufacture . 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 
"Restricted business operations" means business operations in Sudan that incl ude power production activities, 

mi neral extraction activi ties, oil-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Sect ion 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority 10 regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. 1702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabil ity, the spouse or permanent 

caregiver of such veteran. 
(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is servicc

connected, as defined in 38 V.S.c. \01( 16). 

"Small business concern" means a concern, including its affi liates, that is independently owned and operated, not 

dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small business 

under the criteria in \3 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) Is at least 51 percent unconditionally and direct ly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are ci tizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exclusions set fo rth at 13 CF R 124. I 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR \24.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parcnt corporation. 
"Veteran-owned small business concern" means a small business concern. 
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(\) Not less than 5 I percent of which is owned by one or more veterans (as defined at 38 U.S.c. \01(2» or, in 

the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and dai ly business operations of which arc controlled by one or more veterans. 

"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that only changes its name. The extent of the responsibility of 

the successor fo r the liabi li ties of the predecessor may vary, depending on State law and specific circumstances. 

"Women-owned business concern" means a concern which is at least 51 percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily busi ness operations are controlled by one or more women. 

"Women-owned small busi ness concern" means a small business concern. 

(\) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 

least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (was B) concern el igible under the WaSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 

(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically ehangc the reprcsentations and certifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 

accessed through http: //www.acquisition.gov.Afterreviewing theSAM database information, the offeror verifies by 

submission of this offer that the representations and certifications currently postcd electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commercial liems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 

the NA ICS code referenced for this solici tation), as of the date of thi s offer and arc incorporated in this offer by 

rcferenee (sec FAR 4.120 1), except for paragraphs 5ee note below.· 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 

These amended representation(s) and/or certification(s) are also incorporated in this offcr and are current, 

accurate, and complete as of the datc of this offer. 

Any changes provided by the offeror are applicable to this solicitat ion only, and do not result in an update to the 

representations and cert ifications posted electronically on SAM.] 

(c) Offerors must complete the following representations when the result ing contract wi ll be perfornled in the 

United States or its outlyi ng areas. Check all that apply. 

(\) Small business concern. The offeror represents as part of its offerthat it 0 is, 0 is not a small business 

concern. 

(2) Veteran-owned small business conccrn. [Complete only if the offeror represented itselfas a small business 

concern in paragraph (e)(\) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 

veteran-owned small busi ness concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned sma ll business concern in paragraph (c)(2) of this provision.] The offeror represents as part ofils 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small busi ness 

concern in paragraph (e)( l) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvanlaged 

business concern as defi ned in 13 CFR 124.1002. 
·West has completed the annual representations and certifications electronically on the SAM website (https://www.sam.gov). After 
reviewing the SAM database information, West verifies by submission of this offer that the representations and certifications currently posted 
electronically at FAR 52.212-3, Offeror Representations and Certifications--Commercialltems, have been updated within the last 12 months, are 
current, accurate, complete, and applicable to this solicitation as of the date of this offer and are incorporated in this offer by reference. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprcsentcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represents that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eligible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other sma ll busi nesses that arc participating in the joint venture: .] Each 
WOS B concern eligible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned sma ll business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 

(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 
Repository, and no change in circumstances or adverse decisions have been issued that affects its eli gibility; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

rcpresentat ion in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOS B rcprescntation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( I) of this 

provision.] The offeror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_-----:-:--
(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)( I) of this provision.] The offeror represents, as part of its offer, that. 

(i) It 0 is, 0 is not a HUBZone small business concern li sted, on the date of this representation, on the List 

of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and control, principal office, or HUBZone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 126, and 

the rcprcsentation in paragraph (e)(IO)(i) of this provision is accurate for each HUBZonc small busi ness eonccrn 

participating in the HUBZone joint venture. [The offeror shall enter the names of each of the HUBZone small 
business concerns participating in the HUBZone joint venture: .] Each HUBZone small business 

concern participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone 

representation. 

(d) Reprcsentations requircd to implement provisions of Executive Order 11246. 

(1) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on fil e, 0 has not developed and does not have on file, at each establishment, 

affirmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60-1 and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the written affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (3 I U.S.C. 1352). (Applies only if the 

contract is expected to exceed $ 150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federal appropriated funds have been paid or wi ll be paid to any pcrson for influcncing or 

attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee ofa Member of Congress on his or her behalf in connection with the award of any 

resultant contract. If any registrants under the Lobbying Disclosure Act of I 995 have made a lobbying contact on 

behalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB 

Standard Forn1 LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1 , Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fore ign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially available off-the-shelf(COTS) item" "component," "domestic 

end product," "end product," "foreign end prod uct," and "United States" arc defincd in the clause of this solicitation 

entitled "Buy American. Supplies." 

(2) Foreign End Products: 

Line lIem No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

(g)( I) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate. (Applies only if the clause at FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in this solicitation.) 

(i) The offeror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( I )(iii) of this 

provision, is a domestic end product and that for other than COTS items, thc offeror has eonsidcred components of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially avai lable off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

this solicitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the followi ng supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsraeli Trade Ac\'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Ismeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those supplies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitl ed "Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not quali fy as domestic end produets, i.e., an end produetthat is not a COTS item and 

does not meet the component test in paragraph (2) of the definit ion of "domest ic end product." 

Other Foreign End Products: 

Line Item No, Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternate I. If Altcrnate I to the 

clause at FA R 52.225-3 is included in this solicitation, substitute the following paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(ii) of the basic provision: 

(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation ent itled "Buy American. Free Trade Agreements. Israel i Trade Act": 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate II. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the followi ng paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the following suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements.lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this sol icitation, substi tute the following paragraph (g)( I )(ii) for paragraph (g)( I )(ii) 

of the basic provision; 

(g)( I )(i i) The offeror certifies that thc fo llowing supplies arc Frec Trade Agreemcnt country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solici tation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror certifies that each cnd product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solicitation enti tled "Trade 

Agreements." 

(ii) The offeror sha ll list as other end products those end products that are not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will eva luate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 

end products wi thout regard to the restrictions of the Buy American statute. The Government wi ll consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insufficient to fulfill the requirements of 
the so licitation. 

(h) Certification Regardi ng Responsibility Matters (Exccut ivc Order 12689). (Appl ies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and 

bel ief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ine li gible fo r the 

award of contracts by any Federa l agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining, 

attempting to obtain, or performing a Federal , state or local government contract or subcontract; violation of Federal 

or state anti trust statutes rclating to the submission of offers; or commission of embezzlement, theft, forgery , 
bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 

laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civi lly charged by a Government entity 

with, commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 Have, 0 have not , within a three-year period preceding this offer, bcen notified of any del inquent Federal 

taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is finall y determined. The liability is finally determi ned ifi t has been assessed. A 

liability is not fina lly determincd if there is a pending administrative or judicial challenge. In the ease of a judicial 
challenge to the liability, the liability is not finally determined unti l all judicial appeal rights have been exhausted. 

(8 ) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I. R.C. §6212, wh ich entitles the 

taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final 

tax liabi li ty. Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(8 ) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under loR .C. §6320 entitling the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fil ing, and to furthe r appeal to the Tax Court if the IRS dctcrmines to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liabili ty because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. This is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability unti l the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. §6159. The taxpayer is 
making timely payments and is in fu ll compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not del inquent becausc enforced 

collection action is stayed under II U.S.C. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). [The 

Contracting Officer must list in paragraph (i)(I) any end products being acquired under this so licitation that are 

included in the Li st of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries of Origin 

(2) Certification. (If the Contracting Officer has ident ified end products and countries of origin in paragraph 
(i)( I) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in pamgraph (i)(I) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(I) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether fo rced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract . On the basis of those efforts, the offeror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response 10 this solicitation is predominantly. 

(I) 0 In the United Stales (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 
States); or 

(2) 0 Outside the United States. 

(k) Certificates regardi ng exemptions from the application of the Scrvice Contract Labor Standards (Certification 

by the offeror as 10 its compliance with respect to the contract also constitutes its certification as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( I) or (k)(2) applies. J 

o (I) Maintenance, cal ibration, or rcpair of certain equipment as described in FAR 22.I003-4(c)(I). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an exempt subcontract) 

in substantial quantities to the general publ ic in the course of normal business operations; 
(ii) The services will be furnis hed at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1 003-4(c)(2)(ii» for the maintenance, calibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employces perforn1ing work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( I). The offeror 0 docs 0 does not certify that. 

(i) The services under thc contract arc offercd and sold regularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnished at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22.I003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 
portion of his or her time (a month ly average of less than 20 percent of the available hours on an annual ized basis, or 

less than 20 percent of available hours during the contract period if the contract peri od is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) [fparagraph (k)(l) or (k)(2) of this clause applies. 
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(i) If the offeror does not certify to the condit ions in paragraph (k)(I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fa ils to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contracting Officer as required in paragraph 

(k)(3)(i) of this clause. 
(I) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 770]). (Not applicable if the offeror is 

required to provide this infom1ation to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of 31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041.6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relationship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (TIN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effect ively connected with the conduct ofa trade or business in the United States and does not have an office or 

place of business or a fisca l paying agent in the United States; 
o Offeror is an agency or instrumentali ty of a foreign government; 

o Offeror is an agency or instrumentali ty of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 

o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9.IOS-2(b) applies or the requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contracting with entities engaging in certain activities or transactions relat ing to Iran . 
(i) The offeror shall e-mail questions concerning sensiti ve technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is granted or an exception applies as provided in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any entities or individuals owned or contro lled by, or acting on behalf or at 

the direction of, the government oflran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Ccrtifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds $3,500 with Iran's Revolut ionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www. treasury.gov/ofac/down loads/t11sdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply ir. 

(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency 
provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied arc designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(i) The Offeror represents that it 0 has or 0 does not have an immediate owner. if the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 

paragraph (3) of this provision for each participant in the joint venture. 
(2) I f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following inforrnation: 

immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) If the Offeror indicates '"yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following information: 
Highest-level owner CAGE code: _______ _ 
Highest-level owner legai name: ________ _ 

(Do not usc a "doing business as" name) 

(q) Rcprescntation by Corporations Regarding Del inquent Tax Liability or a Fclony Conviction under any 

Federal Law. 

(\) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrat ive 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabil ity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that suspension or debarment is not necessary to protect the interests of the Government; or 
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(ii) Was convicted of a felony criminal violat ion under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Government. 

(2) The Offeror represents that. 

(i) It is 0 is not 0 a corporation that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted ofa fclony criminal violation under a Federa l law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(I) The Offcror rcpresents that it 0 is or 0 is not a successor to a predccessor that hcld a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant within the last three years (if more than one predecessor, list in 

revcrsc chronologieal order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Reservcd]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that require 

offerors to register in SAM (52.2l2-I(k». 
(I) This representation shall be completed if the Offeror received $7.5 million or more in contract awards in 

the prior Fedcral fiscal year. Thc representation is optional if the Offeror reccived less than $7.5 mi lli on in Fedcral 

contract awards in the prior Federal fiscal year. 

(2) Representation. (Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (itse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclosc grecnhousc gas emissions, i.c., makes available on a publicly accessible websitc thc results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistently applied 

cri teria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclosc a quantitativc grcenhousc gas emissions rcduction goal, i.e., make available on a publicly accessible websitc 

a target to reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror' s own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) Ifthc Offeror checked "does" in paragraphs (1)(2)(i) or (1)(2)(ii) of this provision, respcctively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals are 
reported: ______ -:-_ 

(u)( I) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continuing resol utions), Government agencies are not permitted to use appropriatcd (or othcrwisc made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiality agreements or statements proh ibiting or otherwise 

restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse to a designated 

investigative or law enforccment rcprescntative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented 

Information Nondisc losure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classified information. 

(3) Representation. By submission of its offer, the Offeror represents that it will not require its employees or 
subcontractors to sign or comply wi th internal confiden tiality agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud , or abuse related to the 

perforn1ance ofa Government contract to a designated invest igative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnation (e.g., agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CON DITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The fu ll text of the clause is available at; 
hurs: / /www.acguisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FAR) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrictions on Subcontractor Sales to the Government (SEPT 2006) 

D Alternate 1 (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 201 5) 

[ZJ 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Executive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requ irements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinit e-Delivery Contracts (OCT 2016) 
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52.209-6 Protccting thc Governmcnt's Intcrest Whcn Subcontracting with Contractors Dcbarrcd, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regarding Responsibil ity Mattcrs (JUL 20 13) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NOY 2011 ) 

D Altcrnate I (NOY 2011) 

D 52.219-4 Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 20 14) 

D Alternate I (JAN 2011 ) 

D (Reserved] 

D 52.219-6 Notice of Total Small Business Set-Aside (NOY 20 11) 

o Altcrnate I (NOY 2011) 

D Alternate II (NOY 20 11) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MAR 2004) 

C8J 52.219-8 Utilizat ion of Small Business Conccrns (NOY 2016) 

C8J 52.219-9 Sma ll Business Subcontracting Plan (JAN 2017) 

D Alternate I (NOY 2016) 

D Alternatc II (NOY 2016) 

~ Alternate III (NOY 201 6) 

D Alternate IY (NOY 2016) 

D 52.2 19- 13 Notice of Set-Aside of Orders (NOY 2011) 

C8J 52.2 19- 14 Limitations on Subcontracting (JAN 2017) 

C8J 52.219- 16 Liquidatcd Damagcs - Subcontracting Plan (JAN 1999) 

D 52.2 19-27 Notice of Service-Disabled Veteran-Owned Sma ll Business Set-Aside (NOV 2011) 

C8J 52.219-28 Post Award Small Busi ness Program Rerepresentat ion (JUL 2013) 

o 52.219-29 Notice of Set-Aside for, or Sole Source Award to, Economically Di sadvantaged Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSel-Asidc for, or Sole Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibition of Segregated Facili ties (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportun ity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Disabilities (JUL 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate I (MAR 2015) 

C8J 52.222-54 Employment Eligibil ity Verification (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 
2008) 

D Altcrnate I (MA Y 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223-12 Maintenance, Service, Repair or Disposal of Refri geration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipmcnt (JUNE 2014) 

D Alternate J (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate I (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate J (JUNE 2014) 

ISJ 52.223-18 Encouraging Contractor Policics to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 

2018-ICLI-00035 1475 



52.224-3 Pri vacy Training (JAN 2017) 

[2J Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 2014) 

D 52.225-3 Buy American - Free Trade Agreements - Israel i Trade Act (MA Y 2014) 

D Alternate [ (MA Y 20[4) 

D Alternate II (MAY 2014) 

D Alternate [II (MA Y 2014) 

[2J 52.225-5 Trade Agreements (OCT 20[6) 

[2J 52.225- 13 Restrictions on Ccrtain Foreign Purchases (JUN 2008) 

D 52.225-26 Contractors Perfonning Private Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOY 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Di saster or Emergency Area (NOY 2007) 

D 52.232-29 Terms for Financing ofrurchases of Commercial Items (FE B 2002) 

D 52.232-30 Installment Payments for Commercial Items (JAN 2017) 

[2J 52.232-33 Payment by Electronic Funds Transfer-System for Award Management (J UL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 20 13) 

D 52.232-36 Paymcnt by Third Party (MA Y 2014) 

[2J 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 2017) 

D 52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) 

D Alternate I (APR 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial scrvices, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 20 14) 

[2J 52.222-41 Scrvice Contract Labor Standards (MAY 2014) 

[2J 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014) 

[2J 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (Mult iple 
Year and Option Contracts) (MA Y 2014) 
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D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 2014) 

D 52.222-51 Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircmcnts (MAY 2014) 

D 52.222-53 Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MA Y 2014) 

['2J 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

['2J 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237-11 Accepting and Di spensing of$1 Coi n (SEPT 2008) 

(d) Comp/roller Gelleral Examillalioll of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clausc at 52 .215-2, Audit and Records-Ncgotiation. 

(I) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examinc any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 
evidence for examination, audit, or reproduction, unti 1 3 years after fi nal payment under this contract or fo r any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Rccords Rctcntion, of thc othcr clauscs of this contract. If 

thi s contract is completely or panially terminated, the records relat ing to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appcals, li tigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record 

that thc Contractor docs not maintai n in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of thi s clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial itcms. Unless otherwisc indicatcd below, thc cxtcnt ofthc flow down shall bc as rcquircd by the 
elause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Rcquiring Ccrtain Intcrnal Confidcntial ity Agrccmcnts or Statcments (Jan 

2017) (section 743 of Division E, Tit le VII , of the Consolidated and Further Continuing 
Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extended in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Busincss Concerns (Nov 2016) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that olTer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) of FAR clause 52.222-17. 

(v) 52.222·21, Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportuni ty for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers wi th Disabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) ofF AR clause 52.222·40. 

(xi) 52.222·41 , Service Contract Labor Siandards (May 2014) (41 U.S.c. chapler 67). 

(xii) 

_X ... JA) 52.222·50, Combati ng Traffick ing in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair of Certai n Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibi li ty Verification (OCI 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 

(xx) (A) 52.224-3, Privacy Traini ng (JAN 2017) (5U.S.C. 552a). 

(B) Alternate [(JAN 2017) of52 .224-3 . 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) ofF AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241 (b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEN D SERVICES 

The Government may require continued performance of any services wi thin the limi ts and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, bUllhe tOlal extension of performance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written not ice to the 

Contractor wi thin IS days. 

(End of clause) 

FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT 

2018-ICLI-00035 1478 



(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commi t lhe Government to an extension. 

(b) If the Government exercises th is option, the extended contract shall be considered to include thi s option 
clause. 

(c) The total duration of th is contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as iflhey were given in 
ful1texl. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a clause may 
be accessed electronically at this address: https:llwww.acguisition.gov/FARI. 

FAR 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
https:llwww.acquisilion.govIFARI. 

FAR 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The fu ll text of the clause is available at: 
https:llwww.acquisi tion.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTlNG WITH INVERTED DOMESTIC CORPORATIONS 
(NOV 1015) 
(a) Definitions. As used in this clause-

"Inverted domestic corporation" means a foreign incorporated entity that meets the definition of an inverted 
domestic corporation under 6 U.S.c. 395(b), applied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned-

(I) Dircctly by a parcnt corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) Ift hc contractor rcorganizcs as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the pcriod ofpcrfonnance of this contracl, the Government may be prohibited from 
paying fo r Contractor activities pcrformed after the date when it becomes an invertcd domestic corporation or 
subsidiary. The Government may seek any available rcmedies in the evcnt the Contractor fails to pcrform in 
accordance with the tenns and conditions of the contract as a result of Government action under this clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes either an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer within fi ve business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION OF GOVERNMENT BUlLDlNGS, EQUJPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fai lure to use reasonable care causes damage to any of this property, the 
Contractor shall replace or repair the damage at no expense 10 the Government as the Contract ing Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable fo r the cost, which 
may be deducted from the contract price . 

.. ISAR 3052.209-70 
2006) 

PROI-lIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (J UN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary detennines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause: 

EJ.pwuled Ajfiliatell Group means an affil iated group as defined in sect ion 1504(a) of the Internal Revenue Code of 
1986 (without regard to section I 504(b) of such Code), except that section 1504 of such Code shaH be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Entity means any entity which is, or but fo r subsection (b) of section 835 of the Homeland 
Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Inverted Dome.rtic Corporation. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related lransactions)-

(I) The entity completes the direct or indirect acquisition of substantially all of the properties hcld 
directly or indirectly by a domestic corporation or substantia lly all of the properties constituti ng a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former sharcholders of the domestic corporation by reason of holding stock in 
the domestic corporalion; or 

(ii) In the case of an acquisition with respect to a domestic partnership, by 
former partners of the domestic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisit ion includes the enti ty does not have 
substantia l business activities in the foreign country in whic h or under the law of which the enti ty 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 

Person, domestic, and foreign have the meani ngs given suc h terms by paragraphs ( I), (4), and (5) of section 7701 (a) 
of the Interna l Revenue Code of 1986, respectively. 
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(c) Special rules. The fo llowing definitions and special rules shall apply when determining whether a foreign 
incorporated entity should be treated as an inverted domestic corporat ion. 

(\) Certain srock disreganled. For the purpose of treating a foreign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members ofthc expanded affiliated group which includcs the 
fore ign incorporated enti£),; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition describcd in section 835(b)(\) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan deemed in certain cmes. lfa foreign incorporatcd entity acquires directly or indirectly 
substantially all of the properties ofa domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) are 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain lran.ifer.r disregarded. The transfer of properties or liabilities (includ ing by 
contribution or distribution) shall be disregarded if such transfers arc part ofa plan a pri ncipal 
purpose of which is to avoid the purposes of this scction. 

(d) Special rule for related parlller~·"ips. For purposes of applying section 835(b) of the Homeland Security Act, 6 
U.s.c. 395(b) to thc acquisition of a domestic partnership, cxcept as provided in regulations, all domestic 
partncrships which arc under common control (within the mcaning of section 482 of the Internal Revenue Codc of 
\986) shall bc treated as a partnership. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incidcnt to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convertible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Section 835. 

(I) Disc/o.mre. The offeror under this sol icitat ion represents that [Check one]: 

_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 
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_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-700 I through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-700 I through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004 . 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clausc) 

HSAR 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS 
ACQU ISITION OF COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commerc ial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...K... 3052.219-72 Evaluation of Prime Contractor Participation in the DH S Mentor Protege Program. 

(b) Clauses . 

...K...3052.203-70 Instructions for Contractor Disclosure of Violations . 

...K... 3052.204-70 Security Requirements for Unclassified Information Technology Resources . 

...K... 3052.204-71 Contractor Employee Access. 

Alternate I 

...K... 3052.205-70 Advertisement, Publicizing Awards, and Releases . 

...K... 3052.219-70 Small Business Subcontracti ng Plan Rcporting . 

...K... 3052.219-7 1 OHS Mentor Protege Program. 

I. FAR Clauses 
52.224- 1: Privacy Act Notification (A PR 1984) 
52.224-2: Privacy Act (A PR 1984) 

1I . HSAR Clause 
3052.204-71 Contractor employee access (SEP 20 12), and Alternate I 
Safeguarding of Sensitive Information (MA R 20 15) Sections (a) - (d) 
InfoTl11a1ion Technology Security and Privacy Training (MAR 20 15) 

Ill. lOP Privacy and Records Provisions 
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PRIV 1.2: Reporting Suspected Loss of Sensitive PH 
PRIV 1.3: Victim Remediation Provision 
PRIV 1.4: Separat ion Checklist for Contractor Employees 
PRIV 1.6: Prohibition on Performing Work Outside a Gov't Facility/NetworklEquiprnent 
PRIV 1.7: Privacy Act Information 

REC 1.1: Required DHS Basic Records Management Training 
REC 1.2: Deliverables are the Property of the U.S. Govenunent 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized ...JRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Managetnent Policies" 
REC 1.6: No Disposition of DocUlnents without Prior Written Consent " 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Reporting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise of Sensiti ve PH to ICE in a timely manner and cooperate 
with ICE's inquiry into the incident and efforts to remediate any harn1 to potentia l victims. 

I. The Contractor must develop and inelude in its security plan (which is submitted to ICE) an interna l system by 
which its employees and sub-Contractors arc trained to identify and report potential loss or compromise of Sensitive 
PH. 

2. Contractor must report the suspected loss or compromise of Sensitive PII by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the initial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensi ti ve PII by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c. Type of information lost or compromised. 
d. Contractor 's assessment of the likelihood that the information was compromised or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company' s security plan was followed or not, and which specific 
provisions were not followed. 
g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations to prevent similar si tuations in the future, including whether the security plan needs to 
be modified in any way and whether additional traini ng may be required. 

4. The Contmctor must cooperate with ICE or other governmcnt agency inquiries into the suspected loss or 
compromise of Sensitive PII. 

5. At the government's d iscretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensi ti ve PH or to work on lhat contract based on their actions related to the loss or 
compromise of Sensitive PII . 

(End of clause) 

PRIV 1.3: Victim Remediation Provision: 
The Contractor is responsible fo r notification of victims and provision of victim remediation services in the event of 
a loss or compromise of Sensitive PH held by the Contractor, its agents, and Subcontractors, under this contract. The 
victim remediation services shall include at least 18-months of credit monitoring and, for serious or large incidents 
as requested by the Government, call center help desk services for the individuals whose Sensitive PII was lost or 
compromised. The Contractor and ICE wi ll collaborate and agree on the method and content of any notification that 
may be required to be sent to individuals whose Sensitive PII was losl or compromised . 

(End of clause) 
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PRI V 1.4: Separation Chceklist for Contractor Employecs: 
Contractors shall enact a protocol to use a separation checklist before its employees, Subcontractor employees, or 
independent Contractors term inate working on the contract. The separation checklist must cover areas such as: (I) 
return of any Government-furn ished equipment; (2) return or proper disposal of Sensitive PII (paper or electronic) in 
the custody of the Contractor/Subcontractor employee or independent Contractor, including the sani tization of data 
on any computer systems or media as appropriate; and (3) temlination of any technological access to the 
Contractor's facili ties or systems that would pennit the termi nated employee's access to Sensitive PH. 

In thc event of adverse job actions resulting in thc dismissal of an emp loyee, Subcontractor emp loyee, or 
independent Contractor, thc Contractor shall notify the Contract Officer's Representative (COR) withi n 24 hours. 
For normal separations, the Contractor shall submit the check list on the last day of employment or work on the 
contract. 

As requested, contractors shall assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
completing ICE Form SO-OOS/Contractor Employee Separation Clearance Checklist by rcturning all Government
furn ished property includ ing but not limited to computer equipment, media, credentials and passports, smart cards, 
mobile devices, PI V cards, calling cards, and keys and ternlinating access to all user accounts and systems. 

(End of clause) 

PRIV 1.6: Prohibition on Performing Work Outside a Government Faeili tyfNetworklEquipment: 
The Contractor shall perform all tasks described in this document at authorized Government facil ities and on 
authorized Govcrnment nctworks, using Government-furnished IT and other equipment. The Contractor is 
prohibited from pcrforming these tasks at or removing Governmcnt-furnished informa tion to any other facil ity, or on 
any othcr network or equipment. Government infornla tion shall remain wi thin the confi nes ofauthorizcd 
Government fac ili ties and/or networks at all times. 

(End of clause) 

PRIV 1.7: Privacy Act Information: In accordance with FAR 52.224- 1, PRJVACY ACT NOTIFICATION (APR 
1984), and FAR 52.224-2, PRJVACY ACT (APR 1984), th is contract requires Contractor personnel to have access 
to information protected by the Privacy Act of 1974. The agency advises that the relevant system of records notices 
(SORNs) applicable to this Privacy Act information are as fo llows: 

DHS/ALL-004 General Information Technology Access Account Record Systems (G IT AARS) 
DHS/ICE-OI3 Alien Medical Records 
DHS/ICE-OJ I Criminal Arrest Records and Immigration Enforcement Records (CA RJER) 

These SORNs may be updated at any time. The most eUTTent DHS versions arc publ icly available at 
www.dhs.gov/privaey. SORNs of other agencies may be accessed through the agencies' websites or by searchi ng 
FDsys, I Othe Federal Digital System of the Government Publ ishing Office, available at hnp://www.gpo.gov/fdsysJ. 

(End of clause) 

REC: 1.1: Required DHS Basic Records Management Tra ining: The Contractor shall provide DHS basic 
records management traini ng for all employees and Subcontractors that have access to Sensitive PII as well as the 
creation, use, dissemination and/or destruction of Sensitive PlI at the outset of the Subcontractor's/employee's work 
on the contract and every year thereafter. This training can be obtaincd via links on the ICE intranet site. The 
Agency may also make the training available through other means (e.g., CD or online). The Contractor shall 
maintain copies of certificates as a record of compl iance. The Contractor must submit an annual e-mai l notification 
to the Contracting Officer's Representative that the required training has been completed fo r all the Contractor' s 
employees. 

(End of clause) 

REC 1.2: Deliverables are the Property orthe U.S. Government: The Contractor shall treat all dcliverables undcr 
the contract as the propcrty of the U.S. Government for which the Agency shall have unlimited rights to usc, dispose 
of, or disclose such data contai ned therein. The Contractor shall not retain, usc. sell , or disseminate copies of any 
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deliverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
this contract. 

(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or maintain any records contain ing any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information: The Government Agency owns the rights to all 
electronic information (electronic data, electronic information systems or electronic databases) and all supporting 
documentation created as part Of lhis contract. The Contractor must deliver sufficient technical documentation wi th 
all data dcliverables to pennitthe Agency to usc the data. 

(End of clause) 

REC 1.5: Comply with All Records Managell"ltnt Policies: The Contractor agrees to comply wi th Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documcnts will be 
allowed without the prior written consent of the Contracting Officer. The Agency and its contractors arc responsible 
for preventing the alienation or unauthorized destruction of records, including all forms of mutilation. Willful and 
unlawful destruction, damage or alienation of Federal records is subject to the fines and penalties imposed by 18 
U.S.c. 2701. Records may not be removed from the legal custody of the Agency or destroyed without regard to the 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is requi red to 
obtain the Contracting Officer's approval prior to engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relati ng to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary information. 

(End of clause) 

ICE Information Governance and Privacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) Privacy Act Information 
In accordance with FA R 52.224-1 Pri vacy Act Not ificat ion (APR 1984), and FAR 52.224-2 Privacy Act (APR 
1984), if this contract requires contractor pcrsonnel to have access to info rmation protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) applicable to this Pri vacy 
Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agencies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hup:llwww.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) Prohibitioll all Performillg Work Outside a Govemmelll FacilirylNefll"orkiEquipmem 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work. 
Government information shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifically authorized within this contract, the Contractor shall perform all tasks described in this 
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document at authorized Government faci lities; the Contractor is prohibited from performing these tasks at or 
removi ng Government-furnished infonnatio n to any other faci lity; and Government information shall remain withi n 
the confines of authorized Government fac ilities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless of telework authorizations. 

(3) Prior Approval Required 10 Hire Subcolllractors 
The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of informa tion, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensiti ve and proprietary informat ion. 

(4) SeparaTion Checklist for Contractor Employees 
Contractor shall comp lete a separation checklist before any employee or Subcontractor employee terminates 
work ing on the contract. The separation check list must verify: ( 1) return of any Government-furni shed equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or e lectronic fornI, in the 
custody of the employee or Subcontractor employee incl uding the sanitization of data on any computer systems or 
media as appropriate; and (3) ternlination of any technological access to the Contractor's faci li ties or systems that 
would permit the terminated employee's access to sensitive PI t. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor emp loyee, the 
Contractor shall notify the Contracting Officer's Representative (CO R) within 24 hours. For nornml separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract . 

As requested, contractors shall assist the ICE Point of Contact (ICE/POq, Contracting Officer, or COR with 
completing ICE Form SO-OOS/Contractor Employee Separation Clearance Chcckl ist by returning all Governmcnt
furnishcd property includ ing but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and tenninating access to all user accounts and systems. 

B. Reserved - Deleted in accordance with clallse prescription 

C. Government Records Training, Ownership, and Management 

(1) Records Management Training and Compliance 
(a) Thc Contractor shall provide DHS basic records managcment training fo r all employees and Subcontractors 
that have access to sensit ive PII as well as to those involved in the creation, usc, dissemination and/or destruction 
ofscnsitive PII. This training will be provided at the outset of the Subeontractor's!employee's work on the 
contract and every year thereafter. This training can be obtaincd via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of certificates as a 
record of compliance and must submit an e-mail notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records management 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated wi th the safeguardi ng of records covered by the Privacy Act of 1974. These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creation. Ownership. and Disposition 
(a) Thc Contractor shall not create or maintain any rccords not specifically tied to or authorized by the contract 
using Governmcnt IT equipmcnt and/or Governmcnt records or that contain Govcrnment Agency data. The 
Contractor shall certify in writing the destruction or return of all Governmcnt data at the conclusion of the 
contract or at a lime otherwise spccified in the contract. 

(b) Except as stated in thc Perfonnance Work Statement and, where applicable, thc Contractor's Commercial 
License Agreement, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databases) and all supporting documentation and associated 
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metadata created as part of this contract. All de[iverab[es (including all data and records) under the contract are 
the property of the U.S. Government and are considered federal records, for which the Agency shall have 
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must del iver sufficient 
technical documentation with a[1 data deliverables to permit the agency to use the data. 

(c) The Contractor shall not re tain, use, sell , disseminate, or di spose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representative. The Agency and its contractors are responsible fo r preventing the alienation or unauthorized 
destruction of records, including a[1 forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 2701. Records may not be 
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency 
records schedules. 

D. Data Privacy and Oversight 

(I) Reslricriol!.f Oil Testillg o r Training U.\·ing Real Data Contailling PII 
The usc of real data containing sensitive PH from any source for testing or training purposes is generally prohibited. 
The Contractor shall usc synthetic or dc-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to use ofrea[ data or de-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the use ofrea[ data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representati ve and Government program 
manager shall obtain approval from the ICE Pri vacy Office and CISO and complete any required documentation. 

(2) Reserved - Deleted ill accordallce with clause prescriptioll 

(3) Requiremem to Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Thresho[d Ana[ysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Pri vacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedules include the PTA, PI A, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, including PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compl iance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the Pri vacy Impact Assessment 
Guidance and Template outline the requirements and forn1at for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procure a Pri vacy Lead, to be listed under "Key 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can 
complete any required PTA, PIA, SO RN, or other supporting documentation to support privacy compliance. The 
Privacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the Chief 
Information Officer, and the Records Management Branch to ensure that the privacy documentation is kept on 
schedule, that the answers to questions in the PI A are thorough and complete, and that questions asked by the 
ICE Privacy Office and other offices are answered in a timely fashio n. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize info rmation from a variety of sources. 

• Must have excel[ent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writing 

PIAs fo r DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Govemment Act of 

2002. 
• Must be able to work well with others. 

2018-ICLI-00035 1487 



(c) If a Privacy Lead is already in place wi th the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the existing Pri vacy Lead coordinate with and support the ICE Privacy POC to ensure privacy 
concems are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentation to support privacy compliance if required. The Contractor shall work wi th 
personnel from the program office, the ICE Office of Information Govemance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any pri vacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 -
01/31/2018 1.4 • b}(4) 

CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 12 MO 

CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 12 MO 

CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 8 MO 

Total 

Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Thomson Reuters Response to RFQ 70CDCR 18QOOOOOOO5 

License Plate Reader Commercial Data Service via Vigilant's LEARN Platform 

Price Quote 

SUBMITTED TO 

U.S. Department of Homeland Security 
Immigration and Customs Enforcement (ICE) 
Enforcement and Removal Operations (ERO) and Homeland Security Investigations 
(HSI) 

SUBMITTED TO: 
rb)(6);(b)(7}(C) 

DUE DATE: 
December 18, 20 17, by 6 pm ET 

SUBMITTED BY 

Thomson Reuters 
(West Publishing Corporation) 

,:-t b_)(6-,);(_b)(-:7X:-C_) _-"I CF APMP 
Senior Proposal Coordinator 

Phone; 703-909-~ 

E-mail : Fb)(6);(b}(7)(C) 

{~:B~)j THOMSON REUTERS~ 
-:::,:; ;-

Source Selection Sensiti ve 

Kb)(6);(b)(7}(C) 

Client Relationship Manager 

E-mail : Fb)(6);(b}(7)(C) 

This document includes proprietary information that shall not be duplicated, used, or disclosed outside of DHS ICE-in whole or in pa rt
for any purpose ot her than evaluating this proposal. This information is deemed proprietary because it contains pricing and conf ident ia l 
corporate information that is of critical value to Thomson Reuters and our partners in a highly competitive market, 

2018-ICLI -00035 1490 



Contents 

SECTION 111- PRICE ............................................................................................... 1 

VENDOR TERMS ..................................................................................................... 2 

ASSUMPTIONS, CONDITIONS, EXCEPTIONS ..................................................... 4 

ATTACHMENT TO PRICE QUOTE ....................................................................... 8 

" .:', 

fC:··~y: THOMSON REUTERS 
"'::' " .~. 

Page i 
Thomson Reuters Response to DHS ICE 

December 2017 

2018-ICLI -00035 1491 



Section III - Price 

We have reproduced the Excel fi le provided as Attachment with the RFQ and have presented it here. 

Attachment: Price 

Item Description Quantity 
Unit of Estimated Unit Estimated Fixed Price Per 

Issue Cost Line Item 

(LIN 0001 Access to license Plate System 
(All ICE Users ), Base Year - POP: 12/2 1/ 2017 

b)(6);(b}(7)(C) 
- 01/ 31/ 2018 1.4 • 
CLiN 0002 Access to license Plate System 

(All ICE Users ), Option Year 1 - 02/01/2018 -
01/31/2019 12 MO 

(LIN 0003 Access to license Plate System 
(All ICE Users ), Option Year 2 - 02/01/2019 -

01/31/2020 12 MO 

CliN 0004 Access to license Plate System 
(Al l ICE Users), Option Year 3 - POP: 

02/01/2020 - 09/30/2020 8 MO 
Tot 

Additional Pricing Explanation: ·Contract start date will be 12/21/2017; however, West billing is systematically 
generated for whole calendar months. Therefore, standard invoicing will display a start date of 1/1/2018. Consistent 
with our standard pricing models and with ICE's current CLEAR contract, the month ly rate for the access license (in 
this case, to LPR data, via link from Thomson Reuters CLEAR to Vigilant's LEARN) increases 5% year-over-year in the 
last two periods of the option years. The modest escalation ensures that we are ab le to bring the most cu rrent 
product functionality to our customers while maintaining agreed-upon pricing during the estimated contract 
duration. We do not charge additiona lly for training or support of our on line products. 

Thomson Reuters Response to DHS ICE 
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Vendor Terms 

West Publishing Corporation (West, a Thomson Reuters business, hereinafter "West") proposes 10 

provide access to License Plate Reader data to the U.S. Department of Homeland Security, 
Immigration and Customers Enforcement, Enforcement and Removal Operations and 
Homeland Security Investigations (hereinafter 'agency'), via open market purchase of access rights 
through Thomson Reuters CLEAR and Vigilant 's LEARN platform. 

The following terms and conditions app ly to any contract resulting from this proposal (hereinafter 
"contract"). 

• Contract Term- The Base Period will be 12/21/20 J 7 to 1/31120 18, with bi ll able access to the 
contracted data upon completion of the Privacy Impact Assessment. 

• Renewal Options- Any contract resulting from this proposal may be renewed for two (2) 
additional one-year periods and one subsequent 8-month period (Option Periods 1-3), subject to 
available fu nding. 

• Invoicing- West bi lling is systematically generated for whole calendar months. Therefore, the 
first invoice wi ll display a start date of 11112018. Billing will be monthly in arrears through the 
contract duration , anticipated through 9/30/2020. 

• Authorized Users- Only users authorized to use CLEAR by the agency may access and use 
CLEAR under the terms of the fix ed-rate agreement, and such use must be solely for purposes 
directly related to the agency's research and work. ICE may authorize only ICE users; ICE may not 
provide access to other agency personneL 

• Passwords- Each CLEAR user must be assigned a separate CLEAR password. CLEAR 
passwords may only be used by the person to whom the password is issued. Sharing of CLEAR 
passwords between or among users is STRICTLY PROHJBITED. West reserves the right to issue 
additional passwords to the agency if West learns that CLEAR has been used by a person other 
than the person to whom the password has been issued. 

• Additional Users- West ' s offer provides LEARN access to all authorized agency users, based on 
ICE's current organizat ional structure. For any contract awarded to West pursuant to this proposal, 
the agency can add add itional agency users beyond the user limit. Any add itional passwords issued 
beyond the user limit, will be billed to the agency at a mutually agreed upon monthly rate (in 
addition to the fixed monthly charge). 

• Ordering Documents- All access to and usage of CLEAR is governed by the then-current 
General Terms and Conditions- Thomson Reuters Legal Products and Services document. This 
document (included with this proposal) will be incorporated by reference into and made part of any 
contract awarded to West pursuant to this proposal. 

• Credentialing Documents- Access to and usage of CLEAR requires periodic completion of the 
then-current Account Validation and Certification (AvC) Form. As a current CLEAR customer, 
we do not anticipate needing an A VC form at thi s time. 

• Contractor Information- Any contract resulting from this proposal will be with: 

Legal Contracting 
Entity; 

Doing Business As 

West Publishing Corporation 

West, a Thomson Reuters business 

Thomson Reuters Response to DHS ICE 
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(DBA): 
Corporate Address: 610 Opperman Drive, Eagan, MN 55 123 

Remittance Address: P.O. Box 6292, Carol Stream, IL 60197-6292 
Federal Tax ID #: 4 1- 1426973 

DUNS#: 14-850-8286 
Cage Code: 89 101 

• Order Processing- CLEAR service will begin the first day of the first month following receipt of 
the fu lly executed contract (or delivery order), provided adequate time is available for 
implementing the contract. In general , to implement a contract West must receive the fu lly 
executed contract no later than fi ve business days prior 10 the end of the month preceding the start 
of CLEAR service. 

• Offer Acceptance Period- The terms of this price proposal are valid for 60 days from the 
submittal date of thi s proposal. 

Page 3 
Thomson Reuters Response to DHS ICE 
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Assumptions, Conditions, Exceptions 

West submits the following assumptions, conditions, and exceptions to the Terms and Conditions in 
the RFQ dated December 15, 2017, and the related Attachments. 

Assumptions - General 

West is offering a commercially available off-the-shelf item that is accessed via the internet. In such 
c ircumstances, the FAR envisions using the standard license agreements that are typically available to 
the commercial public for the offered product. Thus, West incorporates its General Terms and 
Conditions for Federal Subscribers (West' s standard terms modified to incorporate Federal law) and 
standard license terms into all of its agreements, which sets forth the commercial terms that govern the 
arrangement. As such , West conditions its offer upon the acceptance of its General Terms and 
Conditions for Federal Subscribers and standard license terms, along with the exceptions to the 
solicitation outlined below. West is willing to leverage the terms and conditions previously agreed to 
by ICE in its contract for CLEAR services - Contract No. HSCEMD- 16-F-00003. 

"West's data" includes proprietary data and data properl y licensed to West for access through our 
products. 

The compliance of LPR access via CLEAR and/or LEARN with the requirements in the RFQ's 
Statement of Work is detailed in our Technical Response to the RFQ. Any variances from the SOW are 
noted in the technical responses to each of the requirements. 

AssumptionslExceptions - Attachment 2, Quality Assurance Surveillance 
Plan 

Overall Support Service: Thomson Reuters provides support and training for their CLEAR product 
and for integrated access to the LEARN platform via CLEAR. Vigilant provides all support for their 
LEARN platform. 

Results of a single LPR query: Quick response time for queries is contingent on positive internet 
connectivity. Neither Thomson Reuters nor Vigilant control the internet connectivity of the users or 
any related connectivity issues. 

Withholding Criteria: We do not agree to penalties or payment withholding regarding performance 
standards. 

Exceptions to Attachment 3, Terms and Conditions 

52.204·21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION 
SYSTEM (JUN 2016): West respectfully requests removal of this provision in its entirety, as it is 
inapplicable. West is providing access to a commercial off-the-shelf product accessed via the internet. 
West is not offering a "covered contractor information system" nor is West receiving "Federal contract 
information." The flow of information is from West to the end-user (Government) and access is 
available via the internet using the agency's existing information technology equipment, so none of the 
requirements of 52.204-7021 apply. Thus, this provision is not applicable to the product offered under 
thi s solicitation . West does offer protection to all of our customers via our standard license agreements, 
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and applicable privacy policies, which are incorporated into this proposal. As a result, and to avoid 
confusion between the rights and responsibilities of the parties, West respectfully requests the deletion 
of this clause. 

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015): West respectfully notes 
that Subsection (c) does not apply to this solicitation as West is offering a commercial item as defined 
by FAR 2.10 I. The obligations covered in this Subsection (c) shall not apply to West. 

52.203-15 Whistleblower Protections under the American Recovery and Reinvestment Act of 
2009 (JUNE 2010): West respectfull y requests removal of this provision in its entirety, as it is 
inapplicable. This only applies to ARRA-funded contracts which West does not accept. 

52.204-14 Service Contract Reporting Requirements (OCT 2016): West respectfully requests 
removal of this provision in its entirety, as it is inapplicable to the commercial off-the-shelf product 
offered under this solicitation. West's product is a li cense to access West's platform via the internet, a 
commercial off-the-shelf item. As a result , the Service Contract Act does not apply because the 
primary purpose of the contract is not to deliver services via service employees. Cf 29 C.F.R. § 4.110. 
Any service-type actions are incidental to the main purpose of the contract. Further, contract support 
by West employees (such as billing or technical support) is performed, when requested, by 
administrative or professional employees. See 29 C.F.R. § 4. 11 3 (SCA does not apply to executive, 
administrative or professional employees). Further, even if the products offered by West could be 
construed as services within the SCA, the statutes and regulations specifically exclude services 
performed via communication systems such as radio, television and the internet. 29 c.F.R. § 
4. ll5(b)(4). 

52.219·9 Small Business Subcontracting Plan (JAN 2017) - Alternative HI (NOV 2016), 52.219· 
16 Liquidated Damages - Subcontracting Plan (JAN 1999): West respectfully requests removal of 
these provisions in their entirety. West' s commercial subcontracting plan is managed by GSA, and 
West will not use any subcontractors during the performance of this contract. 

52,224-3 Privacy Training (JAN 2017) Alternate 1 (JAN 2017): West respectfully requests the 
removal of FAR 52.224-3, which pertains to the Privacy Act of 1974. This Act does not apply to this 
contract because West is not developing or operating a system of records on individuals for ICE. West 
is providing a commercial item; specifically, a license to access data sourced by, and under the control 
of, West. Access to West's data is subjec t to the terms of West's General Terms and Conditions for 
Federal Subscribers. 

52.239-1 Privacy or Security Safeguards (A UG 1996): West respectfully requests removal of this 
section in it s entirety. This clause applies to information technology acquisitions and those for the 
operation of a system of records as defined by federal regulations. (FAR 39.106). West is offering 
neither information technology nor a system of records. West is offering a commercial off-the-shelf 
service that provides users access to a license recognition product via the internet and through the 
user's own equipment. 

West is not offering any information technology products, because West is not offering any equipment 
(See Far 2.10 I for definition of ';lnformation Technology"). Further, West is providing users with 
access to West's own data, and not a "system ofrecords on individuals" that is under government 
control (See FAR 24.101 for definition of "system of records on individuals"). As a result, and to 
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avoid confusion between the rights and responsibilities of the parties, West respectfully requests the 
deletion of this clause. 

52.222-41 Service Contract Labor Standards (MA Y 2014): West respectfull y requests removal of 
this provision in its entirety, as it is not applicable to the product offered under this solicitation. West 
is providing access to a commercial off-the-shelf item. This contract is not subject to area prevailing 
wage determinations or incumbent contractor's collective bargaining agreement. 

52.222-42 Statement of Equivalent Rates for Federal Hires (MAY 2014): West respectfully 
requests removal of this provision in its entirety, as it is not applicable to the product offered under this 
solicitation. West is providing access to a commercial off-the-shelf item. This contract is not subject 
to area prevailing wage determinations or incumbent contractor 's collecti ve bargaining agreement. 

52.222-43 Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment 
(Multiple Year and Option Contracts) (MA Y 2014): West respectfull y requests removal of this 
provision in its entirety, as it is not applicable to the product offered under this solicitation. West is 
providing access to a commercial off-the-shelf item. This contract is not subject to area prevailing 
wage determinations or incumbent contractor's collecti ve bargaining agreement. 

52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015): West respectfully requests 
removal of this provision in its entirety, as it is inapplicable to the commercial off-the-shelf product 
that West is providing to ICE. These products do not "directl y engage the time and effort of a 
contractor or construction." 

3052.204-70 Security Requirements for Unclassified Information Technology Resources: West 
respectfully requests removal of this provision in its entirety, as it is inapplicable to the commercial 
off-the-shelf product offered by West. West is providing internet access to a commercial off-the-shelf 
research product. West will not have physical or electronic access to sensitive information contained 
in ICE's unclassified systems that directly support the agency's miss ion . 

52.224·1: Privacy Act Notification (APR 1984),52.224·2: Privacy Act (APR 1984), PRIV 1.7: 
Privacy Act Information and ICE Information Governance and Privacy Requirements Clause 
(JUL 2017) (A and C): West respectfully requests the removal of these provisions, which pertain to 
the Privacy Act of 1974. This Act does not apply to this contract because West is not developing or 
operating a system of records on individuals for ICE. West is providing a commercial item, 
specifically, a license to access data sourced by, and under the control of, West. Access to West's data 
is subject to the terms of West 's General Terms and Conditions for Federal Subscribers. 

3052.204-71 Contractor employee access (SEP 2012), and Alternate I Safeguarding of Sensitive 
Information (MAR 2015) Sections (a) - (d) Information Technology Security and Privacy 
Training (MAR 2015) : West respectfully requests removal of this provision in its entirety, as it is 
inapplicable to the commercial off-the-shelf product offered by West. West is providing internet 
access to a commercial off-the-shelf I product. West will not have access to unclass ified facilities, 
Information Technology (IT) resources, and sensitive information during the acquisition process and 
contract performance. Additionally the Privacy Act of 1974 does not apply to this contract because 
West is not developing or operating a system of records on individuals for ICE. 

PRIV 1.2: Reporting Suspected Loss of Sensitive PH, PRIV 1.3: Victim Remediation Provision 
and PRIV 1.4: Separation Checklist for Contractor Employees and ICE Information 
Governance and Privacy Requirements Clause (JUL 2017)(D): West respectfully requests removal 
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of these provisions in their entirety, as they are inapplicable to the commercial off-the-shelf product 
offered by West. West is providing internet access to a commercial off-the-shelf product. ICE will not 
be providing PH nor will West accept any PH in the performance of this contract. West is providing a 
license to access data sourced by, and under the control of, West. Access to West's data is subject to 
the terms of West's General Terms and Conditions for Federal Subscribers. 

PRIV 1.6: Prohibition on Performing Work Outside a Government 
FacilitylNetworklEquipment: West respectfully requests removal of this provision in its entirety, as 
it is inapplicable because West will not be performing tasks at Government facilities, or access ing 
Government networks using Government furnished IT or any other Government equipment. West is 
offering internet access to a commercial-off- the-shelf online subscription product that is accessed by 
the end-user (ICE) via the internet using ICE's existing information technology equipment. 

REC: 1.1: Required DHS Basic Records Management Training and REC 1.5: Comply with All 
Records Management Policies: West respectfully requests removal of these provisions in their 
entirety, as they are inapplicable. Neither West nor any of its employees will have phys ical or 
electronic access to sensitive information contained in ICE's unclassified systems. West will comply 
with this federal records management policies that do not include policies associated with safeguarding 
records cover by the Privacy Act of 1974. This Act does not apply to this contract because West is not 
developing or operating a system of records on individuals for ICE. 

REC 1.2: Deliverables are the Property of the U.S. Government and REC 1.4: Agency Owns 
Rights to Electronic Information: West respectfully requests removal of these provisions in their 
entirety, as they are inapplicable to the commercial off-the-shelf product offered under this solicitation. 
West is not providing a work for hire and no title shall pass to ICE in performance of this contract. 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: West will comply 
with this federal records management policies that do not include policies associated with safeguarding 
records cover by the Privacy Act of 1974. This Act does not apply to this contract because West is not 
developing or operating a system of records on individuals for ICE. 
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Attachment to Price Quote 

• Thomson Reuters General Terms and Conditions for Federal Subscribers 
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THOMSON REUTERS 
T homson Reuters General Terms and Conditions 

For Federal Subscribers 
US Hrsion 1.1 

These ICnTIS govern your usc of the Thomson Reuters products and services in your order foml. "We", "our" and "Thomson Reuters" means the Thomson Reuters 
entity identified in the order fonn and. where applicable, its affiliates: "you" and "your" means the dient. customer or subscriber identified in Ihe order fonn. 
Your order fonn identifies Ihe products and services. the quantities. charges and other details of your order. The order fonn also refers to and incorporates documents 
which may apply to the produdS or services you sclC\:tcd. The order fonn . ~pplicablc incorpomled documents and these lcnns constitute the complete agreement (Ihe 
"Agreement") and supersede any prior and contemporanoou> discus>ions. agreements or representatiom and warranties regarding your order. 

fAR Applicability. The Agreement is subject to applicable federal law including incorporated FAR clauses. If the terms of the FAR or other federal law are different 
front the Agrccment. the FAR or othcr federal law will have priority. 

I. OUR PRODUCTS & SERVICES 
(a) Limited License. Together with our licen>ors. we own and retain 
ownership of all rights of whatever nmure in and to our products. services. and 
data (whether tangible or intangible). You may access, view. install. use. 
copy. modify and distribute our property only as expressly specified in the 
Agreement and caeh of us shall at all times act in accordance with applicab le 
la_. including expon controls and economic sanctions that apply 10 us in 
connection with the Agreement. 

(b) Updates. Our products and services change from time to time but we 
will not change the fundamental nature of our products and serv ices unless the 
change is the result of the modification or tcnnination of an agreement with a 
third party provider or a> required 10 comply with any law, 

(c) I'asswords . Your access to certain products and services is password 
protected. You arc responsible for assigning the passwords and for ensuring 
that passwords are kept confidential. Sharing passwords is strictly prohibited. 
Each of us shall maintain industry standard computing environments to cnsure 
that both your and our propeny is >ecUTe and inacces>ible 10 unauthorized 
persons. 

(d) Unauthorized Tl'chnology. Unless previously authorized by 111Omson 
Reuters. you must not (i) run or install any computer software or hardware on 
our products. services or network; use any technology to automatically 
download. mine, scrape or index our data: or (iii) automatically connect 
(whether through AP i> or otherwise) oUT dala to other data. software. service> 
or networks. Neither of us will knowingly introduce any malicious software or 
technologies into any products. services or networks. 

(e) Usagl' inr"rmati,,". We may collect infonnation related to your use of 
our products. services and data . We may use this infonnation to test, develop 
and improve our producls and services and to protect and enforce our rights 
under the Agreement. and we may pass this infonnation to our third party 
providers for the same purposes. 

(0 Third Party I'rol'iders. Our products and services may include dala and 
>oftware from third pat1ies. Some third pany providers require Thomson 
Reuters to pass additional tenns through to you. The thi rd party providers 
change their ternlS occasionally and new third party providers arc added from 
time to time. To see the current third party additional ternlS for our products 
and services click the follnwing UR1..s-
http://legalsnlutinns.cnm!westlaw. additional·terms and 
http://legalsnlutions.com!cJear. additional-terms. You agree to 
comply with all applicable third pat1y tenns, 

(g) Third Party Supplemental Snftware. You may be required to license 
third party software to operate some of our prooucts and services. Additional 
tenns may apply to the thi rd party software. 

(h) Limitations. Unle>s otherwise expres>ly permitted in the Agreement. 
you may not: (i) sell. sublicense. distribute. display. store. copy. modify. 
decompile or disassemble. reverse engineer. translate or transfer our property 
in whole or in part. or as a component of any other product. service or 
matcrial; (ii) use our property or our third party provide~' property to create 
any derivative works or competitive products: or (iii) allow any third parties to 
access. use or benefit from our property in any way. Exercising legal rights 
that cannot be limited by agreement is not precluded. If you are in the 
business of providing audit. tax. accOllnting. or legal services to your clients. 
this Section l(h) does not preclude you from using our products to benefit 
you r customer~ in the ordinary COUTSC of your business. Except as expre,sly set 
forth in this Agreement we retain all rights and you are gmllled no rights in or to 
our products. services and dma. 

0) Sl'rvices. We will provide the services using reasonable skill and care. 
The professional services applicable to your order. if any. are described in the 
ordcring document or a statcment nf work. 

(j) Security. Each of us will use and will requi re any thi rd p.lny data 
processors to use industry standard organizational. administrative. physical 
and technical safeguards to protect the other's infonnation. Each party will 

infonn the othcr in accordance with applicab le law if such party becomes 
aware of any unauthorized third pany access to Ihe olher party's content and 
will use reasonable efforts to remedy identifi~-d >ecurity vulnerabilities. 

2, INFORMATION SERVICES 

(a) Lict'nse. In the ordinary COUT>e of your bu>iness and for your internal 
business purposes only you may view. use. download and print data from our 
infonnation services for individual use and may on an infrequent. irregular 
and ad hoc basis. distribute limited extracts of our data that have no 
independcnt commercial val ue and could nm be used as a substitu te for any 
>en'ice (or a sub>t;tntial pan of it) provided by Thomson Reuters. our affiliates 
or our third pany providers, Thomson Reuters and the third pany content 
provider. if applicable. must be cited and credited as the source where data is 
pernlitted to be used or distributed. Copyright notices must be retained on 
transmitted or printed items. 

(b) Further Distribution. You may also distribute our dm;l: (i) to 
authorized users: (ii) to government and regulatory authorities. if specifically 
requested: and (iii) to third party advisors. limited to the extent required to 
advise you and provided they are not competitors of Thomson Reuters. The 
US Copyright Act (17 U.S.C.A. (07) fair use provision or Copyright Designs 
and Patents Act 1988. Part I. Chaptcr III may allow additional uses. 

J. INSTA LLED SOFTWARE 

(a) I.il't'nsc. You may install and usc our software and documentation only 
for your own internal business purposes. Software licenses include updates 
(bug fixe>. patches. maintenance releases). and do not include upgrades 
(releases or versions that include new features or additional functionality) or 
APls unless expressly stated in the order forn}. Your order fonn details your 
pernlitted installations. users. locations. the specified operat ing environment 
and other penni>sions. You may use our software in object code only. You 
may make necessary copies of our software only for backup and archival 
purposes. 

(b) Dl'liI'l'ry. We deliver our software by making it available for dO\\''Il1oad. 
When you download our software and documentation. if any. you arc 
accepting it for use in accordance with the Agreement. 

... T HOMSON REUTERS HOSTED SOFTWARE 

(a) Lict'nse. You may use our hosk-d >oftware only for your own internal 
bu>ines> purposes. 

(b) Dl'liI'l'ry. We deliver our hosted software by providing you with online 
access to it. 'Nhen you access our hosted software. you arc accept ing it for use 
in accordance with the Agreement. 

(c) Content. Our hosk-d software is designed to protect the content you 
Uplo.ld. You grant Thomson Reuters permission to use. store and process your 
content in accordance with applicable law. Access and use of your content by 
Thomson Reuters. our employees and contractors will be d irected by you and 
limited to the exten t necessary to deliver the hosted software. including 
training. rese;lfch as>i>lance. technical >upport and other services. We may 
delete or di>able your content if required under applicable laws and in such 
instances \\"e will use our reasonable efforts to provide notiee to you. If your 
content is lost or damaged. we will assist you in restoring the content to the 
hosted software from your last available back up copy. 

5. CHAR{;E..'i 

(a) Payment and TaxI'S . You must pay our charges within 30 days of the 
date of invoice in the currency stated on your ordcr fonn. If you are a non
government >ubscribcr and you fail to pay your invoiced charges. you are 
responsible for colkclion costs including allorncys ' fees. You must also pay 
applicable taxes and duties. other than taxes on our income. in addition to the 
price quoted unless you provide va lid proof that you are exempt. Invoice 
disputes must be notified within IS days of the date of the invoice. 
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(b) Changes. Except as otherwise specifically stated in the order fonn, we 
may dange the darges for our products and sCTvkes with cffe<:t from the 
start of each renewal tenn hy giving you at least 30 days wrinen notke. 

(c) Excess Use. You must pay additional charges if you exceed the scope of 
use specified in your order form. based on the rates specified on the order 
foml or our current standard pricing, whichever is greatCT. We may change the 
charges if you merge wilh. aC(juire or are aC(juired hy another entity which 
results in additional access to our products. services or data. 

6. PRIVACY 

Each of uS will at all times process and disclose personally identifiable 
infomlation received as a result of this Agr~"ement ePII") in accordance with 
applicable law. Each of us will use reasonable efforts to assist one another in 
relation to the investigation and remedy of any claim. allegation, action, suit 
proceeding or litigation with respect the unauthorized or unlawful destruction, 
loss. ahemtion. disclosure or access to PII. You acknowledge and agree 10 the 
transfer and processing of PII in the geographical regions ne<:essary for 
Thomson Reuters to fulfill our obligations. If you are located in the UK or the 
EEA you are the data controller and we are the data processor for any PII you 
trnnsfer to Thomson Reuters, and you must transfer that Pll in accordance 
with applicable laws. Pll includes any information relating to an idemified 
living natuml person or a living nmural person who can be identified directly 
or indirectly by means reasonably likely to be used by the controller of the 
infomlation. or any other natural or legal person. 

7. CONFIDENTIALITY 

Confidential infonnation received from each other will not be disclosed to 
anyone else except 10 the extent required by law or as permined under the 
Agreement. If a court or government agency orders either of uS to disclose the 
confidential infomlalion of the other. the other will be promptly notified so 
that an appropriate prote<:tive order or other remedy can be obtained unless the 
cnurt or government agency prohibits prior notification . This paragraph shall 
survive three (3) ye;l!"S aner the tennination of the Agreement or until the 
infornlation is no longer deemed confidential under applicable law, whichever 
occurs first 

(b) You may pennit independent contractors to access our confidential 
infonnation to the extent necessary for the contractor to provide services to 
you if Ihe contractor fi r:;t executes a confidentiality agreement which prohihits 
the cont ra<;tor from using or disclosing our confidential infonnation. An 
independent contractor who is our competitor will not have access to our 
confidential infomlation. A competitor. for purposes of the prohibition. is a 
third party that is regularly engaged in the business of developing or 
marketing software that perfnnns the same or similar functions as one or more 
of the modules of the sonware to which you subscribe. 

(c) Each party represents to the other party Ihat its personnel have 
undertaken general obligations of nondisclosure with regard to proprietary and 
confidential infomlalion to which they have access during the course of their 
relationship with the other party thm arc no less restrictive than those imposed 
in the agreement. 

II. WARRANTIES AND DISCLAIMERS 

TIlE WARRANTIES IN TillS SECTION ARE TIlE EXCLUSIVE 
WARRANTIES FRO)\.I US AND EXCLUDE ALL OTHER 
WARRANTIES. CONDITIONS OR OTHER TERMS (EXPRESS OR 
11\II'L1ED), INCLUDING WARRANTIES OF I'ERFORMA NC E. 
MERCHANTABILITY, NON.INFRINGEMENT, SUITABILITY. 
FITNESS FOR A PARTICULAR PURPOSE, ACCURAC Y, 
COMPLETENESS AND CURRENTNESS. IN ENTERING THIS 
AGREEMENT, NEITHER I'ARTY HAS RELIED UPON ANY 
STATEMENT, REPRESENTATION. WARRANTY OR AGREEMENT 
OF THE OTHER PARTY EXCEPT FOR THOSE EXPRESStY 
CONTAINED IN THIS AGREEMENT. 

(a) EXCLUS ION OF WARRANTIES, TO TIlE FULLEST EXTENT 
PERi\IISSIBLE UNDER AI'I'LICABLE LAWS, WE DO NOT 
WARRANT OR REPRESENT OR INCLUDE ANY OTHER TER)\.I 
THAT THE I'RODUCTS OR SERVICES WILL BE DEUVERED 
FREE OF ANY INACCURA CIES. INTERRUI'TIONS, DELAYS. 
OMISSIONS OR ERRORS, OR THAT ANY OF THESE WILL BE 
CORRECTED. 
(b) INH}RMATION. OUR IN,,' ORMATION PRODUCTS ARE 
PROVIDED ~AS IS~ WITHOUT ANY WARRANTY, CONDITION OR 
ANY OTHER TERM OF ANY KIND. 

(c) SOn·WARE. WE WARRANT OUR SOt"!'WARE PRODUCTS 
WILL CONFORM TO OUR DOCUMENTATION FOR 'Xl DAYS 
AFTER DELIVERY. 

(d) DISCLA IMER. YOU ARE SOLELY RESI'ONSIHLE FOR THE 
PREI'ARATION, CONTENT, ACCURACY AND REVIEW OF ANY 

DOCUMENTS. DATA . OR OUTPUT PREI'ARED OR RESULTING 
FROM THE USE OF ANY PRODUCTS OR SERVIC ES AND FOR 
ANY DEC IS IONS l\IADE OR ACTIONS TAKEN BASED ON THE 
DATA CONTAINED IN OR G EN],;RATED BY TilE PRODUCTS OR 
SERVICES. IN NO EVENT SHALL WE OR OUR THIRD PARTY 
PROVIDERS BE LIABLE FOR ANY AMOUNTS IMPOSED BY ANY 
GOVERNMENTAL OR REGUtATORY AUT HORITY. 

(e) NO ADVICE. WE ARE NOT PROVID ING FINANCIAL, TAX 
AND ACCOUNTING, LEGAL AND ANY OTHER I'ROt'ESSIONAL 
ADVICE BY ALLOWING YOU TO ACCESS AND USE OUR 
PRODUCTS. SERVICES OR DATA. YOUR DECISIONS MADE IN 
RELIA NCE ON THE PRODUCTS OR SERVIC ES OR YOUR 
INTERPRETATIONS OF OUR DATA ARE YOUR OWN FOR WHI C H 
YOU HAVE FULL RESPONSIBILITY. 

9. LIABILITY 

(a) Lll\lITATION. EACH PARTY'S ENTIRE LIABILITY IN ANY 
CALENDAR YEAR FOR DAMAGES ARISING OUT Of OR IN 
CONNECTION WITH THE AGREEMENT, INCLUDING "' OR 
NEGLIGENCE, WILL NOT EXCEED THE AMOUNT YOU PAID IN 
THE PRIOR 12 MONTHS FOR THE I'RODUCT OR SERVICE THAT 
IS THE SUBJECT OF THE CLAIM FOR DAMAGES. NEITHER 
PARTY IS LlAIILE TO THE OTHER FOR INf)IRECT, INCIDENTAL, 
PUNITIVE, SPECIAL OR CONSEQUENTIAL DAMAGES, O R fOR 
LOSS OF DATA. OR LOSS OF PROHTS (IN EIT HE R CASE, 
WHETHER DIRECT OR INDIRECT) EVEN IF SUCH DAMAGES OR 
tOSSES COULD HAVE BEEN FORESEEN OR PREVENTED. 

(b) Unl imikd Liability. Se<:tion 9(a) docs not limit either party 's ' liability 
for (i) fraud. fraudulent misrepresentation. willful misconduct. or conduct that 
demonstrates reckless disregard for the rights of others; (ii) negligence 
causing death or personal injury; or (iii) infringement of intellectual property 
rights. Section 9(3) docs not limit your liability in relation to Section 9(e) or 
for claims for reimbursement arising thereunder; or to pay the charges on the 
order fonn and all amounts for use of the products and services that exceed 
the usage permissions and restrictions granted to you. 
(c) Cla ims Period. Claims must be brought within 12 months after the basis 
for the claim becomes known to the person asserting the claim. 

(d) Third Part}' Intellectual Propo:rty. If a third pany sues you claiming 
that our products. services or data, excluding any ~>nions of the same 
provided by our third party providers infringes their intellectual property 
rights and your use of such products. services or data has been in accordance 
with the terms of the Agreement, we will defend you against the claim and 
pay damages that a court finally awards against you or that are included in a 
se1llement approved by Thomson Reuters. provided the claim docs not result 
from: (i) a combination of all or part of our products. services or data with 
technology. products. services or data not supplied by Thomson Reuters; 
(ii) modification of all or part of our products. services or data other than by 
ThomsOfl Reuters or our suocontractors; (iii) use of a version of Our products, 
services or data after we have notified you of a requirement to uSC a 
subsequem version; or (iv) your breach of this Agreement. Our obligation in 
this Section 9(d) is conditioned on you (A) promptly notifying Thomson 
Reuters in writing of the claim; (8) supplying infomlation we reasonably 
request: and (C) allowing Thomson Reuters to control the defense and 
senlemenL 

(e) Your Responsibilities. You are responsible for (i) complying with this 
Agreement; (ii) proper usc of our products and services in accordance wilh all 
usage instructions; (iii) adhering to the minimum recommended technical 
requirements: (iv) changes you make to our product. sCTvices or data: (v) your 
combination of our products, sCTvices or other property with any other 
materials; (vi) implementing and maintaining proper and adequate virus or 
malware protection and proper and adequate backup and recovery systems; 
(vii) installing updates: (viii) claims brought by third parties using or 
receiving the benefit of our products. services or data through you. except 
claims covered by Section 9(d): and (ix) claims resulting from your violation 
of law. or violation of our or any third party rights. You must reimburse us for 
any losses we incur with respect to your failure to comply with or otherwise in 
relation to these responsibilities. We will not be responsible if our product 
fails to perfonn because of your third party software. your hardware 
malfunction. or your actions or inaction. If we learn that our product failed 
because of one of these. we reserve the right to charge you for our work in 
investigating the failure. Al your request we will assist you in resolving the 
failure at a fee to be agreed upon. 

(0 Your responsibility for misuse, abuse or compromise of the data and any 
claim. loss. dantage. liability or expense directly or indirectly relating to the 
agreement arising from your employees' or agents' acts or failures to act will 
be detennined under the Federal Tort Claims Act or other Act of Congress, as 
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applicable. You acknowledge that your access to and usc of Regulated Data is 
contingcnt upon complying with your contractual obligutions. 

(g) The remedies in par~graphs 9 and 10 are your exclusive remedie, and 
arc in lieu of all other legal or equitable remedies and all liabilities or 
obligations on the part of West for damages (except for bodily injury). 
including. but not limited to. the licensing. delivery, installation, usc or 
perfonnance of software or the integmtion of software with other softwure or 
hardware. 

10. TERM, TERMINATION 

(a) Ter m. The tenn and any renewal terms for the products and services ure 
described in your order fonn. 
(b) Suspension. We may on notice tenninate, suspend or limit your usc of 
any portion or all of our prooucts. services or other property if (i) requested to 
do so by a third party provider, court or regulator; (ii) you become or are 
reasonably likely to become insolvent or affiliated with one of our 
competitors: or (iii) there ha, been or it i, reasonably [ikely that there will be: 
a breach of security: a breach of your obligations under the Agreement or 
another agreement between us: a breach of our agreement with a third party 
provider: or a violation of third party rights or applicable laws. Our notice will 
spe<:ify Ihe cause of the tennination, suspension or limitation and. if the cause 
of the tenninution suspension or limitation is reasonahly capable of being 
remedied. we will infonn you of the actions you must take to reinstate the 
product or service. If you do not take the actions or the cause cannot be 
remedied within 30 days. we may suspend, limit or tenninate the Agreement 
in whole or in part. Charges remain payable in full during perioos of 
suspension or limitation arising from your action or inactiOfl. 

(c) Termina tion. Either of p.lny may tenninate the Agreement immediately 
upon written notice if the other commits a material breach and faib to cure the 
material breach within 30 days of being notified to do so. Any failure to fully 
pay any amount when due under this Agreement is a material breach for this 
purpose. Unless we temlinatc for breach or insolvency. pre-paid charges will 
be refunded on a pro-mted basis. If. as Ihe resuh of a mooification or 
temlinatiOfi of an agreement with a thi rd P;lrty provider. we fundamentally 
change a product or service to your detriment. you may temlinate the 
Agreement (in whole or with respe<:t to the affected product or service) upon 
30 days wriHen nOlice. 

(d) Effect or Termina tion. Except to the extent we have agreed otherwise. 
upon temtination. all your u,age rights end immediately ;tnd each of u, must 
uninstall or destroy all propeny of the other and. if requested. cOfifiml thi, in 
wriling. Termination of Ihe Agreement will not 0) relieve you of your 
obligation to pay Thomson Reuters any amounts you owe up to and including 
the date of tennination: (ii) affe<:t other accrued righls and ohligations: or 
(iii) tenninate those part, of the Agreement that by their nature should 
continue. 

11 . FORCE MAJEURE 

We are not liable for any damages or failure to perfonn our obligations under 
the Agreement because of circumstances beyond our reasonable control. If 
those circumstances cause material deficiencies in Ihe products or services and 
continue for more than 30 days. eithcr of us may tenninate any affe<:ted 
proouct or service On notice to the other. 

12. THIRD PARTY RIGHTS 

Our affiliates und third party providers benefit from our rights and rcmedies 
under the Agreement. No other third parties have any right, or remedies under 
the Agreement. 

13, GENERA L 

(a) Assignment . You may not assign. delegate or otherwise transfer the 
Agreement (including any of your rights or remedies) to anyone else without 
our prior written consent. Any assignment. delegation or other transfer in 
contmvcntion of this Se<:tion 13(a) is vnid. 

(b) Feedback. Any comments. suggestions. ideas or recommendation, ),OU 
provide related to any of our products or services are our exclusive propeny. 

(c) Severability. If any pan of the Agreement that is not fundamental is 
illegal or unenforceahle. it will be deemed modified to the minimum extent 
ne<:essary to make it legal and enforceable. If such modification is not 
possible, the pan will be deemed deleted. Any such mooificatiOfi or deletion 
will not affect Ihe validity and enforceability of Ihe remainder of the 
Agreement. 

(d) Agreement Cumplianc",. We or our professional representatives may 
review ynur compliance with the Agreement throughOlJt the tenn nf tile 
Agreement. If the review reveals that ),OU have exceeded the authorized use 
permitted by Ihe Agreement. you will pay all unpaid or underpaid charges. 

(e) Precedence. The descending order of precedence is: third pany license 
tenns cnntained in Se<:tion 1(0 nf these tcnns; the applicable order fonn; and 
the rcmaining provisions of the Agreemcnt. 

(0 Amendment . The Agreement may be varied only by a written 
amendment signed by both panics. 

(g) Waivc r . Neither of us waives our rights or remedies by delay or 
inaction. 

(h) Our products may not be exported or re-exponed in violation of the U.S. 
Foreign ComJpt Practices ACI, the U.S. Expon Administmtion ACI or any other 
applicable Jaws. rules and regulatinns. 

(i) United States Government use. duplicatiOfl or disclosure of tlIJr software 
product, is subject to applicable restriction, of the following regu[atioos: 
Conunercia[ Computer-Restricted Rights )FAR 52.227- 19(a) - (d»): Rights in 
Technica[ Data and Computer Produci IDI' ARS 252.227-7013(c)(l)(ii)): the 
Commercial Computer Product - Restricted Rights [48 CFR 52.227- 19 (e)(l) 
and (e)(2»); und similar cluuse~ in the NASA FAR Supplement. These 
restrictions do not apply to our information produdS or hO:Sled services. 

(j) '!be agreement supersedes the temlS and condilions of any clicklhrough 
agreement associated with any software product or hosted service in the ordering 
document. 
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Introduction 
Thomson Reuters has a long history of commitment to meeting the informational needs of the 
Department of Homeland Security (DHS), including Immigration and Customs Enforcement (lCE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology, and experti se in how public 
records and related information can benefit government objectives, Thomson Reuters, with our partner, 
Vigilant Solutions, is uniquely positioned to help ICE meet your agency 's diverse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to license plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to ICE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
provides access to LPR through Vigilant 's LEARN platform, which is maintained and supported by 
Vigilant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS 's investigative research 
needs and initiatives since the agency's inception. We are proud to support the DHS and look forward 
to continuing our long-standing partnership. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLI-00035 1505 

Page 1 

December 2017 



C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Performance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various loll roads, parking loUgarages, repossession 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Besides LPR records from commercial sources such as parking garages, toll s and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual property of 
the LEA and all retention times and permissions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan stati stica l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
statistical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii, Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 
44 Bakersfield-Delano,CA 

45 MyrtleBeach-NorthMyrtleBeach-Conway,SC 

46 M inneapolis-St. Paul-B loomington,MN-WI 
47 Buffalo-N iagaraFall s,NY 

48 NewHaven-M ilford,CT 

49 Bridgeport-Stamford-Norwalk,CT 

50 Corpus Christi,TX 

The map below shows the density and coverage of Vigilant' s commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Requirement: The LPR data serv ice provider shall demonstrate the number of new unique records that 
were added to the commerciall y available LPR database each month for the last consecuti ve twelve 
( 12) months. 

Response: A summary of the number of unique records for each month over the last twelve (12) 
months is provided in the table below. 

I7-Jan 

I7-Feb 
I7-Mar 

I 

17-Jun 
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17-Aug 170,583,23 1 
17-Sep 152,930,841 

17-0cI 169,472 ,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month . 

Response: Vigilant' s commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigilant Solutions, formerly Vigil ant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and o ther law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earlier, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigilant provides an array of products and services to law enforcement 
customers across the US. 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement : Written instruct ions and guidance to fac ilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigilant will provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Bes ides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with lists of personnel authorized by ICE to 
use the vendor system. 

Response: All decisions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will require separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authorized CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not provide access to users from other agencies. 

Requi rement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (O RI) to be matched against a current real-time list of acti ve OR! 
numbers provided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS). 

Response: ICE will ass ign their intended authorized users; no OR! will be needed. 

Req uirement: The ability to add new users or delete existing users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon as possible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Req ui rement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -ti me Client Relat ionship Manager. 
Thomson Reuters will provide annual Agency Manager and System User train ing on site at ICE 
facilities. User manuals will be prov ided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEA R access, Thomson Reuters will 
also provide "Help Desk" support 24nl365 via phone (877-242- 1229), or support via emai l 
( cl ear@thomsonreuters.com). 

Req uirement: System training and ''Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, including escalation, when appropriate regarding 
impact, will be ava ilable fo r other issues. 

Req ui rement: Unlimited technical support to each user. 

Response: Thomson Reuters will prov ide unlimited technical support 24n for each user of CLEAR. 
Vigilant will provide unlimited technical support 24n for each user of the LEARN platform. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data resident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001 :2008, the internationall y 
recognized standard for Quality Management Systems, and has been independently audited and 
verified for compliance under the Statement of Auditing Standards Number 70 (SAS70] Type n. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• On site System Administrators/Engineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must display upon logon a splash screen that describes the agency's permissible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must select from available options the applicable permiss ible 
use/purpose for the various regulations (e.g., DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logg ing into the system that will describe the 
agency ' s permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 

2018-ICLI-00035 1511 

Page 7 

Decem ber 2017 



Requirement: All queries of the LPR data service shall be based on a license plate number queri ed by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited to the matches of that license plate number onl y within the specified period of time. 

Requi rement: The system will not permit user queries of the data service unless a license plate number 
is entered. 

Response: The Vigilant user interface will allow a user to search onl y if a license plate is entered. 
(Specific functionality, e.g., Stakeout/Make-Model functionality, would have to be turned off in order 
to limit searching by li cense plate number onl y and to prevent searches by other methods.) 

Req uirement : The query interface will include a drop-down fie ld for users to select a reason code for 
the query from a pre-populated list. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant will make available a drop-down li st for users to select a reason code that will be 
prov ided by ICE. Bes ides the drop-down, there will be input capab ility for a case number as well as the 
ab ility to include notes up to 255 characters. 

Requi rement: The query interface will require a user to identify whether the user is entering data for 
him or herself or fo r another individual. If the user is entering data fo r another individual, the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will provide the ability for a user to indicate who is requesting the query. All 
information will be stored in audit logs. 

Req uirement : The query interface must include a free-tex t fie ld of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s fi eld shall be mandatory for conducting a query. 

Response: Vigilant will prov ide a free-text fi eld of up to 255 characters fo r user to enter notes. This 
feature can be made mandatory for all queries or reports. 

Req uirement : The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy. Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for onl y a certain period 
of time (e.g., go ing back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
time frame for the query. 

• The system will display results only fo r LPR detection records within that timeframe 
(e.g., onl y for the last 5 years). 
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• The system shaH not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platform solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are statically created, the image 
analys is to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain , etc. Because the LPR data accessed via CLEAR 
originates with Vigilant, the accuracy of LPR data accessed via CLEAR will be consistent with 
Vigilant' s description of data accuracy. Neither Thomson Reuters nor Vigilant guarantees a margin of 
error. 

Requirement: To ensure accuracy of information, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamless ly integrate with web-based interacti ve maps. The printable 
report should show two different map views, nearest address, nearest intersection and 
coordinates. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigilant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model , and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the license plate) . Printable 
reports will include images, Google map, Google satellite image, nearest address, nearest intersection , 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. 
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Response: We will work with ICE regarding a notification mechanism; however, we do not agree to 
remedying all erroneous data. 

Requirement: The vendor will not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such infonnation to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigilant value the trust placed in us by ICE and will not 
inappropriately use or disclose any OHS information to other customers, business partners, or other 
individuals or entities. OHS will have the ability to accept additional LPR data that is collected by 
local and state law enforcement agencies across the country who are already Vigilant customers and 
reside on the LEARN hosted server. This could provide hundreds of millions more LPR scans 
ava ilable for ICE to search. Currently there are almost 500 million detection records that are co llected 
by local and state LEAs. All shared LEA records are the intellectual property of the respecti ve LEAs. 
Vigilant cannot edit or modify these records should there be a misread. If ICE accepts the LPR records 
from the LEAs, ICE does not have to share anything in return . All sharing controls are set, monitored, 
and maintained by ICE Agency Managers. 

Requirement: The vendor will not use ICE's queries (the license plate numbers input into the system) 
for its commercial purposes. The vendor will only use the queries submitted by ICE to maintain an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submitted by ICE will be stored only to maintain an audit log for the applicable platform. 

ALERT LIST CAPABILITIES 

Requirement: The LPR data service shall provide an "Alert List" feature that will allow ICE users to 
save license plate numbers so they will be automaticall y queried against new records loaded into the 
vendor's LPR database on an on-going basis. Any matches will result in a near real -time notification to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature called "Hot-Plate". The hot-plate will be saved within the LEARN system and be compared to 
new records as they are loaded into the system's database. Any matches will generate a near real-time 
alert notification to the users with permiss ions to the hot-plate record . 

Requirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users in vo lved in the investigation. 

Response: Included with access to the LEARN platform, Vigilant will provide the ability to share 
Alert Lists notifications between ICE users. 

Requirement: The Alert List feature will: I) Automatically match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the li cense plate numbers of interest in the 
investigation ; 2) Send an email notification to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
the system; and 3) Provide within the LPR system for download a POF case file report for the match 
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(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will compl y with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721 -2725. 

Response: Included with access to the LEARN platform, Vigilant will provide the ability to 
automaticall y match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert li st fo r the specific investigations. The system-generated 
alert will not contain any PH; however, if an ICE user entered PH within the comments of the alert list, 
the system would generate an alert with the user's comments that would contain the PH, therefore, be 
in violation of DPPA. Vigilant cannot control what the user types in the comments section. It is up to 
ICE users not to comply by not including personally identi fy ing information when inputting an alert 
list. This requirement can be called out in the before mention splash screen upon log in if needed. 

Req uirement: The LPR data service will allow specifically designated users to batch upload a 
max imum of 2,500 license plate records into the "Alert List". The batch upload will be in the form of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
follo wing: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text fi eld, of at least 255 characters, for a user note to ass ist in referencing the specific 
purpose/investigation/operation for which the query was performed. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert list of up to 50 
million plates to be uploaded in a CSV format that can include plate number, state of registration, year, 
make, model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. The allowable number of alert li st records per the system significantl y exceeds the 
requirements of DHS, but rCE may dictate the maximum number of records allowable by their users. 

Req uirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platform, Vigilant will provide the ability to establish 
Alert List submissions, perform searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. A deconfliction feature that any police 
agency can opt into will be prov ided and would allow DHS to be notified should a local or state police 
agency run searches on a plate that DHS was investigating. This deconfliction program must be opted 
into by local or state police. 

Requi rement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positive match. These pictures will be uploaded into 
the data service query by an authori zed ICE user along with any mandatory information needed for a 
normal query. The pictures will be retained in the vendor's system for audit purposes only and will not 
be otherwise accessible or usable fo r search purposes. 
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Response: Included with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS applicat ion, alerting authorized users of a positive match. All detections will 
be uploaded into LEARN for future reference or invest iga tion by ICE. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. If determined to be cost feas ible, the system will prompt users two weeks 
prior to expiration and require the user to affirmati vely indicate that there continues to be an 
operational requirement to keep the particular li cense plate entry on the Alert List active, or be given 
the option to delete the li cense plate from the Alert List. Prompts should continue periodically until the 
expiration date is reached. The system will grant the user an additional week after expiration to renew 
the entry in the Alert List. If the user does not renew, the system shall remove the license plate number 
from the Alert List. 

Response: Included with access to the LEARN platform, Vigilant will provide an ability to load an 
alert list with a one (I ) year expiration time frame. The system will prompt users two (2) weeks prior 
to expiration and require the user to affirmati vely indicate that there continues to be an operational 
requirement to keep the particular license plate entry on the Alert List active, or be given the option to 
delete the license plate fro m the Alert List. Prompts should continue periodically until the expiration 
date is reached. The system will grant the user an additional week after expiration to renew the entry in 
the Alert List. If the user does not renew, the system shall remove the license plate number from the 
Alert List. 

Requirement: All Alert List act ivity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as we ll as license plate number entry, deletion, renewal, and 
expiration from the alert li st. 

Response: Included with access to the LEARN platform, all alert li st activity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion, renewal , and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert List except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List. 

Response: Incl uded with access to the LEARN platform, Vigilant will not retain any alert li st data 
except for audit reports. The alert list will also be removed once it expires or a user manually removes 
it fro m the li st. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile app lication that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queries and Alert Lists associated with the user or 
designated user. group. The vendor application will delete any _saved data on the mobile 
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device after 60 days, if not already deleted manually by the user. 

• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platform, Vigilant Mobile Companion software for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert list. The application will delete any saved data on the device after 60 days . 

Requirement: The mobile application will conform to all other perfomlance, privacy, and 
fun ctional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and ICE regarding compliance of Vigilant's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic form that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include li cense plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Audit 
reports will identify the user initiating the query or the person on whose behalf the query is initiated. 
The audit report will include plate number, date limitations, geographical limitations if search area is 
saved with LEARN, reason code, and any other data selected by the user. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion , renewal, and 
expiration from the alert li st. 

Response: Available with access to the LEARN platform, all Alert List activity shall be audited to 
capture user name, date and time, reason code, and user notes associated with the query, as well as 
li cense plate number entry, deletion, renewal, and expiration from the alert li st. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contain the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmission to ICE promptly upon 
request. The format of the audit log shall allow for ICE to retrieve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negotiated after contract award. 
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Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
reports can be exported in PDF format. Exact technical requirements and format for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user activity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authorized in this contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authorized in the contract. 

Requirement: The vendor is to provide quarterly, or upon request, stati stics based on positive hits 
against the number of requested searches and hit list. 

Response: With access to the LEARN platfoml, Vigilant can provide quarterly, or upon request, 
stati stics based on positive hits against the number of requested searches and hit li st. These reports can 
be run for any time frame. 

Reouirement: The audit logs specified in this statement of work are records under the Federal Records 
Ac~ The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still-active Alert List data, if 
requested by ICE) to another storage medium or location specified by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shal1 ensure all copies of the records (including any still-active Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of its 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant will not share the audit logs with any outside entities including law enforcement. If the 
contract is terminated, Vigilant will export/transfer any alert li st data to any storage medium or 
location specified by ICE. This transfer will occur within thirty (30) days of contract end. 

Because usage activity for all CLEAR customers is logged for security purposes, we do not agree that 
the audit logs for usage of CLEAR are records under the Federal Records Act, Nevertheless, Thomson 
Reuters understands the importance of audit capabilities surrounding the sensitive information 
accessed through CLEAR and currently is successfully providing them to the agency in connection 
with the CLEAR contract. Thomson Reuters can provide an audit log that outlines I) the identity of the 
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user querying the data; 2) the exact query entered; and 3) the date and time of query (time zone to 
reflect user's time zone). Query result s are not part of Thomson Reuters audit logs and would not be 
available. (We also caution that CLEAR data is continually updated, so there would be no expectation 
that reproducing a query at a later point in time would provide the same results.) 

Authorized contract administrators are able to make formal requests for audit logs on agency letterhead 
via email to Thomson Reuters Client Relat ionship Managers. Thomson Reuters log records are 
maintained in accordance with all app licable laws, rules, and regulations, such as the Driver's Privacy 
Protection Act (18 U.S.c. §272 l et seq.) and may access them only for statutory compliance, internal 
audit and security purposes, as well as providing usage and charge infonnation to our internal billing 
system. These internal Thomson Reuters records can be provided upon request, subject to Thomson 
Reuters records retention policies, as described above. For custom reporting, CLEAR audit logs are 
retained in a readily accessible format for approximately five (5) to seven (7) years, so Thomson 
Reuters would be able to comply with requests for reporting during that period and alleviate the need 
to extract ICE log data and transfer to ICE. Under the terms of the standard CLEAR license, no other 
sharing of log records would occur unless required by court order. Audit logs are not used for 
commercial purposes. 

Overall 

Results of a 

Uptime - Unit of measure 100% 

Schedule 

Mean time between 
Support availability 

Response: Vigilant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utilize online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigilant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the exception of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365. We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between failures (MTBF) will not exceed a mean of 4,000 hours between 
failures. Vigilant's average LPR Query Response Time for a Single exact Plate is reliably fast; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon satisfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite profess ional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Associate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
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• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTIA A+, CompTIA i-Nel+, CompTIA Security+ 
• Sun Certified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigilant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001 :2008, the internationall y recognized standard for Quality 
Management Systems, and has been independently audited and verified for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II . 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unavailable to when the services came online again. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unavailable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 
In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-failed state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated daily. The calculation will 
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be based upon the entire LEARN spectrum for 'Plate-Search ' fun ctionality only and not user-specific 
queries. The data wi ll be stored on an internal online document and made avai lable upon request. 

Thomson Reuters CLEAR: 
While CLEAR's perfornlance and reliability are typically consistent with the Key Performance 
Measures, West does not guarantee service levels. 

PenaltylWithholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
performance measures. 

e.S is not identified/included in the Statement of Work 

C.S is not an identifiedlincluded item in the Statement of Work. 

e.6 Promotion of the Contract 

Any promotion of the contract to ICE employees or discussion about its capabilities will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Thomson Reuters does not anticipate news releases, but would comply with the requirement for ICE 
approval . 

e.S License Type 

The CLEAR license granted for access to LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the app licable user limit for the offer. See the Additional Users 
provision in the terms below for information about adding users beyond the applicable offer limit. 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, bUI we offer detai ls of the current 
contract with DHS ICE as evidence of our past performance: 

Agency Name Department of Homeland Securi ty -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/title of contact person Contracting Officer : ~b)(6); (b}(7)(C) I 
ManagementIProgram Anal yst : ~b)(6); (b}(7)(C I 

I Fb)(6);(b}(7)(C) I 
Customer Contact Phone (202) 732-ilb)(6);(bX7)(C) I 
Customer Contact Email Address Fb)(6);(b}(7)(C) I 
Contract Number HSCEMD-16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/2015 

Contract End Date 9130/2020 

Total Contract Value (i ncluding all options) 1bX' ) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records, and World-Check (HSI only) 

Client Manager (or person reaching out to ~b)(6); (b}(7 )(C) I 
customer) 443-622-[b)(6)( I 

~b)(6); (b)(7}(C) I 
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From: 
Sent: 
To: 
Cc : 
Subject: 
Attachments: 
Importance: 

Hi, ~b)(6); (b)(7}(C) 

~b)(6); (b)(7}(C) 

22 Dec 2017 21:01:08 +0000 
t )(6);(b)(7}(c) 

Thomson Reuters signed order 
05 01_70CDCR18P00000017 - West signed.pdf 

High 

We have attached the signed agreement! Please return a copy of the fu lly executed order to us. 

My understanding is that you've purposefully overfunded the base period for budgetary reasons, but 
expect to be charged onlyKb)(4) I as quoted, for the Base Period. If that's correct, to enable our 

finance and order fulfillment teams to process the order correctly, would you please send an email that 
states that ? 

Thanks, 
t6)(6);( I 

lIb)(6Hb)(7)(C) ICF APMP 
Senior Proposal and Compliance Coordinator 
Office of General Counsel 

Thomson Reuters 
the answer company 

Kb)(6);(b)(7}(C) 

This year we're supporting charities and communities around the globe through 80.000 volunteer hours! Intrigued? 
Visit tr.com/cr for more information. 

This e-mail and anything transmitted with it are for the sale use of the intended recipient and contains information that 
may be attorney-client privileged and/or confidential. If you are not an intended recipient. please notify the sender by 
return e-mail and delete this e-mail and any attachments. 
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7. FOil IOUCITAnON 
lNFORru.TlON CAll.: 

ICE/Detention Complience & Remove!s 
Immigration and Customs Enforcement 
Office of Acquisition Management 
801 I Street, NW kb)(6).(b){7){C) I 
WASHINGTON DC 20536 

TlOtl UNL~SS 8I.OCK IS 
~ 

SEE SCHEDUlE 

ICE Enforcement & Removal 
801 I Street, NW 
kb)(6):(b)(7XG I 
washington DC 20536 

OFFEROR 

WEST PUBLISHING CORPORATION 
PO BOX 64.833 
SAINT PAUL MN 55164. 

Net 30 

POC: jbX6);(b)(7)(C) 

I'~:::; 202-732~ IE 1lli)(6l fbKlllC) 

Ic~::~; ~ c: :;:~ Of fi cc r;: "Kb~)(~6)~, (b~)(!!7E'XC~)==:::J Ip 202-132~ ~ 

25 ACC()UN1lHGANOAPPROPRIATIOH DATIII 

See schedule 

17 

&\W.I. IIVSlIESS 

HUSlOtll! ~L 
ILISINEU 

~~ 
vn~_o 

SIU<IJ..IlUSlNESS 

r n. TH<lCONTRAC'T16" 
MTEO OROEII l.WD(R 

OPAl! ('~ CfllII70III 

SET ASlOE 

I'>'OUE!H)'M'ED SIM1J. IUSiNESS 
('010058) EUGI8lE ~OEII; TIE WO~E~OWNEO 

.... ~II .. ~' • • "............ twelS19190 ._y 

Compliance & Removals 
and Customs Enforcement 

of Acquisition Management 
1 Street, NW khVnllh)(]}(Cll 

DC 20536 

IC. 
IBu,li.ngton Finance Center 

Box 1620 
: ICE-ERO-FHQ-CED 

lliston VT 05495-1620 

$21 . 5 

21. SOLICITIllTION INCORPORATES BY REFERENCE FAA 52 2.2-1. 52 2.2-<1 FAA 52 212-3 AND 52 212~ AAE IIITTIllCHEO III.ODENOIll ARE NOT ATTACHEO 

ARE NOT ATTACHEO IX 21b CONTRACTIPURCHI<SE OROER .NCORPORATES BY REFERENCE FAA 52 212" FAA 52 212~ ISIIITTIllCHEO AODENQA 

Xl28 CON'TRACTOA IS REOlIIR£O TO SIGH Tl-IIS DOCUMENT AND RETURN , .It 251 Awo.RO OF CONTRACT OFFER 

COPU:S TO ISSUING OFFICE COHTRACTORAGREES TO FURHISHAHO DELIVER .,,'" 12/22/2017 YOUR OFFER ON SOUCITATlOf.r (BLOCK 5~ 
ALL ITEMS SET FOATll DA OTl1ERWlSE IOENTlFIEOAilOVE AND ON AN'!' AOomClNAL IHCLUOlNGAHY AOOITIONS OR CHNIGES 'M-IICHARE SET FORTll 

SPECIFIED HEREIN. IS ACCEPTED AS TO ITEMS 
b}(6);(b }(7}(C) 

31. ~1Tl!D I l A1'E5 Ill' ~ICA IS/GN,IIJUII! Of CDHntACT"'" OFF/CDtJ 

I~; 
SIGNE Jib NAME OF CONTRACTING OFFICER (Typeo.-pntIt) IJ1C DATE SIGNED 

Z1. 11 6,{b){7XC) 

AUTHORIZED FDA LOCIIIL REPROOUCTlON 5T"NO"1I;0 FORM 14<1' ,REV. VlII121 
PREVIOUS EOITION IS NOT USABLE Pf.ocrlbed by GSIII· FIIIR ,4' CFR) 1J.212 

2018-ICLI-00035 1524 



" ITEM ~O. 

~ 

SCflEDUlE Of SUPPLIESlSERIIK;ES 

Email : Kb)(6);(b)(7}(C) I 

There are two (2) r equisitions associated with 

t hi s award : 192118FUGOPS12 087 and 

192 11 8FLMURQ0008 . 

This purchase order is for West Publishing 

Corporat i on to provide constant (24 hour , seven 

days per week) access to a commercially 

avai lab le , query-based LPR database for ICE law 

enforcement personne l at ICE offices across the 

Uni ted States . The specific requirements are 

detailed in t he Statement o f Work attached . 

All services shall be performed in accordance 

with the attached Statement of Work (SOW), West 

Publishing ' s Technical Quote (dated 12/22/2017), 

and West Publishing ' s Price Quote . West 

Publishing Corporation ' s price quote and 

technica l quote are included as an attachme nt to 

t his purchase order . 

Fu nd i ng in the amount of KK~bXE4~)C===::J1 is being 

allotted to this p urc hase order award to fu nd 

CL IN 0001 for the Base Period of services . All 

other CLINS are optiona l CLINs and wil l be funded 

at the time they are exercised . 

The terms and conditions of t h is purchase order 

Conti nued 

32a. QUANTITY IN COLUMN 21 HAS BEEN 

21. 22. 

QUANTITY UNIT 

RECEIVED INSPECTEO ACCEPTED, AND CONFORMS TO THE CONTRACT. EXCEPT AS NOTED: 

" UNIT Pft IC£ 

2 of 52 

32b. SIGNATURE OF AUTl10RIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32e MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 321 TELEPHONE NUMBER Of' AUTHORIZEO GOVERNMENT REPRESENTATIVE 

329· E·MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

33 SHIP NUMBER ~. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 

CORRECT FOR 

CDMPLETE PARTIAL FINAL 
PARTIAL FINAL 

:>8 . SIR ACCOUNT NUMBER 39. SIR VOUCHER NUMBER 40. PAID BY 

413 I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a RECEIVED BY (Print) 

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER 41c. DATE 

42b. RECEIVED AT (Location) 

2c. DATE REC'D (YY/MM1)D) 142d. TOTAL CONTAINERS 

STANOAAD FDflM 1«9 (REV. 212012) B ... CK 

2018-ICLI-00035 1525 



EFER ENCE NO. OF DOCUMENT SEING CONTINUED 

CONTINUATION SHEET 70COCR18P00000017 

NAME Of OfFEROR OR CONTFV.CTOR 

WEST PUBLISHING CORPORATION 

ITEM NO. 

(A) 

0001 

0002 

0003 

SUf>P\.IESiSEIMCCS 

( B ) 

apply only to t he purchase order resulting for 
ICE solici t ation 70COCR18Q00000005 . 

Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/2017 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 
Product/Service Code : 0317 

Product/Service Descript ion : IT AND TELECOM
WEB-BASED SUBSCRIPTION 
Requisi t ion No : 192118FLMURQ0008 , 

192118FUGOPS12087 

b}(4);(b}(7)(E) 

Per~od of Performance : 12/22/2017 to 01/31/2018 

Option Period 1 - 02/01/2018 - 01/31/2019 

ACCESS TO LICENSE PLATE SYSTEM (Al l ICE Users ) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amount : ~kb~)~(4~)========:JI (opt io n Line Item) 
02/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Accoun t ing Info : 
Funded : kb)(4) I 
Period of Performance : 02/01/2018 to 01/31/20 1 9 

Optio n Period 2 - 02/01/20 1 9 - 01/31/2020 
ACCESS TO LI CENSE PLATE SYS TEM (Al l ICE Users) 

Cont inued ... 

NSN 7S4()..()t · t52-8067 

52 

QUANTITY UNIT UNIT PRICE AMOUNT 

(e) (D) ( E ) (F) 

12 MO 

12 MO L~b-,,)(-,4 ) __________ ----, 

OPTIONAl. FORM:J.3Il (H I6) 

Sponsored b\' GSA 
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FERENCE NO_OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLISHING CORPORAT I ON 

ITEM NO_ 

IA) 

0004 

SUPPUESiSERVlCES 

(8) 

This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : Ukb~)~l4il)====::::Jh option Line Item) 
OS/20/2018 
Product/Service Code : D317 
Product/Service Descriptio n : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2019 to 01/31/2020 

Optio n Period 3 - 02/01/2020 - 09/30/2020 
ACCESS TO LICENSE PLATE SYS TEM (Al l I CE Users) 
This is a Firm-Fixed Price (FFP) CL IN . 

Amoun t : ~kb~'B4il) ====::::JI(option Line Item) 
08/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 

Period of Performance : 02/01/2020 to 09/30/2020 
I nvoice Ins t ructions : 
ICE - ERO/ HSI Con t rac t s 

Service Providers/Cont ractors shall use t hese 
procedures whe n submi t ti ng an invoice . 

1 . I nvo i ce Submission : Invoices s ha l l be 
submitted in a " . pdf " format i n accorda n ce with 
t he contract te rms a nd conditions [Contract 
Special i st and Con t rac t ing Officer to d i sc l ose if 
o n a mo n th l y basis or other agreed to terms " ] via 
e mai l , Un ited States Posta l Service (USPS) or 
facs imi l e as follows : 

a) Email : 

• kh\IflHh\(7)(G\ 

• Cont ract ing Off i cer Representat i ve (COR) or 
Gover nme n t Poi n t of Contact (GPOC) 
• Con tract Specia l ist/Contracting Officer 

Each email sha l l contain o nl y (1) invoice a nd the 
i nvo i ce number shall be indicated on the subject 
l i ne of the email . 

b) USPS : 
Cont inued 

NSN 7540-01·152-8067 

QUANTITY UNIT 

(e) (D) 

8 MO 

2018-ICLI -00035 1527 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 

FAA (03 CFR) 53.'10 



FERENCE NO.OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO. 

(A) 
SU PPUESiSERVlCES 

(8) 

DHS , ICE 
Fina nc ia l Operations - Burlington 
P . O. Bo x l620 
Williston , VT 05495-1620 

ATTN : I CE-ERO-FHQ-CED 

The Con t rac t o rs Data Un iversal Numbering System 
(DUNS) Number mus t be registered and ac tive i n 
the System f o r Award Man agemen t (SAM) at 
h t t p s : //www . sam.gov prior to award and s hall be 
nota t ed on e very i nvoic e s ubmi t ted to e ns ure 
p rompt payment provis i o ns are met . The I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 

c ) Facs imi l e : 

Alternative Invoices shall be submitted t o : 
{802)-288-7658 

Submi ssions by facsimi le shall include a cover 
sheet , point o f contact and the n umber of total 
pages . 
No te : the Service Providers o r Con t racto rs Dunn 
and Bradstreet (D&8) DUNS Number mus t be 
r egis t ered in t he System for Award Mana geme nt 
(SAM) at h ttps : //www . sam . gov prior to award and 
shall be no tated on ever y invo i ce submitted to 
e ns ure prompt payment p rovis ion s are me t . Th e I CE 
p rogram office ident if ied in the task 
order/contract shall also be nota t ed on e very 
i nvo i ce . 
2 . Content of I nvo ices : Each i nvoice shall 
conta i n t he fo l lowin g i nformation in acco r dance 
wi th 52 . 212-4 (g) , as applicable : 

( i ) . Name and address of t he Serv i ce 
Provider/Contractor . Note : the name , address and 
DUNS number on the invoice MUST matc h t he 
i nformati o n in both the Contract/Ag reeme n t and 
t he information in t he SAM . If payment i s 
remitted to another entity , the name , address and 
DUNS information of that entity must also be 
provided which wil l require Governme n t 
Continued .. . 

NSN 7S4ll-Ot·t52-8067 

QUANTITY UNIT 

(e) ( D) 

2018-ICLI -00035 1528 

UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (HI6) 
Sponsored b\' GSA 
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FERENCE NO. OF DOCUMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFE ROR OR CONTRACTOR 

WEST PUBLIS HI NG CORPORAT I ON 

ITEM NO. 

(A) 
SUPPUESiSERVlCES 

(8) 

verifica t ion before payment can be processed ; 

(ii) . Dun n and Brads t ree t (D&B) DUNS Number : 

( i ii) . I nvoice da t e a nd invoice number ; 

(iv) . Ag reemen t /contrac t number , con t rac t line 
item number and , if applicable , the order n umber ; 

(v) . Description , qua ntity , unit of measure , unit 
price , extended price a nd period of pe r for mance 
o f the i t e ms or services delivered ; 

(vi) . If applicable , shipping number and da t e of 
shipment, i ncluding the bill of lading n umber and 
weight of shipmen t if shipped on Governmen t bill 
o f lading ; 

(vii) . Terms o f a n y discount for prompt paymen t 
offered ; 

(vii i ) . Remit to Address ; 

( i x) . Name , title , a nd phone number of person to 
reso l ve invoicing issues ; 

( x ) . I CE program office designated o n 
order/contract/agreement a nd 

( x i) . Mark invoice as "Interim" (Ongoing 
performa nce and addi t ional bil l ing e xpected) a nd 
" Final" (performa nce complete and no additiona l 
billing) 

( x ii) . Electronic Fu nds Tra nsfer (E FT ) ban king 
i nformation in accordance with 52 . 232 - 33 Payme n t 
by El ectronic Funds Tra nsfer - System for Award 
Manageme n t or 52 - 2 32- 34 , Payme n t by Electronic 
Funds Transfer - Other than System for Award 
Manageme n t . 

3 . I nvo i ce Supporting Documentation . To ens ure 
payme n t , t he vendor must submit support ing 
documentat i on which provides s ubstantiation for 
t he invoiced costs to t he Contracting Of f icer 
Represe n tative (COR) or Poi n t of Contact (POC) 
identif i ed in the contract . Invoice charges must 
Cont inued .. . 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT 

(e) (D) 
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UNIT PRICE 

(E) 

52 

AMOUNT 

(F) 

OPTIOI'W. FORM:J.3Il (H I6) 
Sponsored b\' GSA 
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FERENCE NO_OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAMEOF OFFEROR OR CONTRACTOR 

WEST PUBL ISHING CORPORATION 

ITEM NO_ 

(A) 
SU PPUESiSERVlCES 

(8) 

align with t he con tract CLINs. Supporting 
documen t ation is required when guaranteed 
minimums are exceeded and when allowable costs 
are incurred . 

(i ii ) Fi rm Fixed-Price CL INs . Supporting 
documenta t io n is not re qu ired f or charges for FFP 
CLINs . 

4 . Safeguarding I n formati o n : As a contractor or 
vendor conducti ng business with Immi g ra tio n and 
Customs Enforcement (ICE) , you are required to 
comply with DRS Policy regarding t he sa f egua rding 
o f Sensitive Personally Ide nti f iable In format io n 
(PIl ) . Sensitive PIl is info rmation t ha t 
identi f i es an i ndividual, includ i ng an alien , and 
could result i n harm , e mbarrassme n t , 
i nco nve ni e nce or unfa irness . Examples o f 
Sensitive PI I i nc l ude i nformat i on such as : Socia l 
Security Numbers , Al i en Re gistrat i on Numbers 
(A-Numbers), or combinat ions o f i n forma tio n such 
as the individua ls name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra t ion status . 

As part of your obliga t io n t o safeguard 
i nformati o n , the fol low precautions are re qu ired : 

(i) Email s upport i ng doc ume nts containing 
Sensitive PI I i n an e nc r ypted attachmen t with 
password sent separate l y to the Contracting 
Officer Representative assigned to the con t rac t . 

Iii) Never leav e paper documents con ta i ni n g 
Sensitive PI I u na t te nded and u nsecure . Whe n no t 
i n use , t hese doc ume nts will be l ocked in 
drawers , cabinets , desks , e t c . so the i nformation 
is no t accessible to t hose without a need to kno w. 

(iii) Use s h redders whe n discarding paper 
documents contain i ng Sensitive PI I . 

(iv) Refer to the DHS Ha ndboo k for Safeguarding 
Sensitive Pe rson a l ly Iden t i f i able In f orma t ion 
(Marc h 20 12) found at 

rb)(7){E) 

Continued 
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Statement of Work 
Access to License Plate Reader Commercial Data Service 

C.I. lNTRODUCTION AND BACKGROUND. 

The intent of this Statement of Work (SOW) is to describe ICE's operational requirements to obtain query

based aeccss to a commcrcially avai lable Liccnsc Platc Rcadcr (LPR) databasc to support its cri minal and 
immigration law enforcement missions. A commercial LPR database stores recorded vehicle license plate 

numbcrs from camcras cq uippcd with liccnsc platc rcadcr technology. Rccords arc uploadcd into thc systcm 
from a variety of governmental and private sources including, but not limited to, access control systems such as 

toll road or parking lot camcras, vchiclc rcposscssion companics, and law cnforccmcnt agencics. Licenses to 

access the commercial database are sold to commercial consumers as well as 10 law enforcement agencies. 

ICE is neither seeking to build nor contribute to any public or private LPR database. ICE wi ll use LPR 
information obtained in response to queries of the commercial database to further its criminal law enforcement 

and civi l immigration enforcement missions. ICE immigration enforcement personnel will query the LPR 
database using known license plate numbers associated with subjects of their immigration enforcement 

activities, to determinc whcre and when the vehicle has traveled withi n a specified period of time. The resul ts 
of the queries will assist in identifyi ng the location of aliens to further ICE's immigration enforcement mission. 

ICE will also use LPR infonnation obtained from the commercial database to furthe r its criminal law 

enforcement mission, which includes investigations relatcd to national sccurity, illegal arms exports, fina ncial 

crimes, commercial fraud, human trafficking, narcotics smuggling, ch ild pornography, and immigration fraud. 
For example, use of LPR data in this context could he lp to identify the location of an investigative target or 

person of interest, or help track a vehicle that may be involved in illegal activity, such as smuggling. 

Use of this data is expected to enhance officer and publ ic safety by allowing arrests to be planned at locations 
that minimize the potential for injury (e.g. , away from a subject's residence if there are suspected to be children 
or weapons in the home). Use of this data is also expected to create a cost savings to the government by 

reducing the work-hours required for physical surveillance. 

C2. Objective 
To provide constant (24 hour, seven days per week) access to a commercially available, query-based LPR 
database for ICE law enforcement personnel at ICE offices across the United States in the execution of their 
official law enforcement duties. 

C3. Scope 
This contract applies only to a query-based LPR database service for ICE. 

C4. Performance Requirements 
The vendor provides: 

Data Service ContentJScope 

• The LPR data service shall contain LPR records from a variety of sources across the United States, such as 
toll road or parking lot cameras, vehicle repossession companies, and law enforcement agencies. 

• The LPR data service shall include substant ial unique LPR detection records. 

• The LPR data service shall compile LPR from at least 25 states and 24 of the top 30 most 
populous metropolitan statistical areas to the extent authorized bv law in those locations. 

o A metropol itan statistical area is defined as: a geographical region with a relatively high 
population density at its core and close economic ties throughout the area as defined by the Office 
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of Management and Budget (OMB) and used by the Census Bureau and other federal government 
agencies fo r statistical purposes. 

• The LPR data service provider shall demonstrate the number of new unique records that were added to the 
commercially available LPR database each month for the last consecut ive twelve (12) months. 

• The LPR data service shall make avai lable at leastJO million new unique LPR data records each month. 

• The vendor shall have a history of at least five (5) years of providing similar LPR data services and/or 
products to law enforcement agencies. 

• The vendor shall already be providing simi lar services to other law enforcement agency customers. 

User Management and Support 

The vendor shall provide: 

• Written instructions and guidance to fac ili tate usc of system. 

• The abil ity to compare new user requests with lists of personnel authorized by ICE to usc the vendor 
system. 

• Automatic verification of accounts with the ability to audit by using the user's Originating Agency 
Identifier (ORI) to be matched against a current real-time list of active ORI numbers provided directly or 
indirectly by the National Law Enforcement Telecommunication System (N LETS). 

• The ability to add new users or delete existing users within 24 business hours of ICE's request. 

• Ini tial training to orient personnel to the usc of their system, including " Help Desk" support related to the 
use, access, and maintenance of the system. 

• System training and "Esca lation Procedures" for agency managcr and shall include procedures for resetting 
passwords. 

• Unlimited technical support to each user. 

• Pcriodic or as needed updates to the web interface and mobile application. The vendor will employ 
appropriate technical, administrative, and physical security controls to protect the integri ty, availabili ty, and 
confidentiality of the data resident in its system. 

Functional Requirements 

Query Capabilities 

• Before a user is able to perform a query from the main system or mobile appl ication, the system must 
display upon logon a splash screen that describes the agency's pennissible uses of the system and data, and 
requires the user to affirmatively consent to these rules before proceeding further. 

o The splash screen will appear at each logon event. 
o The text on the splash screen shall also be avai lable to the users via a hyperlink within the main 

system interface (including any mobile app interface). 
o The agency will provide the language for the splash screen content. 

• All queries of the LPR data service shall be based on a license platc numbcr queried by the user only, and 
the data returned in responsc must be limited to matchcs of that license platc number only within the 
specified pcriod of time. 
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• The system will not permit user queries of the data service unless a license plate number is entered. A 
query can only be conducted by entering a liccnse plate number. 

• The query interface will incl ude a drop-down field fo r users to select a reason code for the query from a 
pre-populated list. The specific reason codes wil l be provided by ICE. This field is mandatory for 
conducting a query. 

• The query interface wi ll require a user to identify whether the user is entering data for him or herself or fo r 
another individual. If the user is entering data for another individual, the query interface will require the 
user to enter the name of the other individual. 

• The query interface must include a free- text field of at least 255 characters for user notes. This wi ll allow 
for additional information that will assist ICE in refcrencing the specific case for which the query was 
performed. Completing this field shall be mandatory for conducting a query. 

• The system will have the capability to limit the query by time frame to allow users to comply with agency 
policy. Depending on the type of investigation being conducted, agency policy will allow the user to query 
the historical LPR detection records for only a certain period of time (e.g., going back 5 years from the date 
of query for any immigration investigation). 

o The query interface wi ll have a field for the user to select or input the appropriate timeframe fo r 
the query. 

o The system will display results only for LPR detecti on records within that timeframe (e.g. , only 
for the last 5 years). 

o The system shall not run a query that lacks a time frame entered by the user. 

• The vendor shall guarantee the results of queries meet a high degree of accuracy in datasets. 

• To ensure accuracy of information, the response to a query must include at least two photos on all hi ts. 
o Photos must be of sufficient quality to allow the user to visually confirm the license plate and 

vehicle make/model in the photo are the same as what is represented in the vendor system. 

o Query results must seamlessly integrate with web-based interactive maps. The printable report 
should show two different map views, nearest address, nearest intersection, date and time the 
license plate was captured, GPS coordinates, and source of the record. 

o The vendor shall provide a notification mechan ism in the event ICE users identify photographs that do not 
match the data in their system (license plate numbers or make/model mismatches). The vendor shall 
address all erroneous data. The vendor shall notify ICE and the ICE user of any inputted erroneous data and 
keep ICE and ICE users informed of corrections to erroneous data. 

• The vendor will not use any information provided by the agency (query data) for its own purposes or 
provide access or disclose such information to other customers, business partners, or any other individual or 
entity. 

• The vendor will not use ICE' s queries (the license plate numbers input into the system) for its commercial 
purposes. The vendor will only use the queries submitted by ICE to maintain an audit log. 

Alert List Capabilities 

• The LPR data service sha ll provide an "Alert List" feature that wi ll allow ICE users to save license plate 
numbers so they wi ll be automatically queried agai nst new records loaded into the vendor's LPR database 
on an on-going basis. Any matches wi ll result in a near real-ti me notification to the user. 

2018-ICLI-00035 1534 



• The LPR data service Alert Li st wi ll provide capabilities to share Alert List notifications between ICE users 
involved in the investigation. 

• The Alert List feature wi ll: I) Automatically match new incoming detection records to user-uploaded or
entered Alert Lists containi ng the license plate numbers of interest in the investigation; 2) Send an email 
notification to the user originating such Alert List records and to any ICE user that has been shared the 
Alert List indicating there is a license plate match to new records in the system; and 3) Provide within the 
LPR system for download a PDF case fi le report for the match (wi th maps, vehicle images, and all 
pertinent detection & Alert Li st record information) for each email alert notification. The notification must 
be able to be limi ted to the user o r a user group of ICE law cnforcement officers involved in the speci fi c 
investigation. The notification will comply with all applicable laws, including the Driver' s Privacy 
Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

• The LPR data service wi ll allow specifica lly designated users to batch upload a maximum of 2,500 license 
plate records into the "Alert List". The batch upload will be in the form of a si ngle comma separated 
variable (CSV) fil e with data fields to include, but not limited to the fo llowing: Plate number; State of 
Registration; Vehicle Year, Make, Model & Color; reason code and an open text fi eld, of at least 255 
characters, fo r a user note to assist in referencing the specific purpose / investigation / operation for which 
the query was performed. 

• The Alert List function wi ll include an automated capability that fl ags license plates for de-confliction. 
• License plate pictures taken with the automated Optical Character Recognition (OCR) plate numbcr 

translation shall be submitted to the LPR data service system for matching with license plates on any 
eurrent ICE Alert List. Any positive matches shall re turn to the iOS appl ication (identified below) alerting 
authorized users of a positive match. These pictures will be uploaded into the data service query by an 
authorized ICE user along with any mandatory information needed fo r a norma l query. The pictures will be 
retained in the vendor's system for audit purposes only and wi ll not be otherwise accessible or usable for 
search purposes. 

• Each license plate number on an Alert List wi ll be va lid for one year unless the user removes it before 
expiration. The system wi ll prompt users two weeks prior to expiration and require the user to a ffirmati vely 
indicate that there eontinues to be an operational requirement to keep the particular license plate entry on 
the Alert List active, or be given the option to delete the license plate from the Alert List. Prompts should 
continue periodically until the expiration date is reached. The system will grant the user an additional week 
after expirat ion to renew the entry in the Alert List. If the user does not renew, the system shal l remove the 
license plate number from the Alert List. 

• All Alert List activity shall be audited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall not retain any data entered onto an Alert Li st except as part of the audit trail once the 
entry has expired per the process described above, or once the user has deleted the entry from the Alert 
List. 

Mobile Device Capabilities 

• The LPR data service shall fea ture an iOS-compatible mobile appl ication that allows authorized ICE users 
to: 

o Query the LPR data service by entering the license plate number, state of registrat ion, reason code, 
and the ability to add returned positive matches into the Alert List. 
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o Have quick access and recall of any queries and Alert Lists associated with the user or designated 
user group. The vendor application wi ll delete any saved data on the mobile device after 60 days, 
ifnot already deleted manually by the user. 

o Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

• The mobile application wi ll conform to all other performance, privacy, and functional requirements 
identified in the SOW. The vendor shall coordinate with ICE to make sure that the mobile application 
undergoes the required privacy assessment prior to use. 

Audit alld Reporting Capabilities 

• The vendor shall generate an immutable audit log in electronic fo rm that chronicles the fo llowing data: 
o Identity of the user initiati ng the query or the person on whose behalf the query is initiated, if 

diffe rent; 
o Exact query entered, to include license plate number, date limitations, geographic limitations (if 

applicable), reason code, and any other data selected or input by the user; 
o Date and time of query; and 
o Results of the query. 

• All Alert List activity shall be aud ited to capture user name, date and time, reason code, and user note 
associated with the query, as well as license plate number entry, deletion, renewal, and expiration from the 
alert list. 

• The vendor shall provide to IC E user audit reports on a quarterly basis and upon request. Audit reports 
shall contain the audit log information of a given user(s) for the specified period of time. The vendor shall 
provide the audit log in electron ic form via secure transmission to ICE promptly upon request. The format 
of the audit log shall allow for ICE to retrieve user activity by user name (or 10), query entered (e.g., 
particular license plate) and date/time. The exact technical requirements and format for the audit log will be 
negotiated after contract award. 

• The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy of the actual 
records retrieved from the LPR data service in response to a particular query, or any other data relevant to 
user activity on the vendor system, for purposes of the agency's internal investigations and oversight. 

• The vendor shall not use audit trai l data fo r any purpose other than those specified and authorized in th is 
contract. 

• The vendor is to provide quarterly, or upon request, statistics based on positive hits agai nst the number of 
requested searches and hit list. 

• The audit logs specified in this statement of work are records under the Federal Records Act. The vendor 
shall mai ntain these records on behalf of ICE throughout the life of the contract, but for no more than seven 
(7) years. The vendor is not authorized to share these records, or the Alert List data, with any outside 
enti ties incl uding other law enforcement agencies. At the end of the contract, the vendor shall extract, 
transfer, and load these records (including any still-active Alert List data, if requested by ICE) to another 
storage medium or location specified by ICE. This transfer of records shall occur no later than thirty (30) 
days after the contract ends. After successful transfer of these records, the vendor shall ensure all copies of 
the records (incl uding any stil l-active Alert List data) are securely deleted from all networks and storage 
media under its control or under the contro l of any of its agents or subcontractors. 

The vendor shall meet the fo llowing Key Performance Parameters (KPPs): 
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1\1ctnc l lnit of Mcasurc l\1immum 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedu le 24/7/365 

Scheduled downtime <J- 4 hours per month 

Meantime between failure (M TBF) 4,000 operating hours 

Overall Support Service Support avai labil ity 24171365 

Results of a single LPR query Results of a single LPR query </= 5 seconds after submission 

C.6. Promotion of the Cont ract 
The Vendor may promote this contract to current ICE employees during the life of the contract. The Offeror' s goals 
shall be to: (a) make customers aware of this procurement vehicle; (b) make customers aware of all available 
products and services; and (c) assist customers in creating timely and accurate delivery order/purchase orders. 

C.7. News Releases 
News releases pertaini ng to this contract shall not be made without ICE approval , as appropriate, and then only upon 
written approval received from the contracting officer and the ICE Office of Public Affairs. 

c.s. Licen se Type 
The Vendor shall provide a license that will permit ICE to add or remove users without purchasi ng additional 
licenses so long as ICE's authorized user population falls within its purchased entitlements. The Vendor shall not 
provide a named user license. 
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Quality Assurance Surveillance Plan (QASP) 
License Plate Reader (LPR) Data Service 

NOTE: The Government reserves the right to revise or change the QASP as determined by the 
Government to ensure quality service and deliverables over the course of the contract. 

1. PURPOSE 

This Quality Assurance Surveillance Plan (QASP) provides a systematic method to evaluate performance 
for the stated contract. This QASP explains the following: 

• What wi ll be monitored 
• How monitoring wi ll take place 
• Who wi ll conduct the monitoring 
• How monitoring efforts and results wi ll be documented 

This QASP does not detail how the Contractor accomplishes the work. Rather, the QASP is created with 
the premise that the Contractor is responsible for management and quality control actions to meet the 
terms of the contract. It is the Government 's responsibility to be objective, fa ir, and consistent in 
evaluating perfonnance. In addition, the QASP should recognize that unforeseen and uncontrollable 
situations may occur. 

This QASP is a "living document" and the Government may review and revise it on a regular basis. 
However, the Government sha ll coordinate changes with the Contractor. Updates shall ensure that the 
QASP remains a valid, useful , and enforceable document. Copies of the original QASP and revisions 
shall be provided to the Contractor and Government officials implementing surveillance activities. 

2. GOVERNMENT ROLES AND RESPONSIBILITIES 

The following personnel shall oversee and coordinate surveillance activities. 

a. Contracting Officer (CO) - The CO shall ensure perfonnance of all necessary actions for effcctive 
contracting, ensure compliance with the contract terms, and shall safeguard the interests of the United 
States in the contractual relationship. The CO shall also ensure that the Contractor receives impartial, 
fair, and equitable treatment under this contract. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor' s performance. 

b. Contracting Officer's Representative (COR) - The COR is responsible for technical administration of 
the contract and shall assure proper Government survei llance of the Contractor'S performance. The COR 
shall keep a quality assurance file. At the conclusion of the contract or when requested by the CO, the 
COR shall provide documentation to the CO. The COR is not empowered to make any contractual 
commitments or to authorize any contractual changes on the Government's behalf. The Contractor shall 
refer any changes they deem may affcct contract price, tenns, or conditions to the CO for action. 

c. Other Key Government Personnel- Immigration and Customs Enforcement (lCE) National Fugitive 
Operations Program Hcadquartcrs Staff or Fedcral employees as designatcd by the COR and/or CO. 

All Point of Contact 's infonnation will be released upon award. 

3. PERFORMANCE STANDARDS 

Perfonnance standards define desired services . The Contractor is responsible for performance of ALL 
terms and conditi ons of the contract. CORs will provide contract progress reports quarterly to the CO 
reflecting perfonnance on thi s plan and all other aspects of the resultant contract. The perfonnance 
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standards outlined in this QASP shall be used to detennine the level of Contractor performance in the 
elements defined. 

The Govern ment performs surveillance to determine the level of Contractor performance to these 
standards. Standards apply to each month of performance. 

The Performance Requirements are listed below. The Government will use these standards to 
determine Contractor performance and sha ll compare Contractor performance to the standard and 
ass ign a rating. At the end of the perfonnance period, these ratings wi ll be used, in part, to establish 
the past perfornlance of the Contractor on the contract. 

The Government will use these standards to determine Contractor perfonnance and compare 
Contractor performance to the Acceptable Quality Level (AQL). 

Table I: Performance Requirements Summary (PRS) 

Metric Unit of i\leasure Minimum AQL 

LPR Data Service Uptime - Unit of measure 100% > 99.0 

Operating Schedule 24171365 

Scheduled downtime </= 4 hours per month 

Meant ime between fa ilure (MTBF) 4,000 operating hours 

Overa ll Support Service Support availability 24171365 

Results of LPR Query Result of LPR query after entered in </= 5 seconds after submission 
end-user-computing device 
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Table 2: Performance Standards Matrix 

Perfo rmance Performance Performance Surveillance 
Government 

Requirement 
Paragraph 

Standard 
Performance Indicator 

Level Method 
Documentation 
Criteria 

LPR Data Service 4.11.1 Upt ime of Data LPR Data Service > 99.0% Validated Metrics wi ll be 
and Technical 4.1 J.2 Service and Technical downtime shall not User/Customer reported in CPARS. 
Support 4.11.4 Support shall be fully exceed 4 hours in any I Complaints 

4.11.5 availablc 2417/365 month pcriod and 100% Inspcction 
Meantime between 
failure (MTBF) is 4,000 
operating hours 

Overall Support 4.4 Support Availability Support Service must be >99% Contractor sel f- Metrics will be 
Service 4.10 available 2417/365 Monitored monitoring and reported in CPARS. 

monthly during Validated 
the Transition In Use r/Customer 
period. Complaints 

100% inspection 

Results of LPR 4.5.3 Length of time fo r Less than 5 seconds 95% Contractor Self- Metri cs wi ll be 
Query 4.6 .2 Resu lts of LPR query after submission Monitored monitoring and reported in CPARS. 

to appear after being monthly during Vali dated 
entered in the end-user the life of the User/Customer 
computing device contract Complaints 

100% Inspection 
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4. METHODS OF QUALITY ASS URANCE (QA) SURYEILLANCE 

Regardless of the surveil lance method, the COR shall always contact the Contractor's task manager or on
site representati ve when a defect is identified and inform the manager of the specifics of the problem. 
The COR, with assistance from the CO, shall be responsible for monitoring the Contractor' s performance 
in meeting a specific performance standardlAQL. 

Various methods exist to monitor performance. The COR wil l use the surveillance methods listed below 
in the administration of thi s QASP. 

a. PERIODIC INSPECTION 

• Schedul ed quarterly inspection of audit logs or as required 

b. V AUDATED USER/CUSTOMER COM PLAINTS 

The Contractor is expected to establ ish and maintain professional communication between its employees 
and customers. The primary objective of thi s communication is customer satisfaction. Customer 
sati sfaction is the most significant external indicator of the success and effectiveness of all services 
provided and can be measured through customer complaints. 

Perfonnance management drives the Contractor to be customer focused through initially and internal ly 
addressing customer complaints and invest igating the issues and/or problems but the customer always has 
the option of commun icating complaints to the COR, as opposed to the Contractor. 

Customer complaints, to be considered va lid, must be set forth clearly and in writing the detailed nature 
of the compla int, must be signed, and must be forwarded to the COR. 

Customer feedback may also be obtained either from the resu lts of customer satisfaction surveys or from 
random customer complaints. 

• Review of identifi ed defic iencies and or complaints made by users of the services 
• Investigate and validate 
• Review of notification of report d iscrepancies 

c. 100% INSPECTION 

• Review of LPR Data Service uptime 
• Review of Scheduled Downtime 
• Review Meantime Between Fail ure (MTB F) 
• Review Overall Support Service Availab il ity 

d. Analysis of Contractor's progress report . The Contractor is req uired to provide a weekly progress 
report that will be used to communicate the Contractor's status in the Transition phase. 

e. Performance reporting. 

Survei llance results will be used as the basis for actions aga inst the Contractor Past Performance Report. 
In such cases, the Inspection of Services clause in the Contract becomes the basis for the CO's actions. 
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5. DOCUMENTING PERFORMANCE 

Documentation must be accurate and thorough. Completeness, currency, and accuracy support both 
sati sfactory and unsatisfactory perfonnancc 

a. ACCEPTABLE PERFORMANCE 

The Government shall document positive performance. All positive performance should be 
documented by an email to the COR describing the outstanding perfonnance and why it is of value 
to the Government. This information shall become a part of the supporting documentation for the 
Contractor Performance Assessment Reporting System (CPARS) and the QASP 

b. UNACCEPTABLE PERFORMANCE 

When unacceptable pcrfonnancc occurs, the COR shall infonn the Contractor. This will be in 
writing unless circumstances necessitate verbal communication. in any case the COR shall 
document the discussion and place it in the COR file. 

When the COR determines formal wri tten communication is required, the COR shall prepare a Contract 
Discrepancy Report (CDR), and present it to the Contractor's representati ve. A CDR template is avai lable 
upon request to the Contracting Officer. 

The Contractor wi ll acknowledge recei pt of the CDR in writing. The CDR will spec ify if the Contractor 
is required to prepare a corrective action plan to document how the Contractor shall correct the 
unacceptable perfomlance and avoid a recurrence. The CDR will also state how long after receipt the 
Contractor has to prese nt th is corrective action plan to the COR. The Government shall review the 
Contractor's corrective action plan to detennine acceptability. 

Any CDRs will become a part of the supporting documentation for Past Performance. 

6. FREQUENCY OF MEASUREMENT 

Wh ile the Contractor is fully expected to comply with all requirements in the PWS, the Government's 
assessment of Contractor performance will focus mainly on the objectives listed in the AQL column of 
the Performance Standards Summary Matrix. The COR wi ll monitor the Contractor's performance to 
ensure it meets the standards of the contract. Unacceptable perfonnance may result in the Contracting 
Officer taking any of the fo llowing actions: Require the Contractor to take necessary action to ensure that 
future perfonnance confonns to contract requirements, reduce the contract price to reflect the reduced 
value of the services, issue a Contract Discrepancy Report, or require the Contractor to re-pcrfonn the 
service. In addition, the Contractor 's performance will be recorded annually in the Contractor 
Perfonnance Assessment Report (CPAR). 

Signature - Contracting Officer's Representative 

Signature - Contracting Officer 
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ATrACHMENT 3: 
TERMS AND CONDIT IONS 

CUSTOM CO ADDED TERMS AND CONDITIONS 
In the case ofa conflic t between the terms and conditions of the contractor's agreement and the terms and cond itions 
of this purchase order, all appl icable federa l statutes and regulations shall govern. 

52.204-21 
(JUN 2016) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEM 

(a) Definitions. As used in this clause-
"Covered contractor information system" means an information system that is owned or operated by a contractor 
that processes, stores, or transmits Federal contract informat ion. 
"Federal contract information" means information, not intended for public release, that is provided by or generated 
for the Government under a contract to develop or del iver a product or service to the Government, but not including 
information provided by the Government to the public (such as on public websites) or simple transactional 
information, such as necessary to process payments. 
" Information" means any commun ication or representation of knowledge such as fac ts, data, or opinions, in any 
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on 
National Securi ty Systems Instruction (CNSSI) 4009). 
" Information system" means a discrete set of information resources organized fo r the col lection, processing, 
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 
"Safeguarding" means measures or control s that are prescri bed to protect info rmation systems. 

(b) Safeguarding requirements and procedures. 
(\) The Contractor shall apply the following basic safeguarding rcquircments and procedures to 
protect covered contractor infonnat ion systems. Requiremcnts and procedures fo r basic 
safeguarding of covered contractor informatio n systcms shall include, at a minimum, the 
following security controls: 

(i) Limit informa tion system access to authorized users, processes acting on bchalf of 
authorized users, or devices (including other information systems). 
(ii) Limit infonnation system access to the types of transact ions and funct ions that 
authorized users are pennilled (0 execute. 
(ii i) Verify and control/limit connections to and use of external informat ion systems. 
(iv) Control infonnation posted or processed on publ icly accessible information systems. 
(v) Identify information system users, processes acting on behal f of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 
prerequisite to allowi ng access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 
Infonnation before disposal or release for reuse. 
(viii) Limit physical access to organizational infonnation systems, equipment, and the 
respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 
and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 
transmitted or received by organizational information systems) at the external boundaries 
and key internal boundaries of the information systems. 
(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 
(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 
(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 
(xiv) Update malicious code protection mechanisms when new releases arc available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguardi ng requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including th is paragraph (c), in 
subcontracts under this contract (including subcontracts fo r the acquisition of commercial items, other than 
commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its info rmation system. 

52.209-07 INFORMATION REGARDING RESPONS IBILITY MATTERS (JUL 2013) 

(a) Defi nitions. As used in this provision. 
"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order to make a 

detem1ination of fault or liabi lity (e.g., Securities and Exchange Commission Administrative Proceedings, Civi lian 
Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This 
includes administrative proceedings at the Federal and State leve l but only in connection with performance of a 
Federal contract or grant. It does not include agency actions suc h as contract audits, site visits, corrective plans, or 
inspection of deliverables. 

"Fcderal contracts and grants with total value greater than $ 10,000,000" means. 

(I) The total value of al l current, active contracts and grants, including all priced options; and 

(2) (2) Thc total value ofa l! currcnt, active orders including all priced options under indefinite-delivery, 
indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award 
Schedules). 

"Principal" means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibi lities within a business ent ity (e.g., general manager; plant manager; head ofa division or business 
segment; and similar positions). 

(b) The offeror [1 has [ ] does not have current active Federal contracts and grants with total value greater than 
S I 0,000,000. 

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this 
offer, that the information it has entered in the Federal Awardee Performance and Integrity Information 
System (F APII S) is current, accurate, and comp lete as of the date of submission of this offer with regard to 
the fo llowing information: 

(1) Whether the offeror, and/or any of its principals, has or has not, within the last fi ve years, in 
connection with the award to or performance by the offeror of a Federal contract or grant, been the 
subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions: 

(i) In a criminal proceeding, a conviction. 
(ii) In a civil proceeding, a fi nding of fault and liabil ity that results in the payment of a monetary 

fine, penalty, reimbursement, restitution, or damages of$5,000 or more. 
(ii i) In an administrative proceeding, a findi ng of fault and liabi lity that rcsu lts in. 

(A) The payment of a monetary fine or penalty of$5 ,000 or more; or 
(B) The payment ofa reimbursemcnt, rcstitution, or damages in exccss ofS 100,000. 

(iv) In a criminal, civil, or administrative procecd ing, a disposition of the matter by consent or 
compromise with an acknowledgment of fault by the Contractor ifthc proeecding could have led 
to any of the outcomes specified in paragraphs (c)( I lei), (c)( I )(ii), or (c)( I )(iii) of this provision. 
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(2) [fthe offeror has been involved in the last five years in any of the occurrences listed in (c)(I) of this 
provision, whether the offeror has provided the requested infonnation with regard to each occurrence. 

(d) The offeror shall post the information in paragraphs (c)( I)(i) through (c)(I)(iv) of this provision in FAPllS 
as required through maintaining an active registration in the System for Award Management database via 
https:llwww.acquisi tion.gov(see52.204-7). 

S2.212-IINSTRUCTIONS TO OFFERORS. COMMERCIAL IT EMS (J AN 2017) 

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS 
code and small business size standard for this acquisi tion appear in Block [0 of the sol icitation cover sheet (Sf. 
[449). However, the small business size standard for a concern which submi ts an offer in its own name, but which 
proposes to furnish an item which it did not itse[fmanufacture, is 500 employees. 

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the 
exact time specified in this solicitation. Offers may be submitted on the SF [449, letterhead stationery, or as 
otherwise specified in the solicitation. As a minimum, offers must show. 

([) The sol icitation number; 

(2) The time specified in the solicitation fo r receipt of offers; 

(3) The name, address, and telephone number of the offeror; 

(4) A tcchnical dcscription ofthc itcms bci ng offcrcd in sufficient detail 10 cva[uatc comp[iancc with thc 
requircments in thc solicitation. This may include productl itcrature, or other documents, if necessary; 

(5) Tern1s of any express warranty; 

(6) Price and any discount terms; 

(7) " Rcmit to" address, if different than mai ling address; 

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for 
those representations and certifications that the offeror shall complete e lectronically); 

(9) Acknowledgment ofSo[ici tation Amendments; 

([ 0) Past performance information, when included as an evaluation fac tor, to include recent and relevant 
contracts for the same or similar items and other references (including contract numbers, points of contact 
with telephone numbers and other relevant information); and 

(II) Irthe offer is not submitted on the SF 1449, include a statement specifying the extent of agreement 
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required 
representations or information, or reject the tenns and conditions of the sol icitation may be excluded from 
consideration. 

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer finn for 30 calendar days from 
the date specified for receipt of offers, unless another time period is specified in an addendum to the sol icitation. 

(d) Product samples. When required by the sol icitation, product samples shall be submitted at or prior to the time 
specified for receipt of offers. Unless otherwise specified in Ihis solicitation, these samples shall be submitted at no 
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expense to the Government, and returned at the sender's request and expense, unless they are destroyed during 
preaward test ing. 

(e) Multiple offers. Offerors are encouraged to submit mUltiple offers presenting alternative terms and condit ions, 
including alternative line items (provided that the alternat ive line items are consistent with subpart 4.10 of the 
Federal Acquisition Regulation), or alternative commercial items for satisfying the requirements of this solicitat ion. 
Each offer submitted will be evaluated separately. 

(t) Late submissions, modifications, revisions, and withdrawals of offers. 

(I) Offerors arc responsible for submining offers, and any modifications, revisions, or withdrawals, so as to reach 
the Government office designated in the solicitation by the time speci fi ed in the sol icitation. lfno time is specified 
in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated Government office on the date that 
offers or revisions are due. 

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in 
the solicitation after the exact time specified for receipt of offers is "late" and will not be considered unless it is 
received before award is made, the Contracting Officer determines that accepting the late offer would not unduly 
delay the acquisition; and. 

(A) lfit was transmitted through an cleetronic commerce method authorized by the sol icitation, it was received at 
the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date 
specified for receipt of offers; or 

(8) There is acceptable evidence to establish that it was received at the Government installation designated for 
receipt of offers and was under the Government's control prior to the time set for receipt of offers; or 

(C) If this sol icitation is a request for proposals, it was the only proposal received. 

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the 
Government, will be considered at any time it is received and may be accepted. 

(3) Acceptable evidence to estab lish the time of receipt at the Government installation includes the time/date stamp 
of that installation on the offer wrapper, othcr documentary evidence ofreceipt maintai ned by the installation, or 
oral testimony or statements of Government personnel. 

(4) If an cmergeney or unanticipated event intelTUpts normal Govcrnment processes so that offers cannot be received 
at the Government office designated for receipt of offers by the exact time specified in the so licitation, and urgent 
Government requirements preclude amendment of the solicitation or other notice of an extension of the closing date, 
the time specified for receipt of offers wi ll be deemed to be extended to the same time of day specified in the 
solicitation on the firs t work day on which normal Government processes resume. 

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. 
Oral offers in response to oral so licitations may be withdrawn orally. If the sol icitation authorizes facs imile offers, 
offers may be withdrawn via facsimile received at any time before the exact time set fo r receipt of offers, subject to 
the conditions specified in the sol icitation concerning facsimile offers. An offer may be withdrawn in person by an 
offeror or its authorized representative if, before the exact time set for receipt of offers, the identity of the person 
requesting withdrawal is establ ished and the person signs a receipt for the offer. 

(g) Contract award (not applicable to Invi tation for Bids). The Government intends to evaluate offers and award a 
contract without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best 
terms from a price and technical standpoint. However, the Government reserves the right to conduct di scussions if 
later determined by the Contracting Officer to be necessary. The Government may reject any or all offers if such 
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action is in the public interest; accept other than the lowest offer; and waive informali ties and minor irregularit ies in 
offers received. 

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qual ifies 
the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for 
quantities less than those specified. The Government reserves the right 10 make an award on any item for a quantity 
less than the quanti ty offered, at the unit prices offered, unless the offeror specifies otherwise in the offer. 

(i) Availabi lity of requirements documents cited in the sol icitation. 

(I)(i) Thc GSA Indcx of Fcderal Spccifieations, Standards and Commercialltcm Descriptions, FPMR Part 101-29, 
and copics of spccifications, standards, and commcrcial itcm descriptions cited in this solicitation may be obtaincd 
for a fee by submitting a request to. 

GSA Fcderal Supply Scrvicc Spccifieations Sect ion 
Suitc 8100 
470 East L' Enfant Plaza, SW 
Washington, DC 20407 

Telephonc (202) 619-8925 
Facsimile (202) 6 19-8978. 

(ii) Ifthc Gcncral Serviccs Administration, Dcpartmcnt of Agriculturc, or Departmcnt ofYctcrans Affairs issucd 
this sol icitation, a single copy of spccifieations, standards, and commercial item descriptions citcd in this solicitat ion 
may be obtaincd free of charge by submitting a request to the addressec in paragraph (i)(1 lei) of this provision. 
Additional copies will bc issucd fo r a fcc. 

(2) Most unclassified Defense specifications and standards may be downloadcd from the fo llowing ASSIST 
wcbsites: 

(i) ASSIST (https:llassist.dla.mil/online/startJ). 

(ii) Quick Search (http;llguieksearch.dla.mi ID. 

(ii i) ASS1STdocs.com (http://assistdocs.com). 

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point 
(DoDSSP) by. 

(i) Using the ASSIST Shopping Wizard (https:llassist.dla.millwizardlindex.cfm); 

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or 

(ii i) Ordering from DoDSSP, Building 4, Section 0 , 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone 
(215) 697-2667/2179, Facsimile (215) 697-1462. 

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their prcparation, 
publication, or mai ntenance. 

U) Unique entity identifier. (Applies to all offers exceeding $3,500, and offers of$3,500 or less if the solicitation 
requires the Contractor to be registered in the System for Award Management (SAM) database.) The Offeror shall 
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" 
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followed by the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter 
its Electronic Funds Transfer (E FT) indicator, if applicable. The EFT indicator is a four-character suffix to the 
unique entity identifier. The suffix is assigned at the discretion of the Offeror to establish additional SAM records 
for identifying al ternative EFT accounts (see subpart 32 . 11) for the same entity. If the Offeror does not have a 
un ique enti ty identifier, it should contact the enti ty designated at www.sam.gov fo r unique entity identifier 
establishment directl y to obtain one. The Offeror should indicate that it is an offeror for a Government contract 
when contacting the enti ty designated at www.sam.gov for establishing the unique entity identifier. 

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an 
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM database 
prior to award, duri ng performance and through final payment of any contract result ing from this sol icitation. If the 
Offeror does not become registered in the SAM database in the time prescribed by the Contracting Officer, the 
Contracti ng Officer wi ll proceed to award to the next otherwise successful registered Offeror. Offerors may obtain 
information on registration and annual confirmation requirements via the SAM database accessed through 
hllps: / /www.acquisition.gov. 

(I) Debriefing. I f a post-award debriefing is given to requesting offerors, the Government shall diselose the 
following information, if applicable: 

(I) The agency's evaluation of the significant weak or deficient fac tors in the debriefed offeror' s offer. 

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past 
performance information on the debriefed offeror. 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection. 

(4) A summary of the rationale for award; 

(5) For acquisitions of commcrcial items, the make and model of the item to be delivered by the successful offeror. 

(6) Reasonable responses to relevant quest ions posed by the debriefed offeror as to whether source-selection 
procedures set forth in the solicitation, appl icable regulations, and other applicable authorities were fo llowed by the 
agency. 

(End of provision) 

S2.212-2EVAL.. UA TION. COMMERCIAL.. ITEMS (OCT 2014) 
(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

I. Technical Approach 

II. Past Perfonnance 

II I. Price 

Technical and past performance , when combined, are significantly more important than price. 

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to 

the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option 
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prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the 

option(s). 

(c) A writtcn noticc of award or acceptance of an offer, mailed or otherwise furnishcd to the succcssful offcror 

within the time for acceptance specified in the offer, shall result in a binding contract without fu rther action by either 

party. Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether 

or not there are negotiations after its receipt, unless a wri tten notice of withdrawal is received before award. 

52.212-3 
(NOV 2017) 

OFFEROR REPRESENTATIONS AND CERTIFICATIONS. COMMERCIAL ITEMS 

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual 

representations and certification electron ically via the System fo r Award Management (SAM) website located at 

https:llwww.sam.gov/portal. If the Offcror has not completed the annual represcntations and ccrtifications 

electronically, thc Offeror shall completc only paragraphs (c) through (u) of this provision. 

(a) Definitions. As used in this provision. 

"Economically disadvantaged women-owned small business (EDWOSB) concern" means a small business 

concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business 

operations of which arc controlled by, onc or morc womcn who arc citizcns ofthc Unitcd Statcs and who arc 

economically disadvantaged in accordance with 13 CFR part 127. It automatically quali fies as a women-owned 

small business eligible under the WOSB Program. 

"Highest-level owner" means the entity that owns or controls an immediate owner of the offeror, or that owns or 

controls one or morc cntitics that control an immcdiate owner of tile offeror. No entity owns or exercises control of 

the highest level owner. 

" Immediate owner" means an entity, other than the offeror, that has di rect control of the offeror. Indicators of 

control include, but are not limited to, one or more of the fo llowing: ownership or interlock ing management, idcntity 

of intcrests among family mcmbers, shared fac ilitics and cquipment, and the common usc of cmployees. 

" Inverted domestic corporation", means a fore ign incorporated entity that meets the definition of an inverted 

domestic corporation under 6 U.S.C. 395(bl, appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Manufactured end product" means any end product in product and service codes (PSCs) 1000-9999, except. 

(I) PSC 5510, Lumber and Related Basic Wood Materials; 

(2) Product or Service Group (PSG) 87, Agricultural Supplies; 

(3) PSG 88, Live Ani mals; 

(4) PSG 89, Subsistence; 

(5) PSC 9410, Crude Gradcs of Plant Materials; 

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible; 

(7) PSC 9440, Miscellaneous Crude Agricul tural and Forestry Products; 

(8) PSC 96 1 0, Ores; 

(9) PSC 9620, Minerals, Natural and Synthetic; and 

(10) PSC 9630, Additive Metal Materials. 

"Place of manufacture" means the place where an end product is assembled out of components, or otherwise 

made or processed from raw materials into the fi nished product that is to be provided to the Government. If a 

product is disassembled and reassembled, the place ofreasscmbly is not the place of manufacture. 

"Predecessor" means an entity that is replaced by a successor and includes any predecessors of the predecessor. 

"Restricted business operations" means business operations in Sudan that include power production activities, 

mi neral extraction activities, o il-related activities, or the production of mi litary equipment, as those terms are 

defined in the Sudan Accountability and Divestment Act of2007 (Pub. L. 110-174). Restricted business operations 
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do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability 
and Di vestment Act of2007) conducting the business can demonstrate. 

(\) Are conducted under contract directly and exclusively with the regional government of southern Sudan; 

(2) Arc conducted pursuant to specific authorization from the Office of Foreign Assets Control in the 

Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted 

under such authorization; 
(3) Consist of providi ng goods or services to marginalized populations of Sudan; 

(4) Consist of providi ng goods or services to an internationally recognized peacekeeping force or humanitarian 

organization; 
(5) Consist of providing goods or services that are used only to promote health or education ; or 

(6) Have been voluntarily suspended. 

"'Sensitive technology". 

(\) Means hardware, software, telecommunications equipment, or any other technology that is to be used 

specifically. 
(i) To restrict the free flow of unbiased information in Iran; or 

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and 

(2) Docs not include information or inforn1ational materials the export of which the President docs not have 

the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers 
Act (50 V.S.C. l702(b)(3». 

"Service-disabled veteran-owned small business concern". 

(\) Means a small business concern. 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of 

any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service

disabled veterans; and 
(ii) The management and dai ly business operations of which are controlled by one or more service-disabled 

veterans or, in the case ofa service-disabled veteran with permanent and severe disabi lity, the spouse or permanent 

caregiver of such veteran. 

(2) Service-disabled veteran means a veteran, as defined in 38 V.S.c. 101(2), with a disability that is serviee
connected, as defined in 38 V.S.c. 101( 16). 

"Small business concern" means a concern, including its affiliates, that is independently owned and operated, not 

dominant in the ficld of operation in which il is bidding on Government contracts, and qualificd as a small business 

under the criteria in 13 CFR Part 121 and size standards in this solicitation. 
"Small disadvantaged business concern", consistent with 13 CFR 124.1002, means a small business concern 

under the size standard applicable to the acquisition, that. 
(\) [s at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by. 

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as 

defined at 13 CFR 124.104) individuals who are citizens of the United States; and 
(ii) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking 

into account the applicable exc lusions set forth at 13 CFR 124. 1 04(c)(2); and 

(2) The management and dai ly business operations of which arc controlled (as defined at 13.CFR 124.106) by 

individuals, who meet the criteria in paragraphs (I lei) and (ii) of this defin ition. 
"Subsidiary" means an entity in which more than 50 percent of the entity is owned. 

(1) Directly by a parent corporation; or 

(2) Through anothcr subsidiary ofa parent corporation. 
"Veteran-owned sma ll business concern" means a small business concern. 
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(i) Not less than 5i percent of which is owned by one or more veterans (as defined at 38 U.S.c. iO 1(2» or, in 

the case of any publicly owned business, not less than 5i percent of the stock of which is owned by one or more 

veterans; and 

(2) The management and daiiy business operations of which arc controlled by one or more veterans. 
"Successor" means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of 

the predecessor under a new name (often through acquisition or merger). The term "successor" does not include new 

offices/divisions of the same company or a company that oniy changes its name. The extent of the responsibility of 

the successor fo r the iiabii ities of the predecessor may vary, depending on State iaw and specific circumstances. 
"Women-owned business concern" means a concern which is at least 5i percent owned by one or more women; 

or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and 

whose management and daily business operations are controlled by one or more women. 
"Women-owned small busi ness concern" means a small business concern. 

(i) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at 
least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

"Women-owned small business (WOSB) concern el igible under the WOSB Program" (in accordance with 13 

CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and 

the management and daily business operations of which are controlled by, one or more women who are citizens of 

the United States. 
(b)(I) Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this 

provision do not automatically changc the rcpresentations and cert ifications posted on the SAM website. 

(2) The offeror has completed the annual representat ions and certifications electronically via the SAM website 
accessed through http://www.acquisition.gov.AfterreviewingtheSAM database information, the offeror verifies by 

submission of this offcr that the representations and certifications currently posted electronically at FAR 52.212-3, 

Offeror Representations and Certifications.Commerciall!ems, have been entered or updated in the last 12 months, 

are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to 
the NA ICS code referenced for this solici tation), as of the date of thi s offer and are incorporated in this offer by 
rcfcrence (sec FAR 4.120 1), except for paragraphs _____ ---, 

(Offeror to identify the appl icable paragraphs at (c) through (t) of this provision that the offeror has completed for 

the purposes of th is solicitation only, if any. 
These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, 

accuratc, and complete as of the date of this offer. 

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the 

representations and certifications posted electronically on SAM.] 
(c) Offerors must complete the following representations when the resulting contract will be perfornled in the 

United States or its outlying areas. Check all that apply. 

(i) Small business concern. The offeror represents as part of its offer that it 0 is, 0 is not a small business 

concern. 
(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (e)(l) of this provision.] The offeror represents as part of its offer that it 0 is, 0 is not a 
veteran-owned small business concern. 

(3) Service-disabled veteran-owned small business concern. (Complete only if the offeror represented itself as 

a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its 

offer that it 0 is, 0 is not a service-disab led veteran-owned small business concern. 

(4) Small disadvantaged business concern. [Complete only irthe offeror represented itsc1fas a sma ll busi ness 

concern in paragraph (c)(I) of this provision.] The offeror represents, that it 0 is, 0 is not a small disadvantaged 

business concern as defined in 13 CF R J 24.1002. 
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(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business 

concern in paragraph (c)(I) of this provision.] The offeror represents that it 0 is, 0 is not a women-owned small 

business concern. 

(6) WOSB conccrn eligible under thc WOSB Program. [Complete only ifthc offcror rcprescntcd itself as a 
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represenls that. 

(i) It 0 iS,D is not a WOSB concern eligible under the WOSB Program, has provided all the required 

documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued that 

affects its el igibility; and 

(ii) It 0 is, 0 is not a joint venture that complies with the requirements of 13 CFR part 127, and the 
representation in paragraph (c)(6)(i) of thi s provision is accurate for each WOSB concern eli gible under the WOSB 

Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern el igible 

under the WOSB Program and other small busi nesses that are participating in the joint venture: .] Each 
WOSB concern el igible under the WOSB Program participating in the joint venture shall submit a separate signed 

copy of the WOSB representation. 

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the 

offeror represented itse lf as a WOSB concern e ligible under the WOSB Program in (c)(6) of this provision.] The 

offeror represents that. 
(i) It 0 is, 0 is not an EDWOSB concern, has provided all the required documents to the WOSB 

Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibi lity; and 

(ii) It 0 is, 0 is not ajoint venture that complies with the requirements of 13 CFR part 127, and the 

representation in paragraph (c)(7)(i) of this provision is aecurate for each EDWOSB concern participating in the 

joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that 
are participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall 

submit a separate signed copy of the EDWOSB representation. 

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expectcd to exceed the simplified 

acquisition threshold. 
(8) Women-owned business concern (other than small business concern). [Complete on ly if the offeror is a 

women-owned business concern and did not represent itself as a small business concern in paragraph (c)( 1) of thi s 

provision.] The offcror represents that it 0 is a women-owned business concern. 

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, smal1 business offerors may 
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror 

or first-tier subcontractors) amount to more than 50 percent of the contract 

priee: __________ -:_----_:_-
(\0) HUBlone small business concern. [Complete only if the offeror represenled itself as a small business 

concern in paragraph (c)( I) of this provision.] The offeror represents, as part of its offer, that. 
(i) It 0 is, 0 is not a HUBlone small business concern listed, on the date of this representation, on the List 

of Qualified HUBlone Sma ll Business Concerns maintained by the Small Business Administration, and no material 

changes in ownership and cOnlrol, principal office, or HUBlone employee percentage have occurred since it was 
certified in accordance with 13 CFR Part 126; and 

(ii) It 0 is, 0 is not a HUBlone joint venture that complies with the requirements of 13 CFR Part 126, and 

the representation in paragraph (c)(IO)(i) of this provision is accurate for each HUBlone small business concern 

participating in the HUBlone joint venture. [The offeror shall enter the names of each of the HUBlone small 

business concerns participat ing in the HUBlone joinl venlure: .] Each HUBlone small business 
concern participating in the HUBlone joint venture shall submit a separate signed copy of the HUBlone 

representation. 

(d) Representations required to implement provisions of Executive Order 11246. 

(\) Previous contracts and compliance. The offeror represents that. 
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(i) It 0 has, 0 has not participated in a previous contract or subcontract subject to the Equal Opportunity 

clause of this solicitation; and 

(ii) [t 0 has, 0 has not filed all required compliance reports. 

(2) Affirmative Action Compliance. The offcror rcprcscnts that. 

(i) It 0 has developed and has on file, 0 has not developed and does not have on file, at each establishment, 

affi rmative action programs required by rules and regulations of the Secretary of Labor (4 [ cfr parts 60- [ and 60-2), 

0' 

(ii) [t 0 has not previously had contracts subject to the wri tten affirmative action programs requirement of 

the rules and regulations of the Secretary of Labor. 

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.c. 1352). (Appl ies only if the 

contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge 

and belief that no Federa[ appropriated funds have been paid or wi ll be paid to any pcrson for infl ucncing or 

attempting to in !1uence an officer or employee of any agency, a Member of Congress, an officer or employee of 

Congress or an employee of a Member of Congress on hi s or her behalf in connection with the award of any 

resultant contract. [f any registrants under the Lobbying Di sclosure Act of [995 have made a lobbyi ng contact on 

bchalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMS 

Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 

report regularly employed officers or employees of the offeror to whom paymems of reasonable compensation were 

made. 

(f) Suy American Certificate. (Applies only if the clause at Federa[ Acquisition Regulation (FAR) 52.225- 1, Buy 

American.Supplies, is included in this sol icitation.) 

(I) The offeror certifies that each end product, except those lis ted in paragraph (f)(2) of this provision, is a 

domestic end product and that for other than COTS items, the offeror has considered components of unknown origin 

to have been mined, produced, or manufactured outside the United States. The offeror shall list as fo reign end 

products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an 

end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of 

"domestic end product." The terms "commercially availab[e off-the-she lf(COTS) item" "component," "domestic 

end product," "end product," "foreign end product," and "United States" arc defincd in the clause of this solicitation 

entilled "Buy American. Supplies." 

(2) Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(3) The Government will evaluate offcrs in aecordance with the polieies and procedures of FAR Part 25. 

(g)( [) Buy American. Free Trade Agreements. Israel i Trade Act Cert ificate . (Appl ies only if the clause al FAR 

52.225-3, Buy American. Free Trade Agreements. Israeli Trade Act, is included in th is solici tation.) 

(i) The offcror certifies that each end product, except those listed in paragraph (g)( 1 )(ii) or (g)( 1 )(iii) of this 

provision, is a domestic end produet and that for other than COTS items, the offeror has considered componcnts of 

unknown origin to have been mined, produced, or manufactured outside the United States. The terms "Bahrainian, 

Moroccan, Oman i, Panamanian, or Peruvian end product," "commercially available off-the-shelf(COTS) item," 

"component," "domestic end product," "end product," "foreign end product," "Free Trade Agreement country," 
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"Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of 

thi s sol icitation entitled "Buy American. Free Trade Agreements-Israeli Trade Act." 

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other 

than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian cnd products) or Israeli end products as defined in the 

clause of this solicitation entitled "Buy American. Free Trade Agreements. lsrael i Trade Act'": 

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani , Panamanian, or 

Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The offeror shall list those suppl ies that are fore ign end products (other than those listed in paragraph 

(g)( I)(i i) of this provision) as defined in the clause of this solicitation entitled " Buy American.Free Trade 

Agreements.lsraeli Trade Act." The offeror shall list as other foreign end products those end products manufactured 

in the United States that do not qua lify as domestic end products, i.e., an end product that is not a COTS item and 

does not meet the component test in paragraph (2) of the definition of "domestic end product." 

Other Foreign End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25 . 

(2) Buy American. Free Trade Agreemcnts. Israeli Tradc Act Certificate, Alternatc I. If Alternate I to the 

clause at FAR 52.225-3 is included in this solicitation, subst itute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I)(i i) of the basic provision: 

(g)( I)(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products as defined in the 

clause of this solicitation enti tled "Buy American. Free Trade Agreements. Israel i Trade Act" : 

Canadian End Products: 

Line Item No. 

[List as necessary] 

(3) Buy American.Free Trade Agreemellts.Israeli Trade Act Cert ificate, Alternate [I. If Alternate II to the 

clause at FAR 52.225-3 is incl uded in this solicitation, substitute the fo llowing paragraph (g)( I )(ii) fo r paragraph 

(g)( I )(i i) of the basic provision: 
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(g)( I )(i i) The offeror certifies that the fo llowing suppl ies are Canadian end products or Israeli end products 
as defined in the clause of this solicitation entitled "Buy American.Free Trade Agreements. lsraeli Trade Act"; 

Canadian or Israeli End Products; 

Line Item No. Country of Origin 

[List as necessary] 

(4) Buy American.Free Trade Agreements.Israeli Trade Act Certificate, Alternate III. If Alternate III to the 
clause at 52.225-3 is included in this solicitation, substitute the followi ng paragraph (g)( I )(ii) for paragraph (g)( I )(i i) 

of the basic provision; 

(g)( I )(i i) The offeror cert ifies that thc fo llowing supplies arc Free Trade Agreement country end products 

(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end 
products as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli 

Trade Act"; 

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, 

Panamanian, or Peruvian End Products) or Israeli End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included 

in th is so licitation.) 

(i) The offeror ccrtifies that each end product, exccpt those listed in paragraph (g)(5)(ii) of this provision, is 
a U.S.-made or designated country end product, as defined in the clause of this solic itation entitled "Trade 

Agreements." 

(ii) The offeror shall list as other end products those end products that arc not U.S.-made or designated 

country end products. 

Other End Products: 

Line Item No. Country of Origin 

[List as necessary] 

(ii i) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. 

For line items covered by the WTO GPA, the Government will evaluate offcrs of U.S.-made or designated country 
end products wi thout regard to the restrictions of the Buy American statute. The Government will consider for 
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award only offers of U.S.-made or designated country end products unless the Contracting Officer detennines that 

there are no offers for such products or that the offers for such products are insuffic ient to fulfill the requirements of 
the so licitation. 

(h) Certification Rcgardi ng Responsibi lity Mattcrs (Executive Order 12689). (Applies only if the contract value is 

expected to exceed the simplified acquisition threshold.) The offeror cert ifies, to the best of its knowledge and 

belief, that the offeror and/or any of its principals. 
(I) 0 Are, 0 are not presently debarred, suspended, proposed for debarment, or declared ineli gible fo r the 

award of contracts by any Federal agency; 
(2) 0 Have, 0 have not, within a three-year period preceding this offer, been convicted of or had a civil 

judgment rendered against them for: commission of fraud or a criminal offense in connection with obtai ning, 

attempting to obtain, or performing a Federal , state or local governmcnt contract or subcontract; violation of Federal 

or state anti trust statutes relati ng to the submission of offcrs; or commission of embezzlement, theft, forgery , 

bribery, fa lsification or destruction of records, making fa lse statements, tax evasion, violating Federal criminal tax 
laws, or receiving stolen property; 

(3) 0 Are, 0 are not presently indicted for, or otherwise criminally or civilly charged by a Government entity 

with, comm ission of any of these offenses enumerated in paragraph (h)(2) of this clause; and 

(4) 0 '·Iave, 0 have not, within a three-year period preceding this offer, bcen notified of any del inquent Federal 

laxes in an amount that exceeds $3,500 for which the liability remains unsatisfied. 
(i) Taxes are considered del inquent ifboth of the fo llowing criteria apply: 

(A) The tax liability is fina lly dctcrmined. The liabil ity is finally determi ned ifi t has been assessed. A 

liability is not finally dctcrmined if there is a pending administrative or judicial challenge. In the case of a judicial 

challenge to the liability, the liability is not finall y determined unti l all judicial appeal rights have been exhausted. 

(9) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to 
pay the tax liabi lity when full payment was due and required. A taxpayer is not del inquent in cases where enforced 

collection action is prccluded. 

(ii) Examples. 
(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the 

taxpayer to seek Tax Court review of a proposed tax defic iency. This is not a delinquent tax because it is not a final 

tax liabi li ty . Should the taxpayer seek Tax Court review, th is wi ll not be a final tax liabi lity until the taxpayer has 

exercised all judicial appeal rights. 
(9) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liabi lity, and the 

taxpayer has been issued a notice under I.R.C. §6320 entitl ing the taxpayer to request a hearing with the IRS Office 

of Appeals contcsting the lien fi ling, and to further appeal to the Tax Court if the IRS dctcrmi nes to sustain the lien 

filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer 

has had no prior opportuni ty to contest the liabi lity. Thi s is not a delinquent tax because it is not a final tax liabi lity. 
Should the taxpayer seek tax court review, this wi ll not be a final tax liability until the taxpayer has exercised all 

judicial appeal rights. 

(C) The taxpayer has entered into an installment agreement pursuant 10 I. R.C. §6159. The taxpayer is 
making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because 

the taxpayer is not currently required to make fu ll payment. 

(D) The taxpayer has fil ed for bankruptcy protection. The taxpayer is not delinquent because enforced 

collection action is stayed under II U.s.c. §362 (the Bankruptcy Code). 
(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). (The 

Contracting Officer must list in paragraph (i)( I) any end products being acquired under this solicitati on that are 
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Chi ld Labor, unless 

excluded at.J 

(I) Listed end products. 
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Listed End Product Listed Countries or Origin 

(2) Certification. (I f the Contract ing Officer has identified end products and countries of origin in paragraph 
(i)( 1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(i i) by checking the appropriate block.] 

o (i) The offeror will not supply any end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in thc corresponding country as listed for that product. 

o (i i) The offeror may supply an end product listed in paragraph (i)(\) of this provision that was mined, 

produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that it has 
made a good faith effort to determine whether forced or indentured chi ld labor was used to mine, produce, or 

manufacture any such end product furn ished under this contract. On the basis of those efforts, the offcror certifies 

that it is not aware of any such use of child labor. 

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisi tion of 
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of 

manufacture ofthc end products it expects to provide in response to this solicitation is prcdominantly. 

(\) 0 In the United States (Check this box if the total anticipated price of offered end products manufactured in 

the United States exceeds the total anticipated price of offered end products manufactured outside the United 

States); or 
(2) 0 Outside the United States. 

(k) Certificates regarding exemptions from thc application of the Scrvice Contract Labor Standards (Certification 

by the offeror as to its compl iance with respect to the contract also constilUtes its certificat ion as to compl iance by 

its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if 
paragraph (k)( \) or (k)(2) appl ies. J 

0 (\) Maintcnance, cal ibration, or rcpair of certain cquipment as deseribcd in FAR 22.\003-4(c)(\). The 

offeror 0 does 0 does not certify that. 
(i) The items of equipment to be serviced under this contract are used regularly for other than 

Govcrnmental purposes and arc sold or tradcd by the offeror (or subcontractor in thc casc of an cxempt subcontract) 

in substantial quantities to the general public in the course of normal business operations; 
(ii) The services will be furn ished at prices which are, or are based on, established catalog or market prices 

(see FAR 22 .1003-4(c)(2)(ii» for the maintenance, cal ibration, or repair of suc h equipment; and 

(ii i) Thc compensation (wage and fri nge benefits) plan for all service employecs pcrforming work under the 

contract will be the same as that used for these employees and equivalent employees servicing the same equipment 

of commercial customers. 
o (2) Certain services as described in FAR 22.1003-4( d)( \). The offeror 0 does 0 does not certify that. 

(i) The services undcr the contract arc offered and sold rcgularly to non-Governmental customers, and arc 

provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial 

quantities in the course of normal business operations; 
(ii) The contract services wi ll be furnis hed at prices that are, or are based on, establ ished catalog or market 

prices (sec FAR 22 .1003-4(d)(2)(iii»; 

(ii i) Each service employee who wi ll perform the services under the contract will spend only a small 

portion of his or her time (a month ly average of less than 20 percent of the avai lable hours on an annuali zed basis, or 
less than 20 percent of available hours duri ng the contract period if the contract period is less than a month) 

servicing the Govcrnmcnt contract; and 
(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the 

contract is the same as that used fo r these employees and equivalent employees servicing commercial customers. 

(3) I f paragraph (k)( I) or (k)(2) of this c lause applies. 
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(i) I f the offeror does not certify to the condit ions in paragraph (k)( I) or (k)(2) and the Contracting Officer 
did not attach a Service Contract Labor Standards wage determination to the sol icitation, the offeror shall notify the 

Contracting Officer as soon as possible; and 

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the 

certification in paragraph (k)( I) or (k)(2) of this clause or to contact the Contract ing Officer as required in paragraph 

(k)(3)(i) of this clause. 
(1) Taxpayer Identification Number (TIN) (26 U.S.c. 6109.31 U.S.c. 7701). (Not applicable if the offeror is 

required to provide this infom1atio n to the SAM database to be eligible for award.) 

(I) All offerors must submit the informat ion required in paragraphs (1)(3) through (1)(5) of this provision to 
comply with debt collection requirements of31 U.S.C. 7701 (c) and 3325(d), reporting requirements of26 U.S.c. 

6041, 6041 A. and 605 OM, and implementing regulations issued by the Internal Revenue Service (IRS). 

(2) The TIN may be used by the Government to collect and report on any del inquent amounts arising out of 
the offeror's relat ionship with the Government (31 U.S.c. 770 l(c )(3)). If the resulting contract is subject to the 

payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS 

records to verify the accuracy of the offeror's TIN. 

(3) Taxpayer Identification Number (T IN). 

DTIN: __ ~ __ ~~~ __________ __ 
o TIN has been applied for. 
o TIN is not required because: 

o Offeror is a nonresident alien, foreign corporation, or fore ign partnership that docs not have income 

effectively connected with the conduct of a trade or business in the United States and does not have an office or 

place of business or a fiscal paying agent in the United States; 
o Offeror is an agency or instrumentality of a foreign government; 

o Offeror is an agency or instrumentality of the Federal Government. 

(4) Type of organizat ion. 

o Sole proprietorship; 
o Partnership; 

o Corporate entity (not tax-exempt); 
o Corporate entity (tax-exempt); 

o Government entity (Federal, State, or local); 
o Foreign government; 

o International organization per 26 CF R 1.6049-4; 
o Other _____________ _ 

(5) Common parent. 
o Offeror is not owned or controlled by a common parent; 

o Name and TIN of common parent: 
Name _______________________ _ 

TIN :-c---,-------,------,-,-----,---,-. 
(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does 

not conduct any rest ricted business operations in Sudan. 

(n) Prohibition on Contracti ng with Inverted Domestic Corporations. 

(I) Government agencies are not permitted to use appropriated (or otherwise made available) funds for 
contracts wi th either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, unless 

the exception at 9. IOS-2(b) applies orthe requirement is waived in accordance with the procedures at 9. IOS-4. 

(2) Representation. The Offeror represents that. 
(i) It 0 is, 0 is not an inverted domestic corporation; and 

(ii) [t 0 is, 0 is not a subsidiary of an inverted domestic corporation. 
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(0) Prohibition on contract ing with entit ies engaging in certain activities or transact ions relat ing to Iran . 
(I) The offeror shal l e-mail questions concerning sensitive technology to the Department of State at 

CISA DA 106@state.gov. 

(2) Representation and Certifications. Unless a waiver is grantcd or an exception applies as providcd in 

paragraph (0)(3) of this provision, by submission of its offer, the offeror. 
(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive 

technology to the government of Iran or any enti ties or indi viduals owned or contro lled by, or acting on behalf or at 

the direction of, the government of Iran; 

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any 
activi ties for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and 

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly 

engage in any transaction that exceeds 53,500 with [ran's Revolutionary Guard Corps or any of its officials, agents, 

or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency 
Economic Powers Act (50 U.S.c. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons 

List at http: //www.treasury.gov/ofae/downloadsftllsdn.pdO. 

(3) The representation and cert ificat ion requirements of paragraph (0)(2) of this provision do not apply if. 
(i) This solicitation includes a trade agreements certification (e.g., 52 .212-3(g) or a comparable agency 

provision); and 

(ii) The offeror has certified that all the offered products to be suppl ied are designated country end 

products. 

(p) Ownership or Control of Offeror. (Applies in all sol icitations when there is a requirement to be registered in 
SAM or a requirement to have a unique entity identifier in the solici tation. 

(1) The Offeror represents that it 0 has or 0 does not have an immediate owner. If the Offeror has more than 

one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, 
paragraph (3) of this provision fo r each participant in the joint venture. 

(2) [f the Offeror indicates "has" in paragraph (p)( I) of this provision, enter the following information: 
Immediate owner CAGE code: _________ _ 

Immediate owner legal name: _________ _ 

(Do not use a "doing business as" name) 

Is the immediate owner owned or controlled by another entity: 0 Yes or 0 No. 

(3) [fthe Offeror indicates ""yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is 

owned or controlled by another entity, then enter the following informa tion: 
Highest-level owner CAGE code: ________ _ 

Highest-level owner legal name: ________ _ 

(Do not usc a "'doing business as" name) 

(q) Representation by Corporations Regarding Del inquent Tax Liability or a Felony Conviction under any 

Federal Law. 

(1) As required by sections 744 and 745 of Di vision E of the Consolidated and Further Continuing 
Appropriations Act, 20 IS (Pub. L. I 13-235), and simi lar provisions, if contained in subsequent appropriations acts, 

The Government wi ll not enter into a contract with any corporation that. 

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative 

remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an 
agreement with the authority responsible for collecting the tax liabi lity, where the awarding agency is aware of the 

unpaid tax liabi lity, unless an agency has considered suspension or debarment of the corporation and made a 

detern1ination that sllspension or debarment is not necessary to protect the interests of the Government; or 

2018-ICLI -00035 1559 



(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, 
where the awarding agency is aware of the conviction, unless an agency has considered suspension or debannent of 

the corporation and made a determination that this action is not necessary to protect the interests of the Govern ment. 

(2) The Offeror represents that. 

(i) 11 is 0 is not 0 a corporat ion that has any unpaid Federal tax liability that has been assessed, for which 
all judicial and admini strative remedies have been exhausted or have lapsed, and that is not being paid in a timely 

manner pursuant to an agreement with the authori ty responsible for collecting the tax liabi li ty; and 

(ii) It is 0 is not 0 a corporation that was convicted of a felony criminal violation under a Federal law 

within the preceding 24 months. 
(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204- 16, Commercial and 

Government Entity Code Reporting.) 

(1) The Offcror represents that it 0 is or 0 is not a successor to a predecessor that held a Federal contract or 

grant within the last three years. 
(2) If the Offeror has indicated "is" in paragraph (r)(l) of this provision, enter the followi ng information for all 

predecessors that held a Federal contract or grant withi n the last three years (if more than one predecessor, list in 

reverse chronological order): 
Predecessor CAGE code: (or mark "Unknown") --
Predecessor legal name: ___________ _ 

(Do not use a "doing business as" name) 

(s) [Rescrved]. 

(t) Public Disclosure of Greenhouse Gas Emissions and Reduct ion Goals. Applies in all solicitations that require 

offerors to register in SAM (52.212-1 (k». 
(I) This representation shall be completed if the Offeror received $7.5 mill ion or more in contract awards in 

the prior Federal fiscal year. The representation is optional if the Offeror received less than $7.5 mi llion in Federal 

contract awards in the prior Federal fiscal year. 

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (i tse lf or through its immediate owner or highest-leve l owner) 0 does, 0 does not publicly 

disclose greenhouse gas emissions, i.e., makes available on a publicly accessible website the results ofa greenhouse 

gas inventory, performed in accordance with an accounting standard with publicly avai lable and consistent ly applied 

criteria, such as the Greenhouse Gas Protocol Corporate Standard. 
(ii) The Offeror (itself or through its immediate owner or highest- level owner) 0 does, 0 does not publ icly 

disclose a quantitative greenhouse gas emissions reduction goal, i.e., make available on a publiely accessible website 

a target 10 reduce absolute emissions or emissions intensity by a specific quantity or percentage. 
(ii i) A publicly accessible website includes the Offeror's own website or a recogni zed, third-party 

greenhouse gas emissions reporting program. 

(3) I f the Offeror checked "docs" in paragraphs (t)(2)(i) or (t)(2)(i i) of this provision, respectively, the Offeror 

shall provide the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals arc 

reported: ___ -,--__ -,--_ 
(u)( l) In accordance with section 743 of Division E, Title VII , of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. I 13-235) and its successor provisions in subsequent appropriations acts (and as 

extended in continui ng resol utions), Government agencies arc not permitted to usc appropriated (or otherwise made 

avai lable) funds fo r contracts with an entity that requires employees or subcontractors of such entity seeking to 
report waste, fraud, or abuse to sign internal confidentiali ty agreements or statements prohibiting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting such waste, fraud , or abuse to a designated 

investigative or law enforcement representative of a Federal department or agency authorized to receive such 

information. 
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(2) The prohibition in paragraph (u)(\) of this provision does not contravene requirements applicable to 
Standard Form 312 (Classified Informati on Nondisclosure Agreement), Form 4414 (Sensiti ve Compartmented 

Information Nondisclosure Agreement), or any other form issued by a Federal department or agency governing the 

nond isclosure of classi fi ed information. 

(3) Representation. By submission of its offer, the Offeror represents that it wi ll not require its employees or 
subcontractors to sign or comply wi th internal confidentiality agreements or statements prohibi ting or otherwise 

rest ricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the 

performance ofa Government contract to a designated investigative or law enforcement representative ofa Federal 

department or agency authorized to receive such infonnat ion (e.g. , agency Office of the Inspector General). 

FAR 52.212-4CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (JAN 2017) 
This clause is incorporated by reference. The full text of the clause is available at; 
hllps: / /www.acquisition.govIFARJ. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEM ENT 
STATUTES OR EXECUTIVE ORDERS - COMMECIAL ITEMS (NOV 2017) 

(a) The Contractor shall comp ly with the fo llowing Federal Acquisition Regulation (FA R) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders appl icable to 
acquisitions of commercial items: 

[ZJ 52.203- 19 Prohibit ion on Requiring Certain Internal Confident iality Agreements or Statements (JAN 2017) 

[ZJ 52.209- 10 Prohibition on Contracting with Inverted Domestic Corporations (NOY 2015) 

[ZJ 52.233-3 Protest After Award (AUG 1996) 

[ZJ 52.233-4 Appl icable Law fo r Breach of Contract Claim (OCT 2004) 

(b) The Contractor shall comply with the FAR clauses in thi s paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executi ve orders 
applicable to acquisitions of commercial items: 

D 52.203-6 Restrict ions on Subcontractor Sales to the Government (SEPT 2006) 

o Alternate I (OCT 1995) 

[ZJ 52.203- 13 Contractor Code of Business Eth ics and Conduct (OCT 2015) 

D 52.203- 15 Whistlcblower Protections under the American Recovery and Rei nvestment Act of2009 (JUNE 
2010) 

[ZJ 52.204- 10 Reporting Execut ive Compensation and First-Tier Subcontract Awards (OCT 2016) 

D (Reserved] 

[ZJ 52.204- 14 Service Contract Reporting Requirements (OCT 2016) 

D 52.204- 15 Service Contract Reporting Requirements for Indefinite-Del ivery Contracts (OCT 2016) 
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52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debannent (OCT 2015) 

D 52.209-9 Updates of Publicly Available Informat ion Regarding Responsibil ity Matters (JUL 201 3) 

D (Reserved] 

D 52.219-3 Notice of Total HUBZone Set-Aside (NaY 20 II) 

D Alternate I (Na Y 2011) 

D 52.2 19-4 Notice of Price Evaluation Preference for HUBZone Smal l Business Concerns (OCT 20 14) 

D Alternate I (JAN 20 II) 

D (Reserved] 

D 52.2 19-6 Notice of Total Small Business Set-Aside (NaY 20 II) 

o Alternate I (NaY 2011) 

D Alternate II (Na Y 2011) 

D 52.219-7 Notice of Partial Small Business Set-Aside (JUN 2003) 

D Alternate I (OCT 1995) 

D Alternate II (MAR 2004) 

C8J 52.219-8 Utilizat ion of Small Business Concerns (NaY 20 16) 

o 52.219-9 Smal l Business Subcontracting Plan (JAN 2017) 

0 Alternate I (NaY 2016) 

0 Alternate II (NaY 2016) 

0 Alternate III (NaY 2016) 

0 Alternate IY (NaY 2016) 

D 52.2 19- 13 Notice ofSel-Aside of Orders (Na Y 20 11) 

C8J 52.2 19- 14 Limitations on Subcontracting (JAN 2017) 

D 52.219- 16 Liquidatcd Damages - Subcontracting Plan (JAN 1999) 

D 52.2 19-27 Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NaY 2011) 

C8J 52.219-28 Post A ward Small Business Program Rerepresentalion (JUL 2013) 

o 52.219-29 Notice ofSel-Aside for, or Sole Source Award 10, Economically Disadvantaged Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 
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D 52.219-30 Noticc ofSct-Asidc for, or Solc Sourcc Award to, Women-Owned Small Busincss 
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) 

C8J 52.222-3 Convict Labor (JUN 2003) 

C8J 52.222- 19 Child Labor - Cooperation with Authorities and Remedies (OCT 2016) 

C8J 52.222-21 Prohibit ion of Segregated Facilit ies (APR 2015) 

C8J 52.222-26 Equal Opportunity (SEPT 2016) 

C8J 52.222-35 Equal Opportunity for Veterans (OCT 2015) 

C8J 52.222-36 Equal Opportunity for Workers with Di sabilit ies (JU L 201 4) 

C8J 52.222-37 Employment Reports on Veterans (FEB 2016) 

C8J 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 20 I 0) 

D 52.222-50 Combating Trafficking in Pcrsons (MAR 2015) 

D Alternate 1 (MAR 20 15) 

C8J 52.222-54 Employment Eligibility Verificat ion (OCT 2015) 

D 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Products (MA Y 

2008) 

D Alternate I (MAY 2008) 

D 52.223- 11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 
2016) 

D 52.223- 12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment and Ai r Conditioners 
(JUN 20 16) 

D 52.223- 13 Acquisition of EPEAT®- Registered Imaging Equipment (JUNE 2014) 

D Alternate I (OCT 2015) 

D 52.223- 14 Acquisi tion of EPEAT®-Rcgistcred Televisions (JUNE 2014) 

D Alternate 1 (JUNE 2014) 

D 52.223- 15 Energy Efficiency in Energy-Consuming Products (DEC 2007) 

D 52.223- 16 Acquisition of EPEAT®- Registered Personal Computer Products (OCT 2015) 

D Alternate I (JUNE 2014) 

C8J 52.223- 18 Encouraging Contractor Policies to Ban Tcxt Mcssaging While Driving (AUG 20 11) 

D 52.223-20 Aerosols (J UN 2016) 

D 52.223-21 Foams (JUN 20 16) 
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52.224-3 Privacy Training (JAN 2017) 

D Alternate I (JAN 2017) 

D 52.225- 1 Buy American - Suppl ies (MAY 2014) 

o 52.225-3 Buy American - Free Trade Agreements-Israel i Trade Act (MAY 20 14) 

D Alternate I (MA Y 2014) 

D Alternate II (MAY 2014) 

o Alternate JJJ (MAY 2014) 

[ZJ 52.225-5 Trade Agreements (OCT 2016) 

[ZJ 52.225- 13 Restrictions on Certain Foreign Purchases (JUN 2008) 

o 52.225-26 Contractors Perfonning Private Securi ty Functions Outside the United States (OCT 2016) 

D 52.226-4 Notice of Disaster or Emergency Area Set-Aside (NOV 2007) 

D 52.226-5 Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) 

D 52.232-29 Tenns for Financing ofrurchases of Commercial Items (FEB 2002) 

D 52.232-30 Installment Payments for Commercial 1tems (JAN 2017) 

[ZJ 52.232-33 Payment by Electronic Funds Transfcr-System for Award Management (JUL 2013) 

D 52.232-34 Payment by Electronic Funds Transfer-Other than System for Award Management (JUL 2013) 

o 52.232-36 Paymcnt by Third Party (MA Y 2014) 

D 52.239- 1 Privacy or Security Safeguards (AUG 1996) 

D 52.242-5 Payments to Small Business Subcontractors (JAN 20 17) 

D 52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) 

D Alternate I (AP R 2003) 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

D 52.222- 17 Nondisplacement of Qualified Workers (MAY 20 14) 

D 52.222-41 Service Contract Labor Standards (MAY 2014) 

D 52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014) 

D 52.222-43 Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (MUltiple 
Year and Option Contracts) (MA Y 2014) 
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D 52.222-44 Fair Labor Standards Act and Scrvice Contract Act- Pricc Adjustment (MA Y 20 14) 

D 52.222-5 1 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for 
Maintcnance, Calibration, or Rcpair of Certain Equipmcnt- Rcquircments (MAY 2014) 

D 52.222-53 Exemption from Appl ication of the Service Contract Labor Standards to Contracts for Certain 
Services- Requirements (MAY 2014) 

D 52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015) 

[ZJ 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) 

D 52.226-6 Promoting Exccss Food Donation to Nonprofit Organizations (MAY 2014) 

D 52.237- 11 Accepti ng and Di spensing of$l Coi n (SEPT 2008) 

(d) Compfroller General Examination of Record. The Contractor shall comply with the provisions of this 

paragraph (d) if thi s contract was awarded using other than sealed bid, is in excess of the simplified acquisition 

threshold, and docs not contain the clause at 52.215-2, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, 

shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions 

related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 

evidencc for examination, audit, or reproduction, unti 1 3 years after fi nal payment under th is contract or for any 

shortcr pcriod spccified in FAR Subpart 4.7, Contractor Records Rctcntion, of thc othcr clauscs of this contract. If 

this contract is completely or partially tenninated, the records relating to the work terminated shall be made 
avai lable for 3 years after any resulting fina l termination settlement. Records relating to appeals under the disputes 

clausc or to litigation or the settlement of claims arising under or relating to this contract shall be made available 

unt il such appeals, litigation, or claims arc finally rcsolvcd. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other 
data, regardless of type and rcgardless of form. This does not rcquire the Contractor to create or maintain any record 

that thc Contractor docs not maintain in the ordinary coursc ofbusincss or pursuant to a provision of law. 

(e)( l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 

Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(I) in a subcontract 

for commcrcial items. Unless otherwise indicated bclow, thc cxtcnt of the flow down shall bc as rcquircd by the 
clause-

(i) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 20 15) (41 U.S.c. 3509). 

(ii) 52.203-19, Prohibition on Requiring Ccrtain lntcrnal Confidcntial ity Agrecments or Statements (Jan 
2017) (section 743 of Di vision E, Tit le VII, of the Consolidated and Further Continuing 

Appropriations Act, 2015 (Pub. L. 113- 235) and its successor provisions in subsequent 

appropriations acts (and as extendcd in continuing resolutions». 
(iii) 52.219-8, Utilization of Small Business Conccrns (Nov 20 16) (15 U.S.c. 637(d)(2) and (3», in all 

subcontracts that oITer furthe r subcontracting opportunities. If the subcontract (except subcontracts to small business 
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concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor must include 

52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(iv) 52.222·17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in 

accordance with paragraph (I) ofF AR clause 52.222-17. 

(v) 52.222·21 , Prohibition of Segregated Facilities (Apr 2015) 

(vi) 52.222·26, Equal Opportuni ty (Sept 2016) (E.O. 11246). 

(vii) 52.222·35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.c. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Di sabilities (JuI 2014) (29 U.S.c. 793). 

(ix) 52.222·37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(x) 52.222·40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 

13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222·40. 

(xi) 52.222·41, Service Contract Labor Standards (May 2014) (41 U.S.c. chapter 67). 

(xii) 

_XJA) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.c. chapter 78 and E.O 13627). 

~(B) Alternate I (Mar 2015) of52.222-50 (22 U.S.c. chapter 78 and E.O 13627). 

(xiii) 52.222-51, Exemption from Application of the Scrvice Contract Labor Standards to Contracts fo r 

Maintenance, Calibration, or Repair ofCeTiain Equipment-Requirements (May 20 14) (41 U.S.C. chapter 67). 

(xiv) 52.222-53 , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) (41 U.S.c. chapter 67). 

(xv) 52.222-54, Employment Eligibility Vcrification (Oct 2015). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 20 15). 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 20 17) (E.O. 13706). 

(xx) (A) 52.224-3 , Privacy Training (JAN 2017) (5U.S.C. 552a). 

(B) Alternate I (JAN 2017) of52.224-3. 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) 

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.c. 2302 Note). 

(xx ii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (42 U.S.c. 1792). 

Flow down required in accordance with paragraph (e) of F AR clause 52.226-6. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.- Flag Commercial Vessels (Feb 2006) (46 U.S.C. 

Appx. 1241(b) and 10 U.S.c. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-

64. 

(2) Whi le not required, the contractor may include in its subcontracts for commercial items a minimal number 

of additional clauses necessary to satisfy its contractual obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES 

The Government may require continued performance of any services wi thin the limits and at the rates specified in 

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 

Secretary of Labor. The option provision may be exercised more than once, but the total extension ofperformance 

hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 

Contractor within 15 days. 

(End of clause) 

2018-ICLI-00035 1566 



FAR 52.217-9 OPTION TO EXTEN D TH E TERM OF THE CO NTRACT 

(a) The Government may extend the term of this contract by wrinen notice to the Contractor within 15 days ; 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60days 
before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 
five years. 

(End of clause) 

FAR 52.252-2 C LA USES I.NCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their fu ll text available. Also, the full text of a c lause may 
be accessed electronically at this address: https:l/www.acgui sition.gov/FARI. 

FAR 52.232-39 UNENI-'ORCEABIUTY OF UNAUTHOR IZED OBUGATIO NS (JUNE 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hUps:/ /www.acquisition.govIFARI. 

FAR 52.232-40 PROVIDING AC CE LERATED PAYMENTS TO SMALL. BUSINESS 
SUBCONTRACTORS (DEC 2013) 

This clause is incorporated by reference. The full text of the clause is available at: 
hnps:/ /www.acquisition.govIFARI. 

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVE RTED DOMESTIC CORPORATIONS 
(NOV 2015) 
(a) Definitions. As used in this clause-

"Inverled domestic corporation" means a fo reign incorporated enti ty that meets the definit ion of an inverted 
domestic corporation under 6 U.S.C. 395(b), appl ied in accordance with the rules and definitions of6 U.S.c. 395(c). 

"Subsidiary" means an entity in which more than 50 percent of the entity is owned

(I) Directly by a parent corporation; or 

(2) Through another subsidiary of a parent corporation. 

(b) If the contractor reorgan izes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic 
corporation at any time during the period ofperfonnance of th is contract, the Government may be prohibited from 
paying for Contractor activities performed after the date when it becomes an inverted domestic corporation or 
subsidiary. The Government may seek any available remedies in the event the Contractor fai ls to perform in 
accordance with the terms and condi tions of the contract as a result of Government action under th is clause. 

(c) Exceptions to this prohibition are located at 9.108-2. 

(d) In the event the Contractor becomes e ither an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation during contract performance, the Contractor shall give written notice to the Contracting 
Officer wi thin five business days from the date of the inversion event. 

FAR 52.237-2 PROTECTION O F GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION (APR 
1984) 
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The Contractor shall use reasonable care to avoid damaging existing bui ldings, equipment, and vegetation on the 
Government installation. If the Contractor's fa ilure 10 use reasonable care causes damage 10 any of this property, the 
Contractor shall replace or repair the damage at no expense to the Government as the Contracting Officer directs. If 
the Contractor fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost, which 
may be deducted from the contract price. 

HSAR 3052.209-70 
2006) 

PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as 
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with 
respect to any specific contract if the Secretary determines that the waiver is required in the interest of national 
security. 

(b) Definitions. As used in this clause : 

Expanded Affiliated Croup means an affil iated group as defined in section I 504(a) of the Internal Revenue Code of 
1986 (without regard 10 section 1504(b) of such Code), except that section 1504 of such Code shall be applied by 
substitut ing 'more than 50 percent' fo r 'at least 80 percent' each place it appears. 

Foreign Incorporated Emily means any ent ity which is, or but fo r subsection (b) of section 835 of tile Homeland 
Security Act, 6 V.S.c. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of 
1986. 

Illverted Domestic C0/"fJOratioll. A foreign incorporated entity shall be treated as an inverted domestic corporation if, 
pursuant to a plan (or a series of related Iransact ions)-

(I) The entity completes the direct or indi rect acquisition of substantially all of the properties held 
directly or indi rectly by a domestic corporation or substantia lly all of the properties constilut ing a 
trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the enti ty is held-

(i) In the case of an acquisition with respect to a domestic corporation, by 
former shareholders of the domestic corporation by reason of hold ing stock in 
the domestic corporalion; or 

(ii) [n the case of an acquisition with respect to a domestic partnership, by 
former partners of the domest ic partnership by reason of holding a capital or 
profits interest in the domestic partnership; and 

(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantia l business activities in the fore ign country in which or under the law of whic h the entity 
is created or organized when compared to the total business activities of such expanded affi liated 
group. 
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Persoll. domestic. alldforeig" have the meanings given such terms by paragraphs (I), (4), and (5) of section 7701 (a) 
of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a fore ign 
incorporated entity should be treated as an inverted domest ic corporat ion. 

(I) Certain stock disregarded. For the purpose of treating a forcign incorporated entity as an 
inverted domestic corporat ion these shall not be taken into account in detennining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an 
acquisition described in section 835(b)(l) of the Homeland Security Act, 6 
USc. 395(b)(\). 

(2) Plan (Ieemed in certai" cases. lfa foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year pcriod 
beginning on the date which is 2 years before the ownership requirements of subsection (b)(2) arc 
met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregartled. The transfer of properties or liabilities (including by 
contribution or distribution) shall bc disregardcd if such transfers arc part ofa plan a principal 
purposc of which is to avoid the purposes of this scction. 

(d) Special rulefol' related partnerships. For purposes of applying section 835(b) of the Homeland Security Act, 6 
USc. 395(b) to thc acquisition of a domestic partnership, except as provided in regulations, all domestic 
partncrships which arc under common control (within the meaning of section 482 of the Internal Revenue Code of 
1986) shall be treated as a partncrship. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to refl ect the present value of all 
equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(ii i) contracts to acquire stock; 

(iv) convert ible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Sec lion 835. 

(I) Disclosure. The offeror under this solicitation represents that [Check one]: 
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_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated ent ity that should be treated as an inverted domestic corporation pursuant to the 
criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been 
applied fo r, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT T ERMS AND CON DITIONS APPLICABLE TO DHS 
ACQUISITION Of COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply wi th any provision or clause that is incorporated herein by reference to implement 
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based 
on the appl icable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The 
following provisions and clauses are incorporated by reference: 

(a) Provisions . 

...x.. 3052.219-72 Evaluation of Primc Contractor Participation in the DHS Mcntor Protege Program. 

(b) Clauses . 

...x..3052.203-70 Instructions for Contractor Di sclosure of Violations . 

...x.. 3052.204-71 Contractor Employee Access. 

Alternate I 

--L Alternate II 

...x.. 3052.205-70 Advertiscment, Publ icizing Awards, and Rcleases . 

...x.. 3052.219-70 Small Business Subcontracting Plan Reporting . 

...x.. 3052.219-7 1 DHS Mentor Protege Program. 

l. HSAR Clause 
3052.204-7 1 Contractor emp loyee access (SEP 2012), and Alternate I 
Safeguarding of Sensitive Information (MAR 2015) Sections (a) - (d) 
Information Technology Security and Privacy Tmining (MAR 2015) 

II. lOP Privacy and Records Provisions 
PRI V 1.2: Reporting Suspected Loss ofSensitivc PH 
PRI V 1.3: Victim Remediation Provision 
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REC 1.2: Deli verables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized -iRecords 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply with All Records Management Policies-i 
REC 1.6: No Disposi tion of Documents without Prior Wri tten Consent-i 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.2: Repor ting Suspected Loss of Sensitive PII: 
Contractors must report the suspected loss or compromise ofScnsitive PII to ICE in a timely man ner and cooperate 
with ICE 's inquiry into the incidcnt and efforts to remcdiate any harm to potential victims. 

I. The Contractor must develop and include in its security plan (whic h is submittcd to ICE) an intcrnal system by 
whic h its employees and sub-Contractors are trained to identify and report potential loss or compromise of Sensitive 
PI!. 

2. Contractor must rcport the suspectcd loss or compromisc of Sensitive PH by its employees or sub-Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representat ive (CO R), and the 
Contracting Officer within one (I) hour of the init ial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
Sensiti ve PH by its employees or sub-Contractors. The report must contain the following information: 

a. Narrative, detailed description of the events surrounding the suspected loss/compromise. 
b. Date, time, and location of the incident. 
c . Type of informa tion lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromiscd or lost and the reasons 
behind the assessment. 
e. Names ofperson(s) involved, including victim, Contractor employee/sub-Contractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed or not, and which specific 
provisions were not fo llowed. 
g. Actions thai have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations 10 prevenl similar si tuations in the futu re, including whether the security plan needs to 
be modified in any way and whether additional training may be required. 

4. The Contractor must cooperate with ICE or other government agency inquiries into the suspected loss or 
compromise of Sensitive PI!. 

5. At the government's discretion, Contractor employees or sub-Contractor employees may be identified as no 
longer eligible to access Sensitive PII or to work on that contract based on their actions related to the loss or 
compromisc of Sensitive PI!. 

(End of clause) 

PRIV 1.3: Victim Remcdiation Provision: 
The Contractor is responsible for notification of victims in the evenl of a loss or compromise of Sensiti ve PII, if any, 
held by the Contractor, its agents, and Subcontractors, under this contract. The Contractor and ICE wi ll collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals whose 
Sensitive PH was lost or compromised. 

(End of clause) 

REC 1.2: Dclivcrablcs arc thc Propcrty ofthc U.S. Govcrnmcnt: The Contractor shall treat all deliverables under 
the contract as the property of the U.S. Government fo r wh ich the Agency shall have unl imited rights to use, dispose 
of, or disclose such data contained therein. The Contractor shall not retain, usc, sell, or disseminate copies of any 
del iverable without the expressed pennission of the Contracting Officer or Contracting Officer's Representative. The 
Contractor shall certify in writ ing the destruction or return of all Government data at the conclusion of the contract 
or at a time otherwise specified in the contract. The Agency owns the rights to all data/records produced as part of 
thi s contract. 
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(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor shall not create or 
maintain any records that are not specifically tied to or authorized by the contract using Government IT equipment 
and/or Government records. The Contractor shall not create or mai ntain any records contai ning any Government 
Agency data that are not specifically tied to or authorized by the contract. 

(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information : The Government Agency owns the rights to the query 
data it inputs into the LEARN database (e.g. Audit Logs, Searches, Hotli st, etc.) Notwithstanding the above, no title 
to Vigilant 's LEA RN database or software wi ll transfer to ICE in the performance of the contract. 

(End of clause) 

REC 1.5: Comply with All Records Management Policies: The Contractor agrees to comply with Federal and 
Agency records management policies, including those policies associated with the safeguarding of records covered 
by the Privacy Act of 1974. These policies include the preservation of all records created or received regardless of 
format, mode of transmission, or state of completion. 

(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of documents will be 
allowed without the prior wri tten consent of the Contracting Officer. The Agency and its contractors are responsible 
for preventing thc alienation or una uthorized destruction ofrccords, including all forms of mutilation. Will fu l and 
unlawful destruction, damage or alienation ofFedcra l records is subject to the fi nes and pcnalties imposed by 18 
USc. 270 1. Records may not be removcd from the legal custody of the Agency or destroyed without rcgard to thc 
provisions of the Agency records schedules. 

(End of clause) 

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The Contractor is required to 
obtain the Contract ing Officer's approval prior 10 engaging in any contractual relationship (Subcontractor) in support 
of this contract requiring the disclosure of information, documentary material and/or records generated under or 
relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary info rmation. 

(End of clause) 

ICE Information Governance and Pr ivacy Requirements Clause (JUL 2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) P/'ivacy Ac( lnJol'malion 
In accordance with FA R 52.224-1 Privacy Act Notification (APR 1984), and FA R 52.224-2 Privacy Act (A PR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act of 
1974 the contractor is advised that the relevant DHS system of records notices (SORNs) app licable to this Privacy 
Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agenc ies may be accessed 
through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
hup:llwww.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) P/,ohibition 011 Performing Work Outside a Government FacifitylNetworklEquipmelll 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work 
Government informa tion shall remain within the confines of authorized Government networks at all times. Except 
where telework is specifical ly authorized with in this contract, the Contractor shall perform all tasks described in this 
document at authorized Government facilities; the Contractor is prohibi ted from performi ng these tasks at or 
removi ng Government-furnished information to any other faci lity; and Government information shal l remain withi n 
the confi nes of authorized Government fac il ities at all times. Contractors may only access classified materials on 
government furnished equipment in authorized government owned facil ities regardless oftelework authorizations. 
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(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contract ing Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary material 
and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is required to 
abide by Government and Agency guidance for protecting sensi tive and proprietary information. 

(4) Separation Checklist/or COllfractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify; (I) return of any Government-furnished equipment; 
(2) re turn or proper disposal of sensiti ve personally identifiable information (PI I), in paper or electronic fornI, in the 
custody of the employee or Subcontractor employee including the sanitization of data on any computer systems or 
media as appropriate; and (3) termination of any technological access to the Contractor's facilities or systems that 
would permit the terminated employee 's access to sensitive PI!. 

In the event of adverse job actions resulting in the dismissal of an emp loyee or Subcontractor employee, the 
Contractor shall notify the Contracti ng Officer's Representati ve (CO R) within 24 hours. For nomlal separations, the 
Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shal l assist the ICE Point of Contact (lCEIPOC), Contracting Officer, or COR with 
comp leti ng ICE Form 50-005/Contractor Employee Separation Clearance Chec klist by return ing all Government
furn ished property including but not limited to computer equipment, media, credentials and passports, smart cards, 
mobi le devices, PI V cards, calling cards, and keys and terminating access to all user accounts and systems. 

B. Resen'ed - Deleted in accordance witll clause prescription 

C. Government Records Training, Ownership, and Management 

(I) Records Management Trainil1g and Compliance 
(a) The Contractor shal l provide DHS basic records management training fo r all emp loyees and Subcontractors 
that have access to sensitive PI I as well as to those involved in the creation, use, dissemination and/or destruction 
of sensitive PlI . This training wi ll be provided at the outset of the Subcontractor' s/employee 's work on the 
contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it may be 
made available through other means (e.g., CD or online). The Contractor shall maintain copies of cert ificates as a 
record of compliance and must submit an e-mai l notification annually to the Contracting Officer's Representative 
verifying that all employees working under this contract have completed the required records managemcnt 
training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974 . These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creafioll. Ownership. alld Dispositioll 
(a) The Contractor sha ll not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Pcrfonnance Work Statcment and, where applicable, the Contractor's Commercial 
Liccnse Agrecment, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databascs) and all supporting documentation and associated 
metadata created as part of this contract. All dclivcrab1cs (i neluding all data and records) under the contract arc 
the property of the U.S. Govcrnment and are considcred fcderal records, for which the Agency shall have 
unlimited rights to usc, disposc of, or disclose such data contained therein. Thc Contractor must deliver sufficient 
technical documentation with all data del iverables to permit the agency to use the data. 
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(c) The Contractor shall not re tain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representat ive. The Agency and its contractors are responsible fo r prevent ing the alienat ion or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.c. § 270 I. Records may not be 
removed from the legal custody of the Agency or destroyed wi thout regard to the provisions of the Agency 
records schedules. 

D. Data Pri"acy and Oversight 

(I) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive Pll from any source for testing ortraining purposes is generally prohibited. 
The Contractor shall use synthetic or de-identified real data for testing or traini ng whenever feasible. ICE policy 
requires that any proposal to usc of real data or dc-identified data for IT system testing or training be approved by 
the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event performance of the 
contract requires or necessitates the usc of real data for system-testing or training purposes, the Contractor in 
coordination with the Contracting Officer or Contracting Officer's Representative and Government program 
manager shall obtain approval from the ICE Pri vacy Office and ClSO and complete any required documentation. 

(2) Resen 'ed - Deleted ill accordallce with dause prescription 

(3) Reqlliremelllto Support Privacy Compliance 

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy 
Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modificat ions thereto, are 
required. The Contractor shall provide adequate support to complete the PIA in a timely manner, and shall ensure 
that project management plans and schedu les include the PTA, PIA, and SORN (to the extent required) as 
milestones. Additional information on the privacy compliance process at DHS, incl udi ng PT As, PIAs, and SORNs, 
is located on the DHS Privacy Office website (www.dhs.gov/privacy)under"Compliance." DHS Privacy Pol icy 
Guidance Memorandum 2008-02 sets fort h when a PIA will be required at DHS, and the Privacy Impact Assessment 
Guidance and Template outline the requirements and format for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procurc a Pri vacy Lead, to bc listed undcr "Kcy 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to cnsure DHS can 
complete any rcquircd PTA, PIA, SORN, or other supporting documcntation to support pri vacy compliance. Thc 
Pri vacy Lead shall work with pcrsonnel from the program office, the ICE Privacy Officc, the Office of the Chief 
Information Officcr, and the Records Managcmcnt Branch to ensure that the pri vacy documcntation is kept on 
schcdule, that the answers to questions in the PIA arc thorough and complete, and that questions asked by the 
ICE Pri vacy Office and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing ski lls, the abil ity to explain technology clearly for a non
technical audience, and the ability to synthesize information from a variety of sources. 

• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writi ng 

PIAs fo r DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 

2002. 
• Must be able to work well with others. 

(c) Ifa Privacy Lead is already in place with the program office and the contract involves IT system 
builds or substantial changes that may require privacy documentation, the requirement for a separate 
Private Lead specifically assigned under this contract may be waived provided the Contractor agrees to 
have the exist ing Privacy Lead coordinate with and support the ICE Pri vacy POC to ensure privacy 
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concerns are proactively reviewed and so ICE can complete any required PTA, PIA, SORN, or other 
supporting documentat ion to support privacy compliance ifrequired. The Contractor shall work wi th 
personnel from the program office, the ICE Office ofInformation Governance and Privacy, and the 
Office of the Chief Information Officer to ensure that the privacy documentation is kept on schedule, 
that the answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and other offices 
are answered in a timely fash ion. 

(End of Clause) 
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Attachment 5: Price 

Item Description Quantity Unit of Issue 
Estimated Unit Estimated Fixed Price Per 

Cost Line Item 
CLiN 0001 Access to license Plate System (All 
ICE Users), Base Vear - POP: 12/21/2017 -
01/31/2018 1.4 • b}(4) 

CLiN 0002 Access to license Plate System (All 
ICE Users), Option Vear 1- 02/01/2018-

01/31/2019 12 MO 

CLiN 0003 Access to license Plate System (All 
ICE Users), Option Vear 2 - 02/01/2019 -
01/31/2020 12 MO 

CliN 0004 Access to license Plate System (All 
ICE Users), Option Vear 3 - POP: 02/01/2020-
09/30/2020 8 MO 

Total 

Additional Pricing Explanation: ·Contract start date wil l be 12/21/2017; however, West billing is systematically 
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Introduction 
Thomson Reuters has a long history of commi tment to meeting the in formational needs of the 
Department of Homeland Security (DHS), incl uding Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and experti se in how public 
records and related information can benefi t government objecti ves, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to rCE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
prov ides access to LPR through Vigilant's LEARN platfoml , which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiati ves since the agency's inception. We are proud to support the DHS and look fo rward 
to continu ing our long-stand ing partnership. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The information presented here is considered proprietary and confidential. 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 

Thomson Reuters Response to DHS ICE 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF format will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with lists of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authori zed CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not prov ide access to users from other agencies. 

Req uirement: Automatic verifi cation of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched aga inst a current real-time li st of acti ve ORI 
numbers prov ided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authori zed users; no OR] will be needed. 

Req uirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon 3.<'; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full -time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
faci lities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also prov ide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsonreuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall incl ude 
procedures fo r resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be ava ilable for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will prov ide unlimited technical support 2417 for each user of the LEARN plat foml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical, administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g. , DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited 10 the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need 10 be turned off in order 
to limit searching by license plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vig ilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. The audit screen includes the name of the requestor, case number, reason code, and 
the free-text fi eld. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will require a user to indicate who is requesting the query. All information will be 
stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the specific case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text field of up to 255 characters for user 10 enter nOles. This 
feature can be made mandatory for all queries or reports. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy_ Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration investigation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will di splay results only for LPR detection records within that timeframe 
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(e.g., only for the last 5 years). 

• The system shall not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the results of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfoml solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABC I23. We are 100% correct due to data being 
statically indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
analysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hit s. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interacti ve maps. The printable 
report should show two different map views, nearest address, nearest intersection , date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a flashlight. The 
vehicles make, model, or color at night can be hard to identi fy. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigi lant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickl y identify and confirm vehicle make, model, and 
color. In most states we can also identi fy vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
circumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports wi ll incl ude images, Google map, Google satellite image, nearest address, nearest intersection, 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall not ify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g. , plate 
images, third-part y queries), because that data is the property of the collecting agency. 

Req uirement: The vendor wi ll not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or ent ities. 
DHS will have the ab ility to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modi fy 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Req uirement: The vendor will not use ICE's queri es (the license plate numbers input into the system) 
fo r its commercial purposes. The vendor will only use the queries submi tted by ICE to mainta in an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submi tted by ICE will be stored only to maintain an audit log fo r the applicable platform. 

ALERT LIST CAPABILITIES 

Req uirement: The LPR data service shall prov ide an "Alert List" fea ture that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going bas is. Any matches will result in a near real-t ime notifi cation to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature cal led "Hot-Plate". The hot-plate wi ll be saved within the LEARN system and be compared to 
new records as they are loaded into the system' s database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Req uirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN plat fo rm, Vigilant will prov ide the abili ty to share 
Alert Lists noti fications between ICE users. 

Req uirement: The Alert List feature wi ll : I) Automaticall y match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email noti fication to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfornl, Vigilant will provide the ability to 
automatically match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal information from a state's department of motor vehicle (DMV) records. 
Vigilant' s system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fornwt that can include plate number, state of registration, year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. Per ICE requirement, the mandatory fi elds for a single query (i. e., plate number, 
state, reason code, and free-tex t fi eld) also will be mandatory for the alert list. The allowable number 
of alert list records per the system significantly exceeds the requirements of DHS, but ICE may dictate 
the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that fl ags license plates for 
deconfliction. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establi sh 
Alert List submissions, perfonn searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that ICE is investigating a license plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identical record. The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based so lely on License Plate and State ID. Conversely, state and local 
LEAs will not know that ICE has a plate on an alert li st. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authori zed users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
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nonnal query. The pictures will be retained in the vendor 's system for audit purposes onl y and will not 
be otherwise accessible or usable for search purposes. 

Response: Incl uded with access on the LEARN platform, any LPR detection matching an ICE Alert 
List will return to the iOS application, alerting authori zed users of a positive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. Note that commercial data does not include query audit infonnation, 
which is propert y of the government. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Included with access 10 the LEARN platfonn, all alert li st acti vity will be captured for 
auditing reports and will include user name, date, time, reason code, notes, license plate number entry, 
deletion , renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilanl will nOI retain any alert li st dala 
except for audit reports. The alert li st will also be removed once it expires or a user manually removes 
it from the li st. Audit records are not altered when an alert plate expires. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration , 
reason code, and the ability to add returned positive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 da ys, if not already deleted manually by the user. 
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• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 

Response: Included with access to the LEARN platfoml , Vigilant Mobile Companion soft ware for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert li st. The application will delete any saved data on the device after 60 days. 

Requirement: The mobile application will confonn to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and rCE regarding compliance of Vigilant 's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fonn that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different ; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant 's LEARN web 
interface or mobile application shall be fully auditable and shall not be di sabled by the user. Vigilant 
maintains a complete audit record of every transaction, including date, time, user, IP address, and 
query parameters sufficient to reproduce the exact query. Audit records are propert y of ICE. The audit 
record contains infonnation sufficient to reproduce the query, but the data returned by the query at a 
later time may produce different results due to LEA retention policies. LPR detection data belonging to 
Vigilant is held indefinitely and will always be returned by the query. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal , and 
expiration from the alert li st. 

Response: Batch query for alert lists requires the user to enter License Plate, State of Registration , 
Alert Type, and Upload Reason Code on Audit. ICE would have the ability to add requirements if they 
choose. Available with access to the LEARN platform, all Alert List activity shall be audited to capture 
user name, date and time, reason code, and user notes assoc iated with the query, as well as license 
plate number entry, deletion , renewal, and expiration from the alert list. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contai n the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmiss ion to ICE promptly upon 
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request. The fonnat of the audit log shall allow for ICE to retri eve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negoti ated after contract award . 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF formal. Exact technical requirements and fornIat for the audit report 
will be negotiated after contract award. 

Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user acti vity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authori zed in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterl y, or upon request, stati stics based on positive hits 
against the number ofrequested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positive hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall extract, transfer, and load these records (including any still -acti ve Alert List data, if 
requested by ICE) to another storage medium or location speci fi ed by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still -acti ve Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of it s 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities including law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location spec ified by ICE. This transfer will occur within 
thirty (30) days of contract end. 
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Response: Vigi lant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires strict up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the except ion of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365 . We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigilant 's average LPR Query Response Time for a Single exact Plate is reliably fa st; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivity, for which Vigilant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certified Information System Security Professional (CISSP) 
• Cisco Certified Network Assoc iate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Profess ional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTlA A+, CompTlA i-Net+, CompTIA Security+ 
• Sun Cert ified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigi lant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001:2008, the internationally recognized standard for Quality 
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Management Systems, and has been independently audited and veri fied for compliance under the 
Statement of Auditing Standards Number 70 (SAS70] Type II. 

Uptime for LEARN Services: 
In order to validate and track the uptime for LEARN Services, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online aga in. Vigilant will calculate the LEARN 
Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made available upon request. 

LEARN scheduled downtime: 
In order to validate and track the LEARN scheduled downtime, Vigilant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unava ilable to when the services came online again. Vigilant will calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data will be stored on an internal online document and made available 
upon request. 

Mean time between failure (MTBF): 

In order to validate and track the Mean time between failure (MTBF), Vigilant will record and 
calculate the Date-Time since last failure of LEARN services. The calculation will be based on 
operation time (hours) between when services became in a non-fa iled state to when services became in 
a subsequent failed state or current Date-Time. Vigilant will then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (Single Plate), Vigilant will record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated dail y. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality onl y and not user-specific 
queri es. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 
While CLEAR's performance and reliability are typically consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

Penalty/Withholding 
Neither Thomson Reuters nor Vigilant agree to penalty or withholding of payment regarding 
perfom13nce measures. 

C.S is not identified/included in the Statement of Work 

C.S is not an identified/included item in the Statement of Work. 
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e.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror 's goal s shall be to: (a) make customers aware of thi s procurement vehicle; (b) 
make customers aware of all available products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 

Any promotion of the contract to ICE employees or di scussion about its capabiliti es will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

e. 7 News Releases 

Requirement: News releases pertaining to thi s contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anti cipate news releases, but would compl y with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a license that will pennit ICE to add or remove users without 
purchasing additional licenses so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granled for access 10 LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for infonnation about adding users beyond the applicable offer limit. 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/titl e of contact person Contracting Officer: ~b}(6); (b}(7)(C) I 
Management/Program Anal yst: ~b)(6); (b)(7}( 

~b)(6); (b)(7}(C) I 
Customer Contact Phone (202) 732/bX6);(bX7)(C) I 
Customer Contact Emai l Address I fb)(6);(b)(7}(C) I 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value (including all options) [b)(4) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records , and World-Check (HSI onl y) 

Client Manager (or person reaching out to kb )(6l:(b )(7}(C) I 
customer) 443-622-lb)(6); I 

{ b)(6);(b)(7}(C) I 

Page 18 
Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 
December 2017 

2018-ICLI -00035 1596 



From: 
Sent: 
To: 
Cc : 
Subject: 
Attachments: 

H~bX!!; (b) 1 

Kb)(6);(b}(7)(C) 

20 Sep 2017 19:35:38 +0000 
b)(6);(b)(7}(C) 

TRSS/LPR feedback 
TRSS Response Comment Matrix for OAO (IGP JAH 09 20 2017).docx 

FYI, There is a meeting between OAQ. Privacy and TRSS tomorrow to discuss the comments to the TRSS 
SOW (attached). Privacy may be reaching out about some of the comments. We hope that this means 

we are making progress. 

Please let us know if you need anything. 

Thanks, 

Lf b_X6_);_(bX_7_)(C_) _____ ---'1 CPPB, CFCM 
Detention, Compliance and Removals (OCR) I Section Chief 
DHS I ICE I Office of Acquisition Management (OAO) 
Phone: 202-732-~ Mobile : 202-345 b)(6);( 

Email f b}(6);(b}(7)(C) I 

NOTICE: Th is communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this communication in error, any review, dissemination, distribution, 
or copying of this message is strictly prohibited. Please inform the sender that you rece ived this message in error 
and delete the message from your system. 
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TRSS Response Comment Matrix for OAQ 

Pagc(s) Reference Follow-up Action 
19, 24,26 There are multiple references on Amend the SOW to explicitly 

th is page indicating that ICE wi ll state that there wi 11 be no 
have access to both the CLEAR CLEAR LPR access . ICE can 
LPR database and Vigi lant's only access the LEA RN database 
LEARN database. via hypcrlink. 

The fi nal ized contract must be 
clear that ICE cannot and will not 
access CLEAR for LPR 
purposes. 

19-20 It 's unclear how many slates and Work wi th HSIIERO to 
metropolitan areas are covered in determine the operat ional need 
Vigi lant ' s LEARN database. for LPR data. 
The requirement says 25 states 
and 24 of the top 30 metro areas, 
whereas the chart on Page 20 
lists the lap 50 metro areas. 

21 Middle of the page says "The list Strike the word "exceed." 
of states exceed exceeds the Grammatical edit only . 
minimum." 

23 Requirement in the middle of the Confinn with HSIIERO to clari fy 
page for the number o f unique the number o f records that need 
LPR records per month. to be made avai lable. 

24 Requirement that the vendor can This is a privacy issue that needs 
add new users or delete ex isting to be discussed with TRSS. 
users within 24 hours of ICE's Deleting users/removing access 
req uest. TRSS response says th is must take place within 24 hours. 
will occur ASAP, but no longer Ifsomeone's access needs to be 
than 72 hours. revoked (especially due to 

unauthorized use), we cannot go 
beyond the 24-hour li mit. 

Amend the SOW to ind icate that 
adding/deleting users wi ll occur 
within 24 hours. 

25 Splash screen on log-in page Pri vacy will work with the 
under "Query Capabi lities." program offices to draft 

appropriate splash screen 
language to incorporate into the 
final ized contract. 

26 The TRSS Response says that Amend the SOW to say that a 
ICE can search either by specific search can ONLY be conducted 
license plate number or by map by license plate number. The 
location. map location feature must be 

disabled . 
26 Bottom requirement says that Amend the SOW to make this 

included with access to LEARN, mandatory. 
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Vigilant will provide a free-text 
field of at least 255 characters. 

28 TRSS Response at the top of this Need to discuss with TRSS what 
page says that the vendor cannot happens in a situation when ICE 
identify 100% ofnighuime cannot confiml the make/model 
records. of the vehi cle due to darkness or 

poor image qual ity. 

28 TRSS Response says that Discuss with TRSS how Vigi lant 
included with direct access to the wi ll address erroneous data. Will 
LEARN platfoml, Vigilant will they notify ICE when corrections 
provide a notification button that have been made for veri fication? 
wi ll a llow a user to alert Vigilant This should be in the contract if 
of any misreads. feas ible. 

Can we connect this functionality 
to the Alert List? 

29 TRSS Response says that any Find out from TRSS how these 
matches to the Alert Li st will notifications will occur. Are ICE 
generate a near real-time users also notified of any 
notifi cation to authorized users. corrections to erroneous data for 

the Alert List? 
29 The bottom requi rement says that Amend the SOW to cap the new 

the LPR data service will allow Alert List records at 2,500. 
users to upload a max imum of 
2,500 license plate records into While we understand Vigilant 
the Alert List. However, the can exceed thi s number, we need 
TRSS Response says that to make sure that ICE only puts 
Vigilant will allow an Alert List records on the Alert List that 
of up to 50 million plates. truly need to be there. 

31 On the mobile device section, the This is a privacy issue. 
TRSS Response does not 
mention anyth ing abou t the Amend the SOW to ensure that 
mobile application conforming to the mobil e application used by 
the other requi rements of the ICE conforms to the same 
SOW. pri vacy and functional 

requirements as the web 
interface . 

31 Nothing in TRSS Response about Amend the SOW to include this 
sharing Alert List notifications capability, so that ICE users can 
between ICE users in the mobile use the mobile application to 
environment. share Alert List notifications. 
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From: kb)(6);(b}(7)(C) 

Sent: 9 Nov 2017 13:23:32 -0500 
kb)(6\jb)(,7)(C) To: 

Subject: TRSS/LPR 

For TRSS/LPR, here is where I am with Acquisition Planning: 

1. Market Research Report - Have a sample with just a little information in there. Sti l l need to 
answer the "How did we get to TRSS?" question. A lot will answer it after that. ::WiII need help:: 

2. APFS - Done. NOT POSTED. 
3. IG(E - Done. 
4. Skull Session - Not required . 
S. SOW - Done. 
6. J&A - Working on. Will have Monday. Need operationa l language from Frank. I honestly love 

what you have put so far. I might add that in there and send to Doug while we' re waiting on 
language from PO. Thoughts? 

7. BWS - Already spoke to them. Exempt. Will get paperwork once have Req. 
8. Requisition - Frank is inputting. Are we good on funding?? 
9. (ISO Review - Have been trying to find out what this is. 
10. Small Business Form - Completed. Wi ll need you to look over it. Can't complete unti l I have the 

MR and AP. 
11. D&F - Done. 
12. Tech Eval - Do I need this? 
13. Streamlined AP - Working on. 
14. ITSR/ITAR - These are turned in through the ICE Service Help Desk. Question -I th ink t his is a 

lot for Mobile. Do ICE Agents already have access to CLEAR through Mobile? We know they will 
have it with Vigi lant's (another sole source justification?) 

15. Investment Review Process - We need to go through this I think. It's for IT investments 
department-wide. Still finding out more info on it - Do you think we can piggy-back on ClEAR's? 

16. Have the solicitation started. Should be able to finish it next week. 

Thank you, 
Kb)(6);(b)(7}(C) 

Detention, Compliance & Removals (OCR) IContracting Officer 
DHS I ICE I Office of Acquisition Management (OAQ) 
Office : (202) 732- b)(6);( 

Mobile: (202) 878 }(7)(C 

Kb)(6);(b)(7}(C) 

NOTICE: This communication may contain privileged or otherwise confidential information. If you are not an 
intended recipient or believe you have received this commun ication in error, any review, dissemination, 
distribut ion, or copying of t his message is strictly prohibited. Please inform t he sender that you received this 
message in error and delete t he message from your system. 
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From: i bl(6Hbl(7)(CI I 

Sent: Man, 27 Nov 2017 18:58:40 +0000 
To: 
Cc: 

rb)(6);(b)(7}(C) I 
Subject: TRSS l PR pricing post December 8,2017 
Attachments: TRSS lPR post 12082017 award pricing.pdf, smime.p7s 

Fb)(6);(b}(7)(C) I 
Per our conversation, please find the pricing for l PR content if an award is made after December 8, 
2017. Please note th is pricing is only if an award cannot be made before December 8, 2017. If an award 
is made before that date, please refer to the previously provided pricing. 

TRSS appreciates our relationship with ICE and looks forward to continuing to work toget her. I'll let you 
review and will phone short ly to see if there are any quest ions. 

Kind regards, 
kb)(6);(b}(7)(C) I 
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.. ::.: .. .. ' .: .... : .. ... . ~ ..... ' ...• 
.::,' ,'::. THOMSON REUTERS' ... ............ .. : .... : ....• .. ~ .:: .. 

Kb)(6);(b}(7)(C) 
Department of Homeland Security OAQ 
500 12th Street, SW 

Washington, DC 

November 27, 2017 

Special Services, LLC 

Via email tOL~b_)( __ 6) __ ;(b_X_7 __ )(C_) __________________ ---' 

~b)(6); (b)(7}(C) 

Per our previous discussions with ICE, Thomson Reuters Special Services provides the following pricing 
for Immigration and Customs Enforcement (ICEl's planning of the acquisition of License Plate Reader 
capabilities. This pricing listed below will be in effect in the event ICE cannot make an award to Thomson 
Reuters Special Services by 12 noon, Friday, December 8, 2017. The pricing listed below is valid through 
January 31, 2018. 

Period of Performance Monthly Rate I Total Rate 

01/0 1/2017 - 01/31/2019(13 b)(4) 

month period of performance) 

02/01/2019 - 01/31/2020 (12 
month period of performance) 

02/01/2020 - 09/30/2020 (9 
month period of performance) I 
.. 

Pricing covers all ICE users and departments, including but not l imited to, Enforcement and Remova l 
Operations (ERO) and Homeland Security Investigations (HSI). Access to LPR data is available as an open 
market item. l EARN/lPR data access is dependent upon the maintenance ofthe CLEAR subscription 
(contract ends September 30, 2020.) 

TRSS values ICE's business and appreciates the strong collaborative relationship that has been built over 

the years. 

Please let me know if you have any questions. 

Kind regards, 
~b)(6); (b}(7)(C I 

rb)(6);(b)(7}(c) M 443.622·(~!l%( 1 
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From: 
Sent: 
To: 
Cc : 

rb)(6);(b}(7)(C) 

20 Dec 2017 20:01:42 +0000 
t )(6);(b)(7}(c) 

Subject: Thomson Reuters Revised Response Docs re Clarification Request 
Attachments: Thomson Reuters Price Quote for ICE RFQ 70CDCR18QOOOOOOOOS - rev 12-20-
17.pdf, Thomson Reuters Technical Response for ICE RFQ 70CDCR18QOOOOOOOS - rev 12-20-17.pdf 
Importance: High 

H i, t!'!(6);(b)(7XI 

Following up on our discussion by phone today, I am providing revised response documents that address 
the clarification items in the Technical and Price responses. 

In the technica l response, highlighted language in the requirements represents language that was 
inadvertently omitted in our init ial response, to reconci le it with the f inal SOW. Response language in 
blue text represents add itional or revised language to answer the clarification item. Some language from 
the initia l response has been deleted in response to clari f ication items. 

If you have furt her questions as you review this revised response, please let us know. 

Meanwhile, we look forward to further discussion with ICE's privacy team regard ing related except ions. 
Thanks for coordinating the calls to discuss. 

Regards, 
kb)(6U 

~~b~X6~);~(bX~7~)(C~)~~ICFAPMP 
Senior Proposal and Compliance Coordinator 
Office of General Counsel 

Thomson Reuters 
the answer company 

Kb)(6);(b}(7)(C) 

This year we're supporting charities and communities around the globe through 80.000 volunteer hours! Intrigued? 
Visit tr.com/cr for more information. 

This e-mail and anything transmitted with it are for the sole use of the intended recipient and contains information thai 
may be attorney-client privileged and/or confidential. If you are not an intended recipient. please notify the sender by 
return e-mail and delete this e-mail and any attachments . 
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Thomson Reuters Response to RFQ 70CDCR 18QOOOOOOOS 

License Plate Reader Commercial Data Service via Vigilant's LEARN Platform 

Price Quote - Revised 

SUBMITTED TO 

U.S. Department of Homeland Security 
Immigration and Customs Enforcement (ICE) 
Enforcement and Removal Operations (ERO) and Homeland Security Investigations 
(HSI) 

SUBMITTED TO: 
rb)(6);(b}(7)(c) 

DUE DATE: 
December 20, 2017, by 3 pm ET 

SUBMITTED BY 

Thomson Reuters 
(West Publishing Corporation) 

Ltb")('-,,);(,,b)cc(7,,-XC-,-)_-,ICF APMP 

Senior Proposal Coordinator 

Phone: 703-909~ 
E-m ail : Yb)(6);(b}(7)(C) 

{~:B~)j THOMSON REUTERS· 
-:::,:; ;-

Source Selection Sensitive 

Kb)(6);(b)(7}(C) 

Client Relationship Manager 

Phone: 443-622 ,~!!?}!b 
E-m ail : Fb)(6);(b)(7}(C) 

This document includes proprietary information that shall not be duplicated, used, or disclosed outside of DHS ICE-in whole or in pa rt
for any purpose ot her than evaluating this proposal. This information is deemed proprietary because it contains pricing and confident ia l 
corporate information that is of critical value to Thomson Reuters and our partners in a highly competitive market. 

2018-ICLI-00035 1604 



Contents 

SECTION 111- PRICE ............................................................................................... 1 

VENDOR TERMS ..................................................................................................... 2 

ASSUMPTIONS, CONDITIONS, EXCEPTIONS ..................................................... 4 

ATTACHMENT TO PRICE QUOTE ....................................................................... 8 

" .:', 

fC:··~y: THOMSON REUTERS 
"'::' " .~. 

Page i 
Thomson Reuters Response to DHS ICE 

December 2017 

2018-ICLI -00035 1605 



Section III - Price 

We have reproduced the Excel fi le provided as Attachment with the RFQ and have presented it here. 

Attachment: Price 

Item Description Quantity 
Unit of Estimated Unit Estimated Fixed Price Per 

Issue Cost Line Item 

(LIN 0001 Access to license Plate System 
(All ICE Users), Base Year - POP: 12/21/2017 

(b}(4) 
- 01/31/2018 1.4 1.4 MO 

CLiN 0002 Access to license Plate System 

(All ICE Users), Option Year 1 - 02/01/2018 -
01/31/2019 12 MO 

(LIN 0003 Access to license Plate System 
(All ICE Users), Option Year 2 - 02/01/2019 -

01/31/2020 12 MO 

CliN 0004 Access to license Plate System 
(Al l ICE Users), Option Year 3 - POP: 

02/01/2020 - 09/30/2020 8 MO 

To 
Additional Pricing Explanation: Consistent with our standard pricing models and with ICE's current CLEAR contract, 
the month ly rate for the access license (in this case, to LPR data, via l ink from Thomson Reuters CLEAR to Vigilant's 
LEARN) increases 5% year-over-year in the last two periods of the option years. The modest escalation ensures that 
we are ab le to bring the most current product functionality to our customers whi le maintaining agreed-upon pricing 
during the estimated contract duration. We do not charge additionally for training or support of our online products. 

Thomson Reuters Response to DHS ICE 

SOURCE SELECTION SENSITIVE 
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Vendor Terms 

West Publishing Corporation (West, a Thomson Reuters business, hereinafter "West") proposes to 
provide access 10 License Plate Reader data to the U.S. Department of Homeland Security, 
Immigration and Customers Enforcement, Enforcement and Removal Operations and 
Homeland Security Investigations (hereinafter 'agency'), via open market purchase of access rights 
through Thomson Reuters CLEAR to Vigilant' s LEARN platform. 

The followi ng terms and conditions apply 10 any contract resulting from this proposal (hereinafter 
"contract"). 

• Contract Term- The Base Period will be 12/2 1/20 J 7 to 1/31/2018, with bi ll able access to the 
contracted data upon completion of the Privacy Impact Assessment. 

• Renewal Options- Any contract resulting from this proposal may be renewed for two (2) 
additional one-year periods and one subsequent 8-month period (Option Periods 1-3), subject to 
ava ilable funding. 

• Invoicing- West billing is systematically generated for whole calendar months. Therefore, the 
first invoice wi ll di splay a start date of 1/1 /2018. Billing will be monthly in arrears through the 
contract duration , anticipated through 9130/2020. 

• Authorized Users- Only users authorized to use CLEAR by the agency may access and use 
CLEAR under the terms of the fix ed-rate agreement, and such use must be solely for purposes 
directl y related to the agency's research and work. ICE may authorize only ICE users; ICE may not 
provide access to other agency personnel. 

• Passwords- Each CLEAR user must be ass igned a separate CLEAR password. CLEAR 
passwords may only be used by the person to whom the password is issued. Sharing of CLEAR 
passwords between or among users is STRICTLY PROHIBITED. West reserves the right to issue 
additional passwords to the agency if West learns that CLEAR has been used by a person other 
than the person to whom the password has been issued. 

• Additional Users- West 's offer provides LEAR N access to all authorized agency users, based on 
ICE's current organizational structure. For any contract awarded to West pursuant to thi s proposal, 
the agency can add additional agency users beyond the user limit. Any addit ional passwords issued 
beyond the user limit, wi ll be billed to the agency at a mutually agreed upon monthly rate (in 
addition to the fix ed monthl y charge). 

• Ordering Documents- All access to and usage of CLEAR is governed by the then-current 
General Terms and Conditions- Thomson Reuters Legal Products and Services document. This 
document (included with thi s proposal) will be incorporated by reference into and made part of any 
contract awarded to West pursuant to this proposal. 

• Credentialing Documents-Access to and usage of CLEAR requires periodic completion of the 
then-current Account Validation and Certifi cation (A VC) Form. As a current CLEAR customer, 
we do not anticipate needing an A VC form at thi s time. 

• Contractor Information- Any contract resulting from this proposal will be with : 

Legal Contracting 
Entity; 

Doing Business As 

West Publishing Corporation 

West, a Thomson Reuters business 

Thomson Reuters Response to DHS ICE 
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(DBA): 
Corporate Address: 610 Oppennan Drive, Eagan , MN 55 123 

Remittance Address: P.O. Box 6292, Carol Stream, IL 60197-6292 
Federal Tax ID #: 4 1- 1426973 

DUNS#: 14-850-8286 
Cage Code: 89101 

• Order Processing- CLEAR service will begin the first day of the first month following receipt of 
the full y executed contract (or delivery order), provided adequate time is available for 
implementing the contract. In general, to implement a contract West must receive the fully 
executed contract no later than fi ve business days prior 10 the end of the month preceding the start 
of CLEAR service. 

• Offer Acceptance Period- The terms of thi s price proposal are valid for 60 days from the 
submittal date of thi s proposal. 

Page 3 
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Assumptions, Conditions, Exceptions 

West submits the following assumptions, conditions, and exceptions to the Tenns and Conditions in 
the RFQ dated December 15, 2017, and the related Attachments. These are pending further negotiation 
with ICE. 

Assumptions - General 

West is offering a commercially available off-the-shelf item that is accessed via the internet. In such 
circumstances, the FAR envisions using the standard license agreements that are typically available to 
the commercial public for the offered product. Thus, West incorporates its General Terms and 
Conditions for Federal Subscribers (West 's standard terms modified 10 incorporate Federal law) and 
standard license temlS into all of it s agreements, which sets forth the commercial tenns that govern the 
arrangement. As such, West conditions its offer upon the acceptance of its General Terms and 
Conditions for Federal Subscribers and standard license terms, along with the exceptions to the 
solic itation outlined below. West is willing to leverage the terms and conditions previously agreed to 
by ICE in its contract for CLEAR services - Contract No. HSCEMD-16-F-00003. 

"West 's data" includes proprietary data and data properl y licensed to West for access through our 
products. 

The compliance of LPR access via CLEAR and/or LEARN with the requirements in the RFQ's 
Statement of Work is detailed in our Technical Response to the RFQ. Any variances from the SOW are 
noted in the technical responses to each of the requirements. 

Assumptions/Exceptions - Attachment 2, Quality Assurance Surveillance 
Plan 

Overall Support Service: Thomson Reuters provides support and training for their CLEAR product 
and for integrated access to the LEARN platform via CLEAR. Vigilant provides all support for their 
LEARN pl atform. 

Results of a single LPR query: We define response time as response from the Vigilant database, 
which will be within 5 seconds. 

Withholding Criteria: We do not agree to penalties or payment withholding regarding performance 
standards. We accept ICE's proposed approach of CPARS reporting to address any QASP issues. 

Exceptions to Attachment 3, Terms and Conditions 

52.204·21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION 
SYSTEM (JUN 2016): West respectfull y requests removal of thi s provision in its entirety, as it is 
inapplicable. West is providing access to a commercial off-the-shelf product accessed via the internet. 
West is not offering a "covered contractor infonnation system" nor is West receiving "Federal contract 
information." The flow of information is from West to the end-user (Government) and access is 
available via the internet using the agency's existing information technology equipment, so none of the 
requirements of 52.204-7021 apply. Thus, this provision is not applicable to the product offered under 
thi s solicitation. West does offer protection to all of our customers via our standard license agreements, 

Thomson Reuters Response to DHS ICE 
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and applicable privacy policies, which are incorporated into thi s proposal. As a result, and to avo id 
confusion between the rights and responsibilities of the parties, West respectfully requests the deletion 
of thi s clause. 

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015): West respectfully notes 
that Subsection (c) does not apply to thi s solicitation as West is offering a commercial item as defined 
by FAR 2.101. The obligations covered in thi s Subsection (c) shall not apply to West. 

52.203-15 Whistleblower Protections under the American Recovery and Reinvestment Act of 
2009 (JUNE 2010): West respectfull y requests removal of thi s provision in its entirety, as it is 
inapplicable. This only applies to ARRA-funded contracts which West does not accept. 

52.204-14 Service Contract Reporting Requirements (OCT 2016): West respectfully requests 
removal of thi s provision in its entirety, as it is inapplicable to the commercial off-the-shelf product 
offered under thi s solic itation. West's product is a li cense to access West's platform via the internet, a 
commercial off-the-shelf item. As a result, the Service Contract Act does not apply because the 
primary purpose of the contract is not to deliver services via service employees. Cf 29 C.F.R. § 4.110. 
Any service-type actions are incidental to the main purpose of the contract. Further, contract support 
by West employees (such as billing or technical support) is performed, when requested, by 
administrati ve or professional employees. See 29 C.F.R. § 4. 11 3 (SCA does not apply to executive, 
administrative or profess ional employees). Further, even if the products offered by West could be 
construed as services within the SCA, the statutes and regulations specifically exclude services 
performed via communication systems such as radio, television and the internet. 29 c.F.R. § 
4. IIS(b)(4). 

52.219-9 Small Business Subcontracting Plan (JAN 2017) - Alternative HI (NOV 2016), 52.219-
16 Liquidated Damages - Subcontracting Plan (JAN 1999): West respectfull y requests removal of 
these provisions in their entirety. West's commercial subcontracting plan is managed by GSA, and 
West will not use any subcontractors during the performance of thi s contract. 

52.224-3 Privacy Training (JAN 2017) Alternate 1 (JAN 2017): West respectfully requests the 
removal of FAR 52.224-3, which pertains to the Privacy Act of 1974. This Act does not apply to thi s 
contract because West is not developing or operating a system of records on individuals for ICE. West 
is providing a commercial item; specifically, a license to access data sourced by, and under the control 
of, West. Access to West's data is subjec t to the terms of West's General Temls and Conditions for 
Federal Subscribers. 

52.239-1 Privacy or Security Safeguards (A UG 1996): West respectfully requests removal of thi s 
section in its entirety. This clause applies to information technology acquisitions and those for the 
operation of a system of records as defined by federal regulations. (FAR 39.106). West is offering 
neither information technology nor a system of records. West is offering a commercial off-the-shelf 
service that provides users access to a license recognition product via the internet and through the 
user's own equipment. 

West is not offering any information technology products, because West is not offering any equipment 
(See Far 2.10 I for definition of "lnfomlation Technology"). Further, West is providing users with 
access to West's own data, and not a "system ofrecords on individuals" that is under government 
control (See FAR 24.101 for definition of "system of records on individuals"). As a result, and to 
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avoid confusion between the rights and responsibilities of the parties, West respectfully requests the 
deletion of this clause. 

52.222-41 Service Contract Labor Standards (MA Y 2014): West respectfully requests removal of 
this provision in its entirety, as it is not applicable to the product offered under this solicitation. West 
is providing access to a commercial off-the-shelf item. This contract is not subject to area prevailing 
wage determinations or incumbent contractor's collective bargaining agreement. 

52.222-42 Statement of Equivalent Rates for Federal Hires (MA Y 2014): West respec tfully 
requests removal of this provision in its entirety, as it is not applicable to the product offered under this 
solicitation. West is providing access to a commercial off-the-shelf item. This contract is not subject 
to area prevailing wage determinations or incumbent contractor's collecti ve bargaining agreement. 

52.222-43 Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment 
(Multiple Year and Option Contracts) (MAY 2014): West respectfull y requests removal of this 
provision in its entirety, as it is not applicable to the product offered under this solicitation. West is 
providing access to a commercial off-the-shelf item. This contract is not subject to area prevailing 
wage determinations or incumbent contractor's collective bargaining agreement. 

52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015): West respectfully requests 
removal of this provision in its entirety, as it is inapplicable to the commercial off-the-shelf product 
that West is providing to ICE. These products do not "directl y engage the time and effort of a 
contractor or construction." 

3052.204-70 Security Requirements for Unclassified Information Technology Resources: West 
respectfully requests removal of this provision in its entirety, as it is inapplicable to the commercial 
off-the-shelf product offered by West. West is providing internet access to a commercial off-the-shelf 
research product. West will not have phys ical or electronic access to sensitive information contained 
in rCE 's unclassified systems that directly support the agency's mission. 

52.224-1: Privacy Act Notification (APR 1984),52.224-2: Privacy Act (APR 1984), PRIV 1.7: 
Privacy Act Information and ICE Information Governance and Privacy Requirements Clause 
(JUL 2017) (A and C): West respectfully requests the removal of these provisions, which pertain to 
the Privacy Act of 1974. This Act does not appl y to this contract because West is not developing or 
operating a system ofrecords on individuals for ICE. West is providing a commercial item, 
specifically, a license to access data sourced by, and under the control of, West. Access to West's data 
is subject to the ternlS of West's General Ternls and Conditions for Federal Subscribers. 

3052.204-71 Contractor employee access (SEP 2012), and Alternate I Safeguarding of Sensitive 
Information (MAR 2015) Sections (a) - (d) Information Technology Security and Privacy 
Training (MAR 2015): West respectfully requests removal of this provision in its entirety, as it is 
inapplicable to the commercial off-the-shelf product offered by West. West is providing internet 
access to a commercial off-the-shelf I product. West will not have access to unclass ified facilities, 
Information Technology (IT) resources, and sensitive infonnation during the acquisition process and 
contract performance. Additionally the Privacy Act of 1974 does not apply to this contract because 
West is not developing or operating a system of records on individuals for ICE. 

PRIV 1.2: Reporting Suspected Loss of Sensitive PII, PRIV 1.3: Victim Remediation Provision 
and PRIV 1.4: Separation Checklist for Contractor Employees and ICE Information 
Governance and Privacy Requirements Clause (JUL 2017)(D): West respectfully requests removal 
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of these provisions in their entirety, as they are inapplicable to the commercial off-the-shelf product 
offered by West. West is providing internet access to a commercial off-the-shelf product. ICE will not 
be providing PH nor will West accept any PH in the performance of this contract. West is providing a 
li cense to access data sourced by, and under the control of, West. Access to West's data is subject to 
the terms of West's General Terms and Conditions for Federal Subscribers. 

PRIV 1.6: Prohibition on Performing Work Outside a Government 
Facility/Network/Equipment: West respectfully requests removal of this provision in it s entirety, as 
it is inapplicable because West will not be performing tasks at Government facilities, or accessing 
Government networks using Government furni shed IT or any other Government equipment. West is 
offering internet access to a commercial-off- the-shelf online subscription product that is accessed by 
the end-user (ICE) via the internet using ICE's existing infonnation technology equipment. 

REC: 1.1: Required DHS Basic Records Management Training and REC 1.5: Comply with All 
Records Management Policies: West respectfully requests removal of these provisions in their 
entirety, as they are inapplicable. Neither West nor any of its employees will have physical or 
electronic access to sensitive infomlation contained in ICE's unclassified systems. West will comply 
with thi s federal records management policies that do not include policies associated with safeguarding 
records cover by the Privacy Act of 1974. This Act does not apply to thi s contract because West is not 
developing or operating a system of records on individuals for ICE. 

REC 1.2: Deliverables are the Property of the U.S. Government and REC 1.4: Agency Owns 
Rights to Electronic Information: West respectfully requests removal of these provisions in their 
entirety, as they are inapplicable to the commercial off-the-shelf product offered under thi s solicitation. 
West is not providing a work for hire and no title shall pass to ICE in perfonnance of this contract. 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: West will comply 
with thi s federal records management policies that do not include policies associated with safeguarding 
records cover by the Privacy Act of 1974. This Act does not apply to thi s contract because West is not 
developing or operating a system of records on individuals for ICE. 
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Attachment to Price Quote 

• Thomson Reuters General Terms and Conditions for Federal Subscribers 
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Introduction 
Thomson Reuters has a long history of commitment to meeting the informational needs of the 
Department of Homeland Security (DHS), including Immigration and Customs Enforcement (ICE), 
and we seek to maintain and expand that relationship in responding to the current Request for Quote 
for access to a License Plate Reader database. 

Through the combination of comprehensive and reliable data, technology. and expertise in how public 
records and related information can benefit government objectives, Thomson Reuters, with our partner, 
Vigi lant Solutions, is uniquely positioned to help ICE meet your agency 's di verse challenges with our 
subscription services. 

Based on conversations with ICE personnel about the specific investigati ve needs of ICE, Thomson 
Reuters can provide access to li cense plate reader data via a hyperlink to the LEARN platform through 
the CLEAR platform. Providing access to the data through CLEAR provides reassurance to ICE, by 
virtue of ex isting agreed-upon terms and auditing requirements, per agency mandate. This offer also 
provides access to LPR through Vigilant' s LEARN platfoml, which is maintained and supported by 
Vigi lant. 

The Thomson Reuters CLEAR team has been successfull y supporting DHS' s investigati ve research 
needs and initiatives since the agency's inception. We are proud to support the DHS and look forward 
to continuing our long-standing partnership. 
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C.4 Responses to Performance Requirements 

In thi s section of our response, we respond directly to the Perfonnance Requirements in the Statement 
of Work of the RFQ. The infonnation presented here is considered proprietary and confidential . 

DATA SERVICE CONTENT/SCOPE 
We propose access to License Plate Reader (LPR) data via hyperlink from Thomson Reuters CLEAR 
to Vigilant Solutions' (Vigilant's) LEARN platform. 

Requirement: The LPR data service shall contain LPR records from a variety of sources across the 
United States, such as toll road or parking lot cameras, vehicle repossess ion companies, and law 
enforcement agencies. 

Response: The offered LPR data is collected from various toll roads, parking lot/garages, repossess ion 
vehicles and law enforcement agencies nationwide. 

Requirement: The LPR data service shall include substantial unique LPR detection records. 

Response: Vigilant's database currently has hundreds of millions of unique detection records from 
commercial sources. Bes ides LPR records from commercial sources such as parking garages, tolls and 
asset recovery vehicles Vigilant also has a large network of local and state law enforcement agencies 
(LEAs) across the country. This network of LEAs has the ability to share their LPR records with ICE 
regardless of their LPR hardware provider. All LEA detection records are the intellectual propert y of 
the LEA and all retention times and permiss ions on these records are set by those agencies. Vigilant 
only hosts and maintains those records. 

Requirement: The LPR data service shall compile LPR records from at least 25 states and 24 of the top 
thirty (30) most populous metropolitan stati stical areas within the United States to the extent that 
collection of LPR data is authorized by law in those locations. 

A metropolitan statisti ca l area is defined as: a geographical region with a relatively high population 
density at its core and close economic ties throughout the area as defined by the Office of Management 
and Budget (OMB) and used by the Census Bureau and other federal government agencies for 
stati stical purposes. 

Response: Forty-seven (47) states, the District of Columbia, and Puerto Rico have commercial LPR 
scan records. (Hawaii , Maine, and Vermont do not. ) 

A li st of the most populous 50 metropolitan areas in the US with commercial LPR data is provided 
below and exceeds the minimum requirement by DHS. Additional locations can be provided upon 
request. 
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43 Raleigh-Cary,NC 

44 Bakersfield-Delano,CA 

45 Myrtl eBeach-NorthMyrtl eBeach-Conway,SC 

46 M inneapoli s-SI.Paul -B loomington,MN -W I 

47 Buffalo-NiagaraFall s,NY 

48 NewHaven-Milford,CT 

49 Bridgeport-S tamford-Norwalk,CT 

50 Corpus Christi ,TX 

The map below shows the density and coverage of Vigilant 's commercial LPR data. Red areas have 
higher concentrations fo llowed by yellow and green . 
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Req uirement: The LPR data service prov ider shall demonstrate the number of new unique records that 
were added to the commerciall y ava il able LPR database each month fo r the last consecuti ve twelve 
(1 2) months. 

Response: A summary of the number of unique records fo r each month over the last twelve ( 12) 
months is provided in the table below. 

17-Jan 

17-Feb 

17-Mar 

1 

17-Jun 

190 

, 125 
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17-Aug 170,583,23 1 

17-Sep 152,930,841 
17-0cI 169,472,084 
17-Nov 170,202,442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make available at least 30 million new unique LPR data 
records each month. 

Response: Vigilant 's commercial database currently adds an average of 150-200 million unique 
records each month. 

Requirement: The vendor shall have a hi story of at least five (5) years of providing similar LPR data 
services andlor products to law enforcement agencies. 

Response: Vigil ant Solutions, formerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Reuters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
client management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Requirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentl y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at all levels of government and 
level enforcement. Similarly. Vigil ant provides an array of products and services to law enforcement 
customers across the US . 

USER MANAGEMENT AND SUPPORT 
The vendor shall provide: 

I Requirement: Written instruct ions and guidance to facilitate use of system. 

Response: CLEAR resources will be available to guide access to the LPR feature via CLEAR. 
Additionally, Vigil ant wi ll provide Agency Manager and System User Manuals. An electronic copy in 
PDF fonnat will be provided by email to the DHS project manager, as well as on CD. Besides written 
instruction, the LEARN software will have "Tutorial Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the specific 
feature. Below is a representation of the icon. 

I Tutorial Guide: m 
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Requirement: The ability to compare new user requests with li sts of personnel authori zed by ICE to 
use the vendor system. 

Response: All dec isions regarding access to the system will be made at ICE in accordance with the 
CLEAR Administrator's Standard Operating Procedures Manual. LEARN access will requi re separate 
credentials and will be given to the users upon receipt of a user li st from ICE. Authorized CLEAR 
users will have additional LEARN credentials generated. ICE may authorize onl y ICE users; ICE may 
not provide access to users from other agencies. 

Requirement: Automatic verification of accounts with the ability to audit by using the user's 
Originating Agency Identifier (ORO to be matched against a current real-time li st of active ORI 
numbers provided directl y or indirectl y by the National Law Enforcement Telecommunication System 
(NLETS) 

Response: ICE will assign their intended authorized users; no OR] will be needed. 

Requirement: The ability to add new users or delete ex isting users within 24 business hours of ICE's 
request. 

Response: To maintain consistency with the CLEAR contract, addition of new users or deletion of 
ex isting users will occur as soon a.<.; poss ible, but at no point longer than 24 business hours. Thomson 
Reuters will work with ICE regarding management of user population. 

Requirement: Initial training to orient personnel to the use of their system, including "Help Desk" 
support related to the use, access, and maintenance of the system. 

Response: The Thomson Reuters CLEAR contract includes a full-time Client Relationship Manager. 
Thomson Reuters will provide annual Agency Manager and System User training onsi te at ICE 
facilities. User manuals will be provided as well as links to short videos uploaded to YouTube that 
demonstrate how to utili ze some of the LEARN features. For CLEAR access, Thomson Reuters will 
also provide "Help Desk" support 2417/365 via phone (877-242- 1229), or support via email 
( cl ear@thomsomeuters.com). 

Requirement: System training and "Escalation Procedures" for agency manager and shall include 
procedures for resetting passwords. 

Response:A "Forgot My Password" link will be included for users to reset any forgotten passwords 
upon any attempt to sign in. Customer support, incl uding escalation, when appropriate regarding 
impact, will be available for other issues. 

Requirement: Unlimited technica l support to each user. 

Response: Thomson Reuters will provide unlimited technical support 2417 for each user of CLEAR. 
Vigilant will provide unlimited technical support 2417 for each user of the LEARN platfoml. 
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Requirement: Periodic or as needed updates to the web interface and mobile application. The vendor 
will employ appropriate technical , administrative, and physical security controls to protect the 
integrity, availability, and confidentiality of the data res ident in its system. 

Response: CLEAR undergoes periodic updates for enhancements and updates. Thomson Reuters is 
certified to international standards, 2700 I and 900 I, assuring appropriate controls and processes to 
protect data and system integrity. 

Vigilant will periodically update the user interface and mobile application. Besides regular updates to 
the software interfaces and mobile applications, Vigilant is committed to providing a top-tier hosting 
facility with Verio, a Microsoft Gold Certified Partner. This helps provide a high level of quality 
assurance with all hosted Microsoft products. Verio is certified ISO 9001:2008, the internationally 
recognized standard for Quality Management Systems, and has been independentl y audited and 
verified for compliance under the Statement of Auditing Standards Number 70 [SAS70] Type 11. 

The premier LEARN-NVLS data centers features: 

• Redundant Power Sources 
• Redundant Fiber Connectivity 
• OC 12 & OC48 Connectivity 
• HV AC Environmental Monitoring 
• Secure Physical Access Control 
• Physical Escort for Onsite Visitors 
• Multiple Diesel Fuel Generators 
• Active Fire Prevention & Suppression 
• 24 X 7 Monitoring and Operational Support 
• Onsite System AdministratorslEngineers 

FUNCTIONAL REQUIREMENTS 
QUERY CAPABILITIES 

Requirements: Before a user is able to perform a query from the main system or mobile application, 
the system must di splay upon logon a splash screen that describes the agency's permiss ible uses of the 
system and data, and requires the user to affirmatively consent to these rules before proceeding further. 

- The splash screen will appear at each logon event. 
- The text on the splash screen shall also be available to the users via a hyperlink within the 

main system interface (including any mobile app interface). 
- The agency will provide the language for the splash screen content. 

Response: Upon login to CLEAR, users must se lect from available options the applicable permiss ible 
use/purpose for the various regulations (e.g., DPPA). Included with direct access to the LEARN 
platform, Vigilant will provide a splash screen upon logging into the system that will describe the 
agency's permissible uses of the data and will require the user to affirmatively consent to these rules 
before proceeding. The ICE provided message will also be available via hyperlink. 
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Requirement: All queries of the LPR data service shall be based on a license plate number queried by 
the user only, and the data returned in response must be limited to matches of that license plate number 
only within the specified period of time. 

Response: Included with direct access to the LEARN platform, we understand that all queries of the 
LPR data shall be based on a license plate number entered by the user. The data returned in response 
will be limited to the matches of that license plate number only within the specified period of time. 

Requirement: The system will not pennit user queries of the data service unless a license plate number 
is entered. A query can onl y be conducted by entering a license plate number. 

Response: The Vigilant user interface will allow a user to search only if a li cense plate is entered. 
(Specific functionality, e.g ., Stakeout/Make-Model functionality, would need to be turned off in order 
to limit searching by li cense plate number only and to prevent searches by other methods.) 

Requirement: The query interface will include a drop-down field for users to select a reason code for 
the query from a pre-populated li st. The specific reason codes will be provided by ICE. This field is 
mandatory for conducting a query. 

Response: Vigilant has a mandatory reason code field, and an optional free-tex t field of up to 255 
characters. If awarded, Vigilant will make thi s a mandatory audit screen that the user must populate 
prior to any query. 

Requirement: The query interface will require a user to identify whether the user is entering data for 
him or herself or for another individual If the user is entering data for another individual , the query 
interface will require the user to enter the name of the other individual. 

Response: Vigilant will provide the ability for a user to indicate who is requesting the query. All 
information will be stored in audit logs. 

Requirement: The query interface must include a free-text field of at least 255 characters for user 
notes. This will allow for additional information that will assist ICE in referencing the speci fic case for 
which the query was performed. Completing thi s field shall be mandatory for conducting a query. 

Response: Vigilant will provide a free-text fi eld of up to 255 characters for user to enter notes . This 
feature can be made mandatory for all queries or repons. 

Requirement: The system will have the capability to limit the query by time frame to allow users 
to comply with agency policy. Depending on the type of investigation being conducted, agency 
policy will allow the user to query the historical LPR detection records for only a certain period 
of time (e.g., going back 5 years from the date of query for any immigration invest igation). 

• The query interface will have a field for the user to select or input the appropriate 
timeframe for the query. 

• The system will display results only for LPR detection records within that timeframe 
(e.g., only for the last 5 years). 
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• The system shaH not run a query that lacks a time frame entered by the user. 

Response: The LPR query will be limited to a time frame consistent with agency policy, e.g., fi ve (5) 
years. The system also will block any queries that lack a time frame. 

Requirement: The vendor shall guarantee the result s of queries meet a high degree of accuracy In 

datasets, with a margin of error not more than 2%. 

Response: The LEARN platfornl solution will provide direct query index look-ups. For example, plate 
ABCI23 will always return records tagged as plate ABCI23. We are 100% correct due to data being 
stati cally indexed by exact plate numbers. Note: While indexes are stati cally created, the image 
anal ysis to create the static index is still subject to an accuracy of less than 98% due to a number of 
items such as angle of LPR cameras, impacted snow on the plate, bent/damaged plate, partially 
obstructed view of plates, heavy snow or rain, etc. 

Requirement: To ensure accuracy of infonnation, the response to a query must include at least 
two photos on all hits. 

• Photos must be of sufficient quality to allow the user to visually confirm the license plate 
and vehicle make/model in the photo are the same as what is represented in the vendor 
system. 

• Query results must seamlessly integrate with web-based interactive maps. The printable 
repon should show two different map views, nearest address, nearest intersection, date 
and time the li cense plate was captured, GPS coordinates, and sources of the record. 

Response: In the LEARN platform, LPR cameras do not use visible light, such as a tlashlight. The 
vehicles make, model , or color at night can be hard to identify. This is true for all LPR records in low 
ambient light conditions, which we cannot control. To help identify vehicles at night, Vigilant has 
developed a way to populate a daytime image within a nighttime image of a vehicle if the vehicle has 
been scanned during the day, so the user can quickly identify and confirm vehicle make, model, and 
color. In most states we can also identify vehicle make and model, by using additional information 
gathered from CarFax that is seamlessly integrated into the software. Although we can help identify a 
large number of nighttime records, we cannot do so for 100% of the records due to these 
c ircumstances, although a very high percentage can be identified with even nighttime images. 

All LPR records will include two (2) images (one of the vehicle and one of the li cense plate). Printable 
reports will include images, Google map, Google satellite image, nearest address, nearest intersection , 
GPS coordinates and source of the record. 

Requirement: The vendor shall provide a notification mechanism in the event ICE users identify 
photographs that do not match the data in their system (license plate numbers or make/model 
mismatches). The vendor shall address all erroneous data. The vendor shall notify ICE and the 
ICE user of any inputted erroneous data and keep ICE and ICE users informed of corrections to 
erroneous data. 
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Response: Vigilant will insert a "misread" button on the detection view, which will generate a 
notification to Vigilant personnel. Vigilant will not modify data owned by third parties (e.g., law 
enforcement agencies), because that data is the property of the collecting agency. 

Requirement: The vendor will not use any information provided by the agency (query data) for its own 
purposes or provide access or di sclose such information to other customers, business partners, or any 
other individual or entity. 

Response: Thomson Reuters and Vigi lant value the trust placed in us by ICE and will not use or 
disclose any DHS information to other customers, business partners, or other individuals or entities. 
DHS will have the ability to accept additional LPR data that is collected by local and state law 
enforcement agencies across the country who are already Vigilant customers and res ide on the LEARN 
hosted server. This could provide hundreds of millions more LPR scans available for ICE to search. 
Currently there are almost 500 million detection records that are collected by local and state LEAs. All 
shared LEA records are the intellectual property of the respective LEAs. Vigilant cannot edit or modify 
these records should there be a misread. If ICE accepts the LPR records from the LEAs, ICE does not 
have to share anything in return . All sharing controls are set, monitored, and maintained by ICE 
Agency Managers. 

Requirement: The vendor will not use ICE's queries (the license plate numbers input into the system) 
for it s commercial purposes. The vendor will only use the queries submitted by ICE to maintain an 
audit log. 

Response: ICE's query data will not be used for commercial purpose by Thomson Reuters or Vigilant. 
Queries submitted by ICE will be stored only to maintain an audit log for the applicable platform. 

ALERT LIST CAPABILITIES 

Requirement: The LPR data service shall provide an "Alert List" feature that will allow ICE users to 
save license plate numbers so they will be automaticall y queri ed against new records loaded into the 
vendor's LPR database on an on-going basis. Any matches will result in a near real-time notification to 
the user. 

Response: Included with direct access to the LEARN platform, Vigilant will provide an "Alert List" 
feature called "Hot-Plate". The hot-plate will be saved within the LEARN system and be compared to 
new records as they are loaded into the system's database. Any matches will generate a near real-time 
alert notificat ion to the users with permiss ions to the hot-plate record. 

Requirement: The LPR data service Alert List will provide capabilities to share Alert List notifications 
between ICE users involved in the investigation. 

Response: Included with access to the LEARN platform, Vigilant will provide the ability to share 
Alert Lists notifications between ICE users. 

Requirement: The Alert List feature will: I) Automatically match new incoming detection records to 
user-uploaded or - entered Alert Lists containing the license plate numbers of interest in the 
investigation; 2) Send an email notification to the user originating such Alert List records and to any 
ICE user that has been shared the Alert List indicating there is a li cense plate match to new records in 

it ;:~·~·: THOMSON REUTERS' 
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the system; and 3) Provide within the LPR system for download a PDF case fil e report for the match 
(with maps, vehicle images, and all pertinent detection & Alert List record information) for each email 
alert notification. The notification must be able to be limited to the user or a user group of ICE law 
enforcement officers involved in the specific investigation. The notification will comply with all 
applicable laws, including the Driver's Privacy Protection Act of 1994, 18 U.S.c. §§ 2721-2725. 

Response: Included with access to the LEARN platfoml, Vigilant will provide the ability to 
automaticall y match new detections against a user uploaded alert li st. The notification will provide 
maps, images, GPS, date, time, and nearest address and cross street. The notification can be sent to 
multiple ICE users that are sharing the alert list for the specific investigations. DPPA applies only to 
the release of personal infomwtion from a state's department of motor vehicle (DMV) records. 
Vigilant's system does not interfere with DMV records. ICE may insert any information in the alert 
li st. Subsequently, the data fi elds that may contain PH infonnation are encrypted with AES256 
encryption at rest, and only the owner of those records may see the values entered. 

Requirement: The LPR data service will allow specifically des ignated users to batch upload a 
maximum of 2,500 license plate records into the "Alert List". The batch upload will be in the fonn of a 
single comma separated variable (CSV) file with data fields to include, but not limited to the 
following: Plate number; State of Registration; Vehicle Year, Make, Model & Color; reason code and 
an open text field, of at least 255 characters, for a user note to assist in referen cing the specific 
purpose/investigation/operation for which the query was perfomled. 

Response: Included with access to the LEARN platform, Vigilant will allow an alert li st of up to 50 
million plates to be uploaded in a CSV fomwt that can include plate number, state of registration , year, 
make , model, color, and a reason code as a custom field and a comments section of up to 255 
characters or less. The allowable number of alert li st records per the system significantl y exceeds the 
requirements of DHS, but ICE may dictate the maximum number of records allowable by their users. 

Requirement: The Alert List function will include an automated capability that flags license plates for 
deconflict ion. 

Response: Included with access to the LEARN platfonn, Vigilant will provide the ability to establish 
Alert List submissions, perfoml searches, all conducted anonymously, to ensure other individuals or 
entities that use the LPR service (whether a law enforcement agency, commercial entity, or otherwise) 
are not able to identify that rCE is investigating a li cense plate. When a Hot-Plate is uploaded and it 
matches a record containing the same License Plate Number, State ID, Alert Type, Hot-List Source, 
and Agency Name, the user will be notified via a pop-up notice to contact the initial user who entered 
the identica l record . The user will have the option to override the record or to cancel the upload. If 
warded, Vigilant will add an option for other agencies to allow their uploaded hot-plates to be used for 
deconfliction purposes by ICE, based solely on License Plate and State ID. 

Requirement: License plate pictures taken with the automated Optical Character Recognition (OCR) 
plate number translation shall be submitted to the LPR data service system for matching with license 
plates on any current ICE Alert List. Any positive matches shall return to the iOS application 
(identified below) alerting authorized users of a positi ve match. These pictures will be uploaded into 
the data service query by an authorized ICE user along with any mandatory information needed for a 
nonnal query. The pictures will be retained in the vendor's system for audit purposes only and will not 
be otherwise accessible or usable for search purposes. 
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Response: Incl uded with access on the LEARN platform, any LPR detection matching an rCE Alert 
List will return to the iOS application, alerting authorized users of a pos itive match. All detections will 
be uploaded into LEARN for future reference or investigation by ICE. Vigilant will preserve 
commercial records indefinitely. 

Requirement: Each license plate number on an Alert List will be valid for one year unless the user 
removes it before expiration. The system will prompt users two weeks prior to expiration and require 
the user to affinn ati vely indicate that there continues to be an operational requirement to keep the 
particular li cense plate entry on the Alert List acti ve, or be given the option to delete the li cense plate 
from the Alert List. Prompts should continue periodically until the expiration date is reached. The 
system will grant the user an additional week after expiration to renew the entry in the Alert List. If the 
user does not renew, the system shall remove the license plate number from the Alert List. 

Response: Included with access to the LEARN platform, Vigil ant will provide an ability to load an 
alert li st with a one (I ) year expiration time frame. Vigilant can implement an automatic one-year 
expiration for all alert records entered into the ICE account. 

Requirement: All Alert List acti vity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal, and 
expiration from the alert li st. 

Response: Included with access to the LEARN platfonn, all alert li st acti vity will be captured for 
aud iting reports and will incl ude user name, date, time, reason code, notes, license plate number entry, 
deletion, renewal, and expiration from alert li st. 

Requirement: The vendor shall not retain any data entered onto an Alert Li st except as part of the audit 
trail once the entry has expired per the process described above, or once the user has deleted the entry 
from the Alert List, whichever happens first. 

Response: Included with access to the LEARN platform, Vigilant will not retain any alert li st data 
except for audit reports. The alert li st will also be removed once it expires or a user manuall y removes 
it from the li st. 

MOBILE DEVICE CAPABILITIES 

Requirement: The LPR data service shall feature an iOS-compatible mobile application that 
allows authorized ICE users to: 

• Query the LPR data service by entering the license plate number, state of registration, 
reason code, and the ability to add returned pos itive matches into the Alert List. 

• Have quick access and recall of any queri es and Alert Lists associated with the user or 
des ignated user group. The vendor application will delete any saved data on the mobile 
device after 60 days, if not already deleted manuall y by the user. 

• Provide capabilities to share Alert List notifications between ICE users involved in the 
investigation. 
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Response: Included with access to the LEARN platform, Vigilant Mobile Companion software for 
iOS devices will allow a user to query the LPR database and return alerts for positive matches to a 
user-loaded alert list. The application will delete any saved data on the device after 60 days . 

Requirement: The mobile application will conform to all other performance, privacy, and 
functional requirements identified in the SOW. The vendor shall coordinate with ICE to make 
sure that the mobile application undergoes the required privacy assessment prior to use. 

Response: Thomson Reuters will coordinate with Vigilant and ICE regarding compliance of Vigilant's 
mobile application with any applicable privacy assessment prior to use. 

AUDIT AND REPORTING CAPABILITIES 

Requirement: The vendor shall generate an immutable audit log in electronic fornl that 
chronicles the following data: 

• Identity of the user initiating the query or the person on whose behalf the query is 
initiated, if different; 

• Exact query entered, to include license plate number, date limitations, geographic 
limitations (if applicable), reason code, and any other data selected or input by the user; 

• Date and time of query; and 
• Results of the query. 

Response: Available with access to the LEARN platform, any action on Vigilant's LEARN web 
interface or mobile application shall be fully auditable and shall not be disabled by the user. Vigil ant 
maintains a complete audit records of every transaction, incl uding date, time, user, IP address, and 
query parameters suffic ient to reproduce the exact query. Audit records are property of ICE. 

Requirement: All Alert List activity shall be audited to capture user name, date and time, reason code, 
and user note associated with the query, as well as license plate number entry, deletion, renewal, and 
expiration from the alert li st. 

Response: Available with access to the LEARN platfornl , all Alert List activity shall be audited to 
capture user name, date and time, reason code, and user notes associated with the query, as well as 
li cense plate number entry, deletion, renewal, and expiration from the alert li st. 

Requirement: The vendor shall provide to ICE user audit reports on a quarterly basis and upon request. 
Audit reports shall contain the audit log information of a given user(s) for the specified period of time. 
The vendor shall provide the audit log in electronic form via secure transmission to ICE promptly upon 
request. The fonnat of the audit log shall allow for ICE to retrieve user activity by user name (or ID), 
query entered (e.g., particular license plate) and date/time. The exact technical requirements and format 
for the audit log will be negotiated after contract award. 

Response: Thomson Reuters will coordinate with Vigilant to provide requested audit reports. All 
report s can be exported in PDF format. Exact technical requirements and fornwt for the audit report 
will be negotiated after contract award. 
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Requirement: The vendor shall promptly cooperate with an ICE request to retrieve and provide a copy 
of the actual records retrieved from the LPR data service in response to a particular query, or any other 
data relevant to user activity on the vendor system, for purposes of the agency's internal investigations 
and oversight. 

Response: Upon request, Vigilant shall retrieve and provide a copy of the actual records retrieved 
from the LPR data service in response to a particular query, or any other data relevant to a user activity 
on the system for internal investigations and oversight. 

Requirement: The vendor shall not use audit trail data for any purpose other than those specified and 
authorized in thi s contract. 

Response: Neither Thomson Reuters nor Vigilant will use any audit trail data for any purpose other 
than those specified and authori zed in the contract. 

Requirement: The vendor is to provide quarterly, or upon request, statistics based on positive hits 
against the number of requested searches and hit li st. 

Response: With access to the LEARN platform, Vigilant can provide quarterl y, or upon request, 
stati stics based on positi ve hits against the number ofrequested searches and hit li st. These reports can 
be run for any time frame. 

Requirement: The audit logs specified in thi s statement of work are records under the Federal Records 
Act. The vendor shall maintain these records on behalf of ICE throughout the life of the contract, but 
for no more than seven (7) years. The vendor is not authorized to share these records, or the Alert List 
data, with any outside entities including other law enforcement agencies. At the end of the contract, the 
vendor shall ex tract, transfer, and load these records (including any still-active Alert List data, if 
requested by ICE) to another storage medium or location specified by ICE. This transfer of records 
shall occur no later than thirty (30) days after the contract ends. After successful transfer of these 
records, the vendor shall ensure all copies of the records (including any still-active Alert List data) are 
securely deleted from all networks and storage media under its control or under the control of any of its 
agents or subcontractors. 

Response: With access to the LEARN platform, Vigilant will maintain audit logs for seven (7) years. 
Vigilant considers audit records as the property of the applicable law enforcement agency, in thi s 
instance, ICE. Vigilant does not access these records except under direction by the customer for 
purposes of customer support and does not share audit logs with any outside entities incl uding law 
enforcement. If the contract is tenninated, Vigilant will export/transfer any alert li st data in machine
readable fonnat to any storage medium or location specified by ICE. This transfer will occur within 
thirty (30) days of contract end. 

Scheduled downtime 
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Mean time between failure 4,000 operating hours 

Overall Support Service Support availability 24/7/365 

Results of a sin21e LPR Results of a single LPR query <1- 5 seconds afte 

Response: Vigilant Solutions, Inc. has created a service that allows Law Enforcement Agencies the 
ability to utili ze online License Plate Recognition (LPR) services and Data analytics for the purposes 
of research and investigations. This service requires stri ct up-time requirements, and thi s Quality 
Control Plan is intended to define how they will be calculated. Vigi lant Solutions has a reliable track 
record of uptime; however, we cannot guarantee> 99% uptime. With the exception of scheduled 
outages, LEARN Hosted LPR Services will be accessible 2417/365. We agree that downtime shall not 
eclipse (4) hours in any given month, with the exception of major upgrades or system migrations. We 
agree that the mean time between fai lures (MTBF) will not exceed a mean of 4,000 hours between 
fai lures. Vigi lant 's average LPR Query Response Time for a Single exact Plate is reliably fast; 
however, we cannot guarantee </= 5 seconds for each single search. For instance, quick response times 
for queries are contingent upon sati sfactory internet connectivit y, for which Vigi lant does not have 
control in the ICE environment. 

The LEARN-NVLS onsite profess ional technical, support, and engineering team maintain numerous 
certifications to ensure up to date compliance and familiarity with the latest standards in computer 
technology. These certifi cations include: 

• Certifi ed Infornlation System Security Professional (CISSP) 
• Cisco Certified Network Associate (CCNA) 
• Cisco Certified Internetwork Expert (CCIE) 
• Cisco Certified Design Professional (CCDP) 
• Cisco Certified Network Professional (CCNP) 
• Cisco Certified Design Associate (CCDA) 
• CompTIA A+, CompTIA i-Net+, CompTIA Security+ 
• Sun Certified System Administrator (SCSA) 
• Microsoft Certified Systems Administrator (MCSA) 
• Alteon Certified Administrator 
• Solaris 8 System Administrator 
• Microsoft Certified Systems Engineer (MCSE) 
• Red Hat Certified Engineer (RHCE) 
• Microsoft Certified Professional (MCP) 

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate 
Vigilant's commitment to providing a top-tier hosting facility providing quality control. Verio is a 
Microsoft Gold Certified Partner, providing a high level of quality assurance with all hosted Microsoft 
products. Verio is certified ISO 9001 :2008, the internationall y recognized standard for Quality 
Management Systems, and has been independently audited and verified for compliance under the 
Statement of Auditing Standards Number 70 [SAS70] Type II . 

Uptime for LEARN Services: 

In order to validate and track the uptime for LEARN Services, Vigi lant will record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unavailable to when the services came online again. Vigilant will calculate the LEARN 
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Average Uptime each month and after any outage (percentage). The calculation and recording of data 
will be defined on a revolving (12) month cycle. The data will be stored on an internal online 
document and made ava ilable upon request. 

LEARN scheduled downtime: 

In order to validate and track the LEARN scheduled downtime, Vigilant wi ll record and calculate the 
Date-Time since last downtime of LEARN services. The calculation will be based on when services 
became unavai lable to when the services came online again. Vigi lant wi ll calculate the total LEARN 
scheduled downtime each month (hours). The calculation and recording of data will be defined on a 
revolving month cycle. The data wi ll be stored on an internal online document and made ava ilable 
upon request. 

Mean time between failure (MTBF): 

In order to va lidate and track the Mean time between fai lure (MTBF), Vigilant will record and 
calculate the Date-Time since last fai lure of LEARN services. The calculation wi ll be based on 
operation time (hours) between when services became in a non-failed state to when services became in 
a subsequent fail ed state or current Date-Time. Vigi lant wi ll then calculate the mean time (hours) and 
base it on a revolving 12-month cycle. The data will be stored on an internal online document and 
made available upon request. 

LPR Query Response Time (Single Plate): 

In order to validate and track the LPR Query Response Time (S ingle Plate), Vigi lant wi ll record and 
calculate the 'Response Time' for each single plate query using our Plate-Search logging utility. The 
calculation will be based on when the LEARN Web Server(s) receives the plate request and delta in 
(seconds) between when LEARN Web Server begins to post LPR data. We must calculate the average 
time (seconds) on a revolving 12-month cycle with a calculation generated daily. The calculation will 
be based upon the entire LEARN spectrum for ' Plate-Search' functionality only and not user-specific 
queries. The data will be stored on an internal online document and made available upon request. 

Thomson Reuters CLEAR: 

While CLEAR's performance and reliability are typicall y consistent with the Key Perfonnance 
Measures, West does not guarantee service levels. 

PenaltylWithholding 

Neither Thomson Reuters nor Vigi lant agree to penalty or withholding of payment regarding 
performance measures. 

C.S is not identifiedlincluded in the Statement of Work 

C.S is not an identi fiedlincluded item in the Statement of Work. 

C.6 Promotion of the Contract 

Requirement: The vendor may promote this contract to current ICE employees during the life of the 
contract. The offeror's goals shall be to: (a) make customers aware of thi s procurement veh icle; (b) 
make customers aware of all avai lable products and services; and (c) assist customers in creating 
timely and accurate delivery order/purchase orders. 
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Any promotion of the contract to ICE employees or di scussion about its capabilities will be within the 
parameters described in the RFQ and conducted within the normal course of business for Thomson 
Reuters. 

C.7 News Releases 

Requirement: News releases pertaining to this contract shall not be made without ICE approval , as 
appropriate, and then only upon written approval received from the contracting officer and the ICE 
Office of Public Affairs. 

Thomson Reuters does not anticipate news releases, but would comply with the requirements for ICE 
approval. 

e.S License Type 

Requirement: The vendor shall provide a li cense that will pennit ICE to add or remove users without 
purchasing additional li censes so long as ICE's authori zed user population falls within its purchased 
entitlements. The vendor shall not provide a named user license. 

The CLEAR license granted for access to LPR is valid for up to the authorized number of ICE users. 
ICE may add or remove users within the applicable user limit for the offer. See the Additional Users 
provision in the terms below for information about adding users beyond the applicable offer limit. 
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Section II - Past Performance 

Thomson Reuters considers our customer contracts proprietary, but we offer detail s of the current 
contract with DHS ICE as ev idence of our past perfonnance: 

Agency Name Department of Homeland Securit y -
Immigration & Customs Enforcement -
Enforcement & Removal Operations and 
Homeland Security Investigations 

Name/titl e of contact person Contracting Officer: Kb)(6);(b}(7)(C) I 
Management/Program Analyst: ~b)(6); (b}(7)(C I 
~b)(6); (b)(7}(C) I 

Customer Contact Phone (202) 732_ lb)(6);(bX7)(C) I 
Customer Contact Emai l Address ~b)(6); (b}(7)(C) I 
Contract Number HSCEMD- 16-F-000031 HSCEMD-17-F-

0008 

Contract Start Date 10/1/20 15 

Contract End Date 9130/2020 

Total Contract Value (including all options) kb)(4) I 
Brief Description of Contract Requirements CLEAR with Web Analytics, with person 

and phone batch searching capabilities, 
Real Time Incarceration and Arrest 
Records , and World-Check (HSI onl y) 

Client Manager (or person reaching out to b}(6);(b}(7)(C) 

customer) 443-622~~!\~!;q 
~b)(6); (b)(7}(C) I 
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From : 
To: (b)(6);(b)(7)(C) 

Cc: 
Subject: 

Date: 

Attachments : 

FW _ License Plate Reader GUidance 

Thursday, February 22, 2018 4:54:50 PM 
lPS Guidance (sjllOed 12 27 20m,pdt 
jmaaeQOl 100 

FYI 

tb)(6);(b)(7)(C) 

Assistant Field Office Director 

Non-Detained/ATD/OSUP un"it"s== 
300 N. los Angeles ST, Roo (b)(6);(b 

Froni('b)(6):(b)(7)(C) Ian Behalf Of los Angeles Statistics and Taskings Unit 
Sent: Thursday, February 22,20184:48 PM 
To:kb)(6)-{b )(7){C) 

l(b)(6);(b)(7)(C) I 
Cc :Wb)(6) ' (b )(7)(C) 
kb)(6);(b)(7)(C) I 
Subject: License Plate Reader Guidance 

To: AFODs 

Subject: License Plate Reader Guidance 

Recentl y, Enforcement and Removal Operations (ERO) and Homeland Sec urity Ln vestigations 
(HSI) added License Plate Reader (LPR) database access to the Thomson Reuters 
Consolidated Lead Evaluation and Report ing (CLEAR) system. 

The ICE Office of Information Governance and Privacy (IGP) has issued the allached Privacy 
Guidance on Agency Access to and Use of LPR Data and Technology (alk/a, LPR guidance). 
The purpose of thi s LPR guidance is to codify rules of behavior around previously
contemplated ICE uses of LPR data and technology. This guidance will serve on an interim 
basis until the publicati on of an ICE directive. 

The LPR guidance is also availab le on the IGP Intranet site at 
l(b)(7)(E) 

Thank you, 

tb)(6);(b)(7)(C) 

Deportation Otlicer 
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Department of Homeland Security/ICE/ERO 
Los Angeles Stat istics & Tasking Unit 
606 S. Olive 51. Sui'e ib)(6);( I 
Los Angeles, CA 900 14 
Omce; (2 13) 633·tbl(61:iI 
Fax; (213) 633·4460 
pHS lOGO 

l 
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[ b)(6);(b)(7)(C) 

From: l(b)(6);(b)(7)(C) 

Sent: Friday, February 9, 2018 6:22 AM 

To: l(b)(6);(b)(7)(C) I 
Subject: lEARN access & , raining Resources - Make Vital Vehicle Connections To Acce'lerate 

Your Investigations 
Signed By: 1b)(6);(b)(7)(C) 

Welcome to t he newest addition to ClEAR · License Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities within CLEAR for use as part of an investigation or 
evaluation. 

To log in follow the steps below: 
(b )(6); (b)(7 )( C); (b )(7)(E) 

This temporary password must be reset upon login. Ente l(b)(7)(E) In the current password prompt. 

Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, affiliations and other 
critical information, in combination with Vigilant's commercial LPR database of more than 6 billion vehicle detections, 
DHS will now have a potent new so lution in CLEAR LPR to augment investigations. 

License Plate Recognition offers a live gateway of Vigilant commercial license plate data to determine vehicle locations 
from within the LEARN platform. 
In addition, the search offers an individual vehicle search by License Plate so you can search for more information. 

TRAINING RESOURCES - WEBEX TRAINING AVAILABLE 
Join us for a brief introduction to the LEARN platform. Click on the links below to register and receive an email with a link 
to the Web Ex meeting. Registration is required, but there is no need to register for more than one session. There is an 
attendee maximum per session; if a listed session is shown as full, please select another session to attend. 

Please note that due to the number of registrants and sessions, I am unable to provide WebEx support/assistance . 
Please contact your help desk with any problems connecting to the WebEx. 

Day Date Time (all times El) Registration Required - click link to register 

Friday 2/9/2018 10,00 AM 2/9/181O,00AM 
Friday 2/9/2018 UOPM 2/9/18 1,30PM 
Friday 2/9/2018 3,00 PM 2/9/183,00PM 
Monday 2/12/2018 12:00 NOON 2/12/1812 NOON 
Monday 2/12/2018 3:00 PM 2/12/183:00PM 
Tuesday 2/13/2018 9:00AM 2/13/189:00AM 
Tuesday 2/13/2018 11:00 AM 2/13/1811:00AM 

1 
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Tuesday 2/13/2018 LOOPM 2/13/18 LOOPM 

Thursday 2/15/2018 8:30AM 2/15/188:30AM 

Thursday 2/15/2018 10:00 AM 2/15/18 mOOAM 

Thursday 2/15/2018 1:30 PM 2/15/181 :30PM 

Thursday 2/15/2018 4:00 PM 2/15/184:00PM 

Friday 2/16/2018 8:00AM 2/16/188:00AM 

Friday 2/16/2018 10:30 AM 2/16/1810:30AM 

Friday 2/16/2018 12:30 PM 2/16/1812 :30PM 
Friday 2/16/2018 3:00 PM 2/16/183:00PM 

Additional future training - There witt be WebEx's available throughout the month of February, as well as on the 1'1 and 
3fd Thursday of every month starting March 1'1 ~(b) {7)( E) ~here will also be in person sessions at 
locations across the country throughout the year. 

"U"s",e,,' G~Ui",d"e,,: A"-"us"eoc,,,,,ui,,,d,,e-,w"l.ill be available by the end of February . If not received by that time, plea se email 
(b)(7)(E) or the latest user guide. L-_____ ----' 

If you have any additional questions, please do not hesitate to contact us at lL(b_)_(7_)(_E_) _______ ---' 
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fb)(6);(b)(7)(C) 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Signed By: 

Follow Up Flag: 
Flag Status: 

Categories: 

l(b)(6);(b)(7)(C) 

Thursday, February 8, 2018 6:35 AM 
!b )(6);(b )(7)(C) 

LPR access via CLEAR - it's a go! 
QUICK REFERENCE CARD LEARN PASSWORD ADMINISTRATION.pdf; LEARN access 
Train ing Resources - Make Vital Vehicle Connections To Accelerate Your Investigations 

.oft 
l(b)(6);(b)(7)(C) 

Follow up 
Flagged 

Blue Category 

Dear CLEAR/LEARN administrators-

We have received permission to begin emailing credentials and will li kely do so later today and throughout the day 
tomorrow. All users who have used CLEAR in the past 6 months will automatically receive credentials from me. Our goal 
is to deliver all credenti als by Fr iday, February 9 th , If you are asked to create credentials for users, please follow the 

attached gu ide. Please note users must have approval to access ClEAR in order to access LEARN. 

Please ·oin me at a session for administrators a 4 m toda Click here to re ister· 
(b)(7)(E) his will 

~~m<r.IT~INv~Offiesamm<~CITu~e~s~a>rsS "Se~S3S"'O~nc, "so~n.e~r~e'ISSffinoonneeeea"o"'re~g~lSrreerr no~r1XOITnLumnme8SyyTITIU1nmI Ue~~"ndboth. 
This will focus primari ly on password generat ion, not th e LEARN platform. 

The LEARN password creation process will mi rror the ClEAR password creation process in that if a user contacts 

Thomson Reuters di rectly, he will be directed to the SAC/AOR password administrato r. No credentia ls will be generated 

without DHS approval. 

Text to send to new users created by you - after initial password creation (also included in attached OFT): 

Welcome to the newest addition to ClEAR - License Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities with in ClEAR for use as part of an investigation or 

evaluation . 

T' Ir . fnllr tho 

(b)(7)(E) 

This tempora ry password must be reset upon log in. 

If au have LEARN latform assword uestions issues lease contac b)(7)(E) 

~)(7 X , or assistance. 
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Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, affiliations and other 
critical information, in combination with Vigilant's commercial LPR database of more than 6 billion vehicle detections, 
DHS will now have a potent new solution in CLEAR LPR to augment investigations. 

license Plate Recognition offers a live gateway of Vigilant commercial license plate data to determine vehicle locations 
from within t he LEARN platform. 
In addition, the search offers an individual vehicle search by license Plate so you can search for more information. 

RAINING RESOURCES - WEBEX TRAINING AVAILABLE 
oin us for a brief introduction to the LEARN platform. Click on the links below to register and receive an email with a link 

to the WebEx meeting. Registration is required, but there is no need to register fo r more than one session. There is a 
500 attendee maximum per session; if a listed session is shown as full, please select another session to attend. 

Dav Date Time (a ll times ETI Registration Required ~ dick link to register 

Friday 2/9/2018 8:00 AM 2/9/188:00AM 
Friday 2/9/2018 10:00 AM 2/9/1810:00AM 
Friday 2/9/2018 1:30 PM 2/9/181:30PM 
Friday 2/9/2018 3:00 PM 2/9/183:00PM 
Monday 2/12/2018 12:00 NOON 2/12/1812 NOON 
Monday 2/12/2018 3:00 PM 2/12/183:00PM 
Tuesday 2/13/2018 9:00AM 2/13/189:00AM 
Tuesday 2/13/2018 11:00 AM 2/13/1811:00AM 
Tuesday 2/13/2018 1:00 PM 2/13/181:00PM 
Thursday 2/15/2018 8:30AM 2/15/188:30AM 
Thursday 2/15/2018 10:00 AM 2/15/181O:00AM 
Thursday 2/15/2018 1:30 PM 2/15/18 1:30PM 
Thursday 2/15/2018 4:00 PM 2/15/184:00PM 
Friday 2/16/2018 8:00AM 2/16/188:00AM 
Friday 2/16/2018 10:30 AM 2/16/18 10:30AM 
Friday 2/16/2018 12:30 PM 2/16/18 12:30PM 
Friday 2/16/2018 3:00 PM 2/16/183 :00PM 

Future training - There wi ll be Web Ex's available throughout the month of February, as well as on the 1 st and 3rd 

Thursday of every month starting March 1 51 a1{b)(7)(E) IThere will also be in person sessions at locations 
across the country throughout the year. 

ser Guide: w ser guide will be available by the end of Febru ary. If not received by that time, please email 
b){6);{b){7){C) or the latest user guide. 

If you have any additional questions, please do not hesitate to contact me. 
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l(b)(6);(b)(7)(C) 

From: 
Sent: 
To: 
Subject: 

Signed By: 

kb)(6);(b)(7)(C) 
Frida Februa 9, 2018 6:22 AM 
b)(6); (b)(7)(C) 

LEARN access & Training Resources - Make Vital Vehicle Connections To Acce'lerate 

Your lnvesti ations 
(b)(6);(b)(7)(C) 

Welcome to t he newest addit ion to ClEAR - License Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities within CLEAR for use as part of an investigation or 
evaluation. 

To log in, follow the steps below: 
b )(7)(E);(b)(5);(b)(7)(C) 

This temporary password must be reset upon login. Enter fb)(7)(E) lin the current password prompt. 

If ou have LEARN latform assword uestions issues LI-e-as-e-c-o-n-t-ac-t-;':b~)("7"')("'E") --------------, 

I(b )(7)(Efor assistance. 

Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, affiliations and other 

critical information, in combination with Vigilant's commercial LPR database of more than 6 billion vehicle detections, 

DHS will now have a potent new so lution in CLEAR LPR to augment investigations. 

License Plate Recognition offers a live gateway of Vigilant commercial license plate data to determine vehicle locations 

from within the LEARN platform. 

In addition, the search offers an individual vehicle search by License Plate so you can search for more information. 

TRAINING RESOURCES - WEBEX TRAINING AVAILABLE 

Join us for a brief introduction to the LEARN platform. Click on the links below to register and receive an email with a link 

to the Web Ex meeting. Registration is required, but there is no need to register for more than one session. There is an 

attendee maximum per session; if a listed session is shown as full, please select another session to attend. 

Please note that due to the number of registrants and sessions, I am unable to provide WebEx support/assistance. 

Please contact your help desk with any problems connecting to the WebEx. 

Day Date Time (all times El) Registration Required - click link to register 

Friday 2/9/2018 10,00 AM 2/9/181O,00AM 
Friday 2/9/2018 UOPM 2/9/18 1,30PM 
Friday 2/9/2018 3,00 PM 2/9/183,00PM 
Monday 2/12/2018 12:00 NOON 2/12/1812 NOON 
Monday 2/12/2018 3:00 PM 2/12/183:00PM 
Tuesday 2/13/2018 9:00AM 2/13/189:00AM 
Tuesday 2/13/2018 11:00 AM 2/13/1811:00AM 
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Tuesday 2/13/2018 LOOPM 2/13/18 LOOPM 

Thursday 2/15/2018 8:30AM 2/15/188:30AM 

Thursday 2/15/2018 10:00 AM 2/15/1810:00AM 

Thursday 2/15/2018 1:30 PM 2/15/181 :30PM 

Thursday 2/15/2018 4:00 PM 2/15/184:00PM 

Friday 2/16/2018 8:00AM 2/16/188:00AM 

Friday 2/16/2018 10:30 AM 2/16/1810:30AM 

Friday 2/16/2018 12:30 PM 2/16/1812:30PM 

Friday 2/16/2018 3:00 PM 2/16/183:00PM 

Additional future training - There witt be WebEx's available throughout the month of February, as well as on the 1'1 and 
3fd Thursday of every month starting March 1'1 atl{b)(7)(E) ~here will also be in person sessions at 
locations across the country throughout the year. 

User Guide: A user guide will be available by the end of February . If not received by that time, please email 
l(b)(7)(E) Ifor the latest user guide. 

If you have any additional questions, please do not hesitate to contact us at ~Lb_)(_7_)(_E_) ______ ---' 
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December 27, 2017 

U.S. Immigration 
and Customs 
Enforcement 

Privacy Guidance: Age ncv Access 10 and Usc of License Plate Ih' adcr Data and Technology 

D ireCf qllestions "bow ,his ~lIida/lC:/.! It) the ICE OfficI' of IlIjvrmufhJII Gm'emu/lI:e fllld P,.iI'(lc)' (]02· 
731-3300). 

I. PHl'pose lind Auplicuhi lity 

As pun o f it s criminal and civil law enforcement mi ss ions, U.S. lm l11 igralion lind Customs 
Enforcement ( ICE) relics on a variety of law enforcement lools and techniq ues to ensure public 
saFety and nationa l security. License plate reader (L PR) dala and technology provide an important 
1001 to support ICE mission activ ities. To maximize the usc of this tool consistent with pri vacy and 
civil liberties req uirements. this document provides ICE personnel guidance on the acceptable use of 
LPR data and technOlogy within the scope of th eir o ffi cial du ties. This document serves as interim 
guidance ulltilihe publ icnt ion orall ICE directive. 

II. llcfinitions 

I...I'R Techno logy. /\ system c(llls isting ofa high-speed camera(s) and related equi pmcnt mo un tcd 
on vc hicles or in fixed locations that automatica lly and without direct hu man conlrol loeates, rocuscs 
all . and photographs license plales and vehicles that come into range or lhc device. The system 
automatica lly converts Ihe d igital photographic imrlges o r license platcs and associated data into a 
computer-readab le fo rmal. i.e .. a ··read.'· that contains LPR data . 

I...PR Dahl. Inronnalion derived from LPR technology. including but not lim ited 10: ( I ) license plate 
number; (2) digital image or lhe license plate as well as the vchi cle's rnnke and Illodel; (3) state of 
reg istration; (4) eamer<! identifica tion ( i.e., ca mera owner and type): (5) G loba l Positionin g System 
(G PS) coo rdinates I or olher location informati on taken at the time the inrOnn;lI ioll was captu red: and 
(6) date and time of observalion. 

LPR Da tabase/Syste m. Any central data rcpositOlY thai is used I!xclusive ly ror the storage of 
recorded license platc numbers and other LPR data. The database/system m3y a lso lise front-end 
tools that allow users 10 view and analyze data in different ways. 

Comme rcial LPR Serv ices. Query-based access to il LPR database o lTered by commerc ial vendors 
lhal provides so me Of all LPR data based on license plllie !lumbers. LPR d:ltn is uploaded 10 the 
database from a va riety of governm en ta l and pri vute SOUfCCS including, but not limited 10, access 
control systems, such as to ll road Of parking lot camcras: vehic le rept)sscssion co mpanies: and law 

I GPS is a smcllile-bascd n;:t.vigation system that provides local ion and lime infonnation anywhere on or ncar the 
Earth where there is an unobstructed linc of sight to four or mOre GPS satell ilcs. 
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enfo rcement agencies. Licenses to access commerc ial dat abases may be so ld to comm ercia l 
consumers as we lt as la w enforcement [Igenc ies. 

Hotiisi. A li st crefl ted by an ICE law enforcement o ffi cer in ord er to be au tomati call y noti fied by an 
LPR data base when a new " read" o f a license plat C' 115sociatcd with an ongo ing in vesti gfltion occ urs. 

IU.ICF. Uses or LPR Data :lIId/or Technolo1!)' 

ICE will neither crente flnd establi sh its OWII LPR database. nor contribute LPR data 10 any 
commerc iallY-llvflil able LPR databases. ICE personn el lllny employ LPR data and techno logy o nly 
fo r autho ri zed cri mina l and civ il law en forcement purposes. includin g suppo rting crimina l 
in vesti gat ions into nationa l security th reats. ill ega l arm s ex po rts, financ ial crimes. commerc ial fraud. 
human tra ffi c king, narcotics smuggling. child pomography and ex plo itation, and immigration fraud: 
iden til)'in g. arresting. and removing crim ina l a liens. fugiti vc a liens. ill egal reentrants. and those 
indi viduals pos ing a pu blic safety o r national security risk; and enfo rc ing o ther c riminal o r civil 
vio lations wi thin ICE's enfo rcement miss ion. ICE personn el may usc LPR data and technology in 
three wnys. th rough: ( I ) ICE-owned LPR cmneras. (2) cooperuti ye ,trran gements with oth er la\'\i 
en forcement agenc ies (LEAs) o r la w enfo rcement task fo rces that co lk'ct LPR data and/or lise LPR 
data or techno logy. and (3) commercial LPR services. These th ree lLses arc described be low. 

l. IC E· owllcd LI'.R cameras. ICE law enforcement personnel may deploy ICE· owned LPR 

[bl(7)(EI 

2. Other LEA or lask forcc collection of LPR dala or usc of LPlt leehnology. ICE Jaw 
enforccmcnt personn e l may gain access to LPI{ data th rough th e establi shment o f cQoperati ve 
arrange ments with oth er LEAs or law enfo rce me nt task fo rces that co llect LPR data and/or 
use LPR tec hno logy. All LPR data is co llected so lely by olher LE As :1I1d o ften put into a 
dat abase 10 which LEA access is g ra11led . 

3. Commcrcial U'R scnriccs. ICE law enforce ment personnel may obtain qu C'ry-based access, 
using hotlists and liccnse plate num bers, 10 co mmerc ia lly-ava ilable LPR databases 
ma inta ined by co mme re ill l ve ndors. 

Requiremen ts su rro undi ng th e use o f LPR data and/o r tcchno logy d iffer depending upon which o rthe 
three uses ICE employs. 

IV. RC(IUireml'nts for Usc of LPR Data andlor Tl.'chnolog\' 

GCllcrnl RClluiremcnts Applicable to All Uses of LPn Daht .tnd/or Technology. Requirements A 
- H apply \0 a ll three uses of LPR data and/or techno logy: 

A. Gencral Usc. 
I. ICE will access, co llect. and/or use LPR data and tcchl1o logy only fo r authorized crimina l 

and civil law enforcement purposes. Autho rized IlIw enforcement purposes mean that 

u.s. Oeparlm ~lI t uf !l umeJ ... !! Scruril}' 
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ICE's use must be assoc iated with an ongoi ng invcstigation. target of investigation. 
mId/o r ta rgeted enforcement activity. 

2. ICE will cons ider th e qu~lity. integrity. and age o r a g iven license plate reading before 
Il sing the LPR data in uny case or investigat ion. 

3. ICE will not take enforcement action based so lely on dnt,1 co llected fro m gove rnment-run 
o r comm ercia lly-avai lable LPR databases. LPR data wi ll be supplemented with other 
investigat ive informat ion be fore enforcement action is taken . 

B. Restrict ion 011 OVCt·-co IiCClion. ICE will not cngllge in Ihe ove r-co ll ecti on of LPR data. 
ICE will limit its collection to appropriate tilllcfmmes. as described in Requirement J; limit 
ils co lleclion to vehicles. not indi viduals, as described in Rl.'qu iremellt I: and. al lh is time, 
prohibit geograph ical ly-based queries of LPR datu buses where no license plate number of a 
target vehicle is known. Thi s does not prohibit ICE's dep loyment o f cameras in geographi c 
oreos ufin vest igali vc signifi cance to identify targets o r in vestignti ve leads. ICE wi ll no t 
engage in the mass co llection of LPR data ill o rder 10 identify t.lrgels or investi gative Icads. 

C. ICE Cunlribulion 10 LPll Dalabases. ICE will neil her build nor hosl any gove",,,,enl·run 
or comm ercia lly-ava ilab le LPR datubases that store excl usive ly LPR data . In add it ion, ICE 
will not contribute LIlR dnla to cOlllmerc iolly-ava ilnb le LPR databases . 

. 
O. Scnsitiw Locations. ICE will access. co llect. and lise LPR data and technology in 

accordance with ICE I'o lic), 10029.2.2 or ullY supersedin g po licy on enforcement actions ot 
sensitiv!;! locations. 

E. SpCcill l Protec tions. ICE wil l not add license plntc numbers to hot li sls; o r access, co llect. or 
usc L1'R datu and technology: 
I. based so lely on rllce. cthn icity. gend er. nutional origi n, religion. sex ual orientat ion. or 

ge nder identi ty, unless au thorized by law and po licy.] 
2. solely fo r the purpose of monitoring acti vities protccted by the U.S. Constitution, such as 

First Amendmcn t-protected activity, unless autho rized by law. 

F. Oaf:, Sloraoc. StoraJ!c dev ices assoe ioled wilh ICE-owned LPR ' amenl!,; b 7 E) I 
(b)(7)(E) 

b)(7)(E) IA ner transmission o r 
uploua . tile raw aata W ill De. aC lcte(1 o lI 'the storage device assoc iat ed with the ICE-owned 
LPR Cil lllcra. unless it mllst be prescrved on the dev ice as o rig ina l evidence and mainta ined 
by an ICE Evidence Custodian . LPR data collected from com mercial or olher LEA LPR 
databases may be up londed 10 ex isting ICE systems ~b)(7)(E) Iwhen it is fou nd to be 
relevan t to the invcstigution as a result o r queries o ft lose CPR system s. 

C. Data Rctc ntion. ICE will not retain LPR data that is no t related 10 Ihe current ICE law 
enforcement investigation. Any data that is I"c lc\'mll to thi s in\'estigation will he retained in 

1 See ICE Poliey No. 10029.2, Enforcement " ction at or Focused on Sensitive LOclltions tOcl. 24, 20 II ). 
) Sec Department of Juslice 's Guidance for Federal Law Enfo rco.:mcn\ Agencies Regarding the Usc of Race. 
Elh nici ty. Gender. National Origin. Religion. Sexual Oricnt.lIion. or Gender Identity (Dec. 2014). 

['.S. Dt lurlmtnl or lIomt!.nd s«uri l )' 
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Ihe casc file (e.g., lCM ROl s, Subjeci Records) 10 whic h the data pertains and nOI in un 
aggregated database. 

H. Training. Berore 1.Icccssing commercial o r other LEA LPR dmabascs. ICE personnel will 
fi rst be trained on the l'Cquirements ror usc to ensure compliance wilh Ihi s guidance. IC E 
personnel wi ll also complele mandatory annual privney and records training. 

Spec ific H.e(lu iremcu ts Allplic<tble to Comrncrci:,ULEA-Collected LI)R Dahl ami/or 
Technology. Requ ircmcnts I - M apply specifi cally to IC E's lIsc-o f commercia l or olher LEAltas k 
force-co llectcd LPR data and/or LPR leehnology: 

.1. Q ueries of LPR Oat abases. All queries of governmenl-nm and comm erc ially-avai lablc 
LPR databases will be based 0 11 a license plale number queried by ICE law enforet'rnent 
personnel. LPR dma reHlmed in response wi ll be lim ited to rmllches or lhal license plate 
!lu mber only within the time period spec ified in the query . 

J . Historical Queries. Depending on the type or investigiltion bei ng conducted. ICE law 
enrorcement personnel will query LPR dmabascs for hislOrieal LPR data for on ly a eena in 
period of time. 
I. For criminal investigations. ICE wi ll limit queri es to the time period esta bli shed in any 

statute oflimitutions for the underlying criminal vio l<l\ion. 
2. For civi l immigration matters, ICE wili lilllil qu eries 10 the prev ious fi ve years. 

K. !-Iutlisls. 
I . Al l license plate numbers added to hOilisls must be derived from and associaled with 

Cllrrcnl ICE law cnforccmCll1 ill vesti gali ons . 
2. Hot li sts will cont:lin on ly lice nse plale numbers and any nssoc ialed ICE-r.:rettled track ing 

numbers. I-I olli sts wi ll not conlain any other identifying infonnatiOI1 abou l person(s) who 
may be associated with Ihe license plate numbers. 

J. ICE will document and maintain lists of all license plate numbers added 10 hOllisls. Lists 
will detai l at 11 minimum the license plate numbers. associlllcd investigati ve case 
numbers. and any ICE-created trackin g numbers. ICE will maintain these li sts for fi ve 
years after li st creal ion date. 

4 . I-Io ll ists arc subjeci 10 review and refresh on al least Oil annual bas is to ensure Ihal license 
plate numbers no longer needed arc removed. ICE personne l should make an elTon to 
c.xpeditiously remove license pial!! flutnbers Ihalnrc no longer needed nOlwilhsland ing 
this annua l review. 

L. Armlylical Tools. ICE may usc an:ll ytical too ls in LPR databases/systems 10 view and 
analyze LPR data to delermine patterns and trend s. For example, ICE may liSe analytical 
too ls 10 detennine the dri ving pal\ems and mutes of travel o f a suspect vchicle where a 
license plate number is known. 

M. Auditing and Aceountabiliiy. 
I. When ICE personnel are accessing other LEA or commercial LPR dalahuses, an audit log 

must be created Ih al cont ains the fo llowing: (I) th e identilY or the ICE personne l 
conducting the query, (2) the license plate number entered as the query. (3) the data and 
time o flhe query, (4) the result s of the qllery. (5) case o r investigation nurnbeT associated 

I .~. J)fpMr1rnrnr or I lomdl nd S«lIrily 

4 

2018-ICU-00035 1645 



with the query. and (6) the rcasons for execu ting the qUC!)' . Audi t logs Illay be prov ided 
by the other LEA or com merc ial vendor. If not. ICE personnel Inust establish a method 
for manually trackin g these items. 

2. ICE personnel should review <Iud it logs alleast quanerly 10 cnsu re compli:lIlcc with this 
guidance. Non-compliance. including inappropriate access and use, may be referred to 
the ICE Office of Professional Responsibi lity (O PR). when appropriate. 

V. No Private Right of Actioll 

This memorandulIl, which may be modi lied , rescinded. or supe rseded at any lime withou t notice. is 
1I0t intended 10 . docs 1101. and l11ay not be relied upon to creale any right o r bene fit. substant ive or 
procedural, enforceab le allaw by any pany in any admini strati ve, c ivi l. o r criminal matter. 
Likcwise. no lil11;l<IliollS lire placed by thi s guidance on the olher lawfu l enforcement o r liligalivc 
prerogati ves of ICE. 

Issued by: 

Lyn M. Rahilly 
Assistant Director 
Onice oflnfonnalion Governance and Privllcy 
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rb)(6);(b)(7)(C) 

From: ! b)(6);(b)(7)(C) 

Sent: 
To: 

Frida , Februa 23,2018 10;09 AM 
(b)(6); (b)(7)(C) 

Subject: 
Attachments: 

Icense ate ea er Guidance 
l PR Guidance (signed 1227 2017}.pdf 

FYI 

From~b){6 ) ; (b ){7)(O) On Behalf Of Los Angeles Statistics and Taskings Unit 
Sent: Frida , Februa 23, 2018 10:07 AM 
To: {b)(6 ;{b (7 CI 
b)(6);(b)(7)(C) 
Cc: b)(61;{b)(7) C) 

kbl(6);{bl {7 1{CI I 
Subj ect: License Plate Reader Guidance 

To: AFODs /(a)AFODs 

Subject: License Plate Reader G uidance 

Please ensure that all officers receive this guidance and abide by all the rules of behavior. 

Thank you, 

fb)(6);(b)(7)(C) 

Deponation Officer 
U.S. Department of Homeland Security 
lmmigration and Customs Enforcement 
Los Angeles Statistics and Taskings Unit 
606 S. Oli ve Street, Suite 1900 
L os Ange les, CA 90014 
Office; 2 13-63 :Ji(b)(6);(b)( I 
Cell; 21 3-200 b)(6); (b)( 

From ~(b){6 ) ; (b )(7)(C) IOn Behalf Of Los Angeles Statistics and Taskings Unit 
Sent: Thursday, February 22,20184:48 PM 
To: b)(6 ; b (7 (C 
b)(6 ; b 7 C 
Cc: (b)(6);(b)(7)(C) 

b 61;{b 71{CI 
Subject: License Plate Reader Guidance 

To: AFODs 

Subject: License Plate Reader Guidance 
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Recently, Enforcement and Removal Operations (ERO) and Homeland Security Investigations (HSI) added 
License Plate Reader (LPR) database access to the Thomson Reuters Consolidated Lead Evaluation and 
Reporting (CLEAR) system. 

The TCE Office of Infonnation Governance and Privacy (JGP) has issued the attached Pri vacy Guidance on 
Agency Access to and Use of LPR Data and Technology (aJkJa, LPR guidance). The purpose of thi s LPR 
guidance is to codify rules of behavior around previous ly~contemplated ICE lI ses ofLPR data and 
technology. This guidance will serve on an interim basis until the publication of all ICE directive. 

The CPR guidance is al so ayai lable on the lOP Intranet site at tb)(7)( E) 

Thank you, 

l(b)(6);(b)(7)(C) 

Deportation Officer 
Department of Homeland SecuritylICE/ERO 
Los Angeles Statistics & Tasking Unit 
606 S. O li ve Sl. Suite!b)(6);(bj 
Los Ange les, CA 90014 
Office; (213) 633Eb)(6);(b)(71 
Fax; (21 3) 633-4460 
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tb)(6);(b )(7)(C) 

From: fb)(6);(b)(7)(C) 

Se nt: 
To: l(b)(6);(b)(7)(C) 

Thursday, March 8, 2018 9:01 AM 

Subject: FW: License Plate Reader Database access available through the CLEAR database on 

January 30. 2018 

fy i 

From :rb)( 6); (b )(7 )(C) 

Sent: Tuesday, January 3D, 20189:47 AM 
To: # LOS Fug Ops 
Subject: FW: license Plate Reader Database access available through the CLEAR database on January 3D, 2018 

Fyi!! 

SetH with Black Berry Work 
(www.blackberrv.com) 

From: Los. Angeles Stal i<; tics :-Ind T3<;king." l1n i ~(b)(6);(b)(7)(C) 
Dale: Tucs(hIY. Jan 30. 20 I S. 9: 11 AM '------------------------' 

To: b 6 ' b 7 C 
b )(6);(b )(7)(C) 

Cc: b)(6 ;(b)(7 C) 

b)(6) ;(b)(7)(C) 

, ' , , ' , , , , , ' , 
Subject. L1cense I lmc Rl;ada Databa~e access available through the CLEA R d.lHlba~e on J<lI1U31) ..lO. _018 

To: 

Subjec t: 
30, 2018 

AFO Ds/(a)AFODs 

License Pl:ltc RC:lllc r Database ncccss ~l\' :l i l:lblc th rough the C L EAH. database on JUll u:l r y 

Enforcement and Remo vnl Operations (E RO) hus added License Plate Reader database access to the Thomson 
Reuters Consolidated Lead Eval uatio n and Reporting (C LEAR) system. 
All aut horized ERO users who utili ze the CLEAR syst~rn now havc access to Vigilunt Solutions com11lerc ial 
License Plate Reade r dma. housed in thei r Law Enforcement Archival & Reporting Network (LEARN). 

The Vigilant Solutions License Plate Reader database s tores vchicle license plate numbers that arc recorded 
from cameras equipped wi th License Plate Reader tcchnology from a va ri ety or govemmcntal and privalc 
sources. ICE does not contribute data to the commercial License Plate Reader database. 
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All ICE queries of this database serv ice will be based on known li cense plale numbers. ICE lIsers \\ ill not lake 
any enlorccment ac ti on aga inst nn indi vidual based solely on the results of the query. Rather. ICE users will 
corrobomte Ihis info rmation by querying other govcnunen t systems to ensure Ihal they have the most complete. 
accurate. and up-to-date informat ion to generate leads. 

It is an ticipated that ICE users \\ill be ab le to access LEA RN via a link in the CLEAR system on Tuesday. 
Jan uary 30. 2018. Thomson Reuters Special Services (TRSS )!V igilant \\ ill scnd emails 10 current users wi th 
their credentials along with user guides. An iPhonc mobile application is forthcoming. Prior to logging into Ihe 
system. the user must concur wi th the agency's permissible lIses o r thc system and aflirmati vcly consent to 
these rules before proceeding further. 

Potential Questions: 
Q: \Vhl.ll is LEARN License PlaIt' Recogn it ion'! 
A: Access to LEARN via CLEAR will provide lIsers with the informat ion 0 11 individualliccllse plates/vehicles 
to ass ist in investigat ions. Users wi ll be able to sec where a li censc plate has b~cn wi th in a spec ified limc rramc. 

Q: What ' s my usc,· id and r :lssword'! 
A: Users will have a use r name rmd password that is scpar~ lc and di stinct from hi s/her CLEAR password. Each 
user will receive an email from T RSS/Vigil ant with credentials. Each uscr·s uscrname is genera ll y the email 
he/she lIsed to register wi th CLEA R. The temporary password will be P@ssword I2345. Users MUST change 
thi s password upon fi rst login. (Ex: usemame: Mickev.M.Mouse@ice.dhs.gov password: P@sswordI 2345) 

Q: \\'herc .1I·C my eredenti .lls'! My colleague rece ived hc,·s •• Iready, Wlu'rc :H·C min e'! 
A: A ll credent ials \\~ II be provided as SOOI1 as they arc a\lai lablc and li kely bv the end orlhe week of Jan uary 
29th . If credcnt i;;ll s are no t rece ived by Monday. February 12th. pleast' email ~b)(6) ; (b)(7)(C) p 
troubleshoot. 

Q:Bow do I login"! 
A: Users must log into LEARN Vi{ b)(7)(E) 

L-____________________ ~ 

Q: How do I use thc platfo,·rn '! 
A: A use r guide will be pro vided as soon as poss ible. but in the meantime. please attend u WebEx session. A li st 
oravailable sessions will be scnt wit h user credentials. Please register lor a sessio ll . In addi tion. in-person 
sessions will be scheduled at the field offices thro ughout 20 18 . 

For thosc that need access to CLEAR and LEARN. please request access I·rom your IOCt)1 CLEA R 
admi nistrator. 

Thank you. 

l(b)(6);(b)(7)(C) 

Deportat ion Orticcr 
U.S. Department of Homeland Security 
Immigration and Customs En/orcement 
Los Ange lcs Statist ics and Taskings Uni t 
606 S. Olive Street. Suilckb)(6):(bX I 
Los Angeles. CA 90014 
Office: 2 13-633 \ (fn ·( 

Ce J1 : 213-200 (b)(6);( 
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l(b)(6);(b)(7)(C) 

From : 
Sent: 
To: 
Cc: 

Subject: 

To: 

Subject : 

~b)(6);(b){7){C) bn behalf of Los Angeles Statistics and Taskings Unit 

Tuesday, March 20, 2018 4:45 PM 
nERO LOS ANGEL FLO OFC 
tb)(6) ;(b)(7)(c) 

CLEAR/LEARN Access 

All Los Angeles Fie ld Offi ce ERO EmlllOyl'cs 

C L£A ll and License Pla te Recognition V ill LEA RN Access 

Thomson Rellte rs Consol idated Lead Evaluat ion and Report ing (CLEA R) system is an investigat ive platform 
used by ERO pcrsonncllo work more efficiently and cf'fectivcJy as pa n of a their invest igation. for example: 

• Locale people. asset s. businesses. affiliat ions. and other crucial facts: 

• Make connections among individuals. inciden ts. activities. and locations: 

• Visualize. delect. and analyze paltcrns and trends in offenses a nd oOcndcrs: 

Vigilant Solutions Law Enforcement Archiva l Reponing Network (LEA RN). which is accessed through 
CLEAR. witt provide users with the info rmation on license picHe readl::r (LPR) data from individual license 
plates/vehicles to assist in investigations. Users will be ab le to sec \\he re n license plate has been within a 
spccill ed til1lcf'ramc. 

TRAINING RESOURCES W EIlEX TRAINING fo r LEARN 

Onl ine traini ng for these systems wilt be provided upon gaining access. 

GUIJ)ANCE 

The ICE O fll ce of' inlo l'mut ion Governance and Privacy (l GP) has iSS\led lhe atlHched Privacy Guidance on 
Agency Access to and Usc of LPR Data and Technology (a/kla. LPR guidance). The purpose of Ihis LP R 
guidance is 10 codify rules of' behavior around previollsly-contcmplatt:d ICE uses of I.PR data and 
technology. This guidance wilt serve on an interim basis until the publication oran ICE directi ve. 

The LPR guidancc is al so available on the IGP Intranet site at 
!b)(7)(E) 

REO UESTI NG ACCESS 

ERO employees may be granted CLEAR access in order to accomplish their duti~s and will be required to 
submit their request via thei r lirst li ne supervisor. The first line supervisor will review/concur with the 
em 10 ec's rc tleSI lor CLEAR :lCcess .a.nd SUb l~lit the alt<.~c~led sprcadsheet to SDDOI(b)(6);(b)(7)(C) prSDDO 

(b)(6);(b)(7)(C) Los Angeles fH::ld Olhce CLEAR Adll11111strators. 

1 
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In order to streamline account access and accountabi li ty lor a Unit or Team. a consolid:ttcd s pl'c ~l(lshcct from 
the respective superviso r is requested for their personnel. Access requests recei ved directly from an employee 
will not be granted. 

Please note. access to LEARN can only be granted alier the user has been g ive n access to C LEA R. Please 
follow the same procedure mentioned above to request LEARN. 

Ifyoll have LEA RN platlorln password questionsliss llcS. pleasc cOll t<lCf
L
b--')c.(7-').c(Ec.) ___________ _ 

!?1(6);(b)(7 Ifor assistance. 

Thank YOll. 

t b)(6);(b )(7)(C) 

Deportation Officer 
Department of Homeland SccurityllCE/ERO 
Los Angeles Statist ics & Tasking Unit 
6065. Olive 51. Sui te tb)(6); (b)1 

Los Ange les, CA 90014 
Omeec (213) 633-f b)(6):( I 
Fax: (213) 633-4460 

, 
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(b)(6);(b)(7)(C) 

From: 
Se nt: 
To: 
Subject: 

los Angeles Statistics and Taskings Unit 
Wednesday, August 29, 20181:43 PM 
#ERO LOS ANGEL flO arc 
UPDATE: CLEAR/LEARN Access 

Attachments: CLEAR Access.xlsx; lPR Guidance (signed 1227 20l7).pdf 

To: All Los Angeles Field O ffice Em ployees 

SUbject: UPDATE : CLEA IULPR System 

The email below is being recirculated as a rem inder that all account holders lug in 10 CLEAR al least once 
every 120 days to avoid having thei r account deacti va ted. Below arc recent upda tes. 

• LRN-15659: 'Account Expiration' was added \0 all USCI' Pro lil..:s. Th is requirement waS added to 
continue CJ IS compliance requirements. Accounts will be inactive ifuscrs have exceeded 120 days 
inactivity (default). 

• 
• LRN-1 5S0-J; The ability of Locate Analysis to search b~ VIN number. filler b) slate(s).filter by 

Date Range. and Edit Locations was improved. Users can 110\\ enter a VIN number and cross 
refe rence the plate data to determine if a plate can be matched by VIN values. Second. Users can 
now define up to (5) states to filter Locat ion result s d0\\11 in thdr initia l query. Third. the abil it~ to 
filter by specilic Date Ranges that apply to a users sC<lrch parameters and filter out detec tions and 
corresponding Location Scores based on Date Range. 

ERO employees m 3) be grun ted CLEAR access in order to accomplish their duties and will be required to 
submit the ir request via their fi rst line supervisor. Please sec the email bclO\\ for more inlbrmmion regarding 
obtaining access. 

Thank yo u, 

tb)(6);(b)(7)(C) I 
SDDO 
DHS/ICE/ERO 
Los Angeles Field O ffice 
(213) 633 (b)(6):( mee 
(2 13 )494 b)(7)(C ell 

From :kb)(6 ) : (b)(7)(C~A On Behalf Of los Angeles Statistics and Taskings Unit 

Sent: Tuesday, March 20, 2018'r,4" :"'S,,2;,P,,M'---_________ --, 
To: #ERO LOS ANGEL f LO arc (b)(7)(E) 

Cc b 6);(b (7)(C 
h"~\ ' (h'I7\1(,, \ tb)(6);(b)(7)(C) 

Subject : CLEAR/LEARN Access 
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To: All Los Angeles Field Office ERO E mployees 

Subject : C LEA R and License Plate Recognition via LEARN A l' CCSS 

Thomson Reuters Consolidated Lead Evaluat ion and Reporting (CLEAR) 5) stem is all investigative platform 
used by ERO personnel 10 work morc efficiently and el'iCcli\'cl) as part or a Ihl:ir investigation. for example: 

• Locate people. assets. businesses. aniliations .• md other crucial facts: 

• Make connections alllong ind iv idual s. incidents. HCli"ilics. and locations: 

• Visua li ze. deice\. and anal yze paLlcrns and trends in o/'!cnscs a.nd olknders: 

Vigi lnnt Solutio ns Law Enforcement Arch ival Reponing Network (LEARN). wh ich is accessed through 
CLEAR, will provide llsers wi th the information on license plalc reader (LPR ) dnta from individual license 
plates/vehicles to ass ist in investigations. Users will be ab le to see where a [j(.:cn se plate has been within a 
specified timeframc. 

TRAINING RESOURCES - "'E!lEX TRAINING for LEARN 

Online tra ining for these systems will he provided upon gaining ac(.:css. 

GUIDANCE 

The ICE Ol'fice o f Inlorlllation Governance and Privacy ( IGP) has issued the auachcd Privacy uuidance on 
Agency Access \0 and Usc of LPR Data and Technology (alk/a. LPR guidance). The purpose orthi5 LPR 
guidance is \0 codify rules or behavior around previollsly-conlcmplah:d ICE uses or LPR data and 
technology. This gu idance will servc on an interim basis until the publicat ion oran ICE directive. 

The LPR guidance is also available on the IGP Intranet site at tb)(7)(E) 

REQUESTING ACCESS 

ERO employees Illay be gnulled C LEAR uc(.:css in orde r to accomplish the ir duties and wi ll be requ ired 10 

sllbmittheir request via the ir lirsl line supervisor. The li rst [inc superviso r will rcview!t::om:ur with the 
employee 's request 1'01' C LEA R access and submit the attached spreadsheet to SO Da ~b)(6 );(b)(7 ){C ) I or SODa 
Kb){6);(b){7){C) ILos Angeles rie[d Ollice CLEAR Administrator::;. 

In order to st reamline account access and accountability ror a Unit or Team. a consolidated spreadsheet hom 
the respective supervisor is requestcd lor their personnel. Access requests received di rec tly from an cmployee 
will not be granted. 

Please note. access to LEARN can on ly be grantcd alief the u::;cr has bel.:l1 given access to CLEAR. Please 
follow the same procedure mentioned abo\'c to rcquest L EA RN . 

Ir YO ll have LEA RN platform password qllestions/issues. please (':0l11ac ~"l(_b-,)(_7)-,(_E) _____________ .J 

kb)(7)(E) I 1'01' assistance. 

Thank you. 
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,b)(6);(b)(7)(C) I 
Deportation Officer 
u.s. Department of Homeland Security 
Immigration and Customs Enforcement 
Los Angeles Statistics and Taskings Unit 
606 S. Olive Street, Suitet~1\~;(b)1 
Los Angeles, CA 90014 
Office: 2 13-633 {b)(6):{b)(7 

Cell : 213-200 b){6);{b)(7XC 
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17-Aug 170,583,231 

17-Sep 152,930,84 1 
17-0cI 169,472,084 
17-Nov 170,202.442 

AVERAGE 161,916,710 Records/Month 

Requirement: The LPR data service shall make avail able at least 30 million new unique LPR data 
records each month. 

Response: Vigilant' s commerc ial database currently adds an average of 150-200 million unique 
records each month . 

Requirement: The vendor shall have a hi story of at least fi ve (5) years of providing similar LPR data 
services and/or products to law enforcement agencies. 

Response: Vigilant Solutions, fo rmerly Vigilant Video, was incorporated in 2005 and began selling 
LPR hardware and software in the public safety market shortl y thereafter. Thomson Re uters has been 
providing CLEAR to DHS and other law enforcement agencies since 2008, and members of the federal 
cl ient management team have provided CLEAR or CLEAR's predecessor product even earli er, 
including to DHS since the agency's inception. 

Req uirement: The vendor shall already be providing similar services to other law enforcement agency 
customers. 

Response: Thomson Reuters currentJ y provides online investigati ve research resources to agencies 
across the US Government and collectively to thousands of customers at aU levels of government and 
level enforcement. Similarly, Vigilant provides an array of prod ucts and services to law enforcement 
customers across the US . 

l iSE/{ I\IAI'. \G£:\IENT A "10 SUPPOR r 
The vendor shall provide: 

Req uirement: Wriuen instructions and guidance to fac ilitate use of system. 

Response: CLEAR reso urces will be available to guide access to the LPR feature via CLEAR. 
Additiona1.l y. Vigi.l ant will provide Agency Manage r and System User Manuals. An electronic copy in 
PDF format will be provided by email 10 the DHS project manager, as well as on CD. Besides wriuen 
instruction, the LEARN software will have "Tutori al Guide" icon within the interface that will open a 
browser window and direct the user to a short YouTube video illustrating how to perform the speci fi c 
feature. Below is a rep resentation of the icon. 

;:" ':-to: 
:' . ~ TI10MSON REUTERS 
'~:< " 

Thomson Reuters Response to DHS ICE 

SOURCE SElECTION SENSITIVE 

Page 5 
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I(b )(6);(b )(7)(C) 

• 
From: 
Sent: 

l(b)(6);(b)(7)(C) 

To: 
Subject: 

tb )(6);(b )(7)(C) 
Thu"d,y, Febru,:: 2018 6:35 AM 

Attachments: 

Signed By: 

Follow Up Flag: 
Flag Status: 

Categories: 

CPR access via C[ A - It'S a go! 
QUICK REFERENCE CARD LEARN PASSWORD ADMINISTRATION.pdf; LEARN access 
Training Resources - Make Vital Vehicle Connections To Accelerate Your Investigations 
ott 
b)(6);(b)(7)(C) 

Follow up 
Flagged 

Blue Category 

Dear CLEAR/LEARN administrators-

We have received permission to begin emailing credentials and will li kely do so later today and throughout the day 
tomorrow. All users who have used CLEAR in the past 6 months will automatically receive credentials from me. Our goal 
is to deliver all credentials by Fr iday, February 9 th , If you are asked to create credentials for users, please follow the 
attached gu ide. Please note users must have approval to access ClEAR in order to access LEARN. 

Please join me at a session for administrators at 4pm today (Click here to register· 
l(b)(7)(E) IThis will 
be substa ntively the same as Tuesday's session, so there is no need to register for both unless you'd like to attend both. 
This will focus primari ly on password generation, not the LEARN platform. 

The LEARN password creation process will mirror the ClEAR password creation process in that if a user contacts 
Thomson Reuters di rectly, he will be directed to the SAC/AOR password administrator. No credentia ls will be generated 
without DHS approval. 

Text to send to new users created by you - after initial password creation (also included in attached OFT): 

Welcome to the newest addition to CLEAR - License Plate Recognition via LEARN 

You NOW have access to license plate recognition capabilities within ClEAR for use as part of an investigation or 
evaluation. 

To log in, follow the steps below: 

(b)(7)(E) 

This temporary password must be reset upon login . 

If you have LEARN platform password guestions/issues. please contact l(b)(7)(E) 
RbVi] for assistance. 
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Relying on CLEAR's collection of public and proprietary records on people, assets, businesses, affil iations and other 
critical information, in combination with Vigilant's commercial LPR database of more than 6 billion vehicle detections, 
DHS will now have a potent new solution in CLEAR LPR to augment investigations. 

license Plate Recognition offers a live gateway of Vigilant commercial license plate data to determine vehicle locations 
from within t he LEARN platform. 
In addition, the search offers an individual vehicle search by license Plate so you can search for more information. 

RAINING RESOURCES - WEBEX TRAINING AVAILABLE 
oin us for a brief introduction to the LEARN platform. Click on the links below to register and receive an email with a link 

to the WebEx meeting. Registration is required, but there is no need to register fo r more than one session. There is a 
500 attendee maximum per session; if a listed session is shown as full, please select another session to attend. 

Dav Date Time (a ll times ETI Registration Required ~ dick link to register 

Friday 2/9/2018 8:00 AM 2/9/188:00AM 
Friday 2/9/2018 10:00 AM 2/9/1810:00AM 
Friday 2/9/2018 1:30 PM 2/9/181:30PM 
Friday 2/9/2018 3:00 PM 2/9/183:00PM 
Monday 2/12/2018 12:00 NOON 2/12/1812 NOON 
Monday 2/12/2018 3:00 PM 2/12/183:00PM 
Tuesday 2/13/2018 9:00AM 2/13/189:00AM 
Tuesday 2/13/2018 11:00 AM 2/13/1811:00AM 
Tuesday 2/13/2018 1:00 PM 2/13/181:00PM 
Thursday 2/15/2018 8:30AM 2/15/188:30AM 
Thursday 2/15/2018 10:00 AM 2/15/181O:00AM 
Thursday 2/15/2018 1:30 PM 2/15/18 1:30PM 
Thursday 2/15/2018 4:00 PM 2/15/184:00PM 
Friday 2/16/2018 8:00AM 2/16/188:00AM 
Friday 2/16/2018 10:30 AM 2/16/18 10:30AM 
Friday 2/16/2018 12:30 PM 2/16/18 12:30PM 
Friday 2/16/2018 3:00 PM 2/16/183 :00PM 

Future training - There wi ll be Web Ex's available throughout the month of February, as well as on the 1st and 3rd 

Thursday of every month starting March 151 Kb)(7){E) I There will also be in person sessions at locations 
across the country throughout the year. 

User Guide: user guide will be available by the end of Febru ary. If not received by that time, please email 
(b)(6) ;(b)(7)(C) for the latest user guide. 

If you have any additional questions, please do not hesitate to contact me. 
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To: AFODsI(a)AFODs 

Subject: License Plate Reader Database access available through the CLEAR 
database on January 30, 2018 

Enforcement and Removal Operations (ERa) has added License Plate Reader database access to 
the Thomson Reuters Consolidated Lead Evaluation and Reponing (CLEAR) system. 
All authorized ERa users who utili ze the CLEAR sys tem now have access to Vigilant Solutions 
commercial License Plate Reader data, housed in their Law Enforcement Archival & Reporting 
Network (LEARN). 

The. Vigilant Solutions License Plate Reader dalabase stores vehide license plate numbers that 
are recorded from cameras equipped with License Plate Reader technology fTOm <l vari ety of 
govemmental and private sources. ICE does not contribute data to the commercial License Plate 
Reader database. 

All ICE queri es of this database service wiIJ be based on known license plate numbers. ICE users 
will nOltake any enforcement action against an indi vidual based solely on the results of the 
query. Rather, TCE users wi.1.I corroborate thi s infonn atioll by querying other govemment systems 
to ensure that they have the most complete, accuwte, and up-to-date information to generate 
leads. 

It is anlicipated that ICE users will be able to access LEARN via a link in the CLEAR system on 
T uesday, January 30, 20 18. Thomson Reuters Special Services (TRSS)/Vig iJ ant will send emails 
to current users with thei r credential s along with user guides. An iPhone mobi le application is 
forthcoming. Prior to logging into the system, the user must concur wi th the agency's 
permissible uses of the sys lem and affirmat ively consent to these rul e.~ before proceeding furth er. 

Potential Questions: 
Q: What is LEARN License Plate Recognition? 
A: Access to LEARN via CLEAR will provide users with the informat ion on individual license 
plates/vehicles to assist in investigations. Users will be able to see whe re a license plate has been 
within a specitied timeframe. 

Q: ·What's my user id and password? 
A: Users will have a user name and password Lhat is separate and di stinct from his/her CLEAR 
password. Each user will receive an emai l from TRSS/Vigilant with credential s. Each user's 
uselllame is generally the emai l he/she used to register wi th CLEAR. The temporary password 
will be P@sswordI2345. Users MUST change this password upon first login. (Ex : username; 
M ickey.M.Mollse@ice.dhs.gov password; P@sswordI 2345) 

Q : Where are my credentials? My colleague received hc.rs already. Where are mine? 
A: All credentials will be provided as soon as they are available and likely by the end of the 
week of January 29111 . If credentials are not rece ived by Monday, February ·12th , please email 

l(b)(6);(b)(7)(C) F troubleshoot. 
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Q:How do 1 login? 
A: Users must log into LEARN vi~Lb_)(_7_)(_E) _____________ ..J 

Q: How do I use the platform? 
A: A user guide wiIJ be provided as soon as possible, but in the meantime, please attend a 
WebEx session. A list of available sessions wi ll be sent with user credentials. Please register for 
a session. In add ition, in-person sess ions will be scheduled at the field offices throughout 20 18. 

For those that need access to CLEAR and LEARN , please request access from your local 
CLEAR administrator. 
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From : b)(6) ;(b)(7)(C) 
To: 

Cc: 
Subject : 

Date: 

FW _ License Plate Reader Database access available through the CLEAR database on January 30, 2018 

Tuesday, Janllary 30, 2018 1 :00:51 PM 

FYI 

tb)(6) ;(b)(7)(e) I 
Assistant Fie ld Office Director 

Non-Detained/ATD/OSUP units 
300 N. los Angeles ST, Room"b")("'6");{7i:b"')(717 

(e) 
los Angeles, CA 90012 

(213) 830 !~K~H , 1 

From: (b)(6);{b){7XC A On Behalf Of Los Angeles Statistics and Taskings Uni t 
Sent: Tues a anua 3020189: 11 AM 
To (b)(6);(b)(7)(e) 
b)(6) ;(b)(7)(C) 

Cc: (b)( Ub)(7)( 
h\fRHh\f7ifr.\ 

Subject: License Plate Reader Database access available th rough the CLEAR database all January 30, 
2018 

To: AFODs/(a)AFODs 

Subject: License Plate Reader Database access available through the CLEAR 
database on January 30, 2018 

Enforcement and Removal Operations (ERO) has added License Plate Reader database access 
to the Thomson Reuters Consolidated Lead Evaluation and Reporting (CLEAR) system. 
All authOli zed ERO users who utili ze the CLEAR system now have access to Vigilant 
Solutions commercial License Plate Reader data, housed in (heir Law Enforcement Arc hi val 
& Reporting Network (LEARN). 

The Vigilant Solutions License Plate Reader database stores vehicle license plate numbers that 
are recorded from cameras equipped with License Plate Reader technology from a variety of 
governmental and private sources. ICE does not contribute data to the commercial Lit:ense 
Plate Reader database. 

All ICE queries of thi s database service will be. based on known li cense plate numbers. ICE 
users will not take any enforcement action against an individual based solely on the result s of 
the query. Rather, ICE users will corroborate this infol111ation by querying other government 
systems to ensure that they have the most complete, accurate. and up-to-date infonnation to 
generate leads. 

]t is ant icipated that l CE users will be able to access LEARN via a link in the CLEAR system 
on Tuesday, January 30, 201 8. Thomson Reuters Special Services (TRSS)/Vigilant will send 
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emajl s to c urrent users with their credential s along with user guides. An iPhone mobile 
application is forthcoming. Prior to logging into the system, the user must conc ur with the 
agency ' s permiss ible uses of the system and affirmatively consent to these rul es before 
proceeding further . 

Potential Questions: 
Q: What is LEARN License Plate Recognition? 
A: Access to LEARN via CLEAR will provide users wi th the infOimat ion on individual 
]jcense plates/vehic les to ass ist in investi gations. Users will be able to see where a license 
plate has been within a specifi ed timeframe. 

Q: What's my user id and password'! 
A: Users will have a user name and pa...;;sword that is separate and di stinct from his/her CLEAR 
password. Each user wi ll rece ive an email from TRSS/VigiJant wi th c redentials. Each user 's 
username is generally the email he/she. used to register with CLEAR The te mporary password 
wi ll be P@ssword I2345. Users MUST change thi s password upon first login. (Ex: llsername: 
Mickey.M.Mouse@ice,dhs.gov password: P@sswordI2345) 

Q: Where are my credentials? My colleague received hers already. Where are mine? 
A: All credential s will be provided as soon as they are available and likely by the end of the 

week of Januar 29 th . If credential s are not received by Monday, February 12th, ple;:L<;e email 
(b)(6);(b)(7)(C) 0 troubleshoot 

Q: How do ] login? 

A: Users must log into LEARN via
L
fb_)_(7_)(_E_) _____________ ---' 

Q: How do I use the platform'! 
A: A user gujde will be provided as soon as poss ible, but in the meantime, please altend a 
WebEx sess ion. A lis t of avai lab le sess ions will be sent with user credential s. Please register 
for a session. In addition, in-person sess ions will be scheduled at the fi eld offices throughout 
20 18. 

For those that need access to CLEAR and LEARN. please request access from yo ur local 
CLEAR administralor. 

Thank you, 

tb)(6): (b)(7)(C) 

D epoltatl on QIIICet 

U.S . Deparlment of Homeland Security 
Immigralion and C ustoms Enforcement 
Los Angeles Slatistj cs an . ' gs Uni t 
606 S. Olive Srreet, Suit b)(6);(b 
Los Angeles, CA 900 14 

Oftice: 213-633 ~1!6L(b 
Cell : 2 13-200- (bl(6);(b)( 
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This document provides a tutorial of all the 

components included in the LEARN 5.1 

Agency Manager software. The use of 

diagrams and steps are used to explain how 

to best utilize the LEARN software. LEARN 

stands for 'Law Enforcement Archival 

Reporting Network', and the software is 

intended to allow Law Enforcement a tool 

for management and investigative use of 

LPR data. 

LEARN 5.1 
Agency Manager Guide 

J VIGII A.NT 
...... SOLUTIONS 

Vigilant Solutions Inc. 
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My Profile 

t ---
Agency Managers have the option to ed it their information w ithin the 'My Profile' section. Agency 

Managers are able to enable a copy of Email notifications for all 'Hits' generated by user accounts. 

Agency Managers are ab le to change their password within the 'My Profile' section. Also, Agency 

Managers are capable of removing their Contact Info from the 'Data Sharing Map'. For more information 

on the Data Sharing Map, you may advance to the 'Data Sharing' portion. After making any changes, 

select 'U pdate' and 'Close' to bring back to Main landing page. 

(b)(7)(E) 

Agency Managers are able to create a new 'User' Account from the 'Create Account' button while 

keeping the contact information from the Agency Manager account. The Agency Manager will be 

prompted to input the 'Username' and 'Password' for the new user. The Password button allows for 

password change for Agency Managers and Users (with appropriate privileges). 

Best practices: It is common to use <firstinitial><lastname> or <firstname><lastname> for the 

'Use rna me' . 
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(b)(7)(E) 

Agency Management 

My Agency 

rb)(7)(E) 

POLICE ....... 
• , lEARN • 
" ' ,_/ 

Best Practices: Data retenti on shou ld be set according to agency policy and/or local legislation. In the 

absence of such, and if indefinite retention is not desired, a best practice is 5 years (1,825 days) to cover 

statutes of limitations for most Part I Major Crimes. Note that even if an Agency shares to NVLS (see 

'Detection Sharing by Agency' that the data still belongs to the Agency and is st ill governed by the 

Agency's Data Retention Policy. 

SI P age 
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(b)(7)(E) 

When an Agency Manager chooses to 'Create' another Agency Manager, they will need to include all 

mandatory fields (Username, Password, Name, Address, City, Zip, Phone, Email). 

Best Practices: It is common to use am_ <first initial><lastname> or <firstname><tastname> for the 

Agency Manger 'Username' (Example: am.Johndoe). 

b)(7)(E) 

Also, w ithin the 'My Agency' section, the 'Agency Manager' can set a 'Geograph ic Zoning' area. Agency 

Managers can draw a Agency-limiting zone using a polygon drawing tool. This zone prevents the view of 

any detections/hits outside of the zone to the Agency Users. This is not required if no geographic 

restrictions are desired. First, select '[ x I ( urrent Status: Not in Use. Then, se lect 'Draw Geo~Zone' to 

use the polygon drawing tool. 
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b)(7)(E) 

b)(7)(E) 

The 'Private Data Subscription Period Dashboard' allows the ability to review your subscription periods 

of Private Data assigned to your agency. Within this feature, you may view the total Subscription Period 

remaining and Credits consumed as it relates to Private Data . 
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Mobile Camera Systems 

poweE 
\) , 

, ~ : 
.. l EAAU / ', ... ~~ 

Viewing Mobile Camera Systems 
As an Agency Manager, you are capable of viewing, creating, editing, and deleting System s for 

CarDetector· l(b)(7)(E) 

b)(7)(E) 

(b)(7)(E) 

kb)(7)(E) 

(15) systems within the Agency. 

(b)(7)(E) 

b)(7)(E) 

tb)(7)(E) 

I Traditional page navigation is used in the case of having more than 
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Something that is unique and defining is recommended. 'Location' is not a required field, but can be 

useful when dealing with multiple locations. The 'Setting Profile' allows you choose the default profile 

or from custom made profiles. You can start with '(OMS Default' profile and alter at a tater time. To 

delete a System, simply highlight the desired system se lect 'Delete'. You will be prompted to confirm. 

b)(7)(E) 

b)(7)(E) 

b)(7)(E) 
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Configuring CarDetector Mobile Profile 
(b)(7)(E) 

1Ol Pac::e 
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~(b~)(7")(~E') -------------------' 

(b)(7)(E) 

'Alert Condition Matrix' controls conditions that will alert the user. It is composed affour options: 'Plate 

I', 'Plate 1 and 2', 'Exact Match' , and'1 off Match', 'Plate l' matching will only alert the user when there 

is a match (Detection = Hot-Plate) on the first attempted Optical Character Recognition (OCR). For 

captured images, we can have multiple scans for character recognition . Thus, we offer 'Plate 1 and 2' 

matching to allow for multiple OCR attempts on same capture. We have found that having two scans of 

the image can increase the chance of a match. If there are many misreads associated with similar 

characters (Example: 8 vs. B, 0 vs. Q), this feature can be usefuil(b)(7){E) I 
l(b)(7)(E) I 

'Exact Match' does exactly as it is labeled. It will alert the user when there is an exact match between 

the 'Detection' and 'Hot~Plate' record. If one or more characters do not match, the user will not be 

alerted. This selection is useful when accuracy is desired in alerts . We offer '1 off Match' when you wish 

for users to be alerted in the case of the Hot-Plate record being one character different from the Plate 

read. This can be useful when there is a small Hot-list or when there are a large number of plates that 

are always one character wrong. For example: A plate is scanned with "A8C123", and the Hot-Plate is 

"ABC123" . Since the scanned plate was one character off, an alert would still notify the user. In the case 

of being two characters off, no alert would appear. (b)(7)(E) 

b)(7)(E) 

The 'Disable Add Plate Utility' feature is capable of locking the CarOetector Mobile System down from 

allowing users to add plates from the client. This can effectively prevent any and all hotlists from being 

installed on the system when combined with User Permissions. Thus, allowing full control over hotlists 

residing on the CarDetector system and ensuring no alerts are generated Ad Hoc. The 'Ignore Out-of

State Alerts' feature allows for users to only be alerted if a Hot-Plate has a correct State 10 associated 

with the location of the capture. For example: A Hot-Plate may have the State 'CA', but the GP$ of the 

capture shows 'NV'. If this feature is selected, no alert will be made. (b)(7)(E) 

(b)(7)(E) 

11 I P <I II I! 
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(b)(7)(E) 

The 'Alert Control' options allow how the user is notified. This can be done in a number of ways. First, 

'Sound Audio Alert ' will notify users via a sound alert using the 'Exact Match' and/or '1 off Match' 

sound files that can be configured to the right of selection. likewise, the 'Detection' sound tjle can be 

configured for Audio alert. The 'Trigger Popup Window' allows users to be notified with an Alert screen 

(b)(7)(E) 

(b)(7)(E) 

(b)(7)(E) 

(b)(7)(E) 
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b)(7)(E) 

b)(7)(E) 

(b)(7)(E) 

b)(7)(E) 

[ b)(7)(E) 

The 'Database' tab will show 'Credentials', 'Connection' and ' l PR Data Storage' options. The 

'Credentials' for the local CarDetector database are not currently configurable at this time. The 

'Connection' is not currently remotely configurable for 'Host Name' or 'Port' The 'Schema' can he 

altered to specify a new database name~b){7 ){ E ) 
b)(7)(E) 
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rb)(7}(E) r ecords that are older than the specified retention policy will be purged from 

CarDetector. This is acceptable as all detections should be uploading to LEARN for archival purposes. The 

minimum is 1 day and the maximum is 719 days. 

This completes the System Profile setup and you will want to select 'Save' to store the profile and to 

propagate to the selected systems. Note: any changes made at the CarDetector client will create a 

'Custom' profile which can be edited and saved as a new Profile too. 

b)(7}(E) 

b)(7)(E) 

b)(7)(E) 
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Fixed Camera Systems 

Viewing Fixed Camera Systems 
As an Agency Manager, you are capable of viewing, creating, editing, and deleting Fixed Systems for 

CarDetector When viewing the Fixed System{s) you may select 'System Name' or 'n of Cameras' to . 
filter through different Systems. fb){7)(E) 

b)(7)(E) 

b)(7)(E) 

Configuring CarDetector Fixed Systems 
(b)(7)(E) 

lSI Pilge 
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(b)(7)(E) 

b)(7)(E) 

(b)(7)(E) 

b)(7)(E) 
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'VVIGILANT 
b)(7)(E) 

b)(7)(E) 

17 I P a !: '! 
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(b)(7)(E) 

b)(7)(E) 

Thus, we offer 'Plate 1 and 2' matching to allow for multiple OCR attempts on same capture. We have 

found that having two scans of the image can increase the chance of a match. If there are many 

misreads associated with similar characters (Example: 8 VS. B, 0 vs. OJ, this feature can be useful. 

However, there is also an increase of false-positive matches associated with selecting 'Plate 1 and 2'. 

Therefore we recommend 'Plate l' as the default in most situations unless the Hot-list is small or the 

plates are harder to read OCR. 

'Exact Match' does exactly as it is labeled. It will alert the user when there is an exact match between 

the 'Detection' and 'Hot-Plate' record. If one or more characters do not match, the user will not be 

alerted. This selection is useful when accuracy is desired in alerts. We offer '1 off Match' when you wish 

for users to be alerted in the case of the Hot-Plate record being one character different f rom the Plate 

read . This can be useful when there is a small Hot-list or when there are a large number of plates that 

are always one character wrong. For example: A plate is scanned with "A8C123", and the Hot-P late is 

"ABC123" . Since the scanned plate was one character off, an alert would still notify the user. In the case 

l(b)(7)(E) 

lS I Panc 
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The ' Ignore Out-ot-State Alerts' feature allows for users to only be alerted if a Hot-Plate has a correct 

State ID associated w ith the location of the capture. For example: A Hot-Plate may have the State 'CA', 

but the GPS of the capture shows 'NV'. If this feature is selected, no alert will be made. Note: It your GPS 

l(b)(7)(E) I 

b)(7)(E) 

b)(7)(E) 

(b)(7)(E) 

(b)(7)(E) 
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(b)(7)(E) 

Also, there is an ability to send email notification to select users when a hit is generated on the Alert by 

selecting 'Auto Send Email •. This is done via the Email List pop-up which allows the creation of specifi c 

users to be notified directly from CDFS when the SMTP configuration is setup (b){7){E) 

(b)(7)(E) 

20 I f' a !: e 
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b)(7)(E) 

When configuring 'Custom Alert Fields', you will be presented with up to (6) fields to customize in 

LEARN and viewable in CDFS. When a hotlist is loaded, users are capable of uploading up to (6) custom 

points of data. These titles will override the LEARN titles generated with LEARN templates and display 

them as their custom names. Likewise, if you wish to hide specific custom fields, simply un check the 

field that applies to column you wish to suppress, and CDFS will suppress this data. 

(b)(7)(E) 

b)(7)(E) 
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(b)(7)(E) 

The 'Cameras' tab allows Agency Mangagers to Modify Camera settings, Activate, Deactivate, and View 

the current configuration. Within 'DSP and Camera Management', you will find the 'Camera Name', 

'Camera Group' , 'Host Name', 'Channel', 'Description', 'Access / Direction', 'Geo Tag' flag, 'Firmware 

Version' , and 'Status'l(b)(7){ E) 

l(b)(7)(E) I 
(b)(7)(E) 
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(b)(7)(E) 

(b)(7)(E) 

When using the 'Camera location' configuration tool to input GPS coordinates, you will be presented 

b)(7)(E) 
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b)(7)(E) 

CarDetector Updates 

pouc.e 
~ o.u , 

l 8!IRN,/ 

When setting up 'CarDetector Updates', we are able to fitter by 'System Type' and 'Hardware Platform'. 

Within the table, you will see the 'System Name', 'last Update' , 'Current Version', and whether the 

System is 'Current' . The 'Hardware Platform' allows the user to choose between the different DSPs 

available [Condor, RavenM] . To upgrade, you will want to create a checkbox next to each system 

24 I f' iI !: e 
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desired and 'Upgrade to Version', The 'Upgrade to Version' will be pre-populated with upgrade versions 

that are available on the LEARN server. For assistance with deploying an upgrade, please contact your 

LEARN Administrator. 

b)(7)(E) 

b)(7)(E) 

b)(7)(E) 

b)(7)(E) 
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User Management 

Add New User 

• -• • .- -.' 
When you create a new 'User', you will be required to enter all the requi red fields (Username, 

Password, Name, Address, City, State, Zip, Phone, and Email) . You can add more user informatio n as 

desired (Badge, Mobile, and Description). You are able to pre-populate the User address with the 

Agency address by using the 'Use existing Agency Address' option. An Agency Manager may also allow 

the right for the User to change thei r Password underneath thei r 'My Profile' section by checking 'Allow 

Password Change' . The last option you can give to users is the option to control their own Alert 

Management. Th is means they can control what alerts they receive for Emails, Target Alert Service 

(lAS), andlor Mobile Companion (Me). 

(b)(7)(E) 

Note: When creating the User In/ormation, be aware that it cannot include the fol/owing special 

characters [ \ / * ? ~ , I N % < > ]. Also, it must meet not exceed (40) characters in length. You will see the 

following notice if the User In/ormation does not meet the requirements. 
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(b)(7)(E) 

lPR System Use 
If the User wil l be using a l PR (license Plate Recognition) System, we can set the 'LPR System Use', The 
(b)(7)(E) 

For a 'CDF5 Operator' , they can only use the 'CarDetector Fixed' application, and cannot 'Add Cameras', 

'Change System Configurations', 'Add CDFS Client Hot-lists', nor 'Alter Reports or Data Views', For a 

'CDFS Admin', they can only use the 'Ca rDetector Fixed' application, but are capable of using all features 

of the CDFS software. 

For a 'CDMS Operator' , they can on ly use the 'Ca rDetector Mobile' application, and cannot select the 

'Setup' menu within (OMS which controls the System Configuration. For a ' (OMS Admin', they can on ly 

use the 'CarDetector Mobile' application, but are capable of using all features of the (OMS software. 

(b)(7)(E) 

Assign User Ceo-Zone 
The Agency Manager can 'assign a 'User Geo-Zone' to a specific User by selecting the 'Ass ign Zone' box 

and creating a po lygon zone. Simi lar to the 'Agency Geograph ic Zoning', this will limit what detections 

can be seen by the user w ithin LEARN. An example case scenario is when a User is assigned a Precinct or 

District and the User does not desire Agency-Wide hit notices outs ide their Precinct. This is not required 

is no geographic rest rictions are desired at the user level. 
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(b)(7 )(E) 

Console Access 
The Agency Manager can also set 'Console Access' settings that will be applied to the User when they 

login to LEARN. The 'Dashboards' utility allows for the Viewing and Scheduled Reporting of System 

statistics. Kb)(7)(E) 

(b)(7)(E) 

Before a user can print off or export reports from LEARN, they must be given the 'Reporting' feature . 

b)(7)(E) 

l(b)(7)(E) 
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b)(7)(E) 

(b)(7)(E) 

MAS Access 

When setting up a LEARN user, the Agency Manager has the option to limit their MAS (Mapping Alert 

Service) utility. These options are not typically used. The Agency Manager can create a 'MAS Only' 

account. Once logged into LEARN, the User will only be presented with 'Hot-Ust', 'Hit-Ust', and 'MAS' 

tabs. This will also remove the ability to login to a CarDetector System. Another way to limit a User's 

MAS data is to limit how far back in history they can search via the 'Limit History' option. The default is 

set to ALL, but when set to a specific time period, the User will only be able to query within the limits 

set. 
(b)(7)(E) 

User Pel'missions 4 Detections 
Agency Managers are able to set the 'Detections' (lPR data scan access) and limit the View of 

detections available. You can think of detections as a data pool of scans. You have your 'User' pool, 

19 I P -a !: '! 
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'Agency' Pool, 'Private Data' Pool, and 'Shared' Pool. All users have the ability to see and edit their own 

scans (aka User pool) and the scans from other Users within their Agency (aka Agency pool). We can 

limit this ability by unchecking the option to View the Agency scans or unchecking their scans. 

More common, we uncheck the ability to 'Edit' the Agency scans or their own scans. If 'Private Data' 

access is given to the Agency, the Agency Manager has the ability to limit the view. For example, an 

Agency may want to have Detectives use Private data, but Patro l Officers may only be concerned with 

Hot~Ust information. Thus, you can alter based upon the type of user. Please talk with your Sales 

Associate for more information on 'Private Data' access. 

Lastly, as described above, Agencies can 'Share' data between other Agencies (see 'Detection Sharing by 

Agency) . Once an Agency has shared their Detection data, each User will need to be setup to receive 

this data within their User Permissions . The Agency Manager can 'Modify' (Add) individual Agencies or 

ALL Agencies. Likewise, they can be removed as need. 

The Agency Manager also has the ability to 'Hide Detection tab' from the user in the case of a 'MAS 

Only' user. 

b)(7)(E) 

User Permissions - Hits 
Agency Managers are able to set the 'Hits' (Hot-List - Detection matches) and limit the View of hits 

available. You can think of hits as a data pool where detections and hot-list intersect. You have your 

'User' pool, 'Agency' Pool, and 'Shared' Pool. These data pools are based upon the Hot-List access. We 

li mit the hits within Hit Views by limiting the Hot-List pool that we have access to. We can limit this 

ability by unchecking the option to 'View' the User, Agency, or Shared Hot-Lists. Like with detections, 

the Agency Manager is able to Modify/Remove Hot-lists shared by Agencies. 

The Agency' Manager also has the ability to contro l the Alerts received, by setting the 'Get Alerts' option . 

There are a total of (4) alerts available TAS (Target Alert System), E-mail, Mobile Companion, and Mobile 

Hit-Hunter. These (4) alerts can be turned on and off for a User Hotlist, an Agency Hotlist, or a Shared 

Hot-list. When selecting 'Shared' data, the Agency Manager will want to se lect from their list of 

available shared Agencies. 

LEARN 5.0: Agency Manager Guide I User Management I Add New User 

2018-ICLI-00035 1693 



b)(7)(E) 

System Users are able to configure their 'Alert Management' options if allowed by their Agency 

Manager likewise Agency Managers can set the Alert Management by selecting 'Configure' There are • 
b)(7)(E) 

b)(7)(E) 

b)(7)(E) 
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b)(7)(E) 

(b)(7)(E) 

The final section for 'Alert Management' is the option to filter by 'Geographic loning' . This allows users 

to define the exact perimeter that they will be notified for.~b){7)( E) 
, , , c , ' ft ,. 
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User Permissions - Bot-lists 
Agency Managers are able to set the 'Hot-List Management' and limit the 'View' and ability to 'Upload' 

to each user. You can think of Hot-lists as a data pool and Agency Manager can allow access to View or 

'Add' that data pool. You have your 'User hot-list pool, 'Agency' hot-list pool, and 'Shared' hot-list pool. 

These data pools are based upon the Hot-lists that have been assigned to the user. Users are able to 

load an Agency-Wide Hot-list that distributes to all users within that agency with given the 'Upload' 

option for Agency hot-lists. When given the permi ssion to 'Up load' option for Users, the System User 

can add hotlist to individual users within the Agency. In terms of Views, we can give access to these hot

lists that have been assigned, including Shared hot-lists from other agencies. If we select 'Shared' Hot

List, the Agency Manager will want to select an Agency that is sharing a Hot-list with the Agency. Users 

are on ly able to Edit Hot-lists within their User and Agency data pools. Shared data pools are not 

editable. 
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Search / Modify Users 

• ~ 
• --

To 'Search and Modify Users' , LEARN has dropdown boxes to select the specific user. If the user has 

multiple users, you may search by Name or Emai l address. 

b)(7)(E) 

b)(7)(E) 

b)(7)(E) 
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(b){7)(E) 

l I User 
Perm issions 
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b)(7)(E) 

Hot-List Management 

Upload Hot-List 

Add Hot Plate 

b)(7)(E) 

Agency Managers have the ability to add a single Hot-Plate Agency-Wide or to select Users. We fi rst 

start by 'Enter Hot Plate Information' , We have (3) mandatory fields when entering a Hot-Plate (Hot 

Plate - license plate number, State, and Alert - offence). The Agency Manager is able to add more 

'Alerts' as needed. We then can add to these (3) required fields by inputting (Owner, Make, Model, 

Year, and VIN). 
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i(b)(7)(E) 

b)(7 )( E) 

l(b)(7)(E) 

b)(7)(E) 

There are two options when assigning a 'Distribution' of a Hot Plate to a Hot- list data pool. First, we are 

able to assign to 'All Agency Users', This option will add to the Agency-Wide Hot-List data pool. The 

second option is to distribute to 'Select Users' . This option will pull up a secondary dialog box to select 

individual users to receive the Hot Plate. 
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b)(7)(E) 

'"II'''"' 

In the new version of LEARN S.x, we now have the ability to add customized note fields into LEARN in 

the 'Add Custom Hot-List Fields' section. We are now able to select up to (6) customized note fieds. 

Select the check box to enter a 'Title' and corresponding 'Data', For example: 

b)(7)(E) 

Lastly, we are able to 'Add Comment' about the Hot Plate being uploaded . To append a comment to 

the record, any user can type in the 'Enter Subject' and 'Enter New Comment' boxes. This dynamic 

comment field can be entered after the record has been uploaded. Thus, a trail of comments can be 

attached to a record. When all the above fields desired are complete, the Agency Manager will select 

'load Hot Plate' to finish the Hot Plate Upload. 
b)(7)(E) 
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Manual Hot·list 

b)(7)(E) 

Step 1: Select a Hot-List Template & Existing File 

(b)(7)(E) 

As an Agency Manager, they can upload a 'Manual Hot-List' . This list consists of numerous Hot Plate 

reco rds and is usually supplied by a loca l or regional government agency. Prior to loading a Hot-list, the 

user must select a corresponding temp late. Once we confirm the template, the user can select it from 

the 'Select a Template' option. For example: 

b)(7)(E) 

(b)(7 )(E) 

(b)(7)(E) 

Step 2: Designate Hot-List Details 

b)(7)(E) 

-'":1 I I J e " 
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b)(7)IE) 

b)17)(E) 

b)(7)(E) 

b)(7)(E) 

10)1 ' )1" ) 

When finished makm gy our ueCISlons, seleLL VI oau nOl-LlSL, anu · ou Will ue nOLl l led that our hotlist p y y 

has been successfully uploaded . An email will be sent to the account email that uploaded the Hot-list 

file. The email will confirm what Hot-lists records were successful, duplicates, and failed records . 

likewise, you may use the 'Search Hot-list File' feature to query the state of the Hot-list. 
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Aulo Hot· U st 

(b)(7)(E) 

rb)(7)(E) 

b)(7)(E) 

Step 1: Create Hot-List Connection 

[ b)(7)(E) 

(b)(7)(E) 
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Once a template has been selected, you will need to select a connection type via the 'Specify Connection 

(b)(7)(E) 

b)(7)(E) 

Enter a 'Description' for the 'Hot-list Schedule' like "Daily Local Warrants" or "Monthly OMV Upload". 

The description should define the hotlist being loaded and the iteration. The 'Load Type' is defined by 

'Complete' or ' Incremental'. Most Hot-lists received are 'Complete' and consist of a total record count 

in the file. 'Incremental' hotlists are only compatible with the 'VIGILANT' template. Please contact 

Vigilant Support when setting up an 'Incremental' Hot-list. Lastly, choose whether the file is in a 

compressed '.zip' format or not. Note: LEARN will only accept ASCII formatted or UNICODE formatted. 

This typically includes '.txt ' and ' .csv' extensions. If your extensions are different, please contact Vigilant 

Support to help verify. 

b)(7)(E) 

Step 2· Designate Hot-list Details . 
b)(7)(E) 

b)(7)(E) 
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Ib)(7)( E) 

When adding a 'Scheculed Hot-list', we have the opt jon to make the record expire after a given period 

by selecting the 'Make Inactive after _ Days' option. After a specified amount of days, the records will 

become inactive hut not he deleted. Th is allows for the record to become active aga in at a later time. 

LEARN also inlcudes the option to create hits from previous detections. When se lect ing 'Generate 

historical Hits for last _ Days' , we can enter a specific amount of time to do historical hit look-ups. 

Essentially, th is allows for the creation of hits of detections that are already on the system. This option 

can sometimes be useful for fo rensic data look-ups but is not needed. 

[ b)(7)( E) 

Step ZA: Enter the local server directory path 

b)(7)(E) 

b)(7)(E) 

Step 3: Create Hot·list update schedule 
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The final step when setting up a scheduled Hot-List is to specify the schedule when the Hot-Ust will be 

inserted into LEARN. The 'Use Daily Schedule' w ill update the Hot-Li st at a specified time each day. 

Note: Times are stated in EST for our Hosted Server. 

b)(7 )(E) 

You also have the option to setup for a Time Interval. Select the 'User Time Interval' bullet to specify the 

duration and whether the duration is In 'M inutes' or 'Hours', This is most commonly used when setting 

up w;th a 'local' conn'll(~bi:f( 7:t) (Ii'E)f"'"-----------------' 

l astly, you have the option to setup for a specific Schedule. Select the 'Customize Schedule' bu ll et and 

specify the days of the week you wish to load. For each day selected, you must enter at least one t ime of 

load. Note: Times are stated in EST for our Hosted Server. There is the option to se lect up to two 

different load times. LIkewise, we can select 'All Weekdays' or just 'Weekends'. 

(b)(7)(E) 

(b)(7 )(E) 

Upon load, you wt ll be nottfted via ematl of the number of records successfully loaded. If you notice that 

your hotlists are fai ling to load, please contact Vigilant Support for assistance. 
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Hot-List Templates 
When selecting 'Hot-Ust Temp lates', the user is presented with (3) operations (Create, View, Edit). If the 

user selects 'Create' , they will go through our Hot-list Template Wizard . Once created, the user may 

select 'View' to confirm selection or 'Edit' to modify pre-populated fields. 

Create / Edit Templates 

Step 1: Assign Hot-List Name & Description 

We first will want to enter a un ique and short name of the Template. A larger description may be added 

that describes what the temp late applies t q(b){7)(E) rb)(7)(E) 

b)(7)(E) 

You will be prompted to enter a unique source name that is not currently in the 'Choose Source Name:' 

dropdown box. You will be limited up to 25 cha racters fo r source name and it must be alphanumeric. 

The use of special cha racters is not recommended . Once entered, select 'Create' to populate the 

dropdown box with new 'Source' name. 
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Step 2: Designate file headers and separators 

(b)(7)(E) 

(b)(7)(E) 

Step 2A: Designate file headers and separators 

(b)(7)(E) s 

t 

Step 3: Select Hot-List Fields 
b)(7)(E) 
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For 'Order Date', we must use an anticipated format of (8) characters and [YYVYMMDD]. Where 'Y' is 

year, 'M' is month, and '0' is day. If the Hot-List uses characters beyond this, we must parse the 

template. Please contact customer support for parsing help. We are able to Skip-Columns we do not 

wish to insert into LEARN using the '-Skip Column-' field. This field will usually include unusable 

information, such as junk characters or repetitive data. It may also include sensitive data that the 

Agency Manager wishes to not distribute, such as Social Security numbers or a Victim's name, 

For 'Fixed Width', you will want to edit the fjeld lengths by clicking on the 'Field Width' under 'Fields to 

Include' , Some fields have mandatory sizes and cannot be edited. For example, 'Alert' cannot be larger 

than 21 characters, while 'State' should be two characters. 

(b)(7)(E) 

We allow the "Force 'State' for All Hot-List Records:" feature. This Forces all records within a given Hot

List to be of a specific State ID. When selected, the field is no longer used in the 'Fields to Include' and 

shows N/A. We also allow the "Force 'Alert' for All Hot-List Records:" feature . This Forces all records 

within a given Hot-List to be of a specific State ID. When selected, the field is no longer used in the 

'Fields to Include' and shows N/A. 
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VVIGILANT 
b)(7)(E) 

Step 4: Enter 0 title for the Custom fields 

b)(7)(E) 

View Templates 

+ 
b)(7)(E) 
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b)(7)(E) 

Search Records 

[5J .-.-
iii) 

+ 
b)(7)(E) 
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b)(6); (b)(7)(C) 
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(b)(7)(E) 
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Another report option is to iConsolidate' the report through the use of the 'Consolidation Tool'. You witl 

be presented with a list of fields to include in the 'Report Details' section. All other fields will be 

consolidated within the report. When you open the report, it will state which fields have been 

consolidated. Note: If there are not duplicate f ie lds, you will not have the option to consolidate. 
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Search Files 

+ 
b)(7)(E) 
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see the Hit Records also become inactive. The hits will have the state of 'Previous' and will be hidden 

from default views. 

Make Base Hot-List 

'1i-;'!1' 
0···· 
0 --
0 ... . 

b)(7)(E) 
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Data Sharing 

Detection Sharing 
Within 'Detection Sharing By Agency', the Agency Manager can 'Contribute Detect ions to NVLS', NVLS 

stands for 'National Vehicle location Service', and is Vigilant Solutions' national LPR data sharing 

initiative for law enforcement. Note that detections contributed to NVl S remain property of the Agency 

and are governed by the Agency's data retention policy. 

Data within NVlS is from two sources; detections shared by agency customers, and also data harvested 

by Vigilant from commercial applications (access control, asset recovery, parking systems, etc). The data 

contributed by law enforcement agencies is freely shared within NVLS and accessible to all law 

enforcement. The data harvested by Vigilant is referred to as "Private Data" and is accessib le only to 

users with a Private Data subscription. 

Within 'Detection Sharing By Agency', the Agency Manager can 'Allow LPRD Det ection Sharing'. LPRD 

stands for 'License Plate Reader Database'. The software designed for local deployment, was developed 

at George Mason University in partnership with SPAWAR and NIJ for the purpose of sharing regional LPR 

data sim ilar to the NVl$ feature. An Agency Manager is capable of sharing their data with the LPRD 

Server. 

b)(7)(E) 
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(b)(7)(E) 

Hot-ListSharing 
Within 'Hot-List Sharing By Agency', the Agency Manager can choose an Agency and Hot-list Source to 

Share .1(b)(7)(E) 

b)(7)(E) 
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Hot-List Source - The Source Name given to a Hot-List Template that indicates the purpose Dr location 

the horlist derived from. 

(b)(7)(E) 

Data Sharing Map 
The 'National LPR Data Sharing Map' represents a list of law Enforcement Agencies using LP R 

technologies and w ith in the Sharing Pool. For more information, you may click on a representing 'Tic' 

mark to facilitate LPR data sharing by contacting the Agency Manager. 
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Lastly, within the 'Sharing' section, the Agency Manager is also capab le of creating a PDF of an 'Agency 

Data Sharing Report' by se lecting 'Output Report'. The report will consist of all Detection and Hot-list 

shares that are currently being shared, as well as all Detection and Hot-list shares being received. 
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Mapping Tools 

Mapping Alert Service (MAS) 

• A 

• 

'Mapping Alert Service (MAS)' allows the graphical representation of Hit s against Agency Hot-lists 

generated from both Agency generated LPR data, LPR data shared from other agencies, and data 

originating from Vigilant (data gathered under the National Vehicle location System (NVlS), sometimes 

referred to as "Private Data"). This is presented via icons within a Map layout with the option to filter by 

time, hot-list, and type of hit. Before utilizing 'MAS', the Agency Manager will need to assign 'Alerts' and 
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'Hot -Lists' to each user. Also, the Agency Manager will need to assign an icon for each alert using the 

' Icons' feature. By default, all LEARN users will have MAS permissions. Note: A user's Hit permissions will 

affect what views they have within MAS. 

MAS Configuration 
Before utilizing 'MAS', the Agency Manager will need to assign 'Alerts' and 'Hot-Lists' to each user. Also, 

the Agency Manager will need to assign an icon for each alert using the 'Icons' feature. In the case of 

wanting to create a 'MAS-Only' user, there is a 'Users' link to generate a 'MAS' User. 'MAS-Only' users 

have limited permissions and can only login to LEARN to utilize the MAS utilit y. By default, all LEARN 

users will have MAS permissions. Note: A user's Hit and Hotlist permissions will affect what views they 

have within MAS. 

b)(7)(E) 

MAS Cont12uralion - Hot-Lists 
b)(7)(E) 

MAS Configuration - Alert .. 

When setting up 'Alerts', we need to verify Alert access first. Alert access allows users to view 

corresponding Hits in MAS, as it relates to Ale rts. Each 'UserName' in the drop down box is assigned a 
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series of Hot-lists. Alert access is then controlled for each Hot-list using the 'Hot-List' drop down. By 

(b)(6):(b)(7)(C) 

MAS Configuration - Icons 

(b)(7)(E) 
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(b)(7)(E) 

Search Criteria 
b)(7)(E) 
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Searching 
When searching, you are capable of turning on and off the geo-zoned map for the Private Data or l ocal 

Data using the 'Show Zone(s)' feature. If applicable, it wi ll show the 'User' zone, 'Agency' zone, and 

'Private Data' zone. Where the maps overlap, will be the viewable hits for the selected 'UserName' , As 

an added feature, we have included an 'Auto-Refresh' feature that wil l automatically update the hits as 

you navigate the map using the Google Navigational tools. 

b)(7)(E) 

There is also the 'Data Fields' option to customize the table output of the viewab le hits. The defaults 

be low can be added or subtracted based on desired output To change the 'Disp lay Order', simply 
b)(7)(E) 

Afte r all desired MAS settings have been configured, you will need to select 'Search / Refresh' to 

initialize the Alerts on the map. You should see something similar to the results below if using a map. 

The hits wi I! display for each configured Alert . 
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bj(7)(E) 

The 'filmstrip' tool allows for quick 'Color Overview' of the vehicle. The detail in the filmstrip will only 

include the 'Hot Plate', 'Scan Date', and 'Alert' name. You can see an example below. 

b)(7)(E) 

(b)(7)(E) 
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Reporting 

b)(7)(E) 
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Mapping Alert Service also includes the option to create a 'LPR Hit Report' in PDF fo rmat. By clicking on 

b)(7)(E) 
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Density Map 

b)(7)(E) 

Search Criteria 

b)(7)(E) 

b)(7)(E) 

Searching 
b)(7)(E) 
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(b)(7)(E) 

There is also the ability to increase and decrease image overly transparency using the 'Transparency 

Scale'. You may also change the 'Scan Concentration' from 'Normalized' to user-defined. Thus, you can 

make up your own density requirements. For example: you can alter the top number to be an exact 

number of 1000 scans. Anything greater than 1000 will be Red and anyth ing less will be Orange, Ye llow 

or Green. If the number of scans falls within the user-defined scale, it wil l display with the color 

associated with it. 
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Reporting 
(b)(7)(E) 
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Dashboard 

Dashboard statistics are used to give Agency Managers and Users a comprehensive reporting location 

for volumes generated using dient software. It allows for quick graphical environment that can be split 

into Pie Charts, Bar Graphs, or Spreadsheet tables. Statistics are calculated nightly and are accurate to 

within 24 hours. When ana lyzing statistics using Dash boards, you will notice the ability to filter and 

tweak the searches to recover volumes to suit nearly any situation. The 'Scheduled Reports' feature 

allows for reports to be generated at specific intervals and emailed to desired recipients automatically . 

Activity Search 
b)(7)(E) 

b)(7)(E) 

Filters 
Beyond 'Activity Search', we also have the ability to control 'Filters' for 'Agency', 'User', 'Syst em' and 

'Hot-List s(s),. By default, 'Select AIL.' is chosen for each filter option. We are able to turn off individual 
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filter components by simply un checking each 'Agency', 'User', 'System' or 'Hot-Ust' listed . The lists will 

be dynamically updated based on new components being added. When an 'Agency Share' occurs, you 

will be able to view their 'Detections' from Users and Systems, and/or view 'Hot-List(s), sources that 

were shared. When using 'Filters' for 'Data Contribution Type - Hits', you will be presented with 

additional 'Alert Type' filter options for each Hot-Ust 'Source', From these fitters, we are capable of 

definine: which detections or hits are viewable in the disola 
(b)(7)(E) 

Pie Charts 
When viewing dashboard statistics using 'Pie Charts' mode for type 'Detections', you will be presented 

with a pie chart for 'Agency(s)', 'Hot-List(s)" 'User(s)', System(s)', 'Accuracy', and 'Hit Ratio'. 'Agency' 

will display detection ratios from each Agency that are currently within the Agency Manager's data pool 

and within the chosen 'Duration'. 'Hot-list ' will display the Hot-List ratios of all available Hot-lists within 

the Agency Manager's data pool. This will include shared 'Hot-lists'. 'User' wilt display detection ratios 

for each User selected from each Agency available. 'System' will display detection ratios for each System 

selected from each Agency available. 'Accuracy' will dis play the ratio of 'Correct', ' Incorrect', and 'Not 

Scored' Hits . 'Hit Rat io' will display the ratio of 'Detections' vs. 'Hits'. 
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When viewing dashboard statistics using 'Pie Charts' mode for type 'Hits', you will be presented with a 

pie graph for 'Agency(s)', 'User(s)', 'Hits By Source', 'Hit Ratio', and 'Alert Types' by Source. 'Agency' will 

display hit ratios from each Agency that are currently within the Agency Manager's data pool and within 

the chosen 'Duration'. 'User' will display hit ratios for each User selected from each Agency available. 

'Hits By Source' will display the ratio of Hits for each Hot-List Source. 'Hit Ratio' will display the ratio of 

'Detections' VS. 'Hits'. 'Alert Types' by Source will display the ratio of hits for each 'Alert Type' within the 

Hot-List. Each 'Hot-list Source' available, will be listed with 'Alert Type' ratios. 
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When displaying the Pie Chart, you may hover over each piece and view the corresponding statistics in a 

bubble overview. For some pie statist ics, they will be batched together if the ratio is too small to 

distinguish a ratio . In this case, you will see the first and last key separated by hyphen. By clicking on the 

magnifying glass, you wi ll be presented with a 'LEARN - Dashboards Detail' view. This allows for a 

detai led table with key, ratio descriptions, and counts. Within the 'Detail' view, there is an opt ion to 

'Output Report' to a PDF format. The report will include current view of Pie Chart and Table. 

(b)(7)(E) 
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Bar Graphs 
When viewing dashboard statistics using 'Bar Graphs' mode for type 'Detect ions', you wilt be presented 

with a bar graph for 'Agency(s)', 'Hot-list(s)', 'User(s)', System(s)', 'Accuracy', and 'Hit Ratio' , 'Agency' 

will display detection amounts from each Agency that are currently within the Agency Manager's data 

pool and within the chosen 'Duration', 'Hot-list ' will display the Hot-list amounts of all available Hot

Lists within the Agency Manager's data pool. This will include shared 'Hot-lists'. 'User' will display 

detection amounts for each User selected from each Agency available. 'Syst em' will display detection 

amounts for each System selected from each Agency available. 

(b)(7)(E) 
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When viewing dashboard statistics using 'Bar Graphs' mode for type 'Hits', you will be presented with a 

bar graph for 'Agency{s)', 'User(s)', 'Hits By Source', 'Hit Ratio', and 'Alert Types' by Source. 'Agency' will 

display hit amounts from each Agency that are currently within the Agency Managers data pool and 

within the chosen 'Duration' . 'User' will display hit amounts for each User selected from each Agency 

available. 'Hits By Source' will display the ratio of Hits for each Hot-list Source. 'Hit Ratio' will display 

the ratio of 'Detections' vs. 'Hits' . 'Alert Types' by Source wilt display the ratio of hits for each 'Alert 

Type' within the Hot-list. Each 'Hot-list Source' available, will be listed with 'Alert Type' amounts. 

(b)(7){E) 
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When disp laying the Bar Graph, you may hover over each bar and view the corresponding statistics in a 

bubble overview. For some bar statistics, they will be batched together if the amounts are too small to 

distinguish between the other elements. In this case, you will see the f irst and tast key separated by 

hyphen. By clicking on the magnifying glass, you will be presented w ith a 'LEARN - Dashboards Detail' 

view. This allows for a detailed table with key, element descriptions, and counts. Within the 'Detai l' 

view, there is an option to 'Output Report' to a PDF format. The report will include current view of Bar 

Graph and Table. 

b)(7 )(E) 
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Data View 
When viewing dashboard statistics using 'Data View' mode for type 'Detect ions', you will be presented 

with a default table that shows the 'Time Period', 'Users', 'Total Detections', and 'Total Hits' , Just like 

with 'Pie Charts' and 'Bar Graphs' modes, we are capable of controlling the 'Agency', 'User', 'System', 

and 'Hot-list' filters to control the table output. When viewing dashboard statistics using 'Data View' 

mode for type 'Hits', you will be presented with a default table that shows the 'Time Period', 'Users', 

and 'Total Hits'. Just like with 'Pie Charts' and 'Bar Graphs' modes, we are capable of controlling the 

'Agency', 'User', 'Hot-list(s)', and 'Alert Types' for each Hot-List using the filters to control the table 

output. 

(b)(7)(E) 

To 'Output Report ', the table should be populated with data, and you can select 'Output Report'. You 

will be prompted to save the Excel file using the 'GET XLS' button to a location on your local drive. The 

default name will be based on the 'Type' and date of the report. You can rename the file to something 

more descriptive. You will want to open the report using Microsoft Excel or compatible program for XlS. 

(b)(7)(E) 
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b)(7)(E) 
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The 'Data Configurator - Detections' will allow you to configure the X-Axis for 'Users', 'Agency', or 

'Systems'. You can also configure the 'Y-Ax is' for different periods ('Daily', 'Weekly' , 'Month ly', etc). You 

Ib)(7)(E) 

(b)(7 )( E) 

The 'Data Configurator - Hits' will allow you to configure the X-Axis for 'Users' or 'Hot-list Source'. You 

can also configure the 'Y-Axis' for 'Hot-list Hits' or 'Total Hits'. When choosing 'Total Hits', you will be 

prompted select period for Hit data ('Daily', 'Weekly', 'Monthly', etc). 
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Scheduled Reports 
By selecting the 'Schedule' button below the 'Data Contribution' header, you will be presented with an 

extensive scheduling option. You can select which days of the week to distribute report via Email under 

the 'Schedule Delivery' header. For each day of the week, you can edit up to (3) times to receive a 

message per day. Note: currently, these times ore listed in EST time-lone. Once the schedule has been 

selected, you may configure the 'Select Reports for Delivery'. The left column will list the 'Ava ilable' 

reports while the right column will show the 'Included' reports. To add or remove reports, simply 

highlight the desired report and click the 'Add' or 'Remove' buttons. Lastly, you will need to specify the 

'System Type' and 'Data Duration' . Finally, while setting up scheduled reports via email, you will be 

prompted to input an email address for the recipient of the report. Multiple email address may be 

entered and separated by a semi-colon. Once the changes are complete, select 'Update' to save your 

changes and 'Start' to begin receiving the Scheduled Reports. 

b)(7)(E) 

Note: Each report will be sent in a single email attachment. For Pie Charts and Bar Graphs, they will be 

sent in PDF format For Data View Reports, they will be sent in CSV format. 
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Auditing 

Query Viewed Records 

b)(7)(E) 
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You are capable of printing this single query out using the 'Output Report', or checkbox each record 

desired in t he table and select 'Output Report'. When you receive the 'Print Preview', you will be 

presented with the default options for Crystal Reports. This includes page navigation, 'Export', 'Print', 

and 'Show/Hide Group Tree', When selecting 'Export', you will have the option to export to a specific 

format. The formats include 'RPT', 'PDF', 'MS Word', 'MS Excel', or 'RTF' , You will also have the option to 

save all or specific pages. 
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Track All Transactions 

b)(7)(E) 
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(b)(7)(E) 

Once you select the desired filters and click 'Search', the tabe l will be populated with 'Query Type', 

'UserName', 'User Type', 'PlatelD', 'Case Number' , 'Requestor', 'Date Time', and ' iP Address', The data 

will display in chrono logica l order. To gain more know ledge from the query, you may se lect ' Info' next to 

each record . In the info pop-up box, you wilt be presented with all the information in the table, plus the 

addition of 'Query Pars' and 'Reason' . The 'Query Pars' field wilt tist the "query paramenters" that were 

entered at the time of the query. 

(b)(7)(E) 
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You are capable of printing this single query out using the 'Output Report', or checkbox each record 

desired in the table and select 'Output Report', When you receive the 'Print Preview', you will be 

presented with the default options for Crystal Reports. This includes page navigation, 'Export', 'Print', 

and 'Show/Hide Group Tree' . When selecting 'Export', you will have the option to export to a specific 

format. The formats include 'RPT', 'PDF', 'MS Word', 'MS Excel', or 'RTF' , You will also have the option to 

save all or specific pages. 

(b)(7)(E) 

Other Functions 

Contact Manager(s) 

Within 'View Agency Manager(s)' , we are able to see the contact information for all Agency Managers 

with access to the Agency. Note that you will often see Vigilant Associate li sted here that did the original 

Agency setup; rest assured that Vigilant associates do not access law enforcement data but typically 

remains an Agency Manager to allow for support, however the Agency may remove and/or request that 
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these individuals be removed at any time. You may also generate a PDF report of the Agency Manager 

contact list to have available by clicking 'Output Report' . 

(b)(7)(E) 
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Contact Vigilant 

Vigilant Solutions Support 
2021 las Positas Court I Suite #101 I Livermore, CA 94551 

Tel, +1(925) 398-2079) Fa" +1(925) 398-2113 

v igi la ot50 I ution s. co m 

5upport@Yigilantsolutions.com 

Vigilant Solutions Sales 
2021 las Positas Court I Suite #101 I Livermore, CA 94551 

TeH1(925) 398-2079) Fa" +1(925) 398-2113 

vigi la n tsol ut io os. coml produ cts 
sales@Yigilantsolutions.com 

Vigilant Solutions Private Data Subscriptions 
l{b){6);{b)(7){C) I Vice President of Marketing 

Tel , +1(925) 398fb)(6);(b)(7)(C) I 
vi gj lantsol utjo os, com Ipradu cts 

l(b)(6);(b )(7)(C) 
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This document provides a tutorial of all the 

components included in the LEARN 5.1 

System User software. The use of diagrams 

and steps are used to explain how to best 

utilize the LEARN software. LEARN stands 

for 'Low Enforcement Archival Reporting 

Network', and the software is intended to 

affow Low Enforcement a tool for 

management and investigative use of LPR 

data. 

LEARN 5.1 
System User Guide 

Y' VIGJI ANT 
SOLUTIONS 

Vigilant Solutions Inc. 



Table of Contents 
My Profjle •.. .• .. .• ... •..•• .. •• ... •.. •• .. .• .. •• .. .• .. •. ...•.. •• ... •.. •• .. •.. •. ...•.. •• ... •...... •• .. •• .. .• ... ...•• .. •• ... •.. •• .. .• ... •... •... ...••• . 3 

license Plate Query ... ... ... . , .. .. ... .... ... .. .. .. .. .. ... ... . , .. .. ... .... ..... .. .. .. .... .... .... ..... .. .. .. .. ... ... . , .. .. ... ....... .. .. .. .. .. .. 6 

Quick Search ... .... .... .... .. ..... .. .. .. ... ... .. .. .. .. .. .. .... .... .. .. ..... .... .. .. ... .... .... ..... ... .... .... .... .. ..... .. .. .. ... ... .. .. .. .. .. .. .... 6 

More Options ...... .... .... .. .. ... .. .. .. .. .... ... .. .. .. .. .... ... . 

Saved Searches ... .... .... .. .. ... .. .. .. .. .. .. ... .. .. .. .. .. .. .. . . 

. .. .. ... 7 

... .. .. . 9 

Sea rch Resu lts ................................. ......................................................................................... ............... 10 

Output Report ... .. .. .... .. ... .. .. .. .... .. ... .. .. .. .. .. .. .. .. .. .. .. .... . . . 15 

Associate Analysis ... .. .. ... .. .. .. .. .. .. .. .. .. .. .... .... .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .... ... .. .. .. .. .... .... .. .. .. .. .. .. .. .. .. .. .. .. ..... ... .. 18 

Hot-List Management .. " .• , ... •... •.. .• .. •. ... •...•... •.. •• ... •... •.. .• .. •. ... •... •.. •... •.. .• .. •. ... •.. .•... •.. •. ... •... •...... ••. .. •... • 20 

Upload Hot-List ... .. ... ... ..... ... ...... .. ..... ... ...... ..... ..... ...... .. ....... .. ..... ... .... .... ...... .. ...... .. ..... ... ..... ... ..... ... ...... ... .. 20 

Add Hot Plate ... ... .. ... ... .. .. .. .. .. ... ... .. .. .. .. .. ... ... .. ... ... .. ... ... ... ... ... .. ...... .. ... ... .. ... ... .. ... ... .. .. .. .. .. ... ... .. .. .. .. .. ... .. 20 

M anual Hot-List ... .. .. .. .. .. .. .. .. .. .. .. .. .... ..... ... .. .... .. .. .. .. .. .. .... .. ... .. .. .. .... .. .. .. .. .. .. .. .. .. .. .. .... .. .. .. .. .. .. .. .. .. ..... ... .. . 22 

Auto Hot -List ................................................................................................................................. ...... 24 

Hot -List Templates .... .. ... ... .. .. .. .. .. .. .. .... ..... ... ... ..... ..... ... .. .. .. .. ..... .. .. .. ... ... .. .. .. .. ........ ... ..... ..... ... .. .. .... .. .. .. .. ... 28 

Create I Edit Temp late .. .. .... .... ..... ... .. .. .. .. .... .. .. .... .... ..... ... .. .. .. .. .. ... .... ..... ... .. .. .. .. .... .. .. .... .... .... .. .. .... .. .. .. . 28 

View Temp late .................................................................................................................................... 32 

Searching Records ..... . . . .. .. .... .. .. .... .. .. 33 

Searching Files ..... ..... ... ... ... . . . .. .. .. .. .. .... ... .. .. .. .. .. .. .. .. .. .. ... .... .. .. .. .. .. .. .. .. .. 37 

Make Base Hot-List ........................................................................................................................... ...... 41 

Mapping Tool s .. ... . .. .. ... ... .. ... ... .. ... ... .. .. .. .. .. ... ... .. ... ... .. ... ... .... . .. .. ... ... .. ... ... .. ... ... .. ... ... .. ... ... .. ... ... .. .. .. .. .. 42 

Stakeout ... .... ....... ..... .... ............ .... ....... ..... .... ......... ....... ..... .... ............ ........... ..... .... ................ ....... ..... .... .. 42 

Search Criteria ... .. .. .. .... .. .. .. .. .. ... ... .... .. .. .. .. .... .... .. .. .. ... ... .. ... .... .... ...... ... ... .. .. .. .. .. .. .... .... .. .. .. ... ... .... .. .. .. ..... 42 

Search Results ... .. .. .. .... .... .. .. .. ... ... .... .... .. .. .... .... .. .. .. ...... .. ... .... .... .... .. ...... .. .. .... .. .. .... .... .. .. .. ...... .... .. ... ...... 43 

Output Report ... .. .... .... .... .. . . ... .... .... .. .45 

Common Plate Report. .. .. .. . . . .. .. .. .. .. .. . 49 

Save Search ......................................................................................................................................... 51 

Mapping Alert Serv ice (MAS) .. .. .. ... .. .. .... .. .. .. .. .. .. .. .. .. .. .. .. .. .. ..... .. . , .. .. .. ..... .. .. .. .. .. .. .. .. .. .. .... .. .. .. .. .. .. .... .. ... 51 

Search Criteria ... ...... .. .. .. .. .. .... .. ... .... .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. ... ..... .. .... .. .. ..... .. .. .. .. .. .. .... .. .. .... .. .. .. .... .. .. .. .. .. . 51 

Searching ... .. .. .. .. .. .. ...... ......... .... ... .... .. .. .. .. .. .. .... .... .. .... ... .. ...... ........ .. ... ... .. .. .. .. .. ...... .... ..... .... ... .... ..... .... .. 52 

Reporting .... ...... .... ....... ..... .. ................ .. ....... ..... .. ....... .... ....... ...... .... ... .... .... .... ....... ..... .. .............. .... ...... 55 

Density Map .... ..... .... .... ... ............. ... .. .. .. .. .. ... ... .............. ... .. ... ... ............. ... ..... ... .. ... ... ............. ... .... .. .. .. ... .. 58 

l l Page 
LEARN 5. 1: System User Guidel M y Profile I Quick Search 

2018-ICLI-00035 1761 



VY~cetY,\~r 
Search Criteria ... ... ... .. .. .... .... .. ... ... .... .. .. .. ... ... .... .... .. ... ... .. ... .. .. ........ .. ... ... .. .. .. .. .. .. .. .. .... .. .. .. ... ... .... .. .. .. ..... 58 

Searching .... ..... ... ... .. ..... ... ...... .. ... ... .. ... ... ... .... ... ...... ... ...... .. ..... ... ...... .. ... ..... ... ... .. ..... ... ...... .. ... ..... ...... ..... 58 

Reporting ... .. ......... .... ... .. ... ... .. ... ... ..... .... .... ... .. ... ... .. ........ .... ... .. .... .... ... ... .... ..... .... ... .. ... ... .. ... ... ......... .... .. 60 

Dashboard .. .. .. .. .. .. .. ..... , .. .. ... ... .. .. .. .. ... .. ... .. ... ... .. .. .. .. .. .. ... .. ... ... .. ... ... .. ... ... .. .. .. .. .. ... ... .. ... ... .. ...... .... .... .. 62 

Activity Search ......... ................. ........... .... .. .......... ..... ........ .. .......... ................................ ..... ........... .... .. ..... 62 

Filters ... ..... ... ... .. ... ..... .. ..... .. .. .. .. .. .. .. .. ...... .. ... ...... ... .. .. .. .. .. ... ... .. .. ... ...... .. .. .. ... ... ..... .. ...... ... .. .. .. .. .. .. .. .. .. .. .. .. ... 62 

Pie Charts .. .. .. .. .. .. .... .... .. .. .. .. .... .... .... .... .. .. .... .. .. .. .. ..... .. .. .... .... .. .. .. .. .. .. .. .. .. .. .... .. .. .. .... .. .. .. .... .. .. .. .. .. .. .. .. .... ... 63 

Bar G~phs ... .... .. .. .. .. .. ... ... .... .. .. .. ... ... .. .. .. .. .. ... ... .... .. .. .. .. ... .. .. ... ... ... ..... .. ... ... ... ... .. .. ... ... .... ... ... ... ... .. .. .. .. .. ... .. 66 

Data View .... .. .. .. .. ... .... .. .. .. .. ... .... .. .. .. .. ... .... .. .. .. .. ... .... .. ... .... .. .. .. .. ..... ... .. .. .. .. ... .... .. .. .. .. ... .... .. .. .. .. ... .. ... .. . 70 

Scheduled Reports .. .. ... ... .. .. ..... .... ... .. .. .... .. ... .... ... ..... .... ... .. .. ... .. ......... .... .... ... .. .. .. ... ... .... ..... .... ... .. ...... .. ... .. 73 

Other Functions .. .. .. ...... .. .... .. .. .. .. .. .. .. .. .. .. ...... .. .. .. .. .. .. .. .... .. ..... .. .. .. .. ... ... .. .. .. .. .. .... .. .. .. .. .. .. .. .. .... .... .. .. .. 74 

Contact Manager(s) .. .. .... .. ... .. ... ... ... .. .. .. .. .. .. ..... ..... .. .. ... ... .... .. ... .... ... .... .... ..... .. .. .. .. .... .... .... .. ... ... .. .. .. .. .. ..... 74 

Upload Detections .. .. .. .... .... .. .. .. .. .. .. .. .. .. .. .... .. .. .... .. .. .. .. .... .... ... .. .... .... .. .. .... .... .... .... .... .... .. .. .. .. .... .. .. .... .... ... 75 

Contact Vigilant .. .. .. ...... .. ...... .. ... ... .. ...... .. ...... .. .... .. .. ... ... .. ..... .. .... .. .. ... ... .. .... .. .. ...... .. .... .. .. ... ..... ...... .. .. 77 

Vigilant Solut ions Support. ...... .. .. .. .. .. ....... .... ... .. .. .... .. ... ... .... ... ...... ..... ... .. .. .... ..... .... ... .... .. .. .. ... ...... .... ...... .. 77 

Vigilant Solutions Sa les .. ... .. .. .. .. .. .. .... .. .. .. .. .. .. .. .. .. ... .. .. .... .. .. . .. .. .. .. ... ... .. .. .. .. .. ... ... .. .. .. .. ... 77 

Vigilant Solutions Private Data Subscriptions .. ... ... .. .. .. .. .. ... . .. .. .. .. .. ... ... .. ... .... .. .. .. .. .. .. .. .. ... 77 

LEARN S. l: System User Guide l My Profile I Quick Search 

2018-ICLI-00035 1762 



My Profile 

i= 
System Users have the option to edit their information within the 'My Profile' section under the 'User 

Information' section. System Users are able to change their password within the 'My Profile' section if 

allowed by their Agency Manager. After making any changes, select 'Update' and 'Close' to bring back to 

Main landing page. 
b)(7)(E) 

System Users are able to configure their 'Alert Management' options jf allowed by their Agency 

Manager. There are (3) main ale rts allowed through Alert Management. They consist of Email Service, 

Target Alert Service (l AS), and Mobile Companion (Me). A fourth alerting feature, Mobile Hit Hunter 

(MHH) may also be configured when applicable for the 'CarDetector Mobile System' . 

b)(7)(E) 
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When configurlng .Emai l Service', the System User has the option to receive 'Historical Hit' alerts. These 

alerts are when a hotlist is loaded after a scan has been made and the option is selected to create 

historical hits on hotlist load. Note: Users may see Email /food if there is a large number of historical hits 

generated upon hotlist load (default is unselected). 'Target Alert Service' allows for users to instantly 

receive alerts at their terminal, simliar to CarDetector's alert screen. This tool allows for fast response to 

alerts in a realtime alerting envi ronment. There is an option to download this tool and connect to the 

LEARN Server with it. Please review Append ix for more information. 'Mobile Companion' is also 

configured in the Alert Management section, and when bridged with an NVLS account, can be used as a 

LEARN Mobile Companion on smartphone devices. There is an option to download this tool based on 

the type of smartphone (Android or iDS). lastly, 'Mobile Hit Hunter' (MHH) allows the consumption of 

NV15 Contributed Data within CarDetector Mobile. We have ability to turn on/off alerts for MHH as 

needed through the 'Filter Alerts' section. 

The 'Filter Alerts' section allows users to configure individual alerts based on 'Hot-Ust Source', 'Alert 

Type', 'Agency', 'Users', and/or 'Systems' when allowed by your Agency Manager. You may unselect 

these options to discontinue Hit Notifications for the services that you have selected (Email. TAS.MC. 

MHH). This prevents unwanted notifications and allows users to filter their alerts according to their 

preferences. Note: Default for new Sources, Alerts, Agencies, Systems, and Users is always selected. 

b)(7)(E) 
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License Plate Query 

The 'License Plate Query' allows for the ability to do a "Quick Search" of all detections within the User's 

Detection data pool. You have the option to enter a Plate Number, or you may leave blank and all 

detections will return. You also have the option to select 'All Available Detections' or a specific 'Date 

Range', If selecting Date Range, you will be prompted to select a 'From' date and 'To' date via Ca lendar 

tool. You can also quickly select a predefined map or create your own. 

Quick Search 
When entering a Plate Number within the Plate Number area, you may use one our Wi ldcard options to 

expand the search results . The following Wild Cards are available (., ?, @. #, and [ ... J). The asterisk (*) 

will allow for any character replacements up to (7) characters . The question mark (?) wil l replace ANY 

single character. The 'at' symbol (@) wi ll replace any single ALPHA character. The number sign (#) will 

replace any single NUMERIC character. Finally, the brackets wit! allow for multiple cases with in the 

brackets; for example [38B] indicates any combination of the numbers 3, 8, and B (i.e . ABC12[31, 

ABC12(8], ABeI2(B]). 

b)(7)(E) 
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More Options 
b)(7)(E) 
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Saved Searches 
b)(7)(E) 
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Search Results 
When your search is returned , it will come back with multiple elements to assist in processing the 

results. The results will consist of a 'Fitm Strip' tool that allows you to visualize the scans in the order 

that is portrayed in the table. RED signifies that a Hit was created and BLUE signifies that no Hit was 

created . The bright red and blue signifies that the record is currently highlighted. As you can see below, 

it is possible for a Hotlist record not to generate a hit on every detection record matching. In thi s case, it 

depends on when the hotlist was loaded and whether the user se lected Historical Hit generation. 
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b)(7)(E) 

By default, the table will display the 'Color Overview', 'Plate Image' , 'Plate', 'Date' , 'Time', 'Scanned By' 

and 'System'. Vou can reorder the plates by selecting the headers at the top. For example, yaLl may 

select the 'Date' or 'Time' filters and order in descending or ascending order. You may select 'Scanned 

By' or 'System' and change the alphabetical order. Vou may also customize the view by selecting the 

'Customize View' option. Th is will bring up a customization tool to add and remove columns to display. 

You may also change the order in which you display them. 
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(b)(6);(b)(7)(C) 

When hovering over the 'Plate' column, you will be presented with a large bubble pop-up that displays 

the color overview in greater detail. If you wish to zoom further, you will need to select the record and 

click 'View'. 
b)(7)( E) 
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(b)(7)(E) 
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When entering comments, we must enter a 'Subject Title', and the 'New Comment'. When finished, you 

must select 'Add Comment' and the record will have a permanent comment appended to the record. 

The previous comments can then be expanded using the expansion option [ + ). 

(b)(7)(E) 

If the user chooses to map the vehicle using the 'Map It', they will receive a large map overview of the 

scan with the 'Vehicle Data' , 'Sca n Data', and 'Scanned By' information to the right of the map. Also, in 

the case of the detection being a 'Hit', they will also see the 'Hot-list Information' (Order No, Hot Plate, 

VIN, StatelD, Order Date, Vehicle Make, and Vehicle Model) . As with the previous view, the user has the 

option to 'Output Report' and/or 'Show Address'. 

(b)(5) 
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If the user selects 'Show Address', they will be presented with a pop-up that displays the 'Nearest 

Address' and 'Nearest Intersection', The pop-up will also display the approximate distance to the 

address. If the user selects 'Output Report', they will be presented with a Single PDF Report and be 

requested to choose a location to store the PDF 
(b)(7)(E) 

Output Report 
Depending if the scan is a Detection record or Hit record, it w ill determine the type of report that is 

generated. For Hit Records, you will see the following on the Detail Info pop-up. Within the 'Hot -List 

Data' will be the Ala rm information (Hot Plate, Alert, State, and Type of Hit). Also, you will see the 

'Record Detail', which will include Record lD, Date of l oad, Source, VIN, Owner, Vehicle Year, Make, 

Model, and Color. If a Hit record is saved you will be presented with the following 'Veh icle Hit Report' 

when you click 'Output Report'. likewise, you will be presented with the following 'Vehicle Detection 

Report' for regula r Detections. 

b)(7)(E) 
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b)(7)(E) 
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When outside the 'View Detail' pop-up, you will be presented with the following options when selecting 

'Output Report' with search resu lts table. A 'Single Report - PDF' will save the report of a single record 

selected to a PDF file. A 'Single Report - PDF (All Selected), will save multiple records selected with 

checkmarks to a single PDF file. Each will have their own 'Sing'le Report' pages. The 'M ulti Report - PDF' 

option will save multiple records selected with checkmarks to multiple PDF files. The 'Multi-Report -

XLS' will save multiple records se lected to an excel file . This is advantageous for viewing/ordering 

multiple columns for data analysis. When you configure the 'Customize View', the XLS will al so show 

added columns within the report. When there are greater than 300 results selected, you will need to 

select 'Multi-Report XLS (No Images). 

(b)(7)(E) 

Associate Analysis 
Associate Analysis allows users to select multiple detections of a known plate(s) to determine if there 

are other license plate(s) commonly seen in close proximity to the known plate(s) . When se lecting 

plates of interest and then clicking on 'Associate Analysis', you will be presented with the 'Analyze with 

Stakeout' pop-up box that allows users to alter their desired se lections. 
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To the left, you will see an [Xl where you may remove the record from the Analysis batch. You will see 

Plate Record Ii as it was seen in the main table, and will be presented with the 'Plate' read. You will be 

given the 'Time From' and 'Time To' ootions to control how far before and after the scan to look for an 

Associate prate. (b)(7)(E) r. 
(b)(7)(E) 

* Continue to Stakeout Section for further information on Associate Analysis. 

b)(7)(E) 
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Hot-List Management 

Upload Hot-List 

Add HoI Plate 

+ 
b)(7)(E) 

Next, the System User will want to 'Select Hot-list Record Informat ion'. This is where we want to 

describe the record and assign it to a Hot-List pool. We have the option to enter the 'Order Date' and 

the dialog box pops-up giving us the optio n to select a date. When not entered, it will be defaulted to 

the 'Date of load' . 

(b)(7)(E) 
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We are able to 'Assign Alert Level' for a specific record. This option will alert the CarDetector System 

User of the severity of the alert. When configured in CarDetector an Audio Alert will notify the user of 

the serverity as well as display color coded level for the Alert (Low- Yellow, Medium-Orange, High-Red), 

b)(7)(E) 

(b)(7)(El 

When adding a Hot Plate, we have the option to make the record expire after a given period by selecting 

the 'Make Inactive after' option. After a specified amount of days, the record will become inactive but 

not be deleted. This allows for the record to become active again at a later time. Also, there is the 

option to create hits from previous detections. When selecting 'Generate historical Hits for last ', we can 

enter a specific amount of time to do historical hit look-ups. Essentially, this allows for the creation of 

hits of detections that are already on the system, This option can sometimes be useful for forensic data 

Jook-ups. 

In the new version of LEARN S.x, we now have the ability to add customized note fields into LEARN in 

the 'Add Custom Hot-Li st Fields' section. We are now able to select up to (6) customized note fields. 

Select the check box to enter a 'Title' and corresponding 'Data'. For example: 
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(b)(7)(E) 

b)(7)(E) 

(b)(7)(E) 

Manual Hot-List 

Step 1: Select a Hot-List Template & Existing File 

Step 1 : Select a Hot-list Template & Existing File 

Seled a Template· I Example Template :::1 Create 

Select a File· jC'Vakepathv-Jew Text Docu", Browse 

Seled a Template and Browse to the Hot-Usl file 

(Ale size must be less than 30MB) 

As a System User, you can upload a 'Manual Hot-Ust'. A Manual Hot-list is usually either a) temporary in 

nature or b) not automated and requiring manual updating. This list consists of numerous Hot Plate 
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(b)(7)(E) 

Step 2: Designate Hot-List Details 

(b)(7)(E) 
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(b)(7)(E) 

Auto Hot· List 

~ 

o 
IiDdD 

~ 

Auto Hot-Lists are typically larger files that are auto-generated from a federal, state or local system on a 

regular basis . Note: Due to the file sizes and numbers of records involved, it is recommended to contact 

Vigilant SUPport for assistance in connectinR 'Your LEARN aceo nt to an Auto Hot-list. When confiRUring 
(b)(7)(E) 
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(b)(7)(E) 

Step 1: Create Hot· l.ist Connection 

b)(7)(E) 
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(b)(7)(E) 

Step 2: Designate Hot-List Details 

(b)(7)(E) 

Step 2A: Enter the local server directory path 
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(b)(7)(E) 

Step 3: Create Hot-list update schedule 

b)(7)(E) 
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b)(7 )(E) 

Hot-List Templates 
l(b)(7)(E) 

Create / Edit Template 

Step 1: Assign Hot-List Name & Description 

(b)(7)(E) 
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b)(7)(E) 

Step 2: Designate file headers and separators 

(b)(7)( E) 

Step 2A: Designate file headers and separators 

[ b)(7)(E) 
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b)(7)(E) 

Step 3: Select Hot-List Fields 

b)(7)(E) 
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(b)(7)(E) 

Step 4: Enter a title for the Custom f ields 

b)(7)(E) 
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b)(7)(E) 

View Template 

b)(7)(E) 
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b)(7)(E) 

Searching Records 

~ .-.- • 

(b)(7)(E) 
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List records with Comments'. When viewing a Hot-List, you may attach a personal comment to the 

record as seen below. 

b)(7)(E) 

LEARN 5.1: System User Guidel Hot-list Management I Searching Records 

2018-ICLI-00035 1794 
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(b)(7)(E) 
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b)(7)(E) 

Searching Files 

b)(7)(E) 
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b)(7)(E) 

LEARN 5.1: System User Guidel Hot-list Management I Searching Files 

2018-ICLI -00035 1800 



b)(7)(E) 

Make Base Hot-List 

c · o n 

0 - -
0 • • • • 

(b)(7)(E) 
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Mapping Tools 

Mapping Tools currently consists of Mapping Alert Service (MAS) and Scan Density Map .. Mapping Alert 

Service (MAS) allows the graphical representation of Hits against Agency Hot-Lists generated from both 

Agency generated LPR data, lPR data shared from other agencies, and data originating from Vigilant 

(data gathered under the National Vehicle location System (NVLS), sometimes referred to as "Private 

Data"). The Scan Density Map allow for the graphical representation of the density of Hits and 

Detections in a given area; this is a helpful planning and management tool for user of mobile lPR 

systems to understand their lPR "coverage" and make adjustments to patrol patterns .. 

Stakeout 

Search Criteria 
Stakeout provides advanced browsing and analytical tools .. Stakeout allows a user to define one or more 

locations of interest, with associated dates and times (optional), to virtually "stake out" the location and 

view any "visits" that were made to the 10cation(s) by lPR-equipped vehicles (agency-owned, shared, or 

commercial). j(b){7){E) 

(b)(7)(E) 

There are many mapping tools provided within the Stakeout application to help users define the exact 

pe r; met e,l(b )(7)( E) 

b)(7)(E) 
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V'{~Tft~~I 
type zone. This tool is useful in creating zones very quickly for city blocks. Lastly, the 'eraser' toot allows 

users to clear the map and attempt a new zone. 

(b)(6);(b)(7)(C) 

Seal'd, Results 

(b)(7)(E) 
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b)(7)(E) 
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b)(7)(E) 

Output Report 
When you have your desired data, you may output a report using the 'Output Report' option. You will 

b)(7)(E) 
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b)(7)(E) 
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b)(7)(E) 
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b)(7)(E) 
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Commol1 Plate Re.,ort 
The Common Plate Report allows a user to find license plates common to one or more of the selected 

locations and/or visits . This is a useful too l for the investigation or pattern or serial crimes, to identify 

possible suspects and/or witnesses. This report is also used to conduct "Associate Analysis ." 

The Common Plate Report will consist of each Location (with one or more Visits) and a corresponding 

Map Overview of the geo-zoned location. It will also specify the 'Date Range' selected. Next, it will 

specify what plates the defined locations have in common. It will state, the number of locations it has 

appeared at and the 'Location (Frequency)'. For example: #1 (1)~ #2 (3) would denote that the common 

plate was scanned once at location #1 and three times at location #2. From these results, you are able to 

determine which plates have in common from multiple locations. 

Associate Analysis 

(b)(7)(E) 
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Save Search 
Once you have a desired investigation of all the geo-zones selected, you may want to save the results to 

continue your investigation at a later time. In order to do sq{b)(7)(E) 
(b)(7)(E) 

Mapping Aler t Service (MAS) 

• • • 

'Mapping Alert Service (MAS), allows the graphical representation of Hits against Agency Hot-lists 

generated from both Agency generated lPR data, LPR data shared from other agencies, and data 

originating from Vigilant (data gathered under the National Vehicle location System (NVlS), sometimes 

referred to as "Private Data"). This is presented via icons within a Map layout with the option to filter by 

time, hot-list, and type of hit. Before utilizing 'MAS', the Agency Manager will need to assign 'Alerts' and 

'Hot-lists' to each user. Also, the Agency Manager will need to assign an icon for each alert using the 

'Icons' feature. By default, all LEARN users will have MAS permissions. Note: A user's Hit permissions will 

affect what views they have within MAS. 

Search CriteJ'ia 
b)(7)(E) 
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(b)(7)(E) 

Searching 

Ib)(7)( E) 
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(b)(7)(E) 
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(b)(7)(E) 

The 'filmst rip' tool allows for quick 'Color Overview' of the vehicle. The detail in the filmstrip will only 

incl ude the 'Hot Plate', 'Scan Date', and 'Alert' name. You can see an example below. 

(b)(7)(E) 
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b)(7)(E) 

Reporting 

(b)(7)(E) 
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(b)(7)(E) 
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Mapping Alert Service also includes the option to create a 'LPR Hit Report' in PDF format. By clicking on 

'Output Report' and not selecting any records, the Hit Report is generated. The lPR Hit Report is an 

overview of what was generated during MAS search. The 'LPR Hit Informat ion' wit! display Start/End 

Dates, Time Frame, Hot-List, Unique Hits, Total Hits, and Agency/User information. The 'LPR Hit Map' 

should be an identical representation of the queried Map in MAS for the selected user view. 

b)(7)(E) 
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Density Map 

I 

(b)(7)(E) 

Search Criteria 
(b)(7)(E) 

Searching 
b)(7)(E) 
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b)(7)(E) 

There is also the abi lity to increase and decrease image overly transparency usmg the 'Transparency 

Scale' . You may also change the 'Scan Concentration' from 'Normalized' to user-defined. Thus, you can 

make up your own density requirements . For example: you can alter the top number to be an exact 

number of 1000 scans. Anything greater than 1000 will be Red and anything less will be Orange, Yellow 

or Green. If the number of scans falls within the user-defined scale, it wilt display with the color 

associated with it. 
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(b)(7)(E) 

Reporting 
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(b)(7)(E) 

61 l pa cE' 

LEARN 5 .1: System User Guidel M apping Tools I Density Map 

2018-ICLI-00035 1821 



Dashboard 

Dashboard statistics are used to give System Users and Users a comprehensive reporting location for 

volumes generated using client sohware. It allows for quick graphical environment that can be split into 

Pie Charts, Bar Graphs, or Spreadsheet tables. Statistics are calculated nightly and are accurate to within 

24 hours. When analyzing statistics using Dashboards, you will notice the ability to filter and tweak the 

searches to recover volumes to suit nearly any situation. The 'Scheduled Reports' feature allows for 

reports to be generated at specific intervals and emailed to desired recipients automatically. 

Activity Search 
b)(7)(E) 

Filters 
Beyond 'Activity Search', we also have the ability to control 'Filters' for 'Agency', 'User' , 'System' and 

'Hot-lists(s)' . By default, 'Select AIL.: is chosen for each filter option. We are able to turn off individual 
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VY~ce~Y!\~r 
filter components by simply unchecking each 'Agency', 'User', 'System' or 'Hot-list' listed. The lists will 

be dynamically updated based on new components being added. When an 'Agency Share' occurs, you 

will be able to view their 'Detections' from Users and Systems, and/or view 'Hot-list(5)' sources that 

were shared. When using 'Filte rs' for 'Data Contribution Type - Hits', you will be presented with 

additional 'Alert Type ' filter options for each Hot-list 'Source' . From these fitters, we are capable of 

defining which detections or hits are viewable in the display. 

(b)(7)(E) 

Pie Charts 
(b)(7)(E) 

63 I P~p" 

LEARN 5.1: System User Guidel Dashboard I Pie Charts 

2018-ICLI-00035 1823 



(b)(7)(E) 

b)(7)(E) 

LEARN 5.1: System User Guidel Dashboard I Pie Charts 

2018-ICLI -00035 1824 



(b)(7)(E) 

When displaying the Pie Chart, you may hover over each piece and view the corresponding statistics in a 

bubble overview. For some pie statistics, they will be batched together if the ratio is too small to 

distinguish a ratio . In this case, you will see the first and last key separated by hyphen. By clicking on the 

magnifying glass, you will be presented with a 'LEARN - Dashboards Detail' view. This allows for a 

detai led table with key, ratio descriptions, and counts. Within the 'Detail' view, there is an option to 

'Output Report' to a PDF format. The report will include current view of Pie Chart and Table. 

(b)(7)(E) 
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Bar Graphs 
When viewing dashboard statistics using 'Bar Graphs' mode for type 'Det ections', you will be presented 

with a bar graph for 'Agency{s)', 'Hot-list(s)', 'User(s)', System(s)', 'Accuracy', and 'Hit Ratio' , 'Agency' 

will display detection amounts from each Agency that are currently within the System User's data pool 

and within the chosen 'Duration' . 'Hot-list ' will display the Hot-Ust amounts of all available Hot-lists 

within the System User's data pool. This will include shared 'Hot-lists', 'Use r' will display detection 

amounts for each User selected from each Agency available. 'System' will display detection amounts for 

each System selected from each Agency available . 

b)(7)(E) 
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When viewing dashboard statistics using 'Bar Graphs' mode for type 'Hit s', you will be presented with a 

bar graph for 'Agency{s)', 'User(s)', 'Hits By Source', 'Hit Ratio', and 'Alert Types' by Source. 'Agency' will 

display hit amounts from each Agency that are currently within the System User's data pool and within 

the chosen 'Durat ion'. 'User' wi ll display hit amounts for each User selected from each Agency available. 

'Hits By Source' will display the ratio of Hits for each Hot-list Source. 'Hit Ratio' will display the rati o of 

'Detections' VS. 'Hits'. 'Alert Types' by Source will display the ratio of hits for each 'Alert Type' within the 

Hot-List. Each 'Hot-list Source' available, will be listed with 'Alert Type' amounts. 

b)(7)(E) 
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When disp laying the Bar Graph, you may hover over each bar and view the corresponding statistics in a 

bubble overview. For some bar statistics, they will be batched together if the amounts are too small to 

distinguish between the other elements. In this case, you will see the first and last key separated by 

hyphen. By clicking on the magnifying glass, you will be presented with a 'LEARN - Dashboards Detail' 

view. This allows for a detailed table with key, element descriptions, and counts. Within the 'Detail' 

view, there is an option to 'Output Report ' to a PDF format. The report will include current view of Bar 

Graph and Table. 

(b)(7)(E) 

68 1Pap" 

LEARN 5.1: System User Guidel Dashboard I Bar Graphs 

2018-ICLI-00035 1828 



(b)(7)(E) 
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Data View 
When viewing dashboard statistics using 'Data View' mode for type 'Detections', you will be presented 

with a default table that shows the 'Time Period' , 'Users', 'Total Detections', and 'Total Hits', Just like 

with 'Pie Charts' and 'Bar Graphs' modes, we are capable of controlling the 'Agency', 'User', 'System', 

and 'Hot-list' filters to control the table output. When viewing dashboard statistics using 'Data View' 

mode for type 'Hits', you will be presented with a default table that shows the 'Time Period', 'Users', 

and 'Total Hits'. Just like with 'Pie Charts' and 'Bar Graphs' modes, we are capable of controlling the 

'Agency', 'User', 'Hot-list(s)', and 'Alert Types' for each Hot-List using the filters to control the table 

output. 

b)(7)(E) 
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(b)(7){E) 
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(b){7)(E) 
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Scheduled Reports 
By selecting the 'Schedule' button below the 'Data Contribution' header, you will be presented with an 

extensive scheduling option. You can select which days of the week to distribute report via Email under 

the 'Schedule Delivery' header. For each day of the week, you can edit up to (3) times to receive a 

message per day. Note: currently, these times are listed in EST time-zone. Once the schedule has been 

selected, you may configure the 'Select Reports for Delivery'. The left column will list the 'Ava ilable' 

reports while the right column wilt show the 'Included' reports. To add or remove reports, simply 

highlight the desired report and click the 'Add' or 'Remove' buttons. Lastly, you will need to specify the 

'System Type' and 'Data Duration'. Finally, while setting up scheduled reports via email, you will be 

prompted to input an email address for the recipient of the report. Multiple email address may be 

entered and separated by a semi-colon. Once the changes are complete, select 'Update' to save your 

changes and 'Start' to begin receiving the Scheduled Reports. 

b)(7)(E) 

Note: Each report will be sent in a single email attachment. For Pie Charts and Bar Graphs, they will be 

sent in PDF format. For Data View Reports~ they will be sent in CSV format. 
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Other Functions 

Other Functions is a section dedicated to less used tasks such as contacting Agency Managers, manually 

uploading detections, or links to external websites like NVlS. This section will continue to hold tasks and 

functions that do not apply to other sections listed on the 'Home' page. 

Contact M.nager(s) 

Under 'Contact Manager(s)' I the system user can select each Agency Manager listed for their agency 

and view their contact details. From there, they can contact them via Email. Mail. orPhone. This feature 

can be useful if users are unsure whom to contact for questions regarding their LEARN Agency and the 

featu res within . They may also 'Output Report ' of each Agency Manager in PDF format, so that they 

may print off a Contact Sheet of all Agency Managers if the need arises. 

(b)(7)(E) 

74 1 P a !! .. 

LEARN S.l: System User Guidel Other Functions I Contact Manager(s) 

2018-ICLI -00035 1834 



(b)(7)(E) 

Upload Detections 

(b)(7)(EI 

7sl Pil c e 

LEARN 5.1: System User Guidel Other Functions I Upload Detections 
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(b)(7)(E) 
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Contact Vigilant 

Vigilant Solutions Support 
2021 las Positas Court I Suite #101 I Livermore, CA 94551 

Tel, +1(925) 398-2079) Fa" +1(925) 398-2113 

v igi la ntso I ution 5.CO m 

support@vig ilantso lutions,com 

Vigilant Solutions Sales 
2021 las Positas Court I Suite #101 I Livermore, CA 94551 

Tel, +1(925) 398-2079 ) Fa" +1(925) 398-2113 

vi gi la ntsol ut io ns. com/ pradu cts 
sa I es@vigilantsolutions.com 

Vigilant Solutions Private Data Subscriptions 
l(b)(6):(b)(7)(C) ~Ice President of Marketing 

Tel: +1 (925) 398-2079 ext. 731 

vi gi la ntsol ut io ns. com/ pradu cts 

tb)(6):(b)(7)(C) 

LEARN 5. 1: System User Guide I Contact Vigilant I Vigilant Solutions Support 
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HOW TO MAKE LEARN HOT LIST UPLOAD NOTIFICATIONS STOP 

Tired for receiving all the hot list up load notificat ions? Follow the X steps below to stop receiving these 

em ails. 

1) Log in to CLEA~(b)(7)( E ) 
L-________________________ ~ 

CLEAR 
Sign in uSing OnePass 

2) Within CLEAR, access Vigilant Solutions LEARN vi a the Vehicle Search 

3) Click link "Click Here for Vigilant Solutions LEARN" 

(b)(7)( E) 
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4) Log in to LEARN using your LEARN credentials (Please note these are distinct from your 

CLEAR credentials) 

b)(7)(E) 

5) From the LEARN home page, select Plate Search. 

(b)(7)(E) 

6) After Plate Search, select My Manager Profile. 

b)(7)(E) 
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7) Within your Agency Manager profile, please ensure no boxes are checked. 

Receive Management Notification - sends email(s) about hot list upload 

Receive Hit Report of all Hit Notices - sends email(s) about hot plate detections 

Show my contact info on the Data Sharing Map - designates you as a point of contact for DHS 

(b)(7)(E) 

8) Click update to ensure changes are saved! 
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REACTIVATION OF LEARN CREDENTIALS 

Step 1: Log in to LEARN, 

(b)(7)(E) 

All information current as of August 2018 
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b)(7)(E) 

The user will now be reactivated and able to use his existing LEARN credentials to access the content. 

Any user (including administrators) who has not logged into LEARN within the past 120 days will be 

inactivated. 

All info rmation current as of August 2018 
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Agency 
Data Sharing Report 

Detections Shared 

The ICE Agency is Sharing its Detection data with the following Agencies: 

None 

Detections Received 

The ICE Agency is receiving Detection data from the following Agencies: 

Harris County Sheriffs Office 

Frisco Police Department 

Lees Summit Police Department 

Flemington Police Department 

Bronxville Police Department 

Fayette County Sheriffs Office 

Lee County Sheriffs Office 

Austin Police Department 

Hopkinsville Police Department 

Rockwall County Sheriffs 

Downers Grove Police Department 

Woodstock Police Department 

Dickinson Police Department 

Lombard Police Department 

Munster Police Department 

College Station Police Department 

Southwest Major Case Unit (IL) 

Mundelein Police Department 

Hamilton County Sheriff (IN) 

Orange County Sheriff (TX) 

West Baton Rouge 

San Diego Sector Border Patrol 

Manteca Police Department 

Merced Police Department CA 

Hammond Police Department 

Bell Police Department 

Date Created: 11-07-18 

Athens-Clarke Police Department 

Hiram Police Department 

United States Forest Service CA 

Dallas Police Department 

Fairfield Police Department CT 

Douglas County Sheriffs Office 

College Park Police Department 

Mi lton Police Department 

Travis County SO 

Gwinnett County Police Department 

Tulare Police Department 

Bartow County Sheriffs Office 

San Luis Obispo Sheriffs Office 

Rankin County Sheriffs Office 

Baldwin County Sheriffs Office 

17th Judicial Circuit Drug Task Force 

Monroe County Sheriffs Office 

Liberty County Sheriffs Office (TX) 

Burr Ridge Police Department 

City of Vidor 

Stanislaus County Auto Theft Task Force 

Jasper County Sheriffs Office MS 

Downey Police Department 

Casa Grande Police Department 

Midlothian Police Department 

Nacogdoches Police Department 

Page 1 of 2 



Conroe Police Department 

Medford Police Department 

Agency 
Data Sharing Report 

Department of Transportation - Phoenix Arizona 

32nd Judicial District Attorney Office 

Williamson County Sheriffs Office 

Foley Police Department 

Camden County Police Department Westport Police Department 

Putnam County Sheriff 1 DOth Judicial District Attorney Traffic Enforcement 

Pima County Sheriff 

Stanislaus County Sheriffs Department 

Burleson Police Department 

Ossining Police Department 

Wethersfield Police Department 

Stratford Police Department 

Union Township Police 

Norwalk Police Department 

Union City Police Department (CA) 

Oxford Police Department 

Westover Hills Police Department 

CBP - NTC 

Smithville Police Department 

Hendersonville Police Department 

Boone County Sheriff Office 

Reeve County Sherriffs Office 

Enfield Police Department 

Southern Connecticut State University 

Trumbull Police Department 

Gresham Police Department 

Ventura Police Department 

Bernards Township Police Department 

Sutter County Sheriff 

Upland Police Department (CA) 

Drug Enforcement Agency (DEA) 

Hot-List Sharing 

The ICE Agency is sharing Hot-list records with the following Agencies: 

Agency: Hot-List(s) : 

None None 

Hot-List Received 

The ICE Agency is receiving Shared Hot-list records from the following Agencies: 

Agency: Hot-List(s): 

None None 

Date Created: 11-07-18 Page 2 of 2 



From: Kb)(6);(b)(7)(C) 

Sent: 
To: 
Cc: 

22 J: e b 201 8 1 7' 5 4 ·1 7 r O S OO tb)(6) ;(b)(7)(C) 

(b)(6);(b)(7)(C) 

U Ject: FINAL consolidated answers to NPR Questions on license plate readers 

Hello a ll - below are the (hopefully) final consolidated answers for NPR on the LPR contract. I 
plan to send thi s to the reporter tomorrow (Friday) at noon unless there are any 
objections. 

Thank you all for your input and coordination. Dani 

1. How much is DHS/ICE paying for access to the services and database provided by Vigilant 
Solutions? And, what is the length of the contract? When did it go into effect? 
The contract award is 12 months with four (4) twelve (12) month options. The 
contract runs from 12/2212017 to 9/21 /2020. The cost of the contract is proprietary 
and the rcporter should reach out to Vigilant. and orlsubmit a FOlA request to ICE. 

2. Page II of the 20 17 PlA says: "users must complete training on the appropriate use of the 
service and LPR data before access ing the commercial LPR database . . . " When did 
agents receive this training? How long is the training? Is it still ongoing? On what date 
did it start? (" the vendor provides training to ICE personnel on the use of the LPR data 
service. ") 

The vendor is providing training. These consist of one-hour training sessions that 
began on February 9, 20]8 and are ongoing. 

3. How many ICE users have been authorized to access LPR data? And under what 
circumstances can a HSI or ERO officer have an ICE user query the database on their 
behal f? 

About 1 ] ,000 ICE officers, HSI agents, intelligence analysts and other support staff 
who bave a need for this inves tigative tool will be granted access . . ICE agency 
managers ensure that only those who need access to LPR data for mission-related 
purposes are granted access to the vendor system. 

Intelligence analysts and other support staff who have been granted access to the 
system for mission-related purposes can access the system in support of an 
investigation. 

4. Page 12 of the 2017 PLA says~ " ICE usen; who violate the- rules of behavior WIll be subject to 
perIC.\lti\,!s ill accordance with ICE policy," What are those penalties? 

Penalties can range from revocation of access, reprimand, suspension, or 
termination, 



5. Page I J of the 2017 PIA says: "Each time that ICE authorized users log into the LPR data 
service, they must agree 10 leE lemlS and conditions set forth in a splash screen before 
performing a query .. .. The text on the splash screen is available to the user via a hyperLink 
within the main system interface (including the mobile application interface) .. . Are ICE users 
actually presented with the language before being required to "affirm their understanding of the 
rules of behavior before they are able to complete the login process and commence a query?" Or 
do they simply click a box and move on? 

Yes. ICE users are presented with the splash screen featuring the ICE terms and 
conditions language prior to logging in and must affirm their understanding before 
completing the login process. 

6. Page 130[2017 PIA says: "If the vendor discovers that au individual has used the service in 
an unaUlhorized manner, it is required to notify ICE as soon as practicable after the discovery:' 
How soon is that? 

All activity while logged into tbe LPR database is recorded in an audit log. The 
audit logs will be provided to the ICE agency managers quarterly and the ICE 
Office of Professional Responsibility (OPR) upon request. The vendor is required to 
notify ICE if they discover or suspect misuse of the service by an individual as soon 
as practicable, but in no event later than 24 hours after discovery. 

7. Page 14 of201 7 PIA says: "'If the LPRdata service displays results that are useful to ERO in 
its immigration enforcement mission, ERO users can print this infonllation and store hard copy 
tiles in the appropriate target folder. These hard copy records are maintained for three years from 
the time the record was created, at which point they are destroyed, in accordance with the 
applicable records schedule approved by the NARA. Longer retention may be authorized if there 
is a justifiable business need. If ERO users enter any of this information into EARM. those 
electronic records are retained in EID for 75 years." How often does this happen? In what cases 
will this be true? 

There is no way to determine how often this occurs. Examples where longer 
retention would be authorized include ongoing investigations or pending litigation. 

8. Page 6 of the 2015 PLA says: "the training will also encourage ICE personnel to reexamine 
their entire alert list on a regular basis. but at least al1IllIaUy." Is this true for the current version 
of the PLA? 

As described in the 2017 PIA update, the service ICE has procured provides 
functionality that enhances ICE's ability to acccss only relevant information. Each 
license plate on an alert list automatically expires after one year unless the user 
removes the record before that time period. The service prompts users two weeks 
prior to thc expiration of a I.icense plate number and requires the user to 
affirmatively indicate that there continues to be an operational need to keep a 
particular plate beyond the I-year period. The service grants the user one additional 
\\'eek after expiration to renew the entry in the alert list. If the user does not renew, 
the service automatically removes the license plate from the alert list. In addition to 



this automatic mechanism, ICE users are trained to remove plates from alert lists 
when they no longer relate to an ongoing criminal or administrative investigation. 

9. How often will ma nagers conduct audit trail s? The 20 15 report said quarterly if not more 
often but it ' s not clear if thi s was speci fi ed in the 20 17 report . 

The audit logs will be provided to the ICE agency managers quarterly and the ICE 
Office of Professional Responsibility (OPR) upon request. 

10. Can fCE users upload li cense plate numbers into their "'a lert list" that belong to people 
whose documented status is about to change? For instance, the li cense plate numbers belonging 
to DACA recipients whose pennits are about to expire? 

ICE does not use tbe LPR data service to locate or track individuals " 'ho do not 
have a nexus to ICE investigatory or enforcement activities. 

11 . Can DHSIICE access data uploaded by loca l law enforcement agencies if they have opted 
out of the system? Are there any circumstances under which [CE ean ga in access? 

ICE can only access data uploaded by local law enforcement agencies if those 
agcncies elect to share the data they upload into the vendor system. There are no 
circumstances where JCE can gain access through the vendor system if a law 
enforcement agency has chosen not to share its data . 

12. How many loeallaw enforce ment databases does ICE have permiss ion to access? 
The reporter will need to contact Vigilant and TRSS for this information. 

From:fb)(6);(b )(7)(C) 
Sent: Saturda Februa 
To: b)(6);(b)(7)(C) 
Cc: 

I 
17, 20188:47 PM 

Suti~J~FO,..,.xr~u~eaulo"n~s7o"n,""c~e~n<'se""pr,a",e'"~"aoroe"~'----------------------" 

Otherwise DAQ is good with the language in the attachment. 

Thanks, 

,-;1(b",)(-:c
6
)--,-;(b:,-)(--,-7)-c(C,..,) ==:-:-:-~I CPPB, CFCM 

Detention, Compliance and Removals (OCR) I Unit Chief 
DHS I ICE I Office of Acqu isition Management (OAQ) 
Phone: 202-73 b) 6)· Mobile: 202-34Sj(b)(6);(1 
Email: b)(6);(b)(7)(C) 



FEflENCE' NO OF DOCIME NTSE 'NG COIffiNUEO 

CONTINUATION SHEET 7DCDCRl BPOOaaDD17 

WEST PUBLISHING CORPORATION 

ITE"' NO 

1M 

0001 

0002 

0003 

SU F'PIJESIS EflVlCES 

IB) 

app l y only t o the purchase order resul ting for 
ICE solicitation 70CDCR18Q00000005 . 

Exempt Action : Y Sensitive Award : PII 
Period of Performance : 12/22/20l7 to 09/21/2020 

Base Period - 12/22/2017 - 01/31/2018 

ACCESS TO LICENSE PLATE SYSTEM (All ICE Users) 
This is a Firm-Fixed Price (FFP) CLIN . 
Product/Service Code : D317 
Product/Service Descript ion : I T AND TELECOM
WEB-BASED SUBSCRIPTION 
~equisi t ion No : 192118fLMURQ0008 , 
192118FUGOPS12087 

12/22/20 17 to 01/31/20 18 

Opt i on Period 1 - 02/01/2018 - 01/31/2019 

ACCESS TO LICENSE PLATE SYSTEM (All ICE Users) 
This is a Firm-Fixed Price (FFP) CLIN . 

Amount :kb)(4) ~ Option Line Item) 
02/20/2018 
Product/Service Code : 0317 
Product/Service Descript ion : IT AND TELECOM

WEB-BASED SUBSCRIPTION 

Account iiilliillnf0 : 
Funded : 
Period o t Per crmance : 02/01/2018 to 01/31/20 19 

Option Period 2 - 02/01/2019 - 01/31/2020 
ACCESS TO LICENSE PLA TE SYSTEM (All ICE Use ~ s) 

Continue.d ... 

WiN 1S4()'()1-1 52.sJtil 

<XJ ,t,NT!TY UNIT UN IT PRICE' 

(C) ( D) IE) 

12 MO 

12 MO 

''''''"' IF) 

l(b)(4) 

52 

Ql'TIONALF()fl1.4 J.3fi (4-66) 
Sponsored by GSA 

FAA (013 CFRI53.110 



FERENCE NO. OF OOG UMENT BE ING CONTINUED 

CONTINUATION SHEET 70CDCR18P00000017 

NAME OF OFFE ROR OR CONTRACTOR 

WEST PUBL I SHING CORPORAT I ON 

ITEM NO. 

(A ) 
SUPPUESiSERVlCES 

( 8 ) 

a l ign wi t h t he contract CLINs . Supporting 
d ocumen t ation is requ ired when guara n teed 
minimums are ex c eeded a nd when allowable c osts 
are i nc u rred . 

( i ii ) Firm Fi xed-Price CL INs . Suppor t ing 
documen t at i on i s not re qu ired f or charges for FFP 
CLI Ns . 

4 . Sa f e guarding I n for ma tio n : As a con t r actor or 
vendor conduct i ng bus i ness with Immi g ra tio n a nd 
Customs Enforceme n t ( ICE) , you are req u i red to 
comply wi t h DRS Policy regardi ng t he sa f eguarding 
o f Se n s it i ve Personal ly I de nti f iable In f ormat i on 
( PIl ). Sens i tiv e PIl i s in f ormation t ha t 
identi f i es an i ndividua l, includi ng an a l ien, and 
could resul t i n harm , e mbarrassme n t , 
i nconve ni e nce or unfa irness . Examples o f 
Sens it ive PI I i nc l ude i nformat i on such as : Soc ia l 
Secur i t y Numbers , Al i en Re gi strat i on Numbers 
(A- Numbers ), or combina t ion s o f i n forma tio n s uch 
as t he i ndiv iduals name or other uni que 
identi f i er and fu l l date o f birth , c i tizensh ip , 
or i mmi g ra tion status . 

As part of your obligat i on t o safeguard 
i n for ma tio n, t h e fol l ow precau t ion s are re qu ired : 

( i) Emai l s upport i ng doc ume nts containing 
Sens it ive PI I i n an e ncrypted attachmen t with 
password se n t separa t ely to the Contracti n g 
Of ficer Representative ass igned to t he con t rac t. 

I i i) Never leav e paper documen t s con ta i ni n g 
Sens it ive PI I u na t te nded a nd u nsecure . Whe n no t 
i n use , t hese doc ume nt s wi ll be locked in 
drawers , cabinets , desks , e t c . so the i nforma tion 
is no t accessible to t hose with ou t a need t o kno w. 

( i ii ) Use s h redders whe n d i scarding p a per 
documen t s contain i ng Se nsi tive PI I . 

( i v ) Re f e r to the DHS Ha ndboo k for Safeguardi ng 
Sens it ive Pe r sonal l y I de n t if i a ble Informat i on 
(Ma r c h 2 01 2) found at 
http : //www . dhs . gov/xl i b rary/ assets/pri vacy /dhs - p ri

l 
vac y- sa f egu a r dingse nsit i v e piihandbook- marc h2 012 . pd 

Cont inued .. . I 

NSN 7S4ll-Ot · t52-8067 

QUANTITY UNIT UNIT PRICE 

( e ) ( D) (E) 

52 

AMOUNT 

( F ) 

OPTiOI'W. FORM:J.3Il (H I6 ) 
Sponsored b\' GSA 

FAA (03 CFR) 53. ' 10 



Attachment 5: Price 

Item Description 

0001 Access to license Plate System (All 
Users), Base Vear · POP , 12/21/2017 · 

0002 Access to license Plate System (All 
Users), Option Year 1 - 02/01/2018-

0004 Access to license Plate System (All 
Users), Option Vear 3 · POP, 02/01/2020· 

U
• f I Estimated Unit Estimated Fixed Price Per 

nit 0 ssue 

• 

MO 

MO 

MO 

Pricing Explanation: *Contract start date will be 12/21/2017; however, West billing Is 



"EfERENCE NO OF OOCllMENl BEINGC<!HTINUEO 

CONTINUATION SHEET 10CDCR18POOOOOO I7/ PO OOQl 

NAME OF OFFEROR OR CON TRACTOR 

WE ST PUBLISHING CORPORAT I ON 

(AI 

0001 

There is one (1) r e quis it ion associated with th~s 

modification : 19211 BFUGOPS120 81.1 

The 

1 ( 
21 
0001 

31 

" 

purpose of th i~ modification is a s follows: 
Exe rci~ e Op~ion pe~iod~-1/31/ 20l9 ) 

Move the tot;<l l fundinq--' from CLIN 
to CLIN 0002 
Add fU ndi ng i n the amount 
Add the Enclosure 1 - SBU 

Industria L Security SOP 
5 ) Add t he f o llowing language tQ the sow. 

C.9 Repo r ting 
In the ev ent that TRSS o r it ~ partners diSCove r 
or suspect mi ~u se o f t he se rvic e by an 

i t should b e r epo rt e d to the COR or 
Contract i ng Office~ as soon as prac ticable after 
t he di scove r y but in no e vent later than 24 hours 
af~er d iscove ry . 

o the r pr ices , terms and conditio~s ~emain t h e 
same. 
~xempt Action : Y Sensitive Awa~d: PI I 
Discount Te rms : 

Net. 30 

fOB: Des tinati on 
Pe riod o f Performa nce: 12/22/2011 to 09/21/2020 

Change Item 0001 to ~ead as follows{amount shown 
is t he obligated amou nt): 

Base Pe riod - 12/22/2017 - 0 1 /3 1 /2018 
ACCES S TO LICENSE PLATE SYSTEM (Al l ICE Use rs) 
This is d firm-fixed Price ( ffP ! CLIN. 
Fully :unded Obliga t i o n Amount: 1IIIIIIII 
Product /Se r vice Code: 0317 
Product/Servi ce Des c ription: IT AN D TELECOM
WEB-BASED SUBSCRIPT ION 

UNIT ,"RIC t 

(e) 1<1 

-'"",1<1 by GUI 
FAIl ,oa C'J'h SS. li D 

3 

II.MOUNT 

('I 



~EfER£NCE 1'«), OF OOCUMENT BEING C<mTINUEO 

CONTINUATION SHEET 70CoCR18POOOOOOI7/ pooao1 

NAME Of OFFEROR OR CONlRACTO~ 

WEST PUBLISH ING CORPORATION 

fTEMNO 

(Ai 

0002 

SUI'f>\.IES/SERVlCES 

(BI 

Pe riod of Per formance ; 12/22/ 2 01 7 to 01/31/ 20 16 

Ch~nqe I t em 0002 to read as fo l lows( amount shown 
is the obligate d amount) : 

OPtion Pe r iod 1 - 02 /01 /2 0 18 - 0 1 /31/2019 
ACCESS TO LICENSE PLAiE SYSTEM (Al l ICE Users) 
This is a Fi rm- Fixed Price (FFP ) CLIN. 

Fully Funded Obligati o n lwm,".'" 
Incrementa l ly Fu nded Amount: 
Product/Serv ice Code: 0317 
Produc t / Servi ce Desc r i ption: I T AND TELECOM
WEB - BASE D SUBSCRIPiION 

. 02/01/ 2 018 to 01/31/2019 

UNIT PRICE 

(el (EI 

AMOU NT 

(n 

o .. now,L fORM HI'! (+&6) 

Spoo",,011 t>vGGA 

FAR '~ 8 CFR' I>,UW 

3 
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2. Clear users HSI-7,72S ERO-4,088. We have 9,209 total ICE users in LEARN but we do not have 
an individual count by ERO or HSI. 

3. We do not have a separate LEO vs Non LEO #I without going through and counting each of the 
9,209 email addresses. 

4. Please see attached image for map of coverage. 
5. Reporting Structure for ERO and HSI is the same. 

User 
FOD POC/ Admin 
HQ POC/Admin 
Unit Chief/Section Chief 
COR 
AD 

6. Given that access to the content began 2/1/2018 and reports are due quarterly per the 
statement of work, the first audit log will be sent to ICE the week of June 4th. Audit logs are 
also available upon request. No requests have been made at this time. 

7. Under the ICE Contract, Section PRIV 1.2 (2-3) states the following : 
"2. Contractor must report the suspected loss or compromise of Sensitive PI! by its employees or sub

Contractors to 
the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representative (COR), and 

the 
Contracting Officer within one (1) hour of the initial discovery. 
3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or 
compromise of 
Sensitive PI! by its employees or sub-Contractors." 



Thanks, 

CFCM 

'~;~:~~:;(:~D~C,:R~)~ I Unit Chief 
m (OAO) 

NOTICE: This comm unication may contain privileged or otherwi se confidential information. If you are not an 
intended rec ipiem or believe you have received this communication in error, any review, dissemi nation, distribution, 
or copying ofthi5 message is strictl y prohibited. Please inform the sender that you received this message in error 
and delete the message from your system. 

20187:05 PM 

mtg re: LPR 

Good evening _ 

_ and I compared notes and the below are the get-backs from today's meeting with HOGR staff. 
Please let me know if you need me to task these to you formally. 

1. Please provide a screen shot of the "Splash" screen. 
2. Please provide how many users wilt be accessing the system (ERO vs. HSI)? 
3. Do you have an estimate of the ICE non-law enforcement users? 
4. Please provide Vigilant Solutions state-by-state coverage. 
5. What is the reporting structure within ICE HQs for HSI and ERO (CORs or POCs)? 
6. When will you receive your f irst batch report from Vigilant Solutions? 
7. How long does Vigilant Solutions have to notify ICE of a breach? 

DeIJartm"nt of Homeland Security 
U.S. Immigration and Customs Enforcement 
Office of Congressional Relations 



Cet-backs from March 27, 20.18 Briefing to Majority and M.inority 
Stan from House Oversight and Government Reform 

I. Please provide a screen shot of the " Splash" screen. 

Also attached PDF is the language that pops up when you click get more information. 

2. Please provide how many users will be accessing the system (ERO vs. HSI)? 
Response: 

• Cleared users fo r Homeland Securi ty Investigations (HSI) is 7,725 
• Cleared users for Enforcement and Removal Operations (ERO) is 4,088 
• There are 9,209 ICE users in LEARN but we do not have an individual count by 

ERO or HSI. 

3. Do you have an estimate of the ICE non-law enforcement users? 
Response: We do not have a separate breakout by law enforcement versus non-law 
enforcement users . This would require us to conduct a manual count of lhe 9,209 users in 
LEARN. 

4. Please provide Vigilant Solutions state-by-state coverage. 
Response: See attached. 


