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Offu:e o/ln/o""lIlion GOI'UII IIIIU and Prll'acy 

U.S. Immigration 
and Customs 
Enforcement 

Pri \'acv G uida nce: Agell ev Access to and Usc of Liccnse Plate H,t'ad cr Da ta and Tcchnologv 

Direct questions abolll this ~lIid(fIlCe fO Ihe ICE Office of /n!vrmulioll GOl'em um.:e (fnd Pril'(lc), (202-
731-3300). 

I. Purpose and Aupliellhility 

As pnn o r it s crimi na l and civil law enrorcerncnt mi ss ions, U.S. Imm igration lind CuslOms 
Enrorcement ( ICE) rel ies on n variety orlaw enrorce1l1cnt tools and techniques to ensure public 
sa rcty and nationa l security. License plate rcader (LPR) data and technology provide lin important 
too l to support ICE mission act iv ities. To maximize Ihe use or lhis tool consistent with privacy and 
civit liberties req uirements. Ihis docllment provides ICE personnel guidance on the acceptable li se or 
LP R data and technOlogy within the scope orth ci r offieial dU lies. This docuruel1l serves as interim 
guidance ullti l the publ iclttion or an ICE di rectivc. 

II. llcfinitions 

LPR Technology. /\ system cons isti ng of a high·speed camera(s) an d re lated equipment mounted 
on veh icles or in fixed locations that au tomatically and wit hout direct hu man cont rol locates, rocuses 
on. and photographs license pla tes and vehicles thllt come into range of tile device. The system 
automat ica lly converts the d igita l photographic imrlges of license plates and associated d:lla into a 
com puter- readab le fo rmal. i.e" a "rcad.'· lhal conta ins LPR data, 

LPR Da tu. Informlltion derived rrom LPR technology, includi ng bUI not limitetlto: ( I) license plate 
mllll bcr; (2) d igita l image of the liccnse plate as well as the vehicle's make and Illocl cl; (3) state of 
registr ation: (4) c<lment identification ( i.e .. camera owner and Iype): (5) Globa l Positioning System 
(G PS) coo rdinates I or oth er location inronnati on taken at the t ime the inronlHltion was ca ptu red: and 
(6) date and lime ofobscrvmion. 

LPR Da tabase/System. Any central data rcpositOlY Ihal is used exclusive ly for the storage or 
recorded license plate numbers and other LPR data. The database/system may a lso lise rron t-end 
tools that allow users to vicw and analyze data in diffe rent ways. 

Commercia l LP R Serv ices. Query- bascd access to a LPR dalabase a lTered by commerc ia l vendors 
th at provides so me or all LPR data based on license pill te !l ll mbers, LPR data is up loaded to the 
database rrom a variety of governmen tal and pri vutc sources includ ing, bU I nol limited 10, access 
contro l systems. such as to ll road or parki ng lot cameras: vehic le repossession companies; and law 

I GPS is a salelli le-based navigation system that provides local ion and lime infonnation anywhere on or ncar the 
Earth where there is an unobsl ructed line o f sight to four or more GPS satell ites, 
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cniorcelllent agencies. Licenses to access commercia l databases Illay be so ld to cOllllll ercia l 
consulllers as we ll as la w enforcement agenc ies. 

HOllisl. A li st created by an ICE law enrorcement officer in order to be auto matical ly notified by an 
LPR database when a new "read" ora license plate assoc iated with an ongoi ng in vesti gation occu rs. 

1I1.IC F. Uses uf LPR Data lUuJ/or Technulugy 

ICE wil l ne ither create and estab lish its own LPR database. nor c'Ont riblll e LPR data to any 
cOlllmercial ly-ava ilab le LPR databases. ICE personnel may employ LPR data and tech nology only 
for authorized criminal and civi l law enforcement purposes. including supportin g crimina l 
investigl.ll ions int 'O national sec urity threats. illega l anns ex ports, financ ial crimes. commercia l fraud. 
human trafficking, narcotics smu ggling. child pOnlography and ex ploitation, and immigration fraud : 
iden tifying. arresting, and remov ing crimiml l a liens. fug iti ve aliens. ill ega l reentran ts. and those 
indi viduals pos ing a pub lic sarety or nat iona l security ri sk; and enro rcing other crilliinal or c ivi l 
violations within ICE' s enforccment miss ion. ICE personnel may usc LPR data ilnd technology in 
three ways. through: (I) ICE-owlled LPR cameras. (1) cooperative tlrrangemcn ts with o ther 11.1"" 
enfo rccmcnt agencics (LEAs) or law enrorcclllcnt task forces that co lk~ct LPR data and/or usc LPR 
data or tcchnology. and (3) commercial LPR scrv ices. These th ree uses are described below. 

I. IC .:-owllcd LI'H. (':IIII CI·:lS. ICE law enforcement personnclmay deploy ICE-owned LPR 
camcras to conduct surveillance durin g criminal investigations. An LPR camera wi ll be 
placed at locat ions relevant to a particu lar investigation. For exa mplc. ICE I-Iollle land 
Security Investigations (I-lSI) Illay place a call1cra a long 1.1 smuggling route or locat ion outside 
it busin ess where an investigalive t:lfget is known 1'0 frequent. 

2. Othcr LEA 0" tusk forcc collec lion of LPR daln or usc 411' LI'R Icchn olol!Y. ICE law 
enforcement person ne l may gai n access to LPR data th rough the establishment orcoopcrative 
arrange ments with ot her LEAs or law enforcement task rorces that co llect LPR data and/or 
usc LPR technology . 1\1 1 LI'R data is collected solely by o ther LEAs and often put into a 
database to which LEA access is grant ed . 

3. Commercial LI'll serv ices. ICE I,I\\' enforce ll1cnt pcrsonn elmay obtain qu ery-based access. 
lIs in g hotlists and li cense plate numbers. 10 cO llll11 crcia lly-uva ilnblc LPR dtl tabnses 
mainta incd by cOlll lllerc ia l vendors. 

Requiremcllt s surrounding the usc of LPR data :lI1d/or tech nology d iffcr dependi ng upon which of the 
three uses ICE cmploys. 

IV. Il('Ulli r('mcnls fur Usc 411' LPR Data and/or Technolug,r 

GelU.'I'lI lltc(luircmcnts Applicablc to All USl'S of LPR Data ,wd/nr Tl"Chnolog,V. Req uirements A 
- H :Ipply to all three uses of LPR data and/or tcch nology; 

A. Geneml Usc. 
I. ICE will access, co llect. and/or usc- LPR data and technology on ly for authorized crimina l 

and civil law enfo rcemellt purposes. Authorized law cnforcement purposes mea n that 
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ICE's use must be assoc iated with an ongoing investigatio n. target of investigation, 
and/o r targeted enforcement act ivity. 

2. ICE will cons ider th e qu ali ty. in tegrity. and age o r a g iven license plate reading befo re 
us ing the LPR data in uny case or in vestigati on. 

3. ICE will not take enfo rcement action based so lely on data co llccted from govc rnment -run 
o r commercia lly-avai lab le LPR databases. LPR data will be supplemented with other 
investigat ive in format ion bef('lre en forcement action is luken. 

B. Restriction on Ovel·ocolleelion. IC E will not engage in Ihe over-co ll ecti on ofLPR data. 
ICE will limit its collect io n 10 appropriatc timcfrallles. as described in Requi rement J; li mi t 
its co llection to vchiclcs. not ind iv idua ls, as described in Rl.'q uirclllellt I: .md. atlhis timc, 
prohib it geographicu lly-based querics o f LPR dUlli buscs where no license plate number of a 
target vehicle is known. Thi s docs not prohibit ICE's deployment o f cameras in geographi c 
ureas o fin vest igali ve s ignificance to identify targcts or in vestigati ve leads. ICE will nol 
engage in the mass co llectiol1 o f LP R data in o rder to identi fy wrgets or in vesti gative leads. 

C. ICE Cuntribution 10 l.P lt Datilbascs. ICE will neith er build no r host any govemment -run 
or cOlllm erci ally-ava ilable LPR datubases thaI s tore excl us ive ly LPR data. In add ilion, ICE 
will not contribul e LPR dahl to cOllll11 erc ially-av<l ilablc LPR databases. 

, 
1>. Sensith'l'Locations. ICE will acccss. collect. and lise LPR data and technology in 

accordance with ICE I'o liey 10029.22 or any superseding po licy on enforcemcn t uclions at 
sens iti ve loclltio ns. 

E, Special Protections. ICE will not add license plate numbers to hot li sts; o r access, co llect. or 
usc L1'R data and techno logy: 
I. based so lely o n race, cthnic ity , gend er. national origin, re li gion. sexual orientation. or 

gc nder identity, unless aUlhorizcd by law and po licy. ) 
2. so le ly fo r the pu rpose o f mo nitoring activ ities protcctl!d by the U.S. Constitution, such as 

First Amendmen t-protected act ivity, unless autho rized by Inw. 

F. Oaf:. Storage. Storage dev ices il ssoc ia tcd wilh ICE-owned LPR cameras are to be stand­
a lone and not netwo rked with any C(lllullcrciill databases or system s. LPR dala from ICE­
owned cameras rnay 'be tran smitted back o r upload ed to existin g ICE systems [c .g .. Video 
Ev idence Co llection and Distri bution System (VECADS) o r Investigati ve Case Management 
( leM)[ when it pertai ns to a target o r targeted enrorcement acti vity. After transmi ss ion o r 
uplo:ld. the raw data will be. de leled on' the slorage device assoc iated with the ICE-owned 
LPR cmllera. unless it must be preserved on the dev ice as o rig ina l evidence und maintained 
by an ICE Ev idence C ustodian . LPR data collected from cO lllmercial or othcr LEA LPR 
databases may be up loaded to ex isting IC E systcms (e.g .. le M) when it is round to be 
relevan t to the investigut ion as a resull o f q ueries o f"those LPR systems. 

C. Data Retention. ICE will not reta in LPR data thaI is 110 t related 10 the current ICE law 
enforcement investigation. Any clat" thaI is ["c levu nt to thi s investigation will he retai ned in 

1 See ICE Policy No. 10029.2, Enforcement ,\ clion UI or Focused on Sensitive Locations (Oct. 24. 20 II). 
1 Scc Deparlrncnt of Justice's Guidance ror Federal Law Enfo rcemcn\ Agencies Regarding the Use of Race. 
Elhnici ty, Gender. National Origin. Religion. Sexllal Oriental ion. or Gender Idcnl ilY (Dec. 20 14 ). 
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the case lil e (e.g. , ICM RO ls, Subject Records) to whic h the data pertains and not in un 
aggregated database. 

H. Training. Before accessing cOlll mcrcial o r other LEA LPR dmabases. IC E personnel wil l 
fi rst be trained on the requirements fo r usc to ensure compliance with this guidance. IC E 
personnel will also complete mandatory annual priv<ley and records training. 

Spec ific Ite(luiremculs All plic<lb ic to CO llllllcrciaULEA-Collcctcd LI)R D.lh. ami/or 
Tec hnology. Requ iremen ts I - M apply specifically to IC E's lise of commercial or other LEA/task 
force-co llected LPR data and/or LPR technology: 

I, Queries of LP I~ Databases. All qu eries of government-nm and comm ercia lly-avai lable 
LPR databases will be based on a liccnse platc number queried by ICE law enforcement 
personne l. LPR d,lla relumed in response will be limited to malches o rthat license plate 
lIu mber only within the ti me period spec ified in thc qu ery. 

J . Historical Queries. Depend ing on the type or investigation bei ng conducted. ICE law 
enfo rcement personnel will query LPR dmabascs for hi slOriea l LPR data for on ly 11 certa in 
period of time . 
I . f o r cri minal in vestigations. ICE wi lil irnit queri es to the time period esta blished in any 

Slatute oflimitntions for the underlying criminal vio lation. 
2. For c ivil immigration matters, ICE wililimil qu eries to the prev ious fi ve years. 

K, !-Iutlisls. 
I . Ali liccnse plate numbers added to hotlists must be derived from and assoc ialed wilh 

current ICE law enforcemcn t in vcsti gati ons . 
2. Hotli sts will contain only lice nse plate numbers and any assoc iated ICE-created tracking 

nu mbers. I-I oll ists will nOl contain any ot her ident ify ing infonnation about person(s) who 
may be associated wi th the licensc plate nu mbers. 

3. ICE will document and maintain lists ofatll iccnsc plalc numbers added 10 hOllists. Lists 
will detai l at " min imum the liccnse plate numbers. associated investi gati ve case 
numbers. and any ICE-created tracking numbers. ICE will maintain these li sts for fi ve 
years after li st creation date. 

4. Ho tl isls are subjecl to re" iew and refresh on al least an annual bas is to ensure thaI license 
pl:l.I e nu mbers no longer needed are removed. ICE personnel should make an effo rt to 
expeditiously remove license plaIt! ntllnbers Ihat <Ire no longer needed notwithstand ing 
this annua l review. 

L. Analytica l Tools. ICE may use an:l lytica l too ls in LPR datnbases!syslcms to view and 
ana lyze LPR data to determine pllllern s and trends. For exampl e, ICE may lise analytical 
too ls to detennine the dri ving paHCIllS and routes of tra ve l o f a suspect "chicle wherc a 
license plate num ber is known . 

M. Aud iting and Accnuntabiliiy, 
I. When ICE personne l arc accessing other LEA or eommerc i31 LPR databases, an nudit log 

lIlust be crcated that cont ai ns the ro llowing: ( I) th e identity of the ICE personne l 
conducting the query. (2) the license plate num ber entered as the qucry. (3) the data and 
time o f th e qucry, (4) the result s of the qu ery. (5) case o r in vest igat ion nu mber associated 
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with the query. and (6) the reasons for execut ing the query. Audi t logs Illay bc prov ided 
by thc other LEA or commerc ial vendor. If nol. ICE personnc1rlllrsl estab lish a method 
fo r man ual ly trackin g these itcms. 

2. ICE pcrson nel sho uld review <I ud it logs at least quarterly to cnsure co mpliance with th is 
guidance. Non-comp liance. includi ng inappropriate access and use, may be referred to 
the ICE O ffi ee o f Professional Responsibi lity (O PR), whell appropriate. 

V, Nu Private I{jgllt of Act ion 

Th is memo ran dum, wh ich muy be modi lied , resc inded . or superseded at ullY time without nOlice, is 
nOI intcndt-'d to. docs nol, and may nOi be rel ied upon to creale any right o r bene fit. substantive or 
procedural, en fo rceable at law by any party in any admini strat ive, c ivil. o r cr il1l inal matter. 
Likewise. no lim iw tioll S are placed by thi s gu ida nce on th e other law ful enfo rcement o r li tigat ivc 
prerogati ves a f rCE. 

Issued by: 

Lyn M . Ra hilly 
Assistant Director 
O nice o f I nfonnat ion Governance and Privllcy 
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