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Industry Opposition Letter Gets It Wrong:
Here’s How the Right to Know Act (AB 1291) Actually Works

On March 26, 2013, several industry groups sent an opposition letter about the California Right to Know Act
(AB 1291) to the bill’s author, Assemblymember Bonnie Lowenthal. This letter contained several inaccuracies
and misunderstandings related to the bill language. This document sets the record straight.

The California Right to Know Act (AB 1291) is supported by a diverse coalition of the state’s leading
domestic violence advocates, women’s groups, sexual health organizations, and civil liberties and consumer
privacy groups: ACLU of California, California NOW, California Partnership to End Domestic Violence,
California Public Interest Research Group (CalPIRG), Consumer Action, Consumer Federation of California,
Consumer Watchdog, Electronic Frontier Foundation, Internet Sexuality Information Services, Privacy
Activism, Privacy Rights Clearinghouse, Privacy Times, and World Privacy Forum.

Industry says:

Whila we understand that the bill is sponsored
by several consumer organizations, it is unworkable, rests on mistaken assumptions about how the
Internat works, and would impose costly and unrealistic mandates on California’s technology sector with
minimal benefit to state residents.

Fact: The way the Internet “works” today is that companies are collecting and disclosing vast amounts
of Californians’ sensitive personal information to third parties - including online advertisers, data
brokers, and third party apps - in ways that Californians do not realize and could cause them harm.

o Websites incorporate up to 100 tracking tools that collect very personal information like age, gender,
race, income, health concerns and recent purchases for third party advertising and marketing
companies when consumers visit webpages." Profiles of personal information are bought and sold on
stock-market-like exchanges.?

e Third party data broker companies buy, sell, and trade personal information obtained from mobile
phones, financial institutions, social media sites, and other online and brick and mortar Companies.3

e Many mobile applications are sharing personal information, such as location information, unique
phone identification numbers, and age, gender, and other personal details of both adults and children
with third party companies.* Several women and children have been hurt or killed when cell
providers or applications collected and then shared location data with abusers. ®

o Facebook apps used by a consumer’s “friends” can often access sensitive information about that
consumer, including religious, political, and sexual preferences.’®

e Companies tracking and collecting information about purchases and activities, online and off, are
using it in ways people do not expect or want. Target revealed a woman’s pregnancy before she told
her family.” Americans have lost jobs® and been denied mortgages® when data brokers shared incorrect
information and scammers use data broker lists to target vulnerable populations like seniors.™



Fact: AB 1291 modernizes California’s current transparency law’' that has been in place for a decade
and mirrors existing European Union data access rights.

|14

Fact: The White House,* the Federal Trade Commission,*® and the California Attorney General™ all

support data transparency and access for consumers.

Fact: AB 1291 will modernize current transparency law to make it work more effectively, efficiently,
and minimize costs.

e Unlike many other privacy laws, AB 1291 does not require costly affirmative notice to Californians
about personal information that is retained or disclosed, but only requires companies to respond to
Californians who make requests. Requests are limited to one per 12-month period.

e The bill takes advantage of the past decade’s technological advances and provides new flexibility in
the means available to businesses to communicate with Californians. Companies may utilize an
automated portal or other mechanisms already in place to provide access to data required by European
law or choose to provide “just in time” notice to Californians about personal information disclosed
rather than responding to requests.

e Better transparency has also proven to be good for business and the bottom line. Mandatory data
breach notification laws in 45 states and the resulting improvements in data protection saved
companies an average of $19 million in 2011."

Fact: Californians want the right to know what is happening to their personal information.
o 82% of registered California voters — across demographic, regional and political spectrums — are
concerned about how their personal information is being collected by Internet and mobile companies.!
e 69% of Americans believe there should be a law that gives people the Right to Know everything a
website knows about them."’
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Industry says:
AB 1291 is over-broad. It would expand the definition of “personal information” under California’s Shine

the Light Law to cover not only any information that identifies “or references” an individual, but also any
information that identifies or "is able to be uniquely associated with a particular device”. It would

specifically reach IP addresses and device identifiers, as well as information that could be assoclated with
that information.

Fact: AB 1291°s definition of personal information is now consistent with current California law and
federal privacy recommendations and incentivizes privacy-protective steps.

e AB 1291’s definition of personal information modernizes the existing law’s under-inclusive definition
that fails to properly cover sensitive personal information such as location information and sexual
orientation. The modernized definition now makes it consistent with current California law and the
Federal Trade Commission’s 2012 privacy guidelines, which cover all information that can be
“reasonably linked” to a consumer, and ensures that Californians will know when their sensitive
personal information is retained or disclosed.

e Because the definition of personal information does not include information that cannot be associated
with a particular individual or device, a company’s compliance burden is commensurate with the
amount of personal information that it retains. Companies that disassociate or aggregate information
prior to retention or disclosure are not subject to AB 1291.

Industry says:

Although the bill says that it applies to “customers”, in fact AB 1291 would apply to any California resident
who "with or without an exchange of consideration” provides any of a wide sweeping range of non-
personally identifying information to a business. This means the bill would reach every website or other



Fact: AB 1291 applies to relationships without an exchange of consideration because “free” services
retain and disclose extensive information about consumers.

e AB 1291 retains the language from current law that enables a Californian to use the law to learn
regardless of whether the relationship is “with or without an exchange of consideration.”® This is all
the more important today to ensure that Californian customers can use the Right to Know law to learn
how their personal information has been retained or disclosed whether companies have a business
model of monetary payment or make their money from selling or sharing a customer’s personal
information with online advertisers, data brokers, or other third parties.

Fact: AB 1291 does not apply when a business does not retain or disclose personal information about a
California resident.

e AB 1291 empowers California residents to learn how a business has retained or disclosed their
personal information. It applies only to businesses that retain or disclose such information. A business
that retains or discloses only non-personal information (or no information at all) is not subject to AB
1291°s provisions.

Industry says:

It would require any business that runs a computer server and receives this information to do three
expensive and unworkable things without any ability to defray the costs of this mandate.

Fact: AB 1291 gives Californians access to data rights that Europeans already have and that have
proved workable for many years
o Many companies already comply with existing European privacy laws and have built the infrastructure
and any necessary verification processes to provide access to personal information.
e Many companies already provide mechanisms for consumers to view their own information.
Facebook™ and Google” already provide automated access to personal information for Americans as
well as Europeans.?*

Industry says:

First, businesses would need to provide “to the ‘customer’ free of charge, access to, or copies of", all of
the amorphous range of information about the “customer” stored by the business. The information would
need to be provided in a personalized or standardized format. This mandate is unworkable for the
following reason, Businesses would not be able to authenticate customers on the basis of an IF address
or device identifier because both numbers relate 1o a router or a device, not an individual.

Fact: AB 1291 only requires disclosure of specific customer information when a business can
“reasonably authenticate” that the person seeking the information is the customer.

e The bill also only requires a specific response to a customer when this information is reasonably
available, it continues the current law’s requirement that companies are only required to respond to
customers with the categories of personal information disclosed, and overall compliance costs are
commensurate with the amount of personal information that a company has not taken the privacy
protective step of de-identifying before retention or disclosure.



Second, businesses would have 10 provide the name and address of each entity to whom the information
is disclosed — even if they have no idea of the name or address. It is important to recognize that servers
on the Internet will sometimes automatically forward along the IP address or device identifier number of a
“host” that connects to the server in the course of forwarding a request or communication from the "host”
along to its destination. Recall that no payment need occur. A California user would simply need to send
a communication through the Internet to impose this obligation on every business whose server handles
the communication,

Fact: AB 1291 does not require a business to provide specific information that is not “reasonably
available” to the business.
o Internet service providers and other businesses that do not retain records about routing
communications are not required to do so in order to comply with the law.
e Any business that disassociates or aggregates its logs is not subject to the burden of complying with
the law.

Fact: AB 1291 only requires disclosure of specific customer information when a business can
“reasonably authenticate” that the person seeking the information is the customer.

Industry says:

Third, the bill would go even farther, requiring notice "prior to or immediately after the disclosure”
regardless of whether the “customer” had requested the disclosure, Californians would be deluged with
disclosures each time an IP address, device identifier, or other information on the bill's very long list of
personal information was disclosed automatically or through a conscious decigion by the business.

Fact: This is inaccurate. AB 1291 actually provides companies with new flexibility to choose between
responding to a customer-initiated request OR providing information proactively with a “just-in-time”
notice prior to or immediately after a disclosure.?

Industry says:

Furthermare, this bill would reopen the door to unfair competition lawsuits. Proposition 64 was supported
by the business community and passed by the voters with overwhelming suppert in order to help protect
California’s businesses from shakedown lawsuits brought under the unfair competition law. AB 1291
would undermine such limitations. It not only imposes unworkably broad new regulations, it would then
allow a lawsuit for any technical violation. This is a recipe for abusive and costly lawsuits that may benefit
the trial bar, but harm businesses operating in California.

Fact: This is incorrect. AB 1291 maintains the same penalty provisions as current California law and
also continues to give companies a lengthy 90-day cure period to fix any violations.”
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