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INTRODUCTION

1. This is an action under the Freedom of Information Act (“FOIA™), 5 U.S.C. §552,
to enforce the public’s right to information about the federal government’s use of location
tracking technology. Recent revelations have made clear that government agencies are engaged
in seeking and acquiring the location information of individuals for tracking and surveillance
purposes, utilizing varying technologies and varying legal standards that frequently fall short of
constitutional protections designed to protect the public from intrusive government searches.

2. There has been widespread media interest and public concern related to
government tracking and surveillance of location information. There is also great urgency to
inform the public about governmental efforts to track and surveil individuals because members
of Congress and California state legislators are currently weighing new laws related to location
tracking — and information shedding lights on the government’s current practices would inform
those pending legislative debates. It is imperative that Northern California community members
and policymakers representing this region immediately gain a full and complete understanding of
how the United States Attorneys for the Northern District are seeking or obtaining location
information and whether these activities comport with constitutional rights. Access to this
information is necessary for a meaningful and informed public debate over these pressing public
policy issues and pending legislative debates.

3. Over three months ago, on April 13, 2012, Plaintiffs American Civil Liberties
Union of Northern California, a non-profit civil rights organization, and San Francisco Bay
Guardian, an independent newspaper, submitted a FOIA request to Defendant Department of
Justice (“DOJ”) seeking information about the federal government’s use of location tracking
technology to monitor and surveil suspects. Plaintiffs also requested expedited processing,
pursuant to 5 U.S.C. §522(a)(6)(E), on the grounds that there is an “urgency to inform the public
about actual or alleged federal government activity” and also that this is “a matter of widespread
and exceptional media interest in which there exists possible questions about the government’s

integrity which affect public confidence.” 28 C.F.R. §16.5(d)(1)(ii) & (iv). Acknowledging the
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import and urgency of this request, the DOJ granted Plaintiffs’ request for expedited processing
by letter dated April 23, 2012. Since that time, however, the agency has provided Plaintiffs with
no records or any information regarding the status of its search.

4. Plaintiffs now bring this action to obtain the information and the expedited
processing to which are statutorily entitled.

PARTIES

5. Plaintiff American Civil Liberties Union of Northern California (“ACLU-NC”) is
an affiliate of the American Civil Liberties Union, a national, non-profit, non-partisan
organization with the mission of protecting civil liberties from government incursions,
safeguarding basic constitutional rights, and advocating for open government. The ACLU-NC is
established under the laws of the state of California and is headquartered in San Francisco,
California. The ACLU-NC has approximately 50,000 members. In support of its mission, the
ACLU-NC uses its communications department to disseminate to the public information relating
to its mission, through its website, newsletters, and other publications.

6. Plaintiff San Francisco Bay Guardian (“The Bay Guardian™) is a corporation
organized in the state of California and headquartered in San Francisco, California. Itisa
newspaper of general circulation and has the largest cifculation of a newsweekly in Northern
California, with an audited weekly distribution of 65,000. The Bay Guardian has been published
continuously since 1966, and its primary activity is publishing or otherwise disseminating
information to the public. In 2011, The Bay Guardian received the California Newspaper
Publishers Association’s General Excellence award for a weekly newspaper. In 2012, Tim
Redmond, the executive editor of The Bay Guardian, received the Professional Journalist award
from the Society of Professional Journalists, Northern California chapter.

7. Detendant Department of Justice is an agency within the meaning of 5 U.S.C.
§552(f). The agency has its headquarters in Washington, D.C., and field otfices all over the

country, including San Francisco, California.
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JURISDICTION

8. This Court has subject matter jurisdiction and personal jurisdiction over the
parties pursuant to 5 U.S.C. §§552(a)(4)(B) and 552(a)(6)(C)(i). This Court also has subject
matter jurisdiction over this action pursuant to 28 U.S.C. §1331 and 1346.

VENUE AND INTRADISTRICT ASSIGNMENT

9. Venue is proper in this district pursuant to 5 U.S.C. §552(a)(4)(B) and 28 U.S.C.
§§1391(e) and §1402. The plaintiffs have their principle places of business in this district.

10. Pursuant to Local Rule 3-2(c) and (d), assignment to the San Francisco division is
proper because a substantial portion of the events giving rise to this action occurred in this

district and division and because both Plaintiffs are headquartered in San Francisco.

FACTUAL ALLEGATIONS

The Federal Government’s Use of Location Tracking Technology
Is a Matter of Significant Public Interest

11.  Location tracking technology enables law enforcement to capture intimate details
of an individual’s life, including “trips to the psychiatrist, the plastic surgeon, the abortion clinic,
the AIDS treatment center, the strip club, the criminal defense attorney, the by-the-hour motel,
the union meeting, the mosque, the synagogue or church, the gay bar and on and on.” United
States v. Jones, U.S. , 132 S.Ct. 945, 955 (2012) (Sotomayor, J., concurring) (quoting People v.
Weaver, 12 N.Y.3d 433, 442 (N.Y. 2009)).

12.  New technology dramatically reduces the normal barriers of cost and officer
resources to mount comprehensive surveillance. While an individual’s trip along a public road
to the doctor is visible to the public (and police), the expenditure of resources to surveil an
individual around the clock wherever she goes serves as a deterrent to abuse. When, by contrast,
one technician can sit at the police station and monitor hundreds or even thousands of targets
continuously and for indefinite periods, judicial oversight is essential to protect privacy and
ensure that invasive surveillance is only conducted of those as to whom there is probable cause

of criminal activity.
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13.  Technological developments have expanded the mechanisms by which the
government can track an individual’s location. GPS (global positioning system) devices can be
affixed to a vehicle. Cell phones can reveal historic and real-time location information through
cell site location information (which refers to the identity of the nearest cell tower), triangulation
data (which involves analysis of the time and angle at which a cell phone’s signal arrives at
multiple cell towers), and GPS receiver hardware that may be built into the device. Other
location tracking devices have come to light, such as “stingrays,” which mimic a cellphone tower
and convince a target cellphone to connect to it and thereby transmit information about the
location of the cellphone, even if its owner is not placing a call.

14.  The media has extensively covered the government’s use of location tracking
devices, and its efforts to do so without obtaining a warrant based on probable cause. See, e.g.,
Robert Barnes, “Supreme Court: Warrants needed in GPS tracking,” Washington Post, January
23, 2012; Rebecca J. Rosen, “Why the Jones Supreme Court Ruling on GPS Tracking Is Worse
Than It Sounds,” The Atlantic, January 23, 2012; Barry Friedman, “Privacy, Technology and
Law,” New York Times, January 29, 2012; Greg Stohr, “Police Use of GPS Devices to Track
People Limited by U.S. Supreme Court,” Bloomberg, January 23, 2012; Jess Bravin, “Justices
Rein In Police on GPS Trackers,” Wall Street Journal, January 24, 2012; Editorial, “Navigating
the Supreme Court's GPS ruling,” Los Angeles Times, January 25, 2012; Bob Egelko, “U.S.
Supreme Court to decide major legal issues,” San Francisco Chronicle, September 30, 2011,
Editorial, “The Court's GPS Test,” New York Times, November 5, 2011; David G. Savage,
“Supreme Court: warrant required for GPS tracking,” San Francisco Chronicle, January 24,
2012; Adam Liptak, “Court Case Asks if ‘Big Brother’ Is Spelled GPS,” New York Times,
September 10, 2011; Editorial, “A court test of privacy in the digital age,” San Francisco
Chronicle, January 29, 2012; Adam Liptak, “Justices Say GPS Tracker Violated Privacy Rights,”
New York Times, January 24, 2012; Julia Angwin, “FBI Turns Oft Thousands of GPS Devices

After Supreme Court Ruling,” Wall Street Journal, February 25, 2012,
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15. The government’s efforts to use GPS devices to engage in location tracking
without a warrant were recently rebuffed by the United States Supreme Court in United States v.
Jones, supra.

16.  Following that decision, the media continued to report on the issue extensively,
including the implications of the Jones decision for law enforcement and the fact that the Jones
decision prompted an increased reliance by law enforcement on cell site location information.
See, e.g., David Kravets, “After Car-Tracking Smackdown, Feds Turn to Warrantless Phone
Tracking,” Wired, March 31, 2012; Editorial, “GPS and the Right to Privacy,” New York Times,
January 25, 2012; David Kravets, “Supreme Court Court Rejects Willy-Nilly GPS Tracking,”
Wired, January 23, 2012; Dave Bohon, “More Police Agencies Using Warrantless Cell Phone
Tracking in Surveillance,” The New American, April 5,2012; Thomas Peracchio, “Supreme
court ruling exposes many digital privacy issues,” The Examiner, April 2, 2012; Thomas
Claburn, “Supreme Court Tackles GPS Tracking Vs. Privacy,” Information Week, January 23,
2012; Editorial, “EDITORIAL: Obama wants to track you,” Washington Times, March 20, 2012;
Emily Babay, “After GPS tracking banned by court, privacy fight turns to cell phone data,”
Washington Examiner, April 1, 2012.

17. The American Civil Liberties Union released a report shedding light on a
disturbing trend across the country of law enforcement agencies obtaining cell phone location
information without probable cause warrants. The ACLU report was the subject of a front page
New York Times article, and a flurry of subsequent news articles and editorials emphasizing the
importance of a warrant requirement for cell phone location information. See Eric Lichtblau,
“Police Are Using Phone Tracking as a Routine Tool,” New York Times, March 31, 2012;
Cristian Salazar, “ACLU demands police disclose cell phone tracking,” San Francisco
Chronicle, August 4, 2011; James Temple, “How California cops grab phone data from Apple,
Google, carriers,” San Francisco Chronicle, April 3, 2012; Suzy Khimm, “ACLU: Local police
departments tracking cellphones without warrants,” Washington Post, April 2, 2012; Declan

McCullagh, “How Apple and Google help police bypass iPhone, Android lock screens,” CNET,
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(d) Any records related to the Supreme Court’s holding in United States v.
Jones, excluding pleadings or court opinions filed in the matter in the
Supreme Court or courts below

22, Plaintiffs also requested expedited processing, pursuant to 5 U.S.C. §522(a)(6)(E),
on the grounds that there is an “urgency to inform the public about actual or alleged federal
government activity” and also that this is “a matter of widespread and exceptional media interest
in which there exists possible questions about the government’s integrity which affect public
confidence.” 28 C.F.R. §16.5(d)(1)(i1) & (iv).

23. By letter dated April 17, 2012, DOJ acknowledged receipt of Plaintiffs’ FOIA
request. A copy of this letter is appended hereto as Exhibit 2.

24. By letter dated April 23, 2012, DOJ granted Plaintifts’ request for expedited
processing. A copy of this letter is appended hereto as Exhibit 3.

25. On July 6, 2012, Plaintiffs sent a letter to the DOJ inquiring as to the status of its
search. A copy of this letter is appended hereto as Exhibit 4.

26.  As of the date of the filing of this complaint, Plaintiffs have not received any
response to their July 6, 2012 status inquiry.

27.  More than 20 working days have passed since the DOJ received Plaintiffs’ FOIA
request.

28. As of the date of the filing of this complaint, Plaintiffs have not received any
responsive documents from the DOJ or any correspondence indicating when the DOJ might
provide any documents.

29. Plaintiffs have exhausted all applicable administrative remedies.

30. DOJ has wrongtully withheld the requested records from Plaintitts.

/1

/1

/1

/1
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FIRST CLAIM FOR RELIEF

Violation of Freedom of Information Act For
Wrongful Withholding Of Agency Records

31. Plaintiffs incorporate paragraphs 1 through 30 above as if fully set forth herein.

32.  Defendant DOJ has wrongfully withheld agency records requested by Plaintiffs
under FOIA and has failed to comply with the statutory time for the processing of FOIA
requests.

33. Plaintiffs have exhausted the applicable administrative remedies with respect to
DOJ’s wrongtul withholding of the requested records.

34.  Plaintiffs are entitled to injunctive relief with respect to the release and disclosure
of the requested documents because Defendant DOJ continues to improperly withhold agency
records in violation of FOIA. The Plaintiffs will suffer irreparable injury from, and have no
adequate legal remedy for, the DOJ’s illegal withholding of government documents pertaining to
the subject of Plaintiffs” FOIA request.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs prays that this Court:

A. Order Defendant DOJ to process immediately the requested records in their
entirety;

B. Order Defendant DOJ to make the requested records in their entirety available to
Plaintiffs promptly upon completion of its processing of such records;

C. Provide for expeditious proceedings in this action;

D. Enter a preliminary and permanent injunction against the DOJ ordering the relief

requested herein;

E. Declare that DOJ’s failure to disclose the records requested by Plaintiffs is
unlawful;
F. Award Plaintiffs’ their litigation costs and reasonable attorney’s fees incurred in

this action;

//
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“Location information” as used in this request means any information that helps to
ascertain the location of an individual or particular electronic device that, in whole or in part, is
generated or derived from the operation of an clectronic device, including but not limited to a
cell phone, smartphone, cell site, global positioning system, cell-site simulator, digital analyzer,
stingray, triggerfish, amberjack, kingfish loggerhead, or other electronic device, including both
historical and real-time information.

In particular, we seek the following:

1) All requests, subpoenas, and applications for court orders or warrants seeking location
information since January 1, 2008,

2) Any template applications or orders that have been utilized by United States Attorneys in
the Northern District to seek or acquire location information since January 1, 2008,

3) Any documents since January 1, 2008, related to the use or policies of utilizing any
location tracking technology, including but not limited to cell-site simulators or digital
analyzers such as devices known as Stingray, Triggerfish, AmberlJack, Kinglish or
l.oggerhead.

4) Any records rclated to the Supreme Courl’s holding in United States v. Jones, excluding
pleadings or court opinions filed in the matter in the Supreme Court or courts below.

I1. REQUEST FOR EXPEDITED PROCESSING

Requesters seek expedited processing. This request should be granted because there is
widespread media interest in governiment surveillance methods using new technology to collccet
detailed, sensitive, personal information, and there is urgency to inform the public about the
scope of the government’s practices because of pending legislation on these very issues. The
information sought in this request is necessary to contribute to that pending legislative debate.

Title 5 U.S.C. §552(a)(6)(E) provides for expedited processing of requests for
information in cases in which the person requesting the records demonstrates a compelling necd.
Department of Justice regulations state that FOIA requests are entitled to expedited processing
when information requested involves “|a] matter of widespread and exceptional media intercst in
which therce exist possible questions about the government’s integrity which affeet public
confidence.” 28 CFR §16.5(d)(1)(iv). In addition, for requests by persons primarily engaged in
disseminating information, urgency to inform the public concerning actual or alleged federal
government activity constitutes a “compelling nced.” 5 U.S.C. §552(2)(6)(E)(v)(II); 28 CFR
§16.5(d)(B)(ii).

A. Widespread and exceptional media interest

Requestors seek records located either at the United State Attorneys’ Northern District San Francisco, Oakland or
San Josc offices, or at any other location where records arc stored.

L e R O N N E R PR IO R S R ISR RN NS R AN
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The federal government’s surveillance and tracking of individuals using invasive new
technologies butl without satisfying the Fourth Amendment’s requirements for obtaining warrants
based on probable cause is a matler of great public concern. Whether and to what extent the
United States Attorney for the Northern District of California is seeking or obtaining location
information without a probable cause warrant are matters of great public concern. There arce
dramatic implications for core democratic valucs when the federal government cngage in
location surveillance to spy on ordinary members of the public, critics, dissidents, and those who
espousc unpopular views, without adcquate judicial oversight. As demonstrated by the extensive
coverage of this issue, there is widespread media interest regarding governmental collection of
location information.

Location information is very sensitive information and can reveal far more than
just an individual’s latitude and longitude. As the United States Court of Appeals for the D.C.
Circuit explained in 2010 in United States v. Maynard, 615 ¥.3d 544 (D.C. Cir. 2010).

“A person who knows all of another's travels can deduce whether he is a weekly church
goer, a heavy drinker, a regular at the gym, an unfaithful husband, an outpatient receiving
medical treatment, an associate of particular individuals or political groups — and not
just one such fact about a person, but all such facts.” Id. at 562.

As avesult, the media has extensively covered the government’s use of location tracking,
deviees, and its efforts to do so without obtaining a warrant based on probable cause. See, e.g.,
Robert Barnes, “Supreme Court: Warrants needed in GPS tracking,” Washington Post, January
23,2012 (Tab 1); Rebecca I. Rosen, “Why the Jones Supreme Court Ruling on GP'S Tracking Is
Worse Than It Sounds,” The Atlantic, January 23, 2012 (Tab 2); Ariane de Vogue, “GPS
Tracking Requires Warrant, Supreme Court Rules,” 4BC, January 23, 2012 (Tab 3); Barry
Friedman, “Privacy, Technology and Law,” New York Times, January 29, 2012 (Tab 4); Greg
Stohr, “Police Use of GPS Devices to Track People Limited by U.S. Supreme Court,”
Bloomberg, January 23, 2012 (Tab 5); Jess Bravin, “Justices Rein In Police on GPS Trackers,”
Wall Street Journal, January 24, 2012 (Tab 6); Editorial, “Navigating the Supreme Court's GPS
ruling,” Los Angeles Times, January 25, 2012 (Tab 7); Bob Egelko, “U.S. Supreme Cowt to
decide major legal issues,” San Francisco Chronicle, September 30, 2011 (Tab 8); Editorial,
“The Court's GPS Test,” New York Times, November 5, 2011 (Tab 9); David G. Savage,
“Supreme Court: warrant requirved for GPS tracking,” San Francisco Chronicle, January 24,
2012 (Tab 10); Cristian Salazar, “ACLU demands police disclose cell phone tracking,” San
Francisco Chronicle, August 4, 2011 (lab 11); Adam Liptak, “Court Case Asks if ‘Big Brother’
Is Spelled GPS,” New York Times, September 10, 2011 (Tab 12); Editorial, “A court test of
privacy in the digital age,” San Francisco Chronicle, January 29, 2012 (Tab 13); Adam Liptak,
“Justices Say GPS Tracker Violated Privacy Rights,” New York Times, January 24, 2012 (Tab
14); Julia Angwin, “tBI Turns Off Thousands of GPS Devices After Supreme Court Ruling,”
Wall Streef Journal, I'ebruary 25, 2012 (Tab 15); Joan Biskupic, “Supreme Court rules warrant
necded for GPS tracking,” USA Today, January 24, 2012 (Tab 16); Kashmir Hill, “Supreme
Court Deals Blow To Government Surveillance, Saying Warrant Needed For GPS Tracking,”
Forbes, January 23, 2012 (Tab 17); Timothy B. Lee, “GPS ruling is "hard" on the FBI—and
that's a feature, not a bug,” Ars Technica, March 23, 2012 (Tab 18); Renee Hutchins, “A step
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back for rights,” Baltimore Sun, January 29, 2012 (Tab 19); Debra Cassens Weiss, “Jones
Decision Spurs FBI to Disable 3,000 GPS Devices and to Consider Legality of Trash Can
Trespass,” ABA Jowrnal, February 28, 2012 ('Tab 20); Nina Totenberg, “High Court: Warrant
Needed For GPS Tracking Device,” NPR, January 23, 2012 (T'ab 21); Carl Franzen, “What Docs
The Supreme Court Ruling Against Warrantless GPS Tracking Mean?,” Tulking Points Memo,
January 23, 2012 (Tab 22); James Vicini, “Supreme Court rules police need warrant for GPS
tracking,” Reufers, January 24, 2012 (Tab 23); Bill Mcars, “Justices rule against police, say GPS
surveillance requires search warrant,” CNN, January 23, 2012 (Tab 24); Mark Sherman,
“Supreme Court questions warrantless GPS tracking,” Business Week, November 8, 2012 (Tab
25); Alex Fitzpatrick, “Supreme Court: GPS Tracking Is [llegal Without Warrant,” Mashable,
January 23, 2012 (Tab 26); Kashmir Hill, “How Many GPS Trackers s The FBI Actually
Using?,” FForbes, March 27, 2012 (Tab 27); Jim McElhatton, “Supreme Court says police need
warrant for GPS tracking,” The Washington Times, January 23, 2012 (Tab 28); Jessic J. Holland
and Pete Yost, “Warrant needed Tor GPS tracking, high court says,” The Wushington Times,
Tanuary 23, 2012 (Tab 29); Catherine Crump, “How GPS tracking threatens our privacy,” CNN,
November 7, 2011 (Tab 30); Adam Cohen, “The Government Can Use GPS to Track Your
Moves,” 1ime, November 25, 2010 (Tab 31); Timothy B. Lee, “Supreme Court ponders
constitutionality of 24/7 GPS tracking,” Ars Technica, November 1, 2011 (Tab 32); Joshua A.
Engel, “In'U.S. v. Jones,' Supreme Court Rules No Warrantless GPS Tracking,” Law.com,
Januavy 23, 2012 (Tab 33); Dahlia Lithwick, “U.S. v. Jones: Supreme Court Justices Alito and
Scalia brwl over technology and privacy,” Slate, January 26, 2012 (Tab 34); Jennifer Valentino-
Devries, “Stingray' Phone Tracker Fuels Constitutional Clash,” Wall Street Journal, November
21,2011 (Tab 35); Lior J. Straileviiz, “Can the police keep up with Jones?,” Chicago Tribune,
January 27, 2012 (Tab 36); “Want to Use a GPS-Tracking Device? Get a Warrant, Supreme
Court Tells Police,” PBS, January 23, 2012 (Tab 37); “Can Feds track the GPS of every
American?,” RT, November 9, 2011 (Tab 38).

The government’s efforts to use GPS devices to engage in location tracking without a
warrant were recently rebuffed by the United States Supreme Court in United States v. Jones,
supra. Following that decision, the media continued to report on the issuc extensively, including
the implications of the Jones decision for law enforcement and the fact that the Jones decision
prompted ain increased reliance by law enforcement on cell site location information. See, e.g.,
David Kravets, “After Car-Tracking Smackdown, Feds Turn to Warrantless Phone Tracking,”
Wired, March 31, 2012 (Tab 39); Editorial, “GPS and the Right to Privacy,” New York Tinies,
January 25, 2012 (1'ab 40); John W, Whitehcad, “U.S. v. Jones: The Battle for the Fourth
Amendment Continues,” Huffington Post, January 24, 2012 (Tab 41); Mike Sacks, “Warrantless
GPS Tracking Unconstitutional, Supreme Court Rules,” Huffington Post, January 23, 2012 (Tab
42); David Kravets, “Supreme Court Court Rejects Willy-Nilly GPS Tracking,” Wired, January
23,2012 (Tab 43); Dave Bohon, “Morce Police Agencies Using Warrantless Cell Phone Tracking
in Surveillance,” The New American, April 5, 2012 (Tab 44); Thomas Peracchio, “Supreme court
ruling exposes many digital privacy issues,” The Examiner, April 2, 2012 (Tab 45); Thomas
Claburn, “Supreme Court Tackles GPS Tracking Vs. Privacy,” Information Week, January 23,
2012 (Tab 46); Editorial, “EDITORIAL: Obama wants to track you,” Washington Times, March
20, 2012 (Tab 47); Emily Babay, “After GPS tracking banned by court, privacy fight turns to cell
phonc data,” Washington Examiner, April 1, 2012 (Tab 48).
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Most recently, the ACLU released a report shedding light on disturbing trend across the
country of law enforcement agencies obtaining cell phone location information without probable
cause warrants. The ACLU report was initially the subject of a front page New York Tines
article. See Eric Lichtblau, “Police Are Using Phone Tracking as a Routine Tool,” New York
Times, March 31, 2012 (Tah 102).

After the New York Times piece appeared, a tlurry of news articles on the subjcct
followed, as well as numcrous editorials emphasizing the importance of a warrant requirement
for cell phone location information. See, e.g., Cristian Salazar, “ACLU demands police disclose
cell phone tracking,” San Francisco Chronicle, August 4, 2011 (Tab 49); James Temple, “How
California cops grab phone data from Apple, Google, carriers,” San Irancisco Chronicle, April
3, 2012 (Tab 30); Suzy Khimm, “ACLU: Local police departiments tracking cellphones without
warrants,” Washington Post, April 2, 2012 (Tab 51); Declan McCullagh, “How Apple and
Google help police bypass iPhone, Android lock screens,” CNET, April 2, 2012 (Tab 52);
Athima Chansanchai, “ACLU: Police track ccllphones, too,” MSNBC Technology, April 2, 2012
(Tab 53); Bob Sullivan, “Pricey 'stingray' gadget lets cops track cellphones without telco help,”
MSNBC Red Tupe, April 3, 2012 (Tab 54); Peter Doocy, “Law enforcement under scrutiny by
ACLU for tracking cell phones,” Fox News, April 4, 2012 (Tab 55); American Foreign Press,
“Many US police use cell phones to track: study,” American Foreign Press, April 2, 2012 (Tab
56); Gary Johnson, “Privacy: Ditch the Cell Phone or Prepare to Disrobe,” Huffington Post,
April 5,2012 (Tab 57); Adam Levine, “The New Amecrican Pie: Breached, Tracked and Strip
Searched,” Huffington Post, April 5, 2012 (Tab 58); Josh Gerstein, “Key Patriot Act opinions
may not be classified,” Politico, March 16, 2012 (Tab 59); Editorial, “EDITORIAL: Individual
cell phone privacy is compromised,” Fresno Bee, April 11, 2012 (Tab 60); Brendan Sasso,
“ACLU report: Warrantless tracking of cellphones ‘pervasive and frequent’,” The Hill, April 2,
2012 (Tab 61); James Temple, “Why cell-phone tracking should require a warrant,” San
Francisco Chronicle, April 2, 2012 (Tab 62); John Moe, “Warrantless cell phone tracking is
everywhere,” Markeiplace, April 4, 2012 (Tab 63); Grant Gross, “ACLU: Most US Police Don't
Seek Warrants Before Tracking Cell Phones,” PC World, April 2, 2012 (Tab 64); Josh Smith,
“ACLU: Most Police Departments Track Cellphones Without Warrants,” National Journal,
April 2, 2012 (Tab 65); Timothy B. Lee, “Documents show cops making up the rules on mobile
surveillance,” Ars Technica, April 3, 2012 (Tab 66); Jay Bookman, “The dangerous nexus of
privacy, liberty and government,” At/anta Jowrnal Constitution, April 2, 2012 (Tab 67); Anne
Blythe, “Police scrutiny of mobile device data raiscs concerns,” News & Observer, April 3, 2012
(Tab 68); Andy Greenberg, “These Are The Prices AT&T, Verizon and Sprint Charge Tor
Cellphone Wiretaps,” FForbes, April 3, 2012 (Tab 69); Julian Sanchez, “Cell Phone Location
Surveillance: Now at a Police Dept. Near You!,” Cato, April 2, 2012 (Tab 70); Darlene Storm,
“ACLU: Cops often violate Americans' privacy by warrantless cell phone tracking,”
Computerworld, April 2, 2012 (Tab 71); Debra Cassens Weiss, “Local Police Increasingly Use
Cellphone Tracking, Sometimes Without a Warrant,” ABA Journal, April 2, 2012 (Tab 72);
David Dayen, “Pervasive Cell Phone Tracking Performed Even By Local Law Enforcement,”
Firedoglake, April 2, 2012 (Tab 73); Kevin Gosztola, “ACLU: US Law Enforcement Often
Track Cell Phones Without a Warrant,” Firedoglake, April 2, 2012 (Tab 74); Jacob Sullum,
“ACLU Says Police Often Obtain Cellphone Location Data Without Warrants,” Reason, April 2,
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Justice (I'ederal Bureau of Investigation) granted expedited processing. See FOPIA Request
Nos. 1144839-00 & 1184877-000. "

11, REQUEST FOR WAIVER OF PROCESSING FEES

We request a waiver of process fees. In a recent request by requesters ACLU-NC and
Bay Guardian, the FBI granted the fee waiver. See 'OPIA Request No. 1144839-000. Such a
waiver is appropriate here for two reasons,

First, the Bay Guardian and communications department of the ACLU-NC are
“representative[s] of the news media.” Fces associated with the processing of this request should
therelore be “limited to reasonable standard charges for document duplication.” 5 U.S.C.
§552(a)()(A)an(D).

As noted above, the Bay Guardian, is the largest circulation newsweekly in northern
California, with an audited weekly distribution of 100,000, Its website receives aboul 350,000
page views per month. The paper is locally owned, independent, and has been continuously
published since 1966. The paper covers breaking news, does detailed invesligative reporling,
publishes editorials and covers arts, entertainiment and lifestyle issucs. The Bay Guardian has
received more than 100 state, local, and national awards for journalistic excellence. Exccutive
Editor Tim Redmond, for example, is the recipient of the 2012 Professional Journalist award
from the Socicty of Professional Journalists, Northern California Chapter, for his investigation of
state agencies” legally questionable acquisitions of a drug used for lethal injections that is no
longer produced in the United States, an investigative series based in part on documents
uncovered by the Bay Guardian and ACLU-NC in FOIA requests to various federal agencies.
The Bay Guardian is a member of the California Newspaper Publishers Association and the
Association of Alternative Newsweeklies.

Similarly, the ACLU-NC’s conumunication department publishes ncwsletters, news
briefings, right to know materials, and other materials that are disseminated to the public. Its
material is widely available to everyone, including tax-exempt organizations, not-for-profit
groups, law students and facully, for no cost or for a nominal fee. The ACLU-NC’s
communications department also disseminates information through the website
hitp://www.aclunc.org, which had 127,475 visitors in 201 1. This website addresses civil
libertics issues in depth and provides teatures on civil liberties issues on which the ACLU-NC is
focused. ACLU-NC staff persons are frequent spokespersons in television and print media and
make {requent public presentations at meetings and events. Finally, the ACLU-NC’s
commuuications department disseminates information through newsletters which are distributed

Y See also ACLU-NC, et al. v. Dept. of Defense, 2006 WL 1469418, Casc No. 06-01698 (N.D. Cal. May 25, 2006)
(ordering Department of Defense to comply with request for expedited processing by ACLU-NC and Bay
Guardiany.
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{o subscribers by mail. Due to these extensive publication activities, the ACLU-NC is a
. ~ “ N . 2
“representative of the news media” under the FOIA and agency regulations. :

The records requested are not sought for commercial use.

Sccond, a fee waiver for duplication costs should be granted for the independent reason
that disclosurc of the requested information is in the public interest. See 5 U.S.C,
§552(a)(4)(i)(I1D)-(i11). It will further public understanding of government conduct, in particular,
the Department of Justice’s policies, practices, and methods of surveillance, The ACLU-NC’s
communications department is a division of a nonprofit 501(c)(3) organization, and both the
ACLU-NC’s communications department and the Bay Guardian are “representative[s] of the
news media.” They ave well situated to disseminate information gained through this request to
the public, to affected communities and to political and religious organizations.

If the fee waivers are denied, the requesters are prepared to pay fees up to $25 and
request to be informed of further fecs that may be charged, but rescrve the right to appeal a
denial of fec waivers,

If this request for information is denied in whole or in part, we ask that you justify all
deletions by reference to specific provisions of the Freedom of [nformation Act. We expecet you
to releasc all segregable portions of otherwise exempt material. We reserve the right to appeal a
decision to withhold any information.

Thank you for your prompt attention to this matter. Please furnish all applicable records
to Nicole Ozer, American Civil Liberties Union of Northern California, 39 Drumm Strect, San
Francisco, California, 94111, telephone 415 621 2493,

[ aftivm that the information provided supporting the request for expedited processing and
the fce waiver is true and correct to the best of our knowledge and belief.

Sincerely,

N veg—

Nicole A. Ozer
Technology and Civil Liberties Policy Dircetor
ACLU of Notthern California

Also on behalf of
San Francisco Bay Guardian

bl N . . . - L . . P
"> Courts have found that organizations with missions similar to that of the ACLU and that engage in similar
information dissemination activities are “primarily engaged in disseminating information.” See, e.g., Leadership
Conference on Civil Rights v. Gonzales, 404 F.Supp.2d 246, 260 (ID.12.C. 2005).
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U.S. Department of Justice

Fxecutive Qffice for United States Attorneys

Freedom of Information & Privacy Staff

600 E Street, N.W., Suite 7300, Bicentennial Building
Washington, DC 20530-0001

(202) 252-6020 FAX: 252-6047 _(ww.usdof. gov/usao)

191993 APR 23 202

Requester: Nicole A. Ozer Request No.:

Subject: Location Tracking/CAN

The Executive Office for United States Attorneys (EOUSA) has received your Freedom
of Information Act/Privacy Act (FOIA/PA) request. It has been assigned the above number.
Please give us this number if vou write about vour request. If we need additional information, we
will contact you within two weeks.

Your request will be placed in the order in which it was received for processing, unless it
is a very large request (Project Request). Then, it will be placed in a separate group of Project
Requests, which are also processed in the order received.

EOUSA makes every effort to process most requests within a month (20 working days).
There are some exceptions, for example, Project Requests take approximately nine months to
process. Requests for "all information about myself in criminal case files" are usually Project
Requests. If you have made such a request, you may either write us and narrow your request for
specific items, or you may expect that the processing of your request may take nine months from
the date of this letter.

By making a FOIA/PA request, you have agiced to pay fees up to $25, as stated in 28
CER § 16.3(c), unless you have requested a fee waiver. Although you appear to qualify as a
requester who is not subject to search fees, please note that pursuant to 28 CFR § 16.11, if you
have not been granted a fee waiver, we are required to charge duplication fees at $0.10 per page
after the first 100 pages which are free. Please do not send any payment at this time! If we
anticipate that fees will exceed $25 or the amount you have stated in your letter (if greater than
$25), we will normally notify you of our estimate of fees. After we have received your
agreement to pay for the expected fees (or you have narrowed your request to reduce fees) and
we have processed your request, we will require payment for the accumulated charges before we
release documents to you. Without such payment, your request file will be closed without further
action. '

If you wish to revisc your request to try to reduce fecs, you may use the attached form. If
you do not wish to incur fees for your request as it is now stated., please submit this form (or your
letter revising your request) to us immediately so that your request, and fees, can be limited.

Sincereli!

Susan BMaerson

Acting Assistani Director
Form No. 001B -4/ 1
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Requester:__Nicole A, Ozer Request Number:___12-1293

CHOOSE OIE

[ understand that [ am eatitled to the firsé 100 pages free. Please process only up to
100 pages that can be released to me.

I wish to withdraw my request. -

I wish to revise my request to try to reduce fees. Please limit my request to the following
documents:

Name Date
Please return to:

EOUSA

FOIA/PA Staff

600 E. Street, N.W., Room 7300
Washington D.C., 20530
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Nicole Ozer
#12-1293

Note: Your request is being expedited. This does not guarantee that records will be released
within the statutory time limits.
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July 6, 2012

Via United States mail

Susan B Gerson

Acting Assistant Director

United States Department of Justice
EOUSA

FOIA/PA STAFF

600 E. Street, N.W., Room 7300
Washington D.C., 20530

Re: Request Number 12-1293
Dear Ms. Gerson:

I write in regard to the above-referenced Freedom of Information Act request, dated April
13, 2012, on which expedited processing has been granted. Almost three months have passed
from the date of our request and we have not yet received an indication as to when we can
anticipate receiving any records. This delay exceeds the twenty working day period under FOIA
within which the FBI is required to notify us of a determination whether it intends to comply
with our request. See 5 U.S.C. §552(a)(6)(A)(i). We request a response at your earliest
convenience. Please feel free to call me or my assistant Nishtha Jolly at 415 621 2493 if you
have any questions or have any information you can provide as to the status of our request. Your
assistance 1s greatly appreciated.

Sincerely,

Lind\a:y%

Staff Attorney

MICHELLE A. WELSH, CHAIRPLRSON | DENKIS MCNALLY, AJAY KRISHMAN, FARAH BRELVI, ALLEN ASCH, VICE CHAIRPFRSONS | KENNETH SUGARMAN, SECRETARY/TREASURER
ABDI SOLTANI, EXECUTIVE DIRECTOR | KELLI EVANS, ASSOCIATE DIRLCTOR | CHERIBRYANT, DEVELOPMFNT DIRECTOR | SHAYNA GELENDER, ORGANIZING & COMMUNITY ENGAGEMENT DIRECTOR
LAURA SAPONARA, COMMUNICATIONS DIRECTOR | ALAN SCHLOSSER, [ EGAL DIRECTOR | MARGARET C. CROSDY, ELIZABETH GILL, LINDA LYE, SULIA HARUMI MASS, MICHAEL RISHER, JORY STEELE, STAFF ATTORNEYS
PHYLLIDA BURLINGAME, ALLEN HOPPER, HATASHA MINSKER, NICOLT A, OZER, DIANA TATE VERMEIRE, PO ICY DIRECTORS | STEPHENY, BOMSE, GINLRAL COUNSEL

AMERICAS) CIVIL LIDERTIES UMION FOUDATION OF HORTHERK TALIFORNIA
39 ORUMM STRLET, SAN FRANCISCD, CA 94311 | T/415.621.2493 | [/415.255,1478 | TIY/415.863.7832 | WWW.ACLUNC.ORG




