February 13, 2014
Via electronic mail only
Hon. Desley Brooks (dbrooks@oaklandnet.com)
Hon. Noel Gallo (ngallo@oaklandnet.com)
Hon. Rebecca Kaplan (atlarge@oaklandnet.com)
Hon. Pat Kernighan (Pkernighan@oaklandnet.com)
Hon. Lynette McElhaney (lmcelhaney@oaklandnet.com)
Hon. Dan Kalb (dkalb@oaklandnet.com)
Hon. Larry Reid (lreid@oaklandnet.com)
Hon. Libby Schaaf (lschaaf@oaklandnet.com)
Oakland City Council
1 Frank H. Ogawa Plaza
Oakland, CA 94612
re:

Domain Awareness Center, Phase 2 Contract Award

Dear Honorable Members of the Oakland City Council,
The American Civil Liberties Union of Northern California writes in regard to Item 13 on
the February 18, 2014 Agenda of the City Council, pertaining to the Oakland Domain Awareness
Center. We urge you not to approve this item.
The specific question before the Council is whether to award the Phase 2 contract to
Schneider Electric. While the ACLU takes no position on that specific matter, it raises critical
issues with civil liberties and other urgent public policy impacts. The question of Schneider
Electric’s compliance or non-compliance with Oakland’s Nuclear Free Zone Ordinance has
engendered significant controversy and entailed substantial staff and City Council time. Staff
expressed the view in the supplemental report on this item that the due diligence process
associated with independently identifying nuclear weapons makers would have been
“cumbersome and costly” and so a “self-certification” procedure was ultimately adopted.
(February 18, 2014 “Supplemental Report – DAC Phase II” at page 3.) The self-certification
procedure did not bring to light significant information that, whether or not ultimately
disqualifying, should have been reviewed and vetted. If meaningful privacy safeguards for the
Domain Awareness Center are ultimately adopted, the oversight and due diligence associated
with ensuring compliance will dwarf in complexity the compliance issues associated with the
Nuclear Free Zone Ordinance. At this juncture, it is entirely unclear what privacy safeguards
will apply to the DAC and what, if any, resources will be available to ensure that they enforced.
The only thing that is clear is that privacy safeguards and resources to enforce them are urgently
needed. We urge you not to let the DAC proceed with so many essential questions unanswered.
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Potential for abuse. Information recently obtained from the Oakland Police Department
through a Public Records Act request underscores our concerns about the potential for abuse.
These records show that OPD has targeted political protesters based on their political ideology.
The DAC would serve as a powerful surveillance tool, allowing the government to single out and
comprehensively track Oakland residents.
We obtained OPD records related to political demonstrations on October 25, 2013. The
day’s events included a protest against “Urban Shield,” one of the nation’s largest security
conferences and weapons shows, and a commemoration of OPD’s removal of Occupy Oakland
from Frank Ogawa Plaza. The operations plan instructed OPD personnel to identify and cite
individuals committing crimes; officers were explicitly instructed to enforce all traffic laws.
While that is entirely lawful and appropriate, the records also show that OPD engaged in
selective enforcement. Numerous bicyclists associated with the Occupy Oakland protest and
“FTP” symbols were cited for vehicle code violations such as running red lights. At the same
time, a bicyclist who was seen committing identical vehicle code violations (running two red
lights), but who “stated that he was anti-occupy and that he was in the area to try and dissuade
any protest,” was instead let off with a warning and not issued any citation.1 Selective
enforcement of criminal laws based on political ideology violates the equal protection guarantees
of the Constitution. See Murgia v. Municipal Court, 15 Cal.3d 286, 302 (1975) (“a conscious
policy of selective enforcement directed against members or supporters of a particular labor
organization are clearly sufficient to support a claim of invidious discrimination which is prima
facie invalid under the equal protection clause”).
Experience teaches that surveillance systems can and will be used in a discriminatory
fashion. Studies of video surveillance in Britain, where video surveillance is pervasive, have
shown that “the young, the male and the black were systematically and disproportionately
targeted, not because of their involvement in crime or disorder, but for ‘no obvious reason.’”
European Parliament Directorate General Internal Policies, “A Review of the Increased Used of
CCTV and Video-Surveillance for Crime Prevention Purposes in Europe,” p. 15 (2009).2 In
particular, “black people were twice as likely (68%) to be surveilled for ‘no obvious reasons’
than whites.” Id. (emphasis added). Studies in other countries have similarly found that
“reliance on categorical suspicion intensifies the surveillance of those already marginalized and
increases, yet further, their chance of official stigmatization.” Id. at 16.
In short, respected studies have shown that surveillance systems, such as closed circuit
television, lend themselves to discrimination. The DAC is far more powerful than any single
surveillance system because it would aggregate surveillance and sensor feeds – allowing the
assembly of an entire mosaic from individual tiles. With that greater power, comes greater
potential for abuse. Unfortunately, our concerns that the Oakland Police Department might use
the DAC to target individuals based on ideology or other inappropriate factors are grounded in
recent, actual events.
While the recently released draft privacy framework states that the DAC shall not be used
to track individuals “unless there is a reasonable suspicion of criminal wrongdoing,” this
provision does not safeguard against privacy invasions or selective enforcement. Jaywalking and
1
2

Police reports documenting this selective enforcement are attached to this letter.
Available at http://www.statewatch.org/news/2009/apr/ep-study-norris-cctv-video-surveillance.pdf.
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maliciously obstructing a sidewalk are both “crimes.” As a result, virtually every political
protest involves reasonable suspicion of criminal wrongdoing and would thus trigger monitoring
by the DAC under the draft privacy policy.
Need for oversight. Particularly with a project that has dramatic civil liberties impacts,
legislative oversight serves as an essential check in our system of government. The DAC
resolution (84593) adopted by the City Council last July was a step in the right direction by
requiring the development of a privacy policy and specifying the surveillance systems that could
be included in the DAC. But it did not go far enough. In particular, the City Council – and the
public – lacks essential information that is necessary to engage in meaningful oversight.
First, a draft of the privacy policy has only this week been released – even though the
City Council instructed staff to draft a policy over six months ago and the deadline for presenting
a policy to the Council is rapidly approaching (March 2014). The safeguards contained in
whatever privacy policy is ultimately adopted will dramatically change the civil liberties impacts
of the project (for what purposes will records be recorded; how long will records be retained;
with whom will records be shared). The privacy policy needs to be fully vetted first. Without a
vetted privacy policy, the City Council lacks sufficient information to meaningfully evaluate the
DAC and whether to grant the further approvals necessary for it to be built.
Moreover, even after a privacy policy is in place, it must be enforced. This takes
resources. What resources will the City invest to ensure rigorous compliance? The difficulty of
ensuring compliance with Oakland’s Nuclear Free Zone Ordinance provides a cautionary tale.
Second, the intended purposes of the DAC still remain opaque. Clear specification of the
DAC’s purposes is critical to prevent the alarming but common phenomenon of “mission creep.”
In other words, the DAC should not be “sold” to the City Council and the public as serving one
purpose (for example, coordinating emergency response), but then surreptitiously used for
another purpose (warrantless mass surveillance).
At the January 28, 2014 Public Safety Committee, the Port presented on the DAC and
explained that its purpose was to enhance Port security by giving the City’s first responders
access to Port surveillance and sensor feeds. But if the mission of the DAC is to ensure Port
security, then why the need for cameras trained at Oakland residents? In addition, the draft
privacy policy states that one of the “missions” of the DAC is to “improve readiness to prevent,
respond to, and recover from major emergencies at the Port and in the greater Oakland region
and.” See Draft Framework, Section II. It is unclear how the DAC would “prevent” a major
emergency, unless it operates as a comprehensive surveillance center aimed at identifying
suspicious activities that might be precursors to terrorism. Does “preventing” a major
emergency mean that the DAC will be used to surveil mosques suspected of harboring potential
terrorists? Cf. Adam Goldman & Matt Apuzzo, “With Cameras, Informants, NYPD Eyed
Mosques,” Associated Press (Feb. 23, 2012).3 In light of OPD’s selective enforcement of even
mundane vehicle code violations in connection with political protests, the potential for abuse of a
powerful surveillance tool is troubling.
3

Available at http://www.ap.org/Content/AP-In-The-News/2012/Newark-mayor-seeks-probe-of-NYPD-Muslimspying.
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Third, there has been an alarming lack of transparency on issues as ostensibly
straightforward as cost. To date, the City Council and public have still not been provided with
concrete information about the ongoing staffing and maintenance costs to the City, after the
expiration of federal grant money. On the contrary, the DAC has consistently been presented as
having no fiscal impact, even when that is clearly not the case. The inadequate or inaccurate
fiscal information begs the question of whether other critical aspects of the DAC have not been
disclosed.
*

*

*

In short, the potential for abuse and OPD’s history of selective enforcement underscores
the need for oversight. But the lack of transparency dramatically undermines the City Council’s
ability to engage in meaningful oversight. The City Council, as the legislative body elected by
the residents of Oakland to set policy for the City, should vet the privacy policy and demand
information about the purposes, technological capacity and cost of the DAC, before granting any
further approvals. Any other approach cedes critical oversight responsibilities to unelected staff.
Moreover, if the City Council does grant approval, it should do so aware that oversight will be an
on-going, resource-intensive, and complex task. One-time approval of a privacy policy will not
ensure that privacy rights are actually safeguarded.
Sincerely,

Linda Lye
Staff Attorney
ACLU of Northern California
Enclosure
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