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EXHIBIT A

Via United States Postal Service Certified Mail
July 29, 2014
Anaheim Police Department
c/o Linda N. Andal, CMC
City Clerk, City of Anaheim
200 S. Anaheim Blvd., #217
Anaheim, CA 92805
Re:

California Public Records Act Request re: Cell Site Simulators, or “StingRays”

To Whom It May Concern:
The ACLU of Southern California (“ACLU SoCal”) has long been concerned by the
increasing use of new surveillance technologies by law enforcement agencies across California
without appropriate privacy safeguards. One such technology that raises concerns are “cell site
simulators.” Also called “IMSI catchers,” referring to the International Mobile Subscriber
Identity that uniquely identifies each cellular device, or StingRays, after the brand name of one
such device sold by the Harris Corporation., Cell site simulators mimic a wireless carrier’s
antenna and base station. 1 The simulator signals to devices in the area, and wireless devices in
the area respond and identify themselves, communicating with the device as if it were a wireless
carrier’s cell tower. This allows the user to identify the location of all mobile devices in the area,
and potentially other information about the device or its communications.
Because of our concerns with the expanding use of Stingrays and other cell site
simulators, I am writing to request, pursuant to the California Public Records Act (California
Government Code § 6250 et seq.), a copy of the following public records related to the use of
cell site simulators that are in possession of your agency:
(1)

All Records related to the number of Cell Site Simulators owned, operated and/or used by
the agency, unit, position and/or individuals with access to and/or control over the
devices.2

1

For purposes of these requests, the term “Cell Site Simulators” shall be interpreted to include
“IMSI catchers”, or other technologies designed to imitate the cellular towers or base stations of
wireless carriers and receive signals (including IMSI information) emitted from wireless cellular
telephones, including but not limited to the Gossamer, Triggerfish, Hailstorm, Kingfish,
Amberjack, or Digital Analyzer.
2
The term “Records,” for purposes of these requests, is defined to include “writing” as that term
is defined by Govt. Code § 6252(g), as “any handwriting, typewriting, printing, photostating,
photographing, photocopying, transmitting by electronic mail or facsimile, and every other
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(2)

All Records related to the technical specifications of any Cell Site Simulators owned,
operated, used or sought by the agency.

(3)

All Records related to the policies, practices, customs, or training on the use of Cell Site
Simulators, including but not limited to any policies, practices, customs, or training on
when and how to seek a warrant to use the devices or whether there are any locations on
where Cell Site Simulators can be used.

(4)

All Records related to, referring to, or mentioning the number of times agency employees
have used Cell Site Simulators from January 1, 2008 through present, as well as the
number of those instances agency employees obtained a warrant to use the device.

(5)

All Records relating or referring to any applications for grants or other funding seeking to
pay, in part or in whole, for Cell Site Simulators to be operated or used by the agency
from January 1, 2008 through present.

(6)

All Records relating or referring to what information and data agency officials collect
through the use of Cell Site Simulators (such as IMSI numbers, names, PEN registers,
text or audio communications).

(7)

All Records relating or referring to any policies, practices, protocols or training relating
to the handling of data obtained by Cell Site Simulators, including but not limited to
access restrictions on such data, security of such data, limitations on sharing data with
other entities, and oversight and auditing practices to ensure any restrictions on use or
access are followed.

(8)

All Records reflecting standard language, form(s) or template(s) utilized by the agency
for requesting a warrant or other court order, including subpoenas, authorizing use of the
StingRay device or other cell site simulator technologies or technologies to detect radio
signals emitted from wireless cellular telephones from January 1, 2008 through present.

(9)

Unsealed warrants or court orders reflecting the use of the StingRay device or other cell
site simulator devices or technologies to detect radio signals emitted from wireless
cellular telephones from January 1, 2008 through present.

(10) The number of times each year that data gathered through use of the StingRay or other
cell site simulator devices or technologies was used in the investigation of any crime,
including the role, if any, it played in identifyin, arresting and/or convicting suspects
from January 1, 2008 through present.

means of recording upon any tangible thing any form of communication or representation,
including letters, words, pictures, sounds, or symbols, or combinations thereof, and any record
thereby created, regardless of the manner in which the record has been stored,” and includes but
is not limited to emails, notes, presentations, manuals, proposals, policies, maps, training
materials, powerpoints, handouts, computer files, memos, drafts or other documents.
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(11) Which departments, units, assignments individuals currently have access to the data
gathered by cell site simulator devices or technologies to detect radio signals emitted
from wireless cellular telephones and for what purposes.
(12) All Records, including but not limited to emails, notes, presentations, manuals, proposals,
policies, maps, computer files, or other documents, related to cell site simulators owned,
operated and/or used by the agency or its employees, not responsive to one of the other
requests in this letter.
These requests are made pursuant to the California Public Records Act (“CPRA”),
California Government Code § 6250 et seq. The CPRA requires responding agencies to provide
a response within ten (10) days of receipt of a request. See Gov. Code § 6256.
In enacting the PRA, the Legislature recognized that “a requester, having no access to
agency files, may be unable to precisely identify the documents sought. Thus, writings may be
described by their content. . . . An agency is thus obliged to search for records based on criteria
set forth in the search request.” California First Amendment Coalition v. Superior Court, 67 Cal.
App. 4th 159, 165-66 (1998); see also § 6253(b). The PRA also requires the government to
“assist the member of the public make a focused and effective request that reasonably describes
an identifiable record or records” by taking steps to “[a]ssist the member of the public to identify
records and information that are responsive to the request or to the purpose of the request, if
stated. § 6253.1(a). An agency that receives a request must also “[p]rovide suggestions for
overcoming any practical basis for denying access to the records or information sought.” Id.
If any records are claimed to be exempt from disclosure, I request that: (1) you exercise
your discretion to disclose some or all of the records notwithstanding the exemption; and (2)
with respect to records containing both exempt and non-exempt content, you redact the exempt
content and disclose the rest, consistent with California Government Code § 6253(a).
Additionally, if any records are withheld or redacted, please provide a written response that
describes with specificity each and every record that is being withheld or redacted and the
claimed reason for exemption under the California Public Records Act, along with supporting
legal authority or authorities.
I request that you waive any copying fees because the ACLU of Southern California is a
non-profit civil rights organization. See North County Parents Organization v. Department of
Education, 23 Cal. App. 4th 144 (1994). No part of the information obtained will be sold or
distributed for profit. If you do not agree to waive the copying fees, please inform me of any
potential duplication costs exceeding $50.00 prior to copying.
I also request that you provide any public record identified above that exists in the
following electronic formats to me in that electronic format, instead of in paper format: PDF
format or all Microsoft Office formats, including Word, Excel, and PowerPoint. See California
Government Code § 6253.9.
I look forward to working with you to obtain the public records we have requested and
look forward to your response to this request within ten days of receipt of this letter. See
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California Government Code § 6253(c). Please send all public records responsive to this request
to my attention, either by mail or email.
If you have any questions about this request, please do not hesitate to contact me at (213)
977-5295 or my legal assistant, Geneva Tien, at (213) 977-5279.
Sincerely,

Peter Bibring
Staff Attorney
ACLU of Southern California
1313 West 8th Street
Los Angeles, CA 90017
pbibring@aclusocal.org
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EXHIBIT B

City of Anaheim

OFFICE OF THE CITY ATTORNEY

August II, 2014
Mr. Peter Bibring
Staff Attorney
ACLU of Southern California
1313 West 8'h Street
Los Angeles, CA 90017
Re:

Public Records Act Request (Gov. Code§ 6250, et seq.)
Request No. 07312014-3

Dear Mr. Bibring:
The City of Anaheim ("City") is in receipt of your Public Records Act
request dated July 29,2014 wherein you have requested the following records:
I. "All records related to the number of Cell Site Simulators owned, operated
and/or used by the agency, unit, position and/or individuals with access to and/or
control over the devices;"
2. "All records related to the technical specifications of any Cell Site
Simulators owned, operated, used or sought by the agency;"
3. "All records related to the policies, practices, customs or training on the use
of Cell Site Simulators, including but not limited to any policies, practices, customs
or training n when and how to seek a warrant to use the devices or whether there are
any locations where Cell Site Simulators can be used;"
4. "All records related to, referring to or mentioning the number of times
agency employees have used Cell Site Simulators from January I, 2008 through
present, as well as the number of those instances agency employees obtained a
warrant to use the device;"
5. "All records relating or referring to any applications for grants or other
funding seeking to pay, in part or in whole, for Cell Site Simulators to be operated
or used by the agency from January I, 2008 through present;"
6. "All records relating or referring to what information and data agency
officials collect through the use of Cell Site Simulators (such as IMSI numbers,
names, PEN registers, text or audio communications);"
7. "All records relating or referring to any policies, practices, protocols or
training relating to the handling of data obtained by Cell Site Simulators including,
but not limited to, access restrictions on such data, security of such data, limitations
on sharing data with other entities and oversight and auditing practices to ensure
any restrictions on use or access or followed;"
8. "All records reflecting standard language, form(s) or template(s) utilized by
the agency for requesting a warrant or other comi order, including subpoenas,
authorizing use of the StingRay device or other cell site simulator technologies or
200 S. Anaheim Blvd., Suite 356
Anaheim, California 92805
TEL (714) 765·5169
FAX (714) 765-5123
www.anaheim.net
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technologies to detect radio signals emitted from wireless cellular telephones fi·om
January I, 2008 through present;"
9.
"Unsealed warrants or court orders reflecting the use of StingRay device
or other cell site simulator devices or technologies to detect radio signals emitted
from wireless cellular telephones fi·om January I, 2008 through present;"
I 0.
"The number of times each year that data gathered through use of the
StingRay or other cell site simulator devices or technologies was used in the
investigation of any crime, including the role, if any, it played in identifying, arresting
and/or convicting suspects fi·om January I, 2008 through present;"
II.
"Which departments, units, assignments, individuals currently have access
to the data gathered by cell site simulator devices or technologies to detect radio
signals emitted from wireless cellular telephones and for what purposes;" and
12.
"All records including, but not limited to, emails, notes, presentations,
manuals, proposals, policies, maps, computer files or other documents related to cell
site simulators owned, operated and/or used by the agency or its employees, not
responsive to one of the other requests in this letter."
Overall, your request does not reasonably describe or identify the records sought to be
produced. Government Code § 6253(b ). In addition, the records you seek are exempt from
disclosure pursuant to the following provisions of the Public Records Act:
• The records are subject to the Trade Secret Privilege (Evidence Code §I 060 and
Government Code §6254(k));
• The records are subject to the Official Information Privilege (Evidence Code §§1040(b)
(2), 1041(a)(2));
• Documents reflecting police techniques or "security procedures" are expressly exempt
from disclosure pursuant to Government Code §6254(f); and
• The records are subject to the public interest exemption provided by Government Code
§6255.
Should you have any questions, please contact the undersigned. Thank you for your kind
cooperation in this regard.
Very truly yours,
Michael R.W. Houston, City Attornex.

.,

.../

Bryn· . Morley
Deputy ity Attorney
cc:

Jennifer Hall, City Clerk

Linda Andal, City Clerk
Barbara Nail, APD
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City of Anaheim

OFFICE OF THE CITY ATTORNEY

August 11,2014
Mr. Peter Bibring
Staff Attorney
ACLU of Southern California
13 13 West 8111 Street
Los Angeles, CA 90017
Re:

Public Records Act Request (Gov. Code§ 6250, et seq.)
Request No. 07312014-3

Dear Mr. Bib ring:
The City of Anaheim ("City") is in receipt of your Public Records Act
request dated July 29, 2014 wherein you have requested the following records:
1. "All records related to the number of Cell Site Simulators owned, operated
and/or used by the agency, unit, position and/or individuals with access to and/or
control over the devices;"
2. "All records related to the technical specifications of any Cell Site
Simulators owned, operated, used or sought by the agency;"
3. "All records related to the policies, practices, customs or training on the usc
of Cell Site Simulators, including but not limited to any policies, practices, customs
or training n when and how to seek a warrant to use the devices or whether there are
any locations where Cell Site Simulators can be used;"
4. "All records related to, referring to or mentioning the number of times
agency employees have used Cell Site Simulators from January 1, 2008 through
present, as well as the number of those instances agency employees obtained a
warrant to use the device;"
5. "All records relating or referring to any applications for grants or other
funding seeking to pay, in part or in whole, for Cell Site Simulators to be operated
or used by the agency from January 1, 2008 through present;"
6. "All records relating or referring to what information and data agency
officials collect through the use of Cell Site Simulators (such as JMSI numbers,
names, PEN registers, text or audio communications);"
7. "All records relating or referring to any policies, practices, protocols or
training relating to the handling of data obtained by Cell Site Simulators including,
but not limited to, access restrictions on such data, security of such data, limitations
on sharing data with other entities and oversight and auditing practices to ensure
any restrictions on use or access or followed;"
8. "All records reflecting standard language, form(s) or templatc(s) utilized by
the agency for requesting a warrant or other court order, including subpoenas,
authorizing use of the StingRay device or other cell site simulator technologies or
2DO S.l\naheim Blvtl., Suite 356
Auahe!m, California 92805

TEL (714) 765·5169
r:IIX {714) 765·5123
VJ\','\'l.;m~hcirn .net
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technologies to detect radio signals emitted from wireless cellular telephones t!·om
January 1, 2008 through present;"
9.
"Unsealed warrants or court orders reflecting the use of StingRay device
or other cell site simulator devices or technologies to detect radio signals emitted
tl·om wireless cellular telephones t!·om January I, 2008 through present;"
10.
"The number of times each year that data gathered through use of the
StingRay or other cell site simulator devices or technologies was used in the
investigation of any crime, including the role, if any, it played in identifying, arresting
and/or convicting suspects f1·om January I, 2008 through present;"
II.
"Which departments, units, assignments, individuals currently have access
to the data gathered by cell site simulator dcviecs or technologies to detect radio
signals emitted tl'cnn wireless cellular telephones and for what purposes;" and
12.
"All records including, but not limited to, emails, notes, presentations,
manuals, proposals, policies, maps, computer tiles or other documents related to cell
site simulators owned, operated and/or used by the agency or its employees, not
responsive to one of the other requests in this letter."
Overall, your request docs not reasonably describe or identify the records sought to be
produced. Government Code § 6253(b ). In addition, the records you seek arc exempt t!·om
disclosure pursuant to the following provisions of the Public Records Act:
• The records arc subject to the Trade Secret Privilege (Evidence Code §1060 and
Government Code §6254(k));
• The records are subject to the OHicial Information Privilege (Evidence Code §§!040(b)
(2), 1041(a)(2));
• Documents reflecting police techniques or "security procedures" are expressly exempt
fl·mn disclosure pursuant to Government Code §6254(1); and
• The records arc subject to the public interest exemption provided by Government Code
§6255.
Should you have any questions, please contact the undersigned. Thank you for your kind
cooperation in this regard.
Very truly yours,
Michael R.W. Houston, City Attorncx_,

(:))~r~\~1t;rli'_(
. ()\\ \7-l /.)
\

By:

Deputy-City Attorney
cc:

J<.'nnifcr Hall, Ci\y Clerk
Linda Andal, City Clerk
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EXHIBIT D

Via United States Postal Service Certified Mail
October 10, 2014
Anaheim Police Department
c/o Bryn M. Morley
Office of the City Attorney
200 S. Anaheim Blvd., #365
Anaheim, CA 92805
Re:

July 29, 2014 Public Records Act Request re: Cell Site Simulators, or “Stingrays”

To Whom It May Concern:
On July 29, 2014, we sent your agency a Public Records Act request for records related
to Cell Site Simulators. On August 11, 2014, your agency responded, stating in part that the
request did not reasonably describe or identify the records sought. Per the voicemail I left you
today, I write to ensure we can communicate to reasonably describe or identify the records
sought to be produced. Please do give me a call or send me a letter to the extent there is any
confusion about the records sought. Thank you.

Sincerely,

Jessica Price
Staff Attorney
(213) 977-5233

1313 WEST EIGHTH STREET

LOS ANGELES

CA

90017
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EXHIBIT E

City of Anaheim

OFFICE OF THE CITY ATTORNEY

October 14,2014
Ms. Jessica Price
Staff Attorney
ACLU of Southern California
1313 West 8th Street
Los Angeles, CA 90017
Re:

Sent Via First Class Mail and
Email Transmission to:
jprice@aclusocaL org

ACLU Public Records Act Request No. 07312014-3

Dear Ms. Price:
The City of Anaheim ("City") is in receipt of your recent correspondence
dated September 29, 2014 addressing the City's earlier response to the Public
Records Act Request from the ACLU dated July 29, 2014 fi·om Staff Attorney Peter
Bibring.
The City has determined that records, which the ACLU has requested
concerning "'cell site simulators,' also known as StingRays," that are in the City's
possession are exempt from disclosure pursuant to the following provisions of the
Public Records Act:
• The records are subject to the Trade Secret Privilege (Evidence Code § 1060
and Government Code §6254(k));
• The records are subject to the Official Information Privilege (Evidence Code
§§1040(b) (2), 1041(a)(2));
• Documents reflecting police techniques or "security procedures" are
expressly exempt from disclosure pursuant to Government Code §6254(f); and
• The records are subject to the public interest exemption provided by
Government Code §6255.
The City has not taken the position that it possesses no responsive records or
that documents are being withheld because they contain non-responsive material as
discussed in American Civil Liberties Uuion of Northern California v. Superior
Court (2011) 202 Cal.App.41h 55, 82. Rather, the City is denying access to its
records pursuant to exemptions enumerated by the Public Records Act. Fairley v.
Superior Court (1998) 66 Cal.App.41h 1414.
The Public Records Act does not require local agencies to create a "privilege
log" or list (i.e. a Vaughn Index as referenced in Vaughn v. Rosen 484 F .2d 820,
827 (D.C. Cir. 1973)) that identifies the specific records being withheld. Havnie v.
Superior Court (2001) 26 Cal.41h 1061. See State Board of Equalization v. Superior
200 S. Anaheim Blvd., Suite 356
Anaheim, California 92805
TEL (714) 765-5169
FAX (714) 765-5123
www.anaheim.net
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October 14, 2014
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Court (1992) 10 Cal.App.4'h 1177, 1193 ("The Public Records Act does not, like the FOIA,
require the maintenance of an index of records available for public inspection and copying.")
Furthennore, "a list of documents withheld may also reveal information ordinarily deemed
exempt from disclosure." Havnie supra at I 075. The City's response only needs to identify the
legal grounds for nondisclosure, which the City has done above and in the previous response to
Mr. Bibring.
Should you have any questions, please contact the undersigned. Thank you for your kind
cooperation in this regard.
Very truly yours,

Sr. Assistant City Attorney
105451
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