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Carpenter v. United States (2018) 585 U.S 296; Riley v. California (2014) 573 U.S.
373; Herring v. United States (2009) 555 U.S. 135.)

In several cases, this Court has recognized some tension between the federal
SCA’s disclosure restrictions and criminal defendants’ right to obtain information
necessary to their defense. (See, e.g., Facebook, Inc. v. Super. Ct. of San Diego County
(2020) 10 Cal.5th 329; Facebook, Inc. v. Super. Ct. (2018) 4 Cal.5th 1245.) That
tension is not cleanly presented by the decision below. Instead of addressing these
specific criminal-defense-related concerns, the decision below held, as a matter of
statutory interpretation, that user communications stored with Snap and Meta are
categorically outside the SCA’s protection—either because the platforms are not
“electronic communications service” (ECS) providers within the meaning of the
statute or because the users’ communications are not “in electronic storage.” (Snap,
Inc. v. Super. Ct. of San Diego County (July 23, 2024, D083446) __ Cal.App.5th __
[2024 WL 3507024, *16—*20]; see 18 U.S.C. § 2510(15), (17).)

The Fourth District’s holding is contrary to federal precedent interpreting the
SCA. The statute’s definition of ECS is extremely broad, including “any service which
provides to users thereof the ability to send or receive wire or electronic
communications.” (18 U.S.C. §2510(15), italics added.) Federal courts have
repeatedly held that companies like Meta and Snap qualify as ECS providers. (See
Crispin v. Christian Audigier, Inc. (C.D. Cal. 2010) 717 F.Supp.2d 965, 982; accord
Viacom Internat. Inc. v. YouTube Inc. (S.D.N.Y. 2008) 253 F.R.D. 256.) In fact, we are
unaware of any federal case which has held otherwise.

Additionally, the SCA protects these user communications because they are
held in “electronic storage” as that term is defined in the statute. Electronic storage
means “any temporary, intermediate storage of a wire or electronic communication
incidental to the electronic transmission thereof; and any storage . . . for purposes of
backup protection of such communication.” (18 U.S.C. § 2510(17)(A)—(B).) Multiple
federal courts, including the Ninth Circuit, have held that this definition applies to
any user communications held as stored backup or archival copies by the service
provider that facilitated the communications, regardless of what additional purpose
those copies may serve to the providers themselves. (See Theofel v. Farey-Jones (9th
Cir. 2004) 359 F.3d 1066, 1075 [holding that e-mail messages stored by an internet
service provider, even after transmission to their intended recipients, were “in
electronic storage” for purposes of SCA]; Quon v. Arch Wireless Operating Co., Inc.
(9th Cir. 2008) 529 F.3d 892, 900-901, revd. on other grounds, (2010) 560 U.S. 746
[holding that archived copies of temporary messages on a service provider’s platform
qualified as ECS content].)

The Fourth District’'s analysis did not consider or address how its
interpretation can be reconciled with federal precedent. In fact, the Fourth District
didn’t even cite the Ninth Circuit’s contrary decisions. Simply put, while the fact that
Snap and Meta Platforms may “retain and utilize user communication content for
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