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unlight is said to be the “best of disinfectants.” And transparency plays an essential role in
both incentivizing companies to better protect consumer privacy and empowering

consumers to make privacy-protective choices.

That’s why the landmark Shine the Light law (Cal. Civil Code § 1798.83) was intended to give Californians the right to
know the “who, what, where and when” of how a business handles personal information. Californians should be able to

use this important transparency law, passed in 2003, to learn what’s happening to their personal information.

But fast forward a decade: exponential advances in technology as well as drastic changes in business practices have
outpaced current law. Every day, millions of Californians now search and shop online, connect via social networking, or
use a mobile device, leaving behind a vast trail of personal information in the form of search and chat histories, buying
habits, photos, friend lists, and more. Consumers are increasingly in the dark about how information on where they go,
who they know, and what they do is being collected and shared with data brokers, online advertisers, and third party
apps — and even the government.

The ramifications of personal information being collected and shared in ways that consumers do not intend or desire
range from embarrassing to downright dangerous. So it is not surprising that an overwhelming majority of Californians—
from across the political and demographic spectrum—are concerned about companies collecting their personal
information, and most Americans think there should be a law giving them the right to know everything a website knows
about them.

As the Shine the Light law turns a decade old, it is a good time to examine this important transparency law and draw
specific lessons that can inform state, national, and international policymakers and businesses seeking to protect privacy
and increase transparency about data collection, use, and sharing in the modern digital era.

Part | of this policy paper provides background on why transparency measures such as Shine the Light play an essential
role in safeguarding privacy. Part Il evaluates the current law’s effectiveness and identifies loopholes and limitations in its
use and implementation. Part |l discusses increased attention on transparency by state, federal and international
policymakers and the business community. Finally, Part IV suggests policy principles for updating California privacy law
and better informing consumers about how their personal information is collected and shared.

For more information and resources about California’s Shine the Light law and policy efforts related to increasing
transparency about how personal information is collected and shared, visit www.aclunc.org/r2k. You can also contact

us directly with questions or comments at dotrights@aclunc.org.
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INTRODUCTION

The Shine the Light law was intended to provide California consumers with the right to know the “who, what, where, and
when’ of how a business handles personal information.” This important transparency law gave Californians the right to
learn how companies share their personal information with third parties for “direct marketing purposes”—solicitation by
postal mail, telephone, or email. % The law empowered Californians and incentivized companies to take privacy-protective
steps.

Shine the Light was a landmark law when it was passed in 2003. But fast forward a decade. Technology has advanced
exponentially, business practices have changed dramatically, and consumers have started to live truly digital lives. Every
day, millions of Californians search online, shop, or use a mobile device, leaving behind a vast trail of personal
information in the form of search and chat histories, photos, friend lists, and more. Many companies are collecting and
sharing these detailed digital footprints about who we are, where we go, what we do, and who we know with online

advertisers, third party applications, data brokers, and even the government.

As a result, Californians are very concerned about threats to their personal privacy. Eighty-two percent of Californians—
from across the political and demographic spectrum—are concerned about companies collecting their personal
information.’ Sixty-nine percent of Americans believe there should be a law giving them the right to know everything a

website knows about them.* Consumers are right to be concerned and to want to know more.

But the data-sharing practices that the Shine the Light law was designed to address have been eclipsed by technological
developments. Targeted advertising, data brokers, third party applications, and other technologies have vastly increased
the potential for personal information to be collected and shared in ways that individuals do not expect or want. As a

result, they pose new threats to privacy that Shine the Light did not anticipate.

As Shine the Light turns a decade old and state, national, and international policymakers increasingly discuss the
importance of consumer transparency, it is a good time to examine this important law. Is the law bolstering and
supporting the inalienable right to privacy of all Californians?® Is it adequately providing consumers with transparency
and the useful information they need? What works and what does not work in practice? And what policy steps might be

necessary to ensure that consumer transparency rights work effectively in the modern digital era?

This policy brief examines the current state of corporate transparency via the Shine the Light law. Part | explains why
transparency measures such as Shine the Light are essential. Part Il evaluates the law’s effectiveness. Part Il considers
recent political and business support for increased consumer transparency and how these advances inform policy
arguments. Finally, Part IV suggests some policy principles for updating privacy laws and better informing consumers

about how their personal information is collected and shared.
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PART I: Why Is Transparency So Important Today?

The need for robust transparency rights is even more marked today than it was 10 years ago when Shine the Light
became law. Advances in technology now enable businesses, both online and offline, to collect vast amounts of personal
information in sophisticated ways, retain it indefinitely, and share it quickly with others, including advertisers, data
brokers, third party applications, and the government. Although recent studies show increased public concern about the
privacy of personal information, consumers understand very little about the technologies and privacy policies that govern
the information itself.° When transparency requirements reveal how personal information is treated, consumers make

more privacy-protective choices and companies are incentivized to adopt privacy protective practices.

Californians Are Concerned about How Their Personal Information Is
Collected and Shared

Eighty-two percent of Californians—across the political and demographic spectrum—are concerned about companies
collecting their personal information.” Seventy-eight percent of California voters—including 71 percent of voters age 18-

29—also say the collection of personal information online is an invasion of
82 percent of Californians—

_— , across the political and
world. As of 2010, nearly eight in 10 global consumers, consistent across age demographic spectrum—

privacy.® This widespread concern is echoed both nationwide and across the

groups and regions, expressed concern about unauthorized access to their are concerned about
companies collecting their

personal information—a 6 to 8 percent increase since 2008.° By 2011, privacy : :
personal information.

rose to the top of the list of concerns for many mobile users,™ and 58 percent of
social network users were concerned about privacy.™ All in all, 68 percent of —USCI/Los Angeles Times Poll
Internet users believe current laws do not adequately protect people’s privacy

online,*” and 69 percent of Americans believe there should be a law giving them the right to know everything a website

knows about them.™®

Californians Do Not Know How Companies Collect and Share Their
Information

Californians have very little understanding about how companies are actually collecting and sharing their personal
information. A 2010 study posed five true/false questions about online privacy, and 75 percent of online adults answered
two or fewer of these questions correctly.™* Of that group, 48 percent incorrectly believed their consent is required for
companies to use the personal information they collect from online activities.™> An earlier survey revealed that almost half
of Californians wrongly believe that privacy policies prohibit businesses from sharing information and more than half think
that privacy policies require companies to obtain a user’s consent before selling their personal information.™® A 2012
study further revealed that only 38 percent of Internet users are generally aware of ways they can limit how much of their

information is collected by a website.’

It is not surprising that consumers do not understand corporate information practices. It would take the average

consumer up to 293 hours per year just to skim the privacy policy at each website they visited and up to 304 hours to
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actually read them.'® In the wake of privacy roundtables held by the Federal Trade Commission, the agency noted that

“consumers generally lack full understanding of the nature and extent of [data collected by third parties].”*®

Largely
invisible data collection practices and long and confusing privacy policies were cited as contributing factors to this
problem.?’ Company leaders have also admitted that the technology industry has not done enough to educate
consumers about how products and services work and their impact on consumer privacy. In 2011, Steve Jobs, the late
co-founder, chairman, and CEO of Apple, told an interviewer, “As new technology comes into the society there is a
period of adjustment and education. We haven’t—as an industry—done a very good job educating people, | think, as to

some of the more subtle things going on here.”*

Knowing How Personal Information Is Collected and Shared Sparks
Changes in Consumer Behavior and Business Practices

Transparency is the spark that empowers consumers to make privacy-protective

54 percent of smartphone

users have decided not to

consumers’ behalf. Consumers make more privacy-protective choices when they download an application

know how their personal information is collected and shared. In a July 2013 study, after learning how much

personal information it
wanted to access.

choices and incentivizes companies to take privacy-protective actions on

62 percent of respondents said they would be “not likely at all” to repeat a
purchase from a company that shared their personal information with a data
broker, and 37 percent of the same group said they had abandoned an online —Pew Research Center
transaction due to something they learned about by reading a company’s terms of

service.? In a 2009 study, 66 percent of Americans said they did not want marketers to tailor advertisements to their
interests, and the respondents’ rejection of targeted advertising rose to 84 percent after they were told about common
methods of data collection.?® Analysis of the impact of data breach notification laws in California and around the country
also reveal that when consumers learn about a data breach, they are enabled to take specific actions to increase their

level of care and mitigate loss.**

Consumers also make more privacy-protective choices on their mobile devices when they know how their personal
information is collected or shared. Fifty-four percent of smartphone users have

decided not to download an application upon discovering how much personal The passage of the
California Shine the Light
law in 2003 prompted 69
application upon learning it collected more personal information than they wanted percent of surveyed
companies to tighten

_ _ _ _ o information sharing
after learning about how their personal information would be shared. practices and controls

with marketers.

information they would need to share to use it, and 30 percent have uninstalled an

to share.”® In total, 57 percent of app users have taken a privacy-protective action

Consumers also prefer websites and services that they know collect and share their

. . 97 . . — Ponemon Institute
personal information responsibly.”" Sixty percent of online shoppers are influenced
to visit websites and make purchases based on how companies handle personal
information.?® Researchers have also found that individuals with more access to information about the privacy practices
of companies chose to purchase from merchants that offer more privacy protection and were willing to pay a premium to

purchase from such merchants.? The researchers concluded that “once people were provided with salient privacy
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information, they chose sites they considered privacy protective.”*

A consumer with actual information—and not just
vague promises—about how a company handles her personal information is more able to evaluate whether to trust and
stick with a company.®* Behavioral research also suggests that providing specific information with personal relevance to

an individual can be more effective than a general disclosure and increase the likelihood that a person will take action.*

Transparency requirements also incentivize companies to better protect consumer privacy. The passage of the original
Shine the Light law prompted 69 percent of companies surveyed to “tighten information-sharing practices and controls
with marketers,” and 56 percent said they would limit information-sharing with direct marketers.* Forty-four percent of
respondents said they had implemented (or planned to implement) stronger due diligence procedures before sharing

customer information with third parties.

A host of scholars have demonstrated the profound effect of transparency regarding information practices on future
behavior. One example is data breach naotification laws, first passed in California in 2002 and now adopted in some form
by 45 other states and the District of Columbia.** These laws require that companies provide consumers with information
about breaches of their information in a timely manner. Data breach laws have influenced corporate steps to better
protect consumer privacy, including the development of stronger data security structures to prevent breaches, the
increased importance of privacy staff, and the encryption of personal information.®® In California, 50 percent of
companies reporting breaches in 2012 also offered additional services to consumers to help offset harm, including the
opportunity to subscribe to credit monitoring or a similar “identity theft protection” product, even though these actions
were not required by the law.*® All in all, from 2002 to 2009, data breach laws helped to reduce identity theft on average
6.1 percent and saved American consumers nearly $93 million per year, all the while “paying off” for companies with

reduced losses due to data breaches.®’

Financial transparency law has also led companies to take privacy protective actions that empower consumers. Under
the federal Gramm-Leach Bliley Act (GLB), for instance, financial institutions must provide customers with a notice about
their information collection and information-sharing practices and allow them
the ability to opt out of certain forms of sharing.*® These transparency Transparency will “empower

_ s have been found to tri itive behavior | _ consumers to make sure they
requirements have been found to trigger positive behavior in companies are being treated fairly.”
including the inspection of their own practices, often for the first time, to learn

just how data is and is not shared, and the creation of a “detailed roadmap for —FTC Chairwoman Edith Ramirez

privacy compliance ... all of which benefit consumers.” *

In 1914, U.S. Supreme Court Justice Louis Brandeis famously observed that “[s]unlight is said to be the best of

disinfectants.”*

Almost 100 years later, Federal Trade Commission Chairwoman Edith Ramirez echoed this sentiment,
emphasizing the “need to move commercial data practices into the sunlight” and calling “transparency ... an essential
part of the solution” to current issues of information privacy.41 According to Ramirez, transparency “will empower

consumers to make sure that they are being treated fairly.”42

Brandeis’s and Ramirez’'s comments highlight how even as
technology has advanced in recent decades, the crucial role of transparency in protecting privacy has not. As Americans
rely more and more on technology to improve their lives, they should know what information is being collected and with

whom that information is being shared.

4
ONLINE AT WWW.ACLUNC.ORG/R2K



Consumers Are in the Dark about Modern Information Collection and
Sharing

Dramatic changes in technology and business practices mean that personal information is being collected from
consumers in many new ways. Data brokers, third party advertisers, and apps are key drivers in the consumer data
business today and yet consumers find it exceedingly difficult to learn how these businesses collect and share their

personal information.

Data Brokers

Data brokers are businesses that buy, sell, and trade personal information obtained from both public records and private
sources, including mobile phones, financial institutions, social media sites, and online and brick and mortar companies.*
These companies have amassed an enormous repository of information about a wide range of activities that includes
data about almost every adult American. For example, Acxiom, the “big daddy of data brokers,” holds records on a
majority of adults in the United States, and Datalogix has information on almost every American household, including on
more than $1 trillion in consumer transactions.*® And these brokers collect not only commercial and financial information
but also information about people’s communications, social connections, and more. Rapleaf advertises having “Real-time

»4d7

data on 80 percent of U.S. emails”™" and PeekYou analyzes “content from over 60 social sites, news sources,

homepages and blog platforms and identifies the actual people behind it, combining their scattered digital footprints into

a comprehensive record of their online identity.”48

Data Brokers Link Purchase History to Facebook Users. Using loyalty card and payment
tracking programs to create profiles based on purchase history and habits is big business. Last year,
Facebook announced a partnership with data broker Datalogix that involves comparing batches of
Facebook users shown an ad for a specific product with Datalogix’s consumer purchase records for
the same users.* In February 2013, Facebook announced that it will expand the linking of offline
and online data, allowing marketers to target users with data acquired from data brokers.**

Utilizing large-scale data mining operations, data brokers organize the available information into lists with specific
characteristics that other companies or entities would like to buy to target particular individuals. Information organized by
these data brokers may be sought out by online services, advertisers, and even the government. Some purchasers use
the information to create targeted advertising based on the brokers’ specific classification of that individual.*® For
example, data brokers sell third parties raw data and lists of profiles grouped by vice or vulnerability with labels such as

“Gaming-Casino,” “dieters,” or “Suffering seniors.”® Others combine information about consumers’ online activity with

information brokers collect about purchases at brick and mortar stores or from loyalty card programs.**

With the detailed dossiers data brokers hold on most Americans, it's no surprise commercial enterprises may want to use
the data to make decisions about the services they provide—but other actors we rely on for services are also purchasing
and using data acquired from brokers. In 2012, the Wall Street Journal reported that a North Carolina-based health
insurance company bought data broker information for 3 million people in its employer group plans.> Even the U.S

government is a customer—with agencies like the FBI circumventing federal Privacy Act safeguards®® intended to limit

5
ONLINE AT WWW.ACLUNC.ORG/R2K



government data collection, by just tapping these massive databases when they want information about an individual.>*
Unfortunately, despite the expanding markets for data, data brokers themselves have “operated in the shadows for

years” and continue to offer consumers very limited access to their industry vaults.>

FTC Commissioner Julie Brill has noted that “even well-educated consumers have had difficulty obtaining meaningful
information about what the data brokers know about them” and “that current access and correction rights provide only the

illusion of transparency.”*®

Without transparency into how data brokers buy and sell detailed personal profiles of
consumers every day, it is impossible to know the true privacy impact of these activities. Still, it is known that data broker
mistakes and disclosures contribute to a variety of real-life harms including fraud, lost jobs, and denied credit. In one
case, a scammer used a data broker list to call a 92-year-old Army veteran, obtain his banking information, and steal
$100,000 of his retirement savings.*” A Massachusetts woman who was denied a job discovered that the commercial
background check company the employer used had improperly linked her to a criminal indictment.*® Another couple’s
credit was ruined due to an incorrect mortgage default notation shared by a data broker.> In 2012, the FTC levied an
$800,000 fine against Spokeo, a company involved in providing information for background checks, for failing to ensure
the accuracy of its profiles, which can include postal and email addresses, phone numbers, age and marital status,

hobbies, ethnicity, religion, photos, and activities on social media sites.®

Targeted Advertising

Since the passage of Shine the Light, the use of online advertising has grown, especially targeted advertising. Targeted
advertising is capable of serving different ads to different recipients who visit the same web page or use the same app
based on information about that recipient. While some forms of targeted advertising operate without collecting and
retaining information at all, others rely on building detailed profiles about individual consumers in order to determine
which ad to deliver.

There are two ways that targeted advertisers obtain information about individuals. First, they may receive information
directly, either from the individual herself (though she may not be aware that the information will be used for advertising
purposesﬁl) or from other companies. For example, a 2012 study of 70 popular websites found that many share a user’s
real name, email address, or other identifying information (such as a username) with third-party companies.62 Other

companies engage in a technique called behavioral advertising that relies on building up a comprehensive record of an

[ PEHS“N“. INF“HMA"UN E“DING up ) individual’s online activities in order to determine her
w".H ”‘"RD PAH"ES, characteristics and interests. Behavioral advertising
: companies frequently use methods such as web cookies
: to record as much information as possible about an
Yahoo! Age / Birth Year, ZIP Code 63— . ) )
individual’s online activities.” This web tracking requires
; ] the cooperation of the web site that the consumer is trying
OK Cupid sl Userame, Age / Birth Year, ZIP Code & more
to visit; some sites install trackers from up to 100 different
. companies that allow those third parties to record activity
Pinterest .64
on the site.
L —The Wall Street Journal (2012) -
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The information collected from consumers online is also combined with other data- ~ "Qne of the fastest-growing

mining operations to add even more value to targeted advertisements. Companies businesses on the
Internet... is the business of

combine information from in-store purchases, mobile devices, financial institutions, .
P spying on Internet users.”

and social media sites into huge “behavioral databanks” for use in targeting these
ads.” As smartphone usage expands, companies are engineering new ways to —The Wall Street Journal
link devices to a single user who can then be profiled and targeted with ads.®® Targeted ads typically sell for twice as
much as generic ads because they are twice as effective.®’ More and more, companies sell opportunities to display these
targeted ads on markets resembling stock exchanges,® a growing market expected to rise further to $8.3 billion by
2017.%° This “[b]usiness of spying on consumers” is “[o]ne of the fastest-growing businesses on the Internet.””®

The majority of consumers polled in numerous national surveys have consistently expressed concern with behavioral
targeting, with 68 percent in a 2012 Pew poll agreeing with the statement that they were “NOT OKAY with targeting
advertising because | don't like having my online behavior tracked and analyzed.””* A 2009 academic study found that 66
percent of adult Americans do not want marketers to tailor online advertisements to their interests.’”> Consumers have
expressed particularly marked concern with advertising that integrates online and offline activities—86 percent do not

want websites to show them advertisements tailored to them based on their offline activities.”

Consumers are right to be concerned. The information-crunching process behind the delivery of targeted ads can reveal
very private information, both accurate and inaccurate. Data tracking and targeting programs have revealed important—
and sensitive—information about a pregnancy,74 incorrectly labeled someone as having a medical condition,”® and
resulted in discriminatory marketing of products.’®

Target tracks purchases, “targets” ads, and reveals a woman’s pregnancy—Retailer Target
keeps such close track of the purchase patterns of its shoppers that it revealed a woman’s pregnancy
to her family by sending coupons for baby items to her home address before she announced the

77
news.

Marketers target ads based on inferences about health condition. When an invitation to join a
support network for multiple sclerosis patients arrived in the mail, the woman that received it was
surprised—she did not have the disease.”® An investigative reporter followed the “winding path”
leading to that invitation and tracked the false information back through a marketing company to
discover that the inference originated due to an online survey the woman had filled out years before.”
Without transparency about disclosure practices, this woman and many other Americans are most
often left in the dark about when and how true or false information about their health is ending up in
the hands of third parties and how it might be used.

Companies offer different options or charge different prices based on who you are—Travel
website Orbitz was exposed in 2012 for showing consumers different hotels in different price brackets
based on their location and type of computer.80 In 2013, major airlines also announced a policy
change that will enable them to begin profiling consumers and to charge different people different
prices as well.* This practice of “Weblining”—denying people opportunities based on their digital
selves”®—could continue to grow and lead to harms similar to the decades-old practice of “redlining,”
where banks and financial institutions denied services based on race or residence in inner city
neighborhoods.®
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Third Party Applications

Consumers are increasingly using small software applications, or “apps,” within social networking services and on smart
phones and other connected devices.* Apps may have access to a wide variety of sensitive personal information on a
device or service, including location, unique phone or device identifiers, and personal details such as age and gender.®
Often, apps access more data than they need to function—for example, an app promoting artist Jay-Z’'s 2013 album
required consumers to agree to share precise GPS location and provide access to email and social media accounts
before consumers could listen to the music.®® Apps may also have access to personal information of individuals who
have never even used the software. For example, Facebook not only provides third-party applications with personal
information about a user, including political affiliation, relationship information, contacts, photos, identity, and location, but
that of their Facebook “friends” t00.?’

ACLU Facebook app shows consumers how much personal information Facebook apps get—
It was not until the ACLU of Northern California released an app about Facebook apps that many
users realized just how much of their personal information was falling into the “app gap” and ending
up in the hands of third party developers."88 When Facebook released its platform for app developers
in 2007, it also provided them default access to a wide range of personal information not only about
the individual who ran the app but about their Facebook “friends” t0o.%® This information could include
political affiliation, relationship information, contacts, photos, identity, and location.”® The ACLU’s app
brought much-needed attention to the issue and Facebook was forced to take some preliminary steps
to improve app privacy by directing directs apps to ask for user permission, though still not that of
friends, before accessing user data.”

Recent investigations have also found that many mobile apps are sharing personal information with third parties.*® By
surveying 101 popular apps, researchers found that more than half were sharing personal information with other
companies without consumers’ knowledge or consent.” The apps collected and sent information such as political
affiliation, relationship information, contacts, photos, real name, and location to ad networks.* For example, popular
“free” apps such as Pandora radio®® and MyFitnessPal collect and transmit age,

gender, location, and phone IDs to advertising companies, analytics services, and "Your personal privacy

other third parties that track users.®” This practice is widespread: in 2012, a risk should not be the cost of
using mobile apps, but all

assessment company discovered that more than half of the top “free” iOS (Apple) t0o often it is.”"

and Android apps share information with third-party ad networks or data analytics

companies.’® Other companies embed tracking software into apps, allowing for the —California Attorney General
Kamala D. Harris

creation of detailed profiles such as “wealthy bookworms who own small businesses

or new mothers who travel for business and like to garden."99

100

With 19 percent of smartphone owners using apps for

101

health purposes as of 2012,” and 29 percent using smartphone for mobile banking purposes, " there is a risk that the

information collected and shared will be very sensitive in nature.

Apps are also collecting and sharing children’s information. A 2012 Federal Trade Commission study of 500 apps aimed
at children discovered that 59 percent transmitted location information, mobile device ID, or phone numbers to a third
party.'%

2012, the FTC fined mobile online journal app Path for collecting the birthdays and phone numbers from children without
104

103 I

Many of these services and applications share personal information with advertisers and other third parties.” " In

parental consent.
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PART II: Is Shine the Light Giving Consumers
Transparency?

Data brokers, online advertisers, and third-party applications all collect and share information in ways California
legislators could not have envisioned in 2003 when they passed Shine the Light. With the passage of time, initial
optimism over Shine the Light's potential has faded. Today, multiple studies reveal that customers are unable to use the

law to learn how their personal information has been collected and shared.

Early research showed great promise for Shine the Light. A 2004 survey of 32 for-profit companies revealed that the
law’s passage had already motivated 69 percent of the companies to “tighten information-sharing practices and controls

with marketers.”*®

Forty-one percent of those same companies said they planned to “seriously consider adopting a ‘do
not share’ policy with third-party marketers.” The majority of surveyed companies expressed confidence that they would

be able to comply with the law.**®

But in more recent years, a series of studies of the law by the California Public Interest Research Group (CalPIRG) in
2006, UC-Berkeley researchers in 2007 and 2009, and the ACLU of Northern California in 2012, have each
demonstrated the law’s failure to achieve its goals. These efforts revealed significant loopholes and limitations in the
current law and how they leave consumers in the dark about the way businesses share their information. Shine the
Light's shortcomings include everything from the method by which companies tell consumers about their rights, to the
process Californians must follow to request transparency, to loopholes in the law that disfavor consumers, to the actual
scope of a company’s transparency obligation under the law. These weaknesses prevent consumers from obtaining a

meaningful picture of how companies collect and share their personal information.

Shine the Light Requests Are Difficult to File

Customers attempting to use Shine the Light may find it difficult because many companies do not properly notify
consumers of their rights or how to send a request under the law. The law directs businesses to tell users about their
rights and provide a contact point where Shine the Light requests may be submitted, such as a mailing address.'”’

Having companies follow these notice requirements is important because a business is given 150 days, or five months,

108

to respond a request sent to a non-designated address.” If a business places its contact information under the heading

109

“Your California Privacy Rights,” it need not respond at all to a request sent to a different address.™ A majority of the

112 companies in the 2009 Berkeley study did not specify any contact information specifically for Shine the Light.llo T

wo
businesses, K-Mart and the New York Times, actually provided incorrect contact information.™** In the ACLU-NC’s 2012
study, members could not find Facebook’s Shine the Light contact information, and the company did not return emails

asking for the error to be fixed.'*?
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Responses May Come Late or Never at All, or Have Inadequate
Information

Research has also found that even when Californians are able to correctly submit requests, Shine the Light responses

may come late, or never at all. In CalPIRG’s 2006 study, only 31 of 52 participants sending requests received some sort
of response within the required time frame.™ Twenty participants received no response at all."** Businesses ignored 10
of the 86 requests made by UC-Berkeley researchers in 2007, and the response rate was even worse in its 2009 follow-

up study, where 55 of the 112 companies failed to “respond in any manner.”**

Much of the blame lies with the law’s convoluted response rules that make it hard for a consumer to learn if the business

is failing to properly respond or is not required to respond. A company only has to respond to a Shine the Light request if
it has shared personal information with a third party and knows or reasonably should know that the third party used the
personal information for direct marketing purposes.**® Matters are further complicated by additional provisions that also
create disparate timing response rules. Generally, a business must respond within 30 days after receiving the request,
either by listing what categories of personal information they have shared with what third party businesses for direct
marketing purposes, or by providing the consumer with information about how to opt-out of future information sharing.117
But if a company fails to respond, there is no consequence as long as it sends a response within another 90 days after
learning of the error."*® Further, the company is given 150 days, or five months, to respond a request sent to a non-

designated address.™®

For consumers that actually make it through the law’s hurdles and receive a response, many are left to sort through

inadequate or confusing information. Some companies, including 22 of the 86 companies that Berkeley researchers

120 I

contacted in 2007, responded with a copy of their privacy policy rather than the information required by the law.™" In

response to a Shine the Light request made as part of the ACLU-NC'’s study, Yahoo! wrote, “[P]lease see our Privacy
Policy,” rather than describing what the policy says—that Yahoo! shares personal information with “trusted partners” for

2L And some companies provided inconsistent responses to the same request.

offering products and services to users.
Requests sent to Amazon by participants in the ACLU-NC study resulted in varying responses, with one stating that the
consumer should contact the legal department, another describing that the information Amazon shares “varies
depending on the nature of [a] particular partner’s business,” and yet another discussing account security.122 Itis not
surprising then that half of the people who received a Shine the Light response in CalPIRG’s 2006 study said they “were

not satisfied” with it. **3

Consumers May Only Learn How Their Personal Information Is Shared
for “Direct Marketing Purposes”

With Shine the Light, Californians can only learn about how their personal information has been shared for “direct

marketing purposes,” which is limited to the direct sale or leasing of goods or services through postal mail, telephone, or

124

email.”" Many business practices in the modern digital age, including targeted advertising and purchases of consumer

information by data brokers, fly under the radar. In UC-Berkeley’s 2009 study, 39 of the 59 responders responded with

125

no information beyond an assertion that personal information was not shared for direct marketing purposes.™ Seven of
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the nine companies reached by the ACLU-NC’s 2012 study also failed to provide any information about how they share
personal information with third parties for reasons other than direct marketing purposes.**® However, six of these
companies actually do share information with third-party advertisers or allow third parties to install cookies on users’

computers, according to each company’s privacy policies.™*" In fact, three of these companies—Verizon, Yahoo!, and

Apple—may also share customer information with other third parties such as affiliates and “trusted partners.”128

Businesses Get an Easy Out if They Provide an “Opt-Out”

The law also allows a business to avoid responding to a request with information about sharing practices as long as it

129

gives the consumer the option to opt out of future sharing.” If a business provides this opt-out option, the consumer is

not entitled to learn what personal information the company has already shared. Twenty-two of the 86 companies

responded to UC-Berkeley’s 2007 survey with the opt-out option and a copy of their privacy policy, which outlines only

130

general practices.” Five companies in the 2009 Berkeley survey provided the opt-out option even though four sold

131

consumer data online.”™ When the ACLU-NC’s study participants sent requests in 2012, LinkedIn asserted that even if it

did share information for direct marketing purposes, it would not need to disclose those practices because it provides an

132

opt-out.”™ This opt-out feature of the law gives businesses an easy out—a business that provides the option can end up

sharing consumer information without transparency, and then point to an opt-out option if they receive a request for

information.**

Shine the Light Does Not Provide Transparency for the Sharing of
Many Types of Personal Information

Consumers cannot use Shine the Light to learn how a business shares many sensitive types of personal information.

The law’s definition of personal information is a limited list and lacks many types of information, including location

134

information and sexual orientation.”™ With 92 percent of Californians carrying cell phones, all of which produce location

information about where Californians live, work, and travel, not knowing if this sensitive information is being shared with

135

third parties can lead to dangerous outcomes. ™ Several women and children have been hurt or killed when cell

providers or applications collected and then shared location data with abusers, and more than 25,000 adults in the U.S.

136

are already victims of GPS stalking annually.™ Large numbers of Californians are also increasingly turning to the

137 The law’s outdated

Internet and mobile devices to access information about personal issues, from sexuality to health.
definition of personal information makes it possible for online services to collect and disclose sexual orientation, for apps
to disclose location, and for medical devices to collect sensitive health information, all without having to reveal it to a

Californian who uses Shine the Light to try to learn how their personal information is shared.

Online dating sites share sensitive about their users. It was revealed in 2012 that the online
dating site OK Cupid collects and shares sexual orientation information with two companies and drug-
use statistics with six.*® A researcher also determined that the site—which utilizes advertising as part
of its business model—shares personal information including age, drug use, drinking frequency,
ethnicity, gender, income, relationship status, and religion with some of its marketing partners.**
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Consumers Cannot Learn about Sharing with Separately-Branded
Affiliates or Business Partners

Shine the Light requires businesses to reveal information sharing with “third parties.” But the definition of a “third party” in
the current law is quite narrow and does not cover many businesses that do not share a brand name or common
branding such that an affiliate relationship would be clear to a customer.**® This narrow definition allows many
companies to share personal information with business affiliates, sister companies, and even “trusted partners” that
many consumers would assume are third parties, without having to reveal this information to California consumers.***
For example, Berkeley’s 2009 study found that the craft store Michaels used the term “affiliates” to refer to “apparent

"142 A response by Verizon as part of the ACLU-NC study stated that the phone company does not share

third parties.
personal information “with third parties outside the Verizon family of companies,” yet its privacy policy reveals that this
includes all Verizon telephony corporations and Redbox Instant, a video streaming service Californians may not know is

associated with or exchanges information with the phone company.***

Companies that Do Not Have an “Established Business Relationship”
with Consumers Are Not Subject to Shine the Light

Under Shine the Light, only customers that can demonstrate an “established business relationship” with a business,

perhaps through buying or selling something through the business, may learn how their personal information is

144

shared.”™ This “established business relationship” requirement limits consumers’ ability to use the law because modern

digital businesses often do not give rise to circumstances that establish a traditional “business relationship.”

For example, many actors in the targeted advertising ecosystem may lack an “established business relationship” with

consumers. Actors that collect and share the personal information of consumers by tracking online activities or selling

145

advertisements may fall outside the law’s scope entirely.” In the same way, third parties that use trackers to follow

consumers across various sites or to serve individually tailored ads may not have an “established business relationship,”

nor may data brokers that buy information from third parties—both online and off—and can compile profiles of

consumers without any contact with the individual.**®

Companies use the business relationship requirement to avoid providing information to California consumers. Four of the

nine businesses that did not respond with information in UC-Berkeley’s 2007 study claimed no such business

»147

relationship existed or that “that the requestor was under an affirmative duty to prove that one existed. In Berkeley’s

2009 study, Continental Airlines, Pizza Hut, and Hyatt requested evidence of an “established business relationship”

148

before they would respond.™ In all, nine companies in the 2009 study either disputed whether an “established business

relationship” existed or provided incomplete responses.**
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PART lll: Consumer Transparency Measures Enjoy
State, National, and International Support

Now is a very good time to evaluate the Shine the Light law and the ways it can be improved because state, federal and
international policymakers, and increasingly businesses, are recognizing the importance of providing consumers with

transparency into corporate information practices.

California Support for Transparency

Efforts to improve transparency about the collection and sharing of personal information by businesses are picking up
steam at the state level. The Select Committee on Privacy for the California _ _
“Protecting the privacy of

online consumers is a serious
150

Assembly convened an informational hearing on digital privacy in the spring of

2013 that included discussion about the lack of consumer information regarding law enforcement matter.

151

information collection, use, and disclosure.™" California lawmakers also

—California Attorney General

152 .
Kamala D. Harris

introduced several important online privacy and transparency bills in 2013.

California Attorney General Kamala Harris has actively enforced current California transparency laws, brokered
agreements to increase transparency, and provided guidance for companies to increase access and transparency. In

2012, her office announced the enforcement of the California Online Privacy Protection Act™? against smartphone apps,

154

thus requiring app developers to conspicuously post a privacy policy complying with the law.™™ The Attorney General

also negotiated an agreement with major platforms that host mobile applications to make privacy policies available prior

to download. The agreement promises to “provide more transparency and [to] give mobile users more informed control

» 165

over who accesses their personal information and how it is used. In 2013, the Attorney General’s office also released

»156

“Privacy on the Go — Recommendations for the Mobile Ecosystem,”” a guide that called on the mobile business

community to provide greater transparency and data access rights to consumers.™’

National Support for Transparency

There has been a significant push for greater transparency at the federal level as well by lawmakers, regulators, and the
executive branch. In particular, the Federal Trade Commission (FTC) has been active in promoting transparency. In
2012, it released best-practice guidelines that encouraged corporations to give consumers greater control over the
collection and use of their personal data through simplified choices and increased transparency, and suggested providing
consumers with access to their data in a manner proportionate to the sensitivity and nature of its use.*® In June of 2013,
FTC Commissioner Julie Brill called for a comprehensive initiative called “Reclaim Your Name,” that would allow

consumers access to their information held by data brokers, as well as a means to opt out of any uses of the data for

159

marketing purposes and to correct errors before they are relied upon by others.”™ The agency has also called on

160

Congress to pass a law giving consumers access to the information data brokers hold™" and has issued reports

critiquing companies that collect and share children’s information from mobile devices without proper transparency and

161

consent.”" Edith Ramirez, Chairwoman of the FTC, calls transparency the “key to accountability, the key to responsible

13
ONLINE AT WWW.ACLUNC.ORG/R2K



data collection and use, and the key to building consumer trust,” and supports measures that “enable consumers to know

what information is being collected and with whom that information is being shared.”**

Federal policymakers and regulators also recognize the dangers posed by the opaque collection and sharing of

164

consumer information, including by data brokers.™" In July 2012, eight U.S. members of Congress sent letters to top

data brokers demanding to know how they gathered and shared information.*®

According to a joint statement by the eight lawmakers, the data brokers’ “[I]t is difficult today for
consumers to assess whether

a company’s privacy practices
practices of an industry that has operated in the shadows for years.”166 The warrant their trust.”%

responses left many questions “unanswered” and only gave “a glimpse of the

Senate Commerce Committee, led by Senator John D. Rockefeller IV, opened its

) . . . —The White House’s Consumer
own investigation into data broker practices in October 2012 and expanded the Data Privacy Framework

inquiry in September 2013 by calling on 12 popular websites to reveal whether

167

they share information with data brokers.™" Individual members of Congress have also pursued efforts to bring increased

transparency to other aspects of data sharing. For example, Sen. Ed Markey (D-MA) has called on mobile phone carriers

to disclose detailed information about the records and data that they share with law enforcement agencies.'®®

The Obama Administration has also recommended additional transparency measures. In February 2012, The White

House released a Data Privacy Framework that included a Consumer Privacy Bill of Rights setting forth a “blueprint for

»169

privacy.”””” The document specifically calls on advocates, industry players, and lawmakers to enact enforceable codes of

conduct and laws that provide consumers with meaningful transparency, individual control, and a right to access. It

recommends that companies, including data brokers, clearly and honestly describe in their privacy statements how they

collect, use, and share consumer data, and that they provide consumers with the means to view and correct their data.

International Support for Transparency

The United States has lagged behind both Canada and Europe for decades in providing transparency and access rights
to consumer data. Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA) recognizes

individual privacy interests and sets forth principles that govern how companies . .. .

) _ ) _ o ) ‘Data protection in Europe is
collect, obtain consent for collection, and retain personal information, including an a fundamental right ... Strong
individual right of access to relevant personal information."’? In 2013, Canada’s rules allow trust and, in the
Internet world, without trust

Privacy Commissioner called for an update to PIPEDA that would provide for i
you cannot go ahead.

173

further transparency.”~ As the Privacy Commissioner noted, the goals of this

—EU Vice President &

update effort are both to protect privacy and support innovation, because “getting = = .
Commissioner Viviane Reding

privacy right can be a competitive advantage—it can help encourage trust.”*"*
Europeans currently have even greater transparency and access rights. Since 1995, the European Data Protection
Directive’” has provided European residents the right to access data held and shared by companies and third parties.*"
The scope of the access right has been interpreted broadly—for example, IP addresses are considered to be personal
data in certain circumstances.'’” The Directive also provides residents the right to object to a company’s use of personal

data, including for marketing purposes.'’ In 2012, the European Commission announced proposed reforms that would

14
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expand and strengthen the Directive, including easier-to-understand responses to access requests, data portability, and

the provision of notice to consumers about data retention periods."”

American businesses operating in Europe must already provide the transparency required by these laws. Some large
American companies such as Facebook and Google maintain automated portals to help provide certain, limited
information to consumers. For example, a Facebook user can request an archive of their account and receive an email
from Facebook with a link to a file containing private Wall posts, chat histories, IP addresses used to access the service,

180

photos, profile information, and even facial recognition data.”™ Google’s similar service—Takeout—gives users a way to

instantly download their Drive cloud storage, contacts, blog entries, and Google Voice metadata.*®*

Though studies of the European right of access also show some needed areas of improvement, individuals are able to
use the current laws to obtain far greater access than Californians using the Shine the Light law. In 2006, a Finnish
researcher utilized the free right of data access in his country to make 41 company requests. ** He received 29
responses, the vast majority arrived in a timely manner, and contained statements of the entities’ data practices as well

183 Another Europe-wide study of

as screen-shots, faxes, email printouts, and signed letters related to his personal data.
the right of access noted that while companies claimed that it would be difficult to comply with information requests by

consumers, those concerns were generally not borne out in practice.184

In recent years, Europeans have been able to effectively use their access rights to get a glimpse into the vast amounts of
personal information that both social networking and mobile companies are collecting and retaining. The transparency
enabled by the European system can bring real change, from the Austrian student who shocked the Facebook
community after using his access right to reveal Facebook’s massive dossier on him, to the German politician who used

the right to highlight to the public the vast amount of location data that mobile companies collect every day.185

EU Right of Access reveals Facebook collected 1,200 pages of data on student. Max Schrems,
an Austrian law student, used his EU right of access to learn that Facebook had collected 1,200
pages of data about him in just three years. His dossier included all his friend-ing and unfriending, all
the events he had been invited to and his responses, all of his past messages and chats (even those
he had “deleted”), and email addresses he had never even provided to the company. Following these
revelations, Irish authorities conducted a privacy audit of Facebook and the company was pressured
to make privacy changes, including a privacy tutorial for all new users that educates individuals on
data privacy issues like default settings and data access."®®

German politician finds cell phone company had tracked him every seven seconds. Malte Spitz,
a German Green Party politician, was able to use the EU right of access to learn just how much
location data his cell phone company, Deutsche Telekom, collected about him. Spitz forced his cell
company to reveal that it had over 35,000 data points about him, plotting his location every seven
seconds, over a six-month period. When Spitz released the records publicly, it not only caused public
embarrassment for the company, but the German Constitutional Court declared it illegal for the
records to be retained for such a long period. Deutsche Telekom “immediately ceased” storing any
location data related to customers’ phones.187
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Corporate Support for Transparency

Businesses are also increasingly talking about the importance of consumer transparency and access rights and some

188 190

are starting to take action to back up those statements.'®® Facebook, Google,*®® and Twitter'*® allow users to download

copies of their own data. In May 2013, LinkedIn announced it would provide its

users with a “Privacy Portal’—a single place where users would be able to Privacy will be the next
“green movement” with

companies competing for
rolled out an online portal that gives consumers a limited glimpse of the business with policies that

192 Amazon, Google, and Yahoo! respect consumer data.

also provide some transparency about personalized advertisements, enabling

access all their data on the service.™" In September 2013, data broker Acxiom

information the company knows about them.
—Forrester Research
consumers to learn the interest groups that they have been classified under by

the company, change advertising preferences, or opt out of the companies’ targeted advertising altogether. 193
Facebook’s CEO Mark Zuckerberg has stated he is “committed to making Facebook the leader in transparency and

control around privacy.”***

At Microsoft, General Counsel Brad Smith has noted “we cannot have privacy if there is no
transparency.”195 In July 2013, Forrester Research predicted that privacy would be the next “green movement,” with

companies competing for business with policies that respect consumer data.

There is also a new movement by large technology companies to provide transparency about government demands for
information. In 2009, Google became the first major company to issue a transparency report, publicly reporting every six
months on the number of demands it receives from U.S. law enforcement for user data, the number of accounts affected,
and how often Google disclosed the information to government officials.**® Twitter and Dropbox followed suit with their

own transparency reports in 2012 and Microsoft did the same in early 2013."’

198

In June 2013, following the revelations by
whistleblower Edward Snowden about widespread NSA spying,” Yahoo!, Facebook, and Apple issued their first

transparency reports.**® Facebook and Yahoo! followed up in August 2013 with global transparency reports.?*

Policymakers are increasingly supporting efforts to improve transparency and some high-profile companies are also
beginning to provide some transparency to consumers. But transparency practices must still expand dramatically in both

scope and reach for consumers to be properly informed about how companies collect and share their information.
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PART IV: A Common-Sense Update for Shine the
Light

Rapidly changing technology, research on Shine the Light, and the interest of both policymakers and businesses in
transparency show that even though Shine the Light was groundbreaking when enacted in 2003, the time has come to

update California law to provide consumers with meaningful transparency in the modern digital world.

Based on Shine the Light’s limitations and the changed nature of information practices in the modern digital world, we
have developed several principles for updating California privacy law to provided needed transparency for consumers.
This framework would modernize, strengthen, and streamline California transparency law so it can work effectively and
efficiently for both consumers and companies. Whether Californians search online, shop at retail, or use a mobile app,
they should be able to learn if their personal information related to health, finances, location, and more, is being collected
and shared with other companies, including targeted advertisers, data brokers, and third-party applications. A modern
transparency law that follows these principles will enable Californians to learn the “who what, where, and when of how a

business handles personal information” and place them in a position to take more privacy-protective steps.

Give Consumers the Right to Learn What Personal Information
Companies Collect and Disclose about Them

@ Require a company to respond at least once per year to a customer’s request for an accounting of the
personal information held about them by the company.

Access rights are endorsed by the FTC, the White House’s Consumer Privacy Bill of Rights, and the California Attorney

21 Some American companies with EU customers must already provide access to all collected personal

General.
information and right now, some companies already have automated portals that allow Americans to access this

information too.?%

@ Require companies to provide a substantive response to requests for information even if the company
also allows consumers to opt out of data collection or sharing.

The current Shine the Light law allows companies to choose between being transparent about their data disclosure
practices and providing consumers with some sort of mechanism to opt out of future disclosures. This creates a loophole
allowing companies to avoid revealing certain practices to consumers by providing an opt-out mechanism, even if
consumers are not previously aware of this option. A modern transparency law should ensure that companies reveal

data collection and disclosure practices.

Provide Transparency for All Modern Information Collection and
Disclosure

@ Modernize the scope beyond “direct marketing purposes” to cover modern business practices.
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In the modern digital world, all collection and sharing should be covered by the transparency law since a wide variety of

companies are in a position to collect, obtain, and disclose personal information to many different types of entities.

@ Modernize the definition of “personal information” to make it consistent with modern technology and
business practices.

Modern technology allows companies to collect and disclose a wide variety of sensitive personal information. Instead of
a narrow and under-inclusive list of categories, the definition should cover all types of personal information (including
location information, buying habits, and sexual orientation), and be consistent with current California law®®® and the

FTC’s 2012 privacy guidelines, which cover all information “reasonably linked” to a consumer.?

@ Modernize the definition of customer by eliminating the “established business relationship” so
consumers can learn about information collected or shared by modern online businesses.

Many online businesses, including data brokers, third-party apps and online advertisers, collect and disclose information
about individuals with whom they have little to no direct contact and potentially no established business relationship. The
law should be updated to ensure that transparency requirements are not based on whether there is an “established

business relationship,” but are triggered by the fact that a company retains or shares a consumer’s personal information.

@ Update the definition of “third party” to match consumer expectations and simplify compliance.

The definition of third party should mirror the FTC’s suggested definition, allowing consumers to learn how their personal
information is disclosed to any entity that does not share common branding or have a relationship that would be

otherwise clear to a customer.?*

At the same time, an update should clarify the law and make compliance easier for
companies by removing an additional transparency requirement triggered when companies share certain personal

information with affiliate third parties.?*®
Have Simple and Efficient Request and Response Requirements

@ Make it easy for customers to learn about their rights and properly send requests.

Shine the Light would be a more effective tool if it were simpler for consumers and companies to understand and use. An
update should have streamlined technical notice requirements, require a notice of rights under the law in existing privacy

policies, and ensure that employees responding to inquiries are informed about how the process works.

@ Require companies to respond to a request within 30 days.

Current law provides for various deadlines for response depending on the address to which a request is sent; moreover,
it allows companies to send no response at all if they believe they are not covered under the law. An updated
transparency law should require all companies that collect or disclose personal information to respond to a request within
30 days.
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@ Enable flexible means for companies to respond to requests.

Current law requires companies to respond to a request “in writing or by electronic mail,” excluding the possibility of more
responsive and efficient mechanisms for responding to requests. A modern transparency law should give companies the
flexibility to select the most efficient and effective way to provide required information, whether by email, via an
automated web portal similar to those already in use by companies for existing EU transparency requirements, or

another means.

@ Require that a company provide aresponse describing its retention and disclosure of the requesting
consumer’s specific personal information when this information is reasonably available.

A transparency law should augment the general descriptions of a company’s data retention and disclosure practices that
are included in privacy policies by providing transparency of personal relevance to an individual that behavioral research

207

suggests is more effective.”" As such, an update should require personalized responses whenever that information is

reasonably available.

Make Sure Transparency Law Is Consistent with Legitimate Business
Practices and Can Be Fairly Enforced

@ Ensure that the law does not apply to data collection and sharing exclusively for purposes such as
online security and threat detection.

@ Improve company compliance and enforcement mechanisms by making it clear that violations of the law
constitute an injury and companies will be liable for penalties.

@ Maintain reasonable penalty provisions as well as a cure period for companies to address
problems prior to being liable for penalties.

@ Recognize the need to balance transparency interests with privacy and security by allowing
companies to refuse to provide information to customers whose identity cannot be reasonably
verified.

CONCLUSION

California’s landmark Shine the Light law is showing its age after a decade of exponential technological innovation and
changed business practices. Today, the law’s structural deficiencies and outdated scope fail to provide Californians with
needed transparency about who has and who shares their personal information. With Californians deeply concerned
about the privacy of their personal information and broad support of policymakers for increased transparency and access

rights, now is the time to update transparency law for the modern digital era.
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