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AMERICAN CIVIL LIBERTIES UNION NATIONAL SE LETTER
FOUNDATION OF NORTHERN DOCUMENT SUBMITTED UNDER
CALIFORNIA, INC.; and ELECTRONIC SEAL :
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I, Kurt Opsahl, declare as follows:
1. lam a Senior Staff Attomey at the Electronic Frontier Foundation (“EFF”), and a

member in good standing of the California State Bar, and am admitted to practice before this Court,
Except as oﬂlemrise indicated, I have personal knowledge of the matters stated in this declaration
and, if called upon to do 50, am competent o testify to all matters set forth herein.

2. EFFis a non-profit civil liberties organization working to protect rights in the digital
world. EFF actively encourages and challenges industry and government o support free expression
and privacy in the information society. Founded in 1990, EFF is based in San Francisco,

3. I, along with other attorneys at EFF, represent the Internet Archive (“the Archive”)
on various legal matters. '

4. In June of 2007, Special Agent Scott Rakowitz of the San Francisco office of the
Federal Bureau of Investigation scheduled a liaison meeting with our office because of our role as
counsel to the Archive. The meeting took place in July of 2007 at the EFF office, with Special
Agent Rakowit_z and Supervisory Special Agent Chuck Esposito. As I recall, the meeting also
included my colleagues Staff Attomey Kevin Bankston and Lega! Director Cindy Cohn. No.
employee of the Archive was present, At that we meeting, we agreed that EFF would accept
service on behalf of the Archive of legal process from the United States. We also &iscussed the
Archive generally, providing an overview of the Archive’s operation and how little information the
Archive maintains.

| s On Monday, November 26, 2007, I received a voicemail message from Supervisory
Special Agent - I am informed and believe that similar messages were left with my
colleagues Senior Staff Attorney Lee Tien and Kevin Bankston. The messages informed us that an
FBI agent would be coming by our office that day. 1 am informed and believe that my colleague
Kevin Bankston returned the message and spoke with Supervisory Special Agent -‘
learning that an FBI special agen{ would be serving a National Security Letter at our offices.

6. Later that morning, Special Agcnt_arrived at our office and met
with Mr. BMon. At that time, Special Agent-served a National Security Letter (“NSL”)
on Mr, Bankston as a representative of the Archive. -
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7. The NSL, dated November 19, 2007, is printed on FBI letterhead and signed by

Arthur M, Cummings II, Deputy Assistant Director Counterterrorism Division.
8  On Tuesday, November 27, 2007, I brought the November 2007 NSL to the Archive
and showed it to Brewster Kahle, Cheirman of the Board of Directors as well as one of its Digital

' Librarians. Marcia Hoffmen, another EFF staff aftorney, also attended that meeting.

9. The NSL directed the Archive to provide information about one of its patrons.
Specifically, the NSL states that the Archive is “hereby directed to provide the [FBI] the
subscriber’s name, address, length of service, and electronic communication transactional records,
to include existing transaction/activity logs and all electronic mail (e-mail) header information (not
to include meéssage content and/or subject fields)"” pertaining to_
I - s oo includes a certification that
“the information sought is relevant to an authorized investigation to protect against international
terrorism or clandestine intelligence activities.”

10. Attached hereto as Exhibit A is a true and correct copy of the NSL.

1. I am informed and believe that on Wednesday, November 28, 2007, Special Agent
-lef( a message for Mr. Bankston inquiring about the status of the Archive's response.

12. Later that day, I spoke with Special Agcnt- on the telephone and informed
him (1) that pursuant to. Section 2709(c)(4), the Archive would be bringing in additional counsel;
and (2) that the Archive was reviewing and considering the NSL

1 declare under penalty of perjury under the Jaws of the State of California that the

foregoing is true and correct and that this document was executed in San Francisco, California.

DATED: December 7, 2007 | - :

.2.
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US, Department of Justies

Pederal Bureau ol’_lqvuﬂpﬁé

' 935 Pemylvmla Ave, NW.
‘Washington, D.C. 20535 .

" Noveaiber 19,2007 !
116 Sheridan Avenve’ . T _ o
San Francisco, California '
.Towﬂwmitmyconcem' .
| Underthe & ofnmuﬁveomulzm dmnmbermssl and pursuanit to
Title 18, United States (USC.).SwuonﬂO?(SecﬂnnmlufﬂwElecuumedommummﬂons

Privacy Actof I a8 amended, October 26, 2001 hereby directed to pedvide toths -
Federnd Bureau mpﬁm (FBI) the wwm’ﬁe,":dmyl ength of service, and electronic '

commuiication transactional fecords, 10 include existing kansaction/activity dg)'a?;lr uge aleeumlii:s :dml ‘

' (e-mail) header information (not to include inessage coatent and/or subject i
. address holders:

e Pleesemﬂ:eattachmemfollowmgthislmarfonhe es of information that you riight
consider to be a electronic communjcations transactional record. We ars not directing that you should
provide, and you should fiot provide, laformation Cpmmmtto this letter that would disclose the content
of any electronic communication. Title 18, U.S ‘Swdonzsw(S)daﬁncsoontmtu"anyinfotrmﬂon
concefning the substance, purport.ormwthlgof"a communication.. Subject lines of e-mails and’
mmgemnwmmmwumfmmaﬁoamdlhoﬂdnmbnpmwdedpmumwmmm

. lftheﬁmepﬂiodnmedabo\mnm "Famt."thnttermizmtmdedmdlmct onof .
information to the date of the ng of this letter, If providing information o the date of processing
:snotfeasibie.pl:ascpmndc ‘ormation to the date of receipt o thuicnzr

Whﬂef\nﬂmngymrnbllgaﬁmunmrﬂﬂnm plemdonotdisablc,suspend.iock.camelm '

interrupt sexvice to the above-described subscriber(s) or accounts. A scrvice mmgzon or
degradation may alert the subderiber(s)/account users(s) that investigative action is being taken. If you
are not able to fulfiil obligations ander this lenér without alertmg the subacriberfaccoum user,
phm contact the FB prior to proceeding.

In accordunce with Titie 18, U.S,C., Soctmn 27090:). 1 cenify that the information mght Is
. relevant to an authorized invesugaﬂon to protect against international terrorism or clandestine

intelligence activities, and that such an investigation of 3 United States person is nof conducted solely on
thebamofacumﬂespmatedbytheﬁrsthmendnﬁnnotheComﬁmﬁon of the Umwdsmes. .
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: InleoordamewilhlBU.SC.iim(cxl},lmfythﬂadiaclommonhommuheml _
has aMﬁmm&eMnmg&tbyﬁhiﬁurmywdmgu&emanu
of the United States, interfere with a criminal, counterterrorism, or counterintelligence investigation,
%.%a;ggs( Yén and (2) prgfmg mof%& orel::plcyee- L vee, or o O“orl frorh disclon -

c you, of any officér, or agent of yaurs, g
this letter, other than fo those (o whom disclosurs is 1 mcomplywiththolma-m'man‘ :
attntnsy tooblmlegal advice or Jegal assistance wlthrespeeno this letter. ‘

In accordinte with 18 U.S. GQZMcm.mmanoh&mymmwhm
mhvcdhdo&cddﬁahtﬁlhﬂ!heymnhowbjectwthcmndisdmmmqumm m
ﬂlmfnmalsopmlﬁbltedfrmdmlomgthemtommeelm _ R :

In accdrdance with 18 U.8.C: l2709(c)[4).1ftthBlasksforthemfomaﬁqn. should
;denﬁfyanypmontowhomsuchdmlomhubeenmdeoﬂqwhomsuchdisclomwillbemaﬂé.
In no instance will you be reduired fo identify any attorney.to whom disclosure was made or will be
mmmduwawn[egd&dvimorlegalmwithmpeclwﬁdslm

" In accordance with 18 U.S.C, QSSII(ﬂmd{DXIquManghtwchaﬂmgeduslemif
iance would be unreasonable, ppmsiw,oroﬂwwmunlawﬁ:!mdﬂmrlghtmcbaﬂmgeﬂw

o mnquhemmmfoﬂhabove. . ‘

. In mord;mwith 18 U.S.C. 3 3311(::), mumwmmm:mmmywimmm iucluding -
any nondisclosm requuexmnt. may result in the United States bringing an enfommt actlon.

10 DY damordampmxiwnémkmqumpmondlymhmp:ummdn
v duougbuseohdelimymvicaormmughsmmmwuhm
reeeiptofthilletwr

gd:hrequutmmbedmcwd anBI h -
mwhuhummupmmdorﬂtrmghw
erations, you should nejther send the records tlnwghmuunemallnordssclose

.. 'i‘ i l.';'ih—,- =1

of.th;FB

the submnee of thiy request in any telephone conversation,
Yout ooopernbon in llns matter is greatly nppn-.ciated.

 Sincerely,




AT A'rrAcmvm _ o
hmgmummmﬁstwmwuwmmwmm .

of infoimation be considered b
communicaﬁom transacﬂoml monl aeoo:dm w:th Title 18 Uni'ted

3

tobecan |

u‘_

Anyothm-iafwmmonw _ bymmudertobeandecuvmcoomumca oo
u-mactionalreeom " I o

.. --Wemnmduwﬁngthatyoushouldpmv:de.mdyoushwldnut v:dc.mfmmation
-".-'letterr.hatwmlddisclosctheomwntofwdmmﬁccmummuwuﬂeﬁmdmﬂ e 18 United -
States Code Section 2510(8). Subject liries of e-mails ars content information and should notbe -

- < "provided pursuant to this letier. 1f the records
e prov;dedafs:ﬂfonnaﬁoninclecu'onmfommprefunblyonamk
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