CLOouD COMPUTING:
STORM WARNING
FOR PRIVACY

AN ONLINE PRIVACY FACT SHEET FROM THE ACLU

THE MORE DOCUMENTS YOU MOVE ONLINE,
THE MORE DIGITAL FOOTPRINTS YOU LEAVE BEHIND

YOUR PERSONAL INFORMATION COLLECTED AND STORED ONLINE IS VALUABLE

Moving your documents from filing cabinets and computer hard drives to online “cloud computing” services can be convenient.
But the documents and files you store or produce online—and what you do with them—can say a lot about your interests,
hobbies, habits, and concerns. And outdated privacy laws, written before the Internet even existed, mean that all this personal
information isn’t being properly protected from prying eyes. Don’t pay for cloud computing by giving up control of your
personal information. Demand a privacy upgrade. Demand your dotRights.

WHAT GOES INTO THE CLOUD MIGHT NOT STAY IN THE CLOUD

When you store information, like a budget, calendar, or photo album, in a filing cabinet or computer at home, you know who can
get access to it. When you store information on the Internet, it's harder to be sure. The service you use might look at this infor-
mation and use it to build a profile of who you are, what you like, and where you go. It might use this profile for targeted advertis-
ing, or even share this information with others. And you might not even know it's happening.

WHAT GOES INTO THE CLOUD COULD WIND UP WITH THE GOVERNMENT

If you store personal information in your desk drawer or home computer, the government needs to get a warrant from a judge
before it can get its hands on it. But if you store the exact same information in a cloud computing service, these same legal pro-
tections may not apply. Rather than getting permission from a judge, the government says it can just ask the company (not you
directly!) to hand over your personal information.

DEMAND CONTROL IN THE CLOUD

You deserve to be able to use cloud computing services without having to worry that your information could end up being used in
ways you never intended or imagined. It's time to upgrade privacy laws to keep our personal information safe. It’s time to stop
paying for new technology with our privacy. It’s time to Demand our dotRights!

LEARN MORE: VISIT DOTRIGHTS.ORG TO LEARN MORE AND TO SIGN UP FOR
DOTRIGHTS UPDATES.

SPREAD THE WORD: SEND AN E-CARD TO A FRIEND, FIND US ON FACEBOOK,

FOLLOW US ON TWITTER.

TAKE ACTION: DEMAND THAT COMPANIES TELL YOU WHO’S
GETTING THEIR HANDS ON YOUR INFORMATION AND THAT
LAWMAKERS UPDATE PRIVALCY LAW.
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